CYBER SECURITY

ldentifying, Understanding and Mitigating
the Latest Security Threats to Hit Nonprofits



Top Security Threats

* Malvertising

* Phishing / Spear Phishing / Whaling
* Cryptojacking / Ransomware

* Internal Threats

* External Threats



Malvertising
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Windows Has Detected a Malicious Virus On Your System

Do Not Shutdown Or Restart Your Com

Contact Our Cert “

The server microsoftsupport. com-prtscrhelp18.us is asking For your user name
and password. The server reports that it is from Dx80070424 Warning:
Activation Key Damaged. Your System Has Been Compromised. Call Windaws
Ssupport Immediately: 888-309-7921 (TOLL-FREE).

‘Warning: Your user name and password will be sent using basic authentication on
a connection that isn't secure,
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What's that charge? Dt
There are no billing surprises when yeu can check your Sel
apps, subscriptions, and other purchases from the rel 'Jser harme
Store, Check your payments & billing i

Password

Contact Our Cer

Cancel |
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See what your kids are up to

Keap your kids safer with smart reporis and Fmits on
what they can see anline. Add your kids

diate Assistance
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Discover the benefits of a Microsoft account

Protected mode is turned off for the Internet zone.

Don't show this message again

Turn on Protected mode
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Malvertising
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Tuesday, January 8, 2019

World US.  Politics N.Y.

Business

ENGLISH ESPAROL FI[

Ehe New Pork @

Opinion Tech Science Health Sports Arts Books

Your Tuesday Evening Briefing
Here’s what you need to know at the
end of the day.

Listen to “The Daily’ !1;'7 ::"
Is there a crisis at the border? ( 2

thir

Updates and Fact Checks
on Trump’s Speech on
Border Security

* President Trump’s speech made the case
for a border wall with Mexico, an issue
that has forced a partial government
shutdown.

* Here’s what the president said, and how it
stacks up against the facts.

* House Speaker Nancy Pelosi and Senator
Chuck Schumer responded for the

FACT CHECK: THE PRESIDENT'S ADDRESS

with Mexico.”

False

Read more »

“The wall will also be paid for, indirectly by
the great new trade deal we have made

g @nvimes.
Attn: NYTimes.com readers: Do not click
pop-up box warning about a virus -- it's an
unauthorized ad we are working to
eliminate.

i
!

Faorke 2/ Fetweel + Feply

Trump’s Claim of On the Border, Little
Terrorists Streaming Over Enthusiasm for a Wall:
Border ‘Simply Isn't True,’ ‘We Have Other Problems’

Experts Say Mr. Trump has made the

case for an immigration
crisis, but a survey of those

White House assessments
also conclude that



Malvertising

* Advertising Blockers (plugins, extensions for browsers)
— AdBlock

— AdBlocker Ultimate @

— uBlock Origin o
— Ghostery

— AdBlock Plus ﬂ

— many more




Malvertising

Internet Browsers with built-in blockers
— Opera / Opera Mini / Opera Touch
— Firefox Focus
— Microsoft Edge
— Brave Browser
— Ghostery Privacy Browser
— Slimjet
— and a few others
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Malvertising

* DNS Web Filters * VPN Services
— OpenDNS — NordVPN
— CleanBrowsing DNS — ExpressVPN
— SafeDNS — BulletVPN
— Norton ConnectSafe — PrivatelnternetAccess
— Comodo Secure DNS — CyberGhost VPN

— Quad9 — TunnelBear VPN



Malvertising

» Applications / Appliances / Hardware
— 1Blocker (iOS, Mac)
— AdLock (Windows $22, Android $11)
— Disconnect.me
— Sophos UTM Home*
— clearOS*

clearOS

* May require additional IT service/support



You've received a $25.00 Amazon.com Gift Card!

- Amazon.com

You've received a $25.00 Amazon.com Gift Card!

N’

amazoncom  $25.00
g

Redeeming your Gift Card

1. Visit www.amazon.com/redeemgift.
2. Enter the Claim Code and click Apply to Your Account.



Company Update: Employee Action Required

s IT Department

All,

We've been alerted of a potential breach of our company email server. At this time it doesn't appear that any sensitive information was
compromised, but we need to take preventative measures to limit our risk.

If you haven't done so already please click here to reset your email password.

We will keep you updated with any new information regarding this issue. If you have any questions please feel free to contact IT directly.
Thank you!

IT Department



Please Verify Your Account

IRS

IRS

Dear Taxpayer,

This is an automated email, please do not reply.

We've noticed your account information is missing or incorrect.

We need to verify your account information before you can file or receive your Tax Refund.
Please click here to veri ur i ation.

Thanks,

IRS Team

2017 IRS All rights reserved.

IMPORTANT NOTE: If you receive this message in spam or junk it is a result of your network provider. Please move this message to your inbox and follow the
instructions above.
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One account. All of Google.

Jeff has shared a

° Google Docs Sign In 1o continue to Gmail
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RE: Business Consulting Services. K
M b -

What is the status of the payment, Has it been processed yet?
Please Inform.

Jay.

On Thu, 19 May, 2016 at 11222209 AM, M <M o _com> wrote:
To: Jay o

Yes 1 am here. I'm sure we can. Do we have the information to pay from? | believe the cut off is 2:30pm.
M

From: Jay i Imailtojayeco@o o i.com)
Sent: Thursday, Mcy 19, 2016 10:19 AM

VoMU M il -

Hi M b
Are you at the office?

Can we send a wire out today? Kindly find out from the bank the cut-off time for international payments also.

1'll be busy, Email me.
Regards,

B e I B

r Phishing / Whali
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SSL/TLS

-

microsoftonline.com

= Microsoft

Sign in

16




SSL/TLS

e

m hiresconsulting.com

] Office

Something went wrong

Sorry, we ran into a prE‘?b em.

Go online for additional help

Error Code: 30174-4

17

©2018 Microsoft



Ba @ 23 New Messages

From: cbmtech.com [mailto:support.com-quarantine-inbound@marsoft.com]
Sent: Friday, June 23, 2017 8:11 AM

To: support@cbmtech.com

Subject: 23 New Messages

] Office 365

Dear support@cbmtech.com

There are 23 new messages in your Email Quarantine since you received your last
Notification.

i
Messages will be automatically removed from the quarantif "ttp://www.baktigroups.com/oj.phph
ick or tap to follow link.

To see all quarantined messages view your email guaraniine or co

Continue)

Note: This message has been sent by a notification only system. Please do not reply

IS

INn



Social Engineeri S
@ FROM

| don't recognize the sender's email address as
someone | ordinarily communicate with

* Did | receive an email that | normally would
SEG — get during regular business hours, but it

Erom: YowOEOGyoume anizmon cod) was sent at an unusual time ke 3am.?
——P To: You@yourorganization.com

Date: Monday December 12, 2016 3:00 pm

This email is from my
and it’s not related to my job responsibilities

This email was sent from someone inside the

A Subject: My money got stolen 4 -
organization or from a customer, vendor, or partner
and is very 1 or out of ch Hi, I'm an vacation in London and my money and passport were SUBJEcT

stolen out of my bag. Could you wire me $300 via Bank of America?
Is the sender’s email address from a suspicious They gave me & special link so this goes right into my account and i
domain (like micorsoft-support.com)? I can buy a ticket hame: * Did | get an email with 2 subject line that is

irrelevant or does not match ihe message
content?

Is the email message areply to something
| never sent or requested?

| don’t know the sender personally and they
were not vouched for by someone | trust.

| don’t have a business relationship nor any past
communicalions with the sender.

This is an unexpected or unusual email with an
embedded hyperlink or an attachment from
someone | haven't communicated with recently

%5 ATTACHMENTS
@ m » The sender included an email attachmant that | was not expecting or Fha'.

makes no sense in relation to the emall messags. (This sender doesn't
ordinarily send me this type of attachment.}

* | was cc'd on an email sent fo one or more people, but | don't
personally know the other people it was sent to. * | see an attachment with a possioly dangerous file type. The cnly file type
that is always safe to click on is a .txt file

| received an email that was also sent to an unusual mix of people.
For instance, it might be sent to a random group of people at my

organization whose last names start with the same lelter, or a whole
list of unrelated addresses. CDNTENT
HYPEHLINKS * Is the sender asking me to click on a link or open an attachment to avoid a negative
or lo gain hing of value?

q

« | haver my mouse over a hyperlink that's displayed in the email message, but + Is the email out of the ordinary, or does it have bad grammar or spelling errors?
the link-to address is for a different website. (This is 2 big red flag.) * |Is the sender asking me to click a link or open up an attachment that seems odd or illogical?
* | received an email that only has long hyperlinks with no further information, * Do | have an uncomfortable gut feeling about the sender's request to open an attachment
and the rest of the email is completely blank or click a link?
* | received an emall with a hyperlink that is a misspelling cf a known web site. For * Is the email asking me fo look at a P g or emb ing picture of myself or

instance, www.bankofarnerica.com — the “m” is really two characters — “r" and “n.” someone | know?

® 2017 KnowBed, LLC. All rights reserved. Othar product and company names mantioned |<| I W B e l

herein may be trademarks and/or tered traden of their respective companies. Human error. Conquered




Phishing

 Two-Factor Authentication

* Multi-Factor Authentication

e Strong & Unique Passwords for EACH & EVERY LOGIN
* Check/Monitor for Breaches

* Password Managers

* Different/Aliased Email Accounts

* Wrong Passwords



Phishing

 Two-Factor Authentication (2FA)
— Usually Password & Text/SMS Codes




 Multi-Factor Authentication (MFA)
— Multiple verification methods required

Something you

ARE J

Dual-factor Three-factor

authentication Fingerprint authentication
e.g., PIN and Face ace eqg.PIN, Face, and ID badge

-
\\_
Something you ( Something you

HAVE

Smart card USB dongle

ssssss
/ USBtoken Phone
Security questions RFID badge PC



Phishing

e Strong & Unique Password for EACH & EVERY LOGIN

https://howsecureismypassword.net

https://lastpass.com/howsecure.php

https://password.kaspersky.com/

https://passwordsgenerator.net/

nttps://www.lastpass.com/password-generator/

https://www.roboform.com/password-generator



https://howsecureismypassword.net/
https://lastpass.com/howsecure.php
https://password.kaspersky.com/
https://passwordsgenerator.net/
https://www.lastpass.com/password-generator/
https://www.roboform.com/password-generator

Phishing

* Check/Monitor for Account Breaches
— https://haveibeenpwned.com

— https://www.dehashed.com/

— https://monitor.firefox.com

— https://www.creditkarma.com/id-monitoring

— https://wallethub.com/free-credit-monitoring/



https://haveibeenpwned.com/
https://www.dehashed.com/
https://monitor.firefox.com/
https://www.creditkarma.com/id-monitoring
https://wallethub.com/free-credit-monitoring/

Fact: The fastest special purpose password cracking machine can

generate and check 100 billion hashes per second.

The data represent how long a password at that level can resist being cracked.

Number of 123

Characters
6
7 0.0001 s
8 0.001s
9 0.01s
10 0.1s
11 1.s
12 10. s
13 1.7m
14 16.7 m
15 2.8h
16 1.2d
17 11.6d
18 115.7d
19 3.2y
20 31.7y

0.00001s 0.00309s 0.02177s 0.19771s
0.08032s 0.78364 s

abc

2.1s
54.3s
23.5m
10.2 h
11.d
287.2d
20.4y
531.5y
13.8 ky
359.3 ky
gt. 1 my
gt. 1 my
gt. 1 my

abcl23

28.2s
16.9m
10.2 h
15.2d
1.5y
54.1y
1.9 ky
70.1 ky

gt. 1 my
.gt. 1 my
.gt. 1 my
.gt. 1 my
.gt. 1 my

ABCabc ABab123 AlIASCII!

10.3s
8.9m
7.7h
16.7d
24y
1239y
6.4 ky
334.9 ky
.1my
1 my
.1my
.1my
1 my

BB PR EH

.1my

QW KRG 6 GG

0.568 s
352s
36.4m
1.6d
97.1d
16.5y
1. ky
63.4 ky
.1 my
.1 my
.1 my
.1 my
.1 my
.1 my
.1 my

Q@R AR R R

745
11.6 m
18.4h
72.9d

19.y
1.8 ky
171.2 ky
. 1Imy
.1my
.1my
. 1Imy
.1my
.1my
. 1my
.1my
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h
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PASSWORD CRACKING DURATIONS

94351184 10 0.00000111 second

PASSWORD SEARCH SPACE

0833185837 10 0.000111 second

362924565493467 10 11.11 second

Numeric 100,000,000

03G1lgHFe 52 2.22 second

W4ZflLEmlo 52 2.37 hour Numeric 11,111,111,110

inKm@p7UPVMFx87 52 2.48 thousand centurie s 1,111,111,111,111,110

2ILqzp_# 62 1.12 minute Alphabetic 54,507,958,502,660

*n>z_K1GVQ 62 10 {wee Alphabefic 147,389,519,791,195,396

#Eu{5'p5[<-\QLz 62 15 1.49 million centurie Alphabetic 56,038,089,699,156,288,046,695,684

95 24  9.38 hundred billion trillion centurie AlPhanumeric S2LFER A8, 080

Alphanumeric 853,058,371,866,181,866

MEDIA LABS

Alphanumeric 781,514,782,079,074,318,856,775,914
Alphanumeric + symbols 6,704,780,954,517,120
Alphanumeric + symbols 60,510,648,114,517,017,120

Alphanumeric + symbols 15 468,219,860,267,835,848,675,991,626,495

MEDIA LABS




Phishing

* Password Managers o)
— Roboform RoboForm );d?ashlane
— Dashighs LastPassEXExa
— Lastpass

— Keepass \ 1)
KeePass —
— 1Password 1Password



Phishing

o Different / Shared / Aliased Email Accounts / Profiles
— Generic / Shared Mailboxes

 info@mydomain.org, admin@mydomain.org,
media@mydomain.org, accounts@mydomain.org

— Aliased Email Accounts

* Primary email: garyhires@mydomain.org

e Alias email: it@mydomain.org, network@mydomain.org



mailto:info@mydomain.org
mailto:admin@mydomain.org
mailto:media@mydomain.org
mailto:accounts@mydomain.org
mailto:garyhires@mydomain.org
mailto:it@mydomain.org
mailto:network@mydomain.org

Phishing

* Different/Browsers Profiles

— Setup and utilize “browser profiles” for specific “internet
tasks” within single “browser”
* Firefox, Chrome, Edge, Opera, Ghost Browser

— Install and utilize different “browsers” for specific “internet
tasks”

e«



Phishing

* Wrong Passwords

— Simply enter an intentionally INCORRECT/BAD password

— The “real” website should return with an “invalid account,
username or password” type response.

Enter password

Your account or password is incorrect. If you don't
remember your password, reset it now.

Password

Forgot my password
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Cryptojacking

Threat actor

Compromised website with
cryptomining script embedded

/FEEEEN XX 3

End-users ﬁ Q
Cryptocurrency 2
mining ) =

Steps
1. The threat actor compromises a website

2. Users connect to the compromised website and the cryptomining script executes

3. Users unknowingly start mining cryptocurrency on behalf of the threat actor

4. Upon successfully adding a new block to the blockchain, the threat actor receives a reward
in cryptocurrency coins




Crypto;ackmg

Website Exploit Kit Malware
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TS S |

Eile  Qptions  View
Processes Peformance App history Statup Users Details

| Somee | CPU

Sernces

Intel(R) Core(TM) i5-5200U CPU @ 2.20GHz

% Utmzation 100%
- Memory (\
45/7T9GB (5T%) \ I
= |
Disk 0 (C:D: E: A
D0 0P | J / A
AR
Ethernet \
Not connected @« / ? ,J
- R 60 seconds 0
;w;-?o Kops Utilization  Speed Maximum speed  220GHz
o 65% 236 GHz :"O::"" ;
Processes  Thresds  Hendles Logusl processors: 4
151 1794 60202 YVirusizstion Enabled
) L! cache: 12858
e e 12 cache: 51248
0:14:12:04 L3 cache 3.0ME

~ | Fewer getads @ Open Rescurce Monitor

Processes Performence App history Staup Users Details Services

(~

Fewerdetails  (§) Open Resource Moniter

- S ik CPU Intel(R) Core(TM) i5-5200U CPU @ 2.20GHz
% Utilzation 100%
] Memory
473 GB (34%)
Disk 0 (C: D: E) _ n \/\W
~hl AWAANAN |
[
‘ Ethernet ‘
Not connected
2 60 seconds 0
Sw';-:lo Kogs Utilzation Speed ?lmmum speed: 220 GMz
e 6% 0.88 GHz Z‘::‘“ ;
Processes  Threads  Handles Logn.)al processors: 4
151 1760 59825 Virtusizaton: Enabled
L1 cache 128 k8
Ve tine L2 cache $12k8
0:14:13:46 L3 cache iome




Cryptojacking

ra

B Fon Paul com

Cc O

x

/e ronpaul.com

RonPaul?

A FUTURE OF FREEDOM AND PROSPERITY

Ron Paul served in the House of Representatives in from 1976 to 1977, from 1979 to 1985 and €}
from 1997 until 2013. He ran for President in 1988, 2008 and 2012. His outspoken position {})

against any legislation that would violate the Constitution earned him the nickname "Dr. No."

Ron Paul stood up for his opinions and tried to persuade his opponents. He never sold out and
did not allow Washington DC to corrupt him. He serves as a shining example of how a
politician and statesman should act and be. Read more about Ron Paul.

This website is maintained by independent grassroots supporters. It is not paid for, approved or endorsed by Ron Paul.
Visit Ron Paul's websites, the Ron Paul Institute and the Ron Paul Liberty Report.

The Ron Paul Revolution continues...

tojacking protection

CPU usage is maxed out!

cPU




Cryptojacking

£ Windows 7 am Windows10

Task Mansger

hie OQgtions  View

R Pmoewes Peformerce App hitory Statup  Users Dessils  Senvices

)

Hidden browser window under ] [ With transparency effect, browser ]
taskbar's clock window is somewhat visible

[ Resizing the taskbar reveals the hidden window! ] ¥ Q) Oprra rteenet Browser (17) 3% SSTAMB 02 MBA O Mbpn
1- Opers crazhrrepones 15MB OMES: O Megs
O CperIntemet Browsar 0% 151 M8 OMEs O Mege
O Operalntemed R 131 MB O ME/ O Mg
O CpernIntemet Browser 0% it2Me OMESS 2 Megs
Q) Cpers Intemet Browser ok neMp O MBS O Mgz

O OpersIntemet Browser 1008 MB OMES:

Q Opvalnteimnet Browaer 130MB OME/s

O Cper Intemet Browser 0% 0./ ME O MESs
O Cperz Inteme: Browser : 1545 MD O MBS 0 Migs

Monday R > 8 =
: Q Opersintemet Browser o 03 MB MR DMbgs
27/2017
N 0 Cpera lntemet Browser 0% 3ME OME/s OMegs
O Cper Intemet Browser 2% 7.7 02 ME{s OMegs
& oSrtament - A Rittorrent Clisrt 3% O ME/s D Mepn
g = Tezk Merage 2.7% O ME/e O Meps
[ Moderate CPU usage for additional stealth ] . * rages € 1
Windows Explore 12% 174 ONE O Megs
CPU Usage

¢ Wedows Mot Flyye (320 'S 4 s J Megs

CPU

57%

Eovd Lask




Cryptojacking

e https://cryptojackingtest.com

OOpero
Cryptojacking test

Check if your browser is affected by cryptojacking!



https://cryptojackingtest.com/

Cryptojacking

e Use the Task Manager (Windows) or Activity Monitor
(Mac OS X)

e Disable JavaScript in the browser

 Browser extensions like “No Coin”, “Miner Blocker”,
“CoinBlocker” are available for most browsers.
Opera has it enabled already.

* Install third-party malware detection and anti-virus
software

 Update and patch software



Cryptojacking

Chrome Task Manager
* Open the Chrome Task Manager by using the Shift+ESC
keyboard combination

» Or from the Chrome menu, then More Tools, and then
Chrome Task Manager.

Q Qualys
BrowserCheck

Cryptocurrency m

©

caoinhive.com

| CoinBlocker

A

ining attempt detected!

http://cointestdomain.com/

MinerBlock

‘Version 1.2.8

Blocked Miners

1

No Coin

The most trusted coin miner

Disable Blocke blocker for your browser

b Add to whitelist

# Settings



Cryptojacking

* Anti-Malware, Anti-Spyware, Anti-Spamware
— https://www.malwarebytes.com/

— http://www.safer-networking.org/private/

— https://superantispyware.com/

— https://www.malwarebytes.com/adwcleaner/

Malwarebytes N SUPERANtiSpyviare


https://www.malwarebytes.com/
http://www.safer-networking.org/private/
https://superantispyware.com/
https://www.malwarebytes.com/adwcleaner/

Ransomware

# Wana DecryptOr 2.0 lﬁ

Qoops, your files have been encrypted!

What Happened to My Computer?
Your important files are encrypted.

Many of your documents, photos, videos, databases and other files are no longer
accessible because they have been encrypted. Maybe you are busy looking for a way to
recover your files, but do not waste your time, Nobody can recover your files without
our decryption service.

Payment will be raised on Can I Recover My Files?
1/411970 01:00:00 Sure. We guarantee that you can recover all your files safely and easily, But you have
not so enough time.

Time Left You can decrypt some of your files for free. Try now by clicking <Decrypt>.

But if you want to decrypt all your files, you need to pay.

You only have 3 days to submit the payment. After that the price will be doubled.
Also, if you don’t pay in 7 days, you won't be able to recover your files forever.

'We will have free events for users who are so poor that they couldn’t pay in 6 months.

Your files will be lost on

How Do I Pay?

Payment is accepted in Bitcoin only. For more information, click <About bitcoin>.
Please check the current price of Bitcoin and buy some bitcoins. For more information,
click <How to buy bitcoins>.

And send the correct amount to the address specified in this window.

After your payment, click <Check Payment>, Best time to check: 9:00am - 11:00am

ARAT e M e 3 T2

1/8/1970 01:00:00

Time Left

Send $600 worth of bitcoin to this address:

Aoyt bieck bitcoin
el | 13AMavw2d kHSQuySNgaEb94

Contact Us




INSTALLATION

After a victim’'s computer is infected, the

crypto-ransomware installs itself, and sets keys in the
Windows Registry to start automatically every time

your computer boots up.

-
HANDSHAKE AND KEYS

The ransomware client and server identify each other through

two cryptographic keys. One key is kept on your computer, the

a carefully arranged "handshake," and the server generates
second key is stored securely on the criminals’ server.

ENCRYPTION

With the cryptographic keys established, the ransomware
on your computer starts encrypting every file it finds with
any of dozens of common file extensions, from Microsoft
Office documents to .JPG images and more.

EXTORTION

The ransomware displays a screen giving you a time Limit
to pay up before the criminals destroy the key to decrypt
your files. The typical price, $300 to $500, must be paid in
untraceable bitcoins or other electronic payments.




Ransomware

e Education
* Backups

 Remove local administrative rights from daily use
account

 Be wary of any email attachments



Ransomware

* Backups

1

S

Data
Copies

Offsite
Copy

Can be car trunk,
storage unit,
second site, cloud

One production
copy with two
hackup copies

First media is typically
disk; second media
can be rotational tape,
disk, NAS, SAN, etc.



Ransomware

 Remove local administrative rights
— Use Standard User rather than Administrator

Users & Groups

New Account:  Standard u
CE= Sl - Change account type
Fut ‘ Account Name: MyStandardUser
® - yStandardUser
This will ba used as the name for your hame folder.
Gues Local Account
Password: ) Use iCloud password

Use separate password

Account type

An Internet connection will be required when this Standard User
user logs in to the system for the first time.

Cancel

ﬁ} Login
t *

EJ  Click the lock to prevent further changes.




Ransomware

* Elevate permissions to Administrator only when
necessary

T —~ 0S X wants to make changes. Type an

" CCleaner acks . . administrator's name and password to allow
~| Getting Started m this.

& Windows Media ( OS5 X wants to use the "Systemn” keychain.

Fun as administrator

D Calculatar Pin to Taskbar

Username: | |
Sticky Notes Unpin from Start Menu . ’
_ asswora:
L -
 Snipping Tool Remove from this list
2l Paint , 5 —
p rti ! aen oW

B Remote Desktop roperies r% Y

Ed Magnifier
2| Solitaire




Internal Threats

* Employees
— Insider malice
— Poor Password Practices
— Weak Access Policies
— Unsafe Downloads
— Unprotected Data and Email



Internal Threats

» Software / Systems
— Unsecured Software
— Unsecured Devices
— Unsecured Network / Wi-Fi
— Bad Access Practices



Internal Threats

* Devices / Internet-of-Things (loT)
— Employee’s BYOD — Bring your own device

— Employee Online Access, VPN, Remote
Access/Connectivity

e Automation/“Connected” Devices
— Software/Firmware Outdated/Unpatched

* Websites, Remote Access Gateways, VPN, Servers
— Outdated/Unpatched
— Unmanaged and Unmonitored



Internal Threats

 Education, Education, Education

* |T Service/Support/Consultants

* Conditional Access

* Privileged Access

* Updated/Patched Software/Firmware
 Managed/Monitored Servers, Software and Devices
* Intentional Increased Security Measures



External Threats

* Employees
— BYOD - Bring your own device
— Online Access, VPN, Remote Access/Connectivity
— Severed, Malicious Intentions
* Websites, Remote Access Gateways, VPN, Servers
— Outdated/Unpatched
— Unmanaged and Unmonitored



External Threats

 Education, Education, Education

* |T Service/Support/Consultants

* Conditional Access (Filtering, Blocking)

* Privileged Access

* Updated/Patched Software

 Managed/Monitored Servers, Software and Devices
* Intentional Increased Security Measures



Questions & Answers

A




Contact Information

» Midland Shared Spaces (MSS)
3500 N A St, Ste 1100
Midland, TX 79705
(432) 685-0400 main
ghires@midlandss.org
https://midlandss.org

» Hires Consulting (website for this presentation)
http://hiresconsulting.com



mailto:ghires@midlandss.org
https://midlandss.org/
http://hiresconsulting.com/

