Bellingham Symphony Orchestra
WEBSITE PRIVACY POLICY

Protecting individual privacy is important to the Bellingham Symphony Orchestra (“BSO”, “us” or
“our” or “we”). This Privacy Policy (the “Privacy Policy”) describes how we collect, use and
disclose the information from you gathered through the website located at
wwwbellinghamsymphony.org (the “Website”). This Privacy Policy applies only to BSO’s online
information-gathering and sharing practices occurring on the Website, and does not apply to any
data collected through any of our products and services that we may provide, nor to information
collected offline. Please read this Privacy Policy carefully to understand our policies and practices
regarding your information and how we will treat it. By accessing the Website you agree to the terms

of this Privacy Policy. If you do not agree to theterms of this Privacy Policy, please do not visitor
use any of the links on this Website.

SUMMARY
This Privacy Policy discusses:

What personally idennfiable information we collecr from you through the Websites.
How we use the information we collect.

With whom the information may be shared.

The kind of procedures we employ in an ceffort to preventthe unauthorized access, use or

disclosure of information you provide to us.
Informaton related to third-party websites.
The laws that apply to those accessing our Websites from outside of the United States.

Flow you can learn about changes to our privacy policies, practices and procedures,

1. The Information We Collect On Our Website.

You may freely visit our Website anonymously and without being required to provide us with any
Personally Idenfiable Information. Hlowever, certain requests and features do require that you

provide us with some Personally Idendfiable Information, as more partcularly in this policy.

2. Personally Identifiable Information.

“Personally [dentifiable Information” is informaton thart, cither alone or in combination with
other information, identifics you. This may include vour name, email address, or other informaton
as described below. When we combine other information (i.e., information that does not, on its
own, identify you), with Personally Idenntiable Information, we treat the combined informauon as
Personally Identfiable Informadon.
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3. When and How We Collect and Use Personally Identifiable Information.

A. Informaton You Volunteer or are Asked to Provide. We and our service providers collect the
Personally Identifiable Informadon set forth below in order to provide the requested services,
fearures or resources available vin the Website to you, or because we are legally required to do so. 1f
vou do not provide the Personally Idendfiable Informaton requested, we may not be able to
provide vou with the requested services, features or resources. This Personally Identifiable
Information includes but is not limited to:

® Registration Information.
BSO makes certain features, products or services offered subject to registration
requirements. To access those non-public, resteicted areas, you may be asked to provide
certain information about yourself, such as your name, mailing address, e-mail address; and
to create a username and password.

® Email Newsletter; News & Related Information.
BSO offers various subscription lists to which you could voluntarily submit your name,
matling address and/or ematt address. 1f vou no longerwish to receive any of these emails
and/or subscriptions, you may opt-out by clicking on and completing the opt-our hnk
provided at the bottom of the applicable email.

e Contact Us.
The Website provides links for questions, support and help. [f you contact us through any of
these contact forms, we will collect your email address, and any other personal information
that you provide to us. We will use the information vou provide to contact you and to
respond to any requests and/or questons.

e Personally Identifiable Information Collected When You Access our Products and
Services.
If you opt to access/subscribe to any of our productsand services, you will be asked 1o
provide us with a varety of Personally Tdentifiable Intormadon, and which in many cases
will require that you provide us with credit card information for payment. Please note that
access to these products and services may contain other terms and conditions, including
additonal terms related to the use and sharing of your Personally Identfiable Informaton.

o Personally Identifiable Information You Disclose Relating to Others.
If you disclose any Personally Idenafiable Informaton relaang to other people to us or to
our service providers in connectuon with vour use of the Website, vou represent that you
have the authority to do so and to permit us to use the information in accordance with this
Privacy Policy.

B. Information We Automatically Collect through the Website.

We and our seevice providers collect the following types of information automaucally when you visit
the Website:

Page 2/



¢ Log Information.
When you usc visit the Website our servers automatically record information, including your
Internet Protocol address. An TP Address is a unique identifier number that certain
clectronic devices use to identfy and to communicate with each other on the Internet; your
Internet Service Provider automatically assigns an 11> Address to the computer that you are
using. We also may collect your browser type, referring URLs (e.g., the site you visited before
coming to our Services), number of clicks, and howyou interact with links on the Website,
domain names associated with your internet service provider, pages viewed, and other such
information. We may also collect similar information from emails sent to you which then
help us track which emails are opened and which links are clicked by recipients. We use
Google Analytics and Facebook Pixels to automatically record information when users visit
our website. We use all such information to track Website visitor movement in the aggregate,
and to gather broad demographic information for aggregate use. Our goal in gachering this
information is to learn how our customers and the public are using our Website. We may use
this information to enhance our Website or for other lawful purposes.

o Cookies and Similar Technology.
When vou use or access the Website, we use cookies, device identifiers, and similar
technologics such as pixels, web beacons, and local storage o collect information about how
you use the Website. We process the informaton, including Personally Identfiable
Information, collected through such technologics to further our legitimate interests in
operating the Website, enhance your experience through personalization, and help us betrer
understand the features of the Website that you and other users are most interested in.
Most browsers provide you with the ability to block, delete, or disable cookies, and your
mobile deviee may allow you to disable transmussion of device identifiers. I you choose to
reject cookies or block device identifiers, some features of the Website may not be available
or some functionality may be limited or unavailable. Please review the help pages of your
browser or mobile device for assistance with changing your sctungs.
We may use Flash Local Shared Objects (“Flash L50Os”) and other similar technologies to,
among other things, collect and store informanon about your use of the Website. If you do
not want Flash 1.SOs stored on your computer, you can adjust the setungs of your Flash
player to block Flash LSO storage by visiting
(hup:/ /wwwmacromedia.com /support/docamentanon/en/ tlashplaver/ help/settings_man
ager()7.html). Please note that setting the Flash Player to restrct or limit acceptance of Flash
[.5Os may reduce or impede the funcuonality of some IFlash applications).
When you access the Website via a mobile deviee, we may also colleet the physical location
of your device by, for example, using satellite, cell phone tower or Wi-Fi signals. We may use
vour device’s physical location to provide you with personalized location-based services and
content. We may also share your deviee’s physical locaton, combined with informaton
about what adverdsements you view and other information we collect, with our marketng
partners to enable them to provide you with more personalized content and to study the

effectiveness of adverdsing campaigns. In some instances, you may be permitted to allow or
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deny such uses and/or sharng of your deviee’s location but if you do, we and/or our
marketing partners may not be able to provide you with the applicable personalized services
and content.

Do Not Track.

Every time your computer sends or receives information over the Web, the request begins
with some short picces of information called “headers” These headers include information
like what browser you are using, what language your computer is set to, and other details.
The Do Not Track technology provides individual users with the ability to include a simple,
machine-readable header indicaung that they don't want to be tracked, and sends a signal to
Websites visited requesting that the website disable either its tracking or cross-site user
tracking of an individual user. To learn more abouthow DN'T works, please visit

hetp:/ /allaboudnt.com/. Currendy, various browsers—including Internet Explorer, Google
Chrome, Firefox, Opera, and Safari—offer a “do not track” option. Presently, there is no
consensus on how Do Not Track should be interpreted, and no commeon or accepted
industry standard for implementing. Consequently, please note that our Website does not
currently respond to browsers' Do Not Track signals, and as such your activines will be
tracked, regardless of whether you have opted to enable the Do Not Track option offered by
your browser.

Other Information.

In additon to the other informadon outined in this Secuon 3.B, we may also collect
informadon that does not reveal your specific identity or does not directly relate to an
identifiable indtvidual, such as but not limited to: (i) demographic information and other
informadon provided by you that does not reveal your specific identity; and (i) informaton
that has been aggregated in 2 manner that it no longer reveals vour specific identiy.

4. How We Use Your Personally Identifiable Information.

We and our service providers may use Personally Identifiable Information as described in this
Privacy Pohicy, including the following:

administering our Webstte and related services, resources, and business including responding
to your inquirtes, fulfilling your requests, and providing you with related customer service;
personalizing our Website for you by presenting products and offers tallored to you;
sending vou goods purchased through our Websire;

supplying protessional services purchased through our Website;

sending statements, invoices, and payment reminders to you, and collecting payments trom
vou,

sending vou non-marketing commercial communicatons;

sending vou email notficauons that you have specifically requested,

sending you our email newsletter, if you have requestedit (you can inform us at any ume 1f
vou no longer require the newsleteer);
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sending you marketing communicatons relating to our business or the businesses of
carcfully-selected third parties which we think may be of interest to you, by post or, where
you have specifically agreed to this, by email or similar technology (you can inform us at any
tme if you no longer require marketing communications);

dealing with inquiries and complaints made by or about you relating to our Website;
verifying compliance with the rerms and conditons governing the use of our Website
(including monitoring prvate messages sent through our Website private messaging service);
and

for our business purposes, such as data analysis, audits, fraud monitoring and preventon,
developing new products, enhancing, or improving or modifying our Services, identifying
usage trends, determining the effectiveness of ourpromotional campaigns, and operating
and expanding our business activities.

5. To Whom We Disclose Personally Identifiable Information and Non Personally
Identifiable Information.

We may disclose your Personally and non-Personally [denufiable Informadon to any of our

employees, officers, insurers, professional advisers, agents, suppliers, or subcontractors as reasonably
necessary for the purposes set out in this policy.

In addition, we may disclose your Personally and Non-personally Idendfiable Informaton to:

® Our Service Providers. We employ service providers to perform tasks on our behalf and to

assist us in providing the Website and related services, such as website hosting, dara analysis,
payment processing, order fulfillment, customer service, information technology and related
infrasteucture provision, email delivery, and other services.

Third-Party Vendors. BSO uses third-party vendors (such as Google Analytics) to analyze
how users use the BSO Services. BSO may use anonymous and aggregated data collected by
BSO itself or by such third parties on behalf of BSQro track and examine the use of the
BSO Services, to create statistics and reports for various business purposes, and to aggregate
such anonymous data and share 1t with BSO’s adverusers, service providers or business
partners in order to offer you potenually desieable products and services; however, such data
will not include information that enables such third partes to identfy vou individually
without your informaton. The Personally [dentifiable Information compiled in our
registraton and subscription databases will not be shared wich any marketing firms or other
third partics {(other than those providing services wo BSO and that are restricted to using
such information on behalf of BSO and solely as andrto the extent necessary to provide such
services to BSO) without the express consent of the registrant or subscriber.

Advertising. BSO incorporates retnarketing by unlizing third party vendors (such as
Google) to display content specific advertusements to visitors who have previously visited the
BSO Services and/or expressed interest in the BSO products when such visitors go to other
websites that also Incorporate similar remarkeung tools. BSO and other thied-party vendors,
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including Google, use first-party cookies and third-party cookies rogether to inform,
optimize and serve ads based on user’s past visits to the BSO Services.

Remarketing is a way for BSO to conncct to BSO users based upon such users’ past
interacdons with BSO. Third-party vendors (such as Google) may show BSO ads on other
sites on the Web.

You may opt out of this use of cookies by visitingthe following sites:

hup:/ /www.google.com/policies/ privacy /ads/

http:/ /wwwnetworkadvertising.org/ choices/

If you choose, you can opt out by turning off cookiesin your browser. You can opt-out from
being tracked by Google Analytcs by downloading and installing Google Analynes Opt-out
Browser Add-on for your current web browser, by visitng:

lll'tp://\\f\ﬂv.u')uls.g( K iglc.C(':m/dlp:igc/g:mpu it

Finally, you may opt out by turning off cookics inthe preferences setiings in your browser.
Law Enforcement, Government Agencies, and Courts. We may disclose Personally
Identifiable Information at the request of law enforcementor government agencies or in
response to subpoenas, court ordets, or other legal process to establish, protect, or exercise
our legal or other rights or to defend against a legal claim or as otherwise required or allowed
by law, or to protect the aghts, property, or safety of a customer or any other person. We
may also disclose Personally Tdentifiable Information to investgate or prevent a violation by
vou of any contractual or other relanonship withus or your illegal or harmtul acrivity.

BSO may also use your Personal Identifiable Informaton to idenufy which user account or
IP address to terminate in the event that BSO decides to terminate your use of, or
registration on, the Website or related services, as required by applicable law or pursuant to
our Terms of Uae

By You. 70 the extent you submit content to public areas of the Website, it will be available
to the public and BSO and other third parties may reuse and republish or unlize such
information at our discretion and in accordance with the terms of this Privacy Policy. Please
understand that you submit such content at your own risk,

Search Engines and Other Sites.Scarch engines and other sites not affiliated with the
BSO, such as archive.org or google.com, may crawl the Website and make available to the
public publicly-available content and postings from the Website.

6. How We Protect Your Information.

The security of vour Personally Identifiable Informationis important to us and we take reasanable

precautions to protect it. Flowever, notwithstanding such precautions, BSO assumes no

responsibility for the security of the Website orany dara transmitted to BSO, including, but not

limited to, informaton related to potental employment or applications therefor, or any other matter.

7. Children's Use of the Services.
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The Website is not intended for children under 13 years of age. We do not knowingly collect
Personally [denafiable Information from children under age 13. If you are under 13 years old, do
not use or provide any information on or through the Website. If we learn we have collected or
received Personally Tdentfiable Informavon from a child under the age of 13 without verificaton of
parental consent, we will delete thar information. Tf you believe we might have any personally
identifiable informaton from or about a child under the age of 13, please email us at
mto@bellinghamsymphonyv.org.

8. Links to Affiliate, Partner, and other Third Party Websites.

To the extent the Website contains links to any networked web pages and/or other websites
operated by our partners, affiliates, or other third parnes, the privacy poliey (if any) featured onsuch
partner, affiliate, or third party site shall control; our Privacy Policy shall not apply. We have no
affilladon with any of these other partics and/orwebsites, and cannot control and are not
responsible for the information collection, use, and disclosure practices of such third parties; we
encoutage you to review and understand their privacy practices and policies, if any, before using
providing any personally identifying information to them. We are not responsible for the practices,

content or informaton of these websites, or any otheruse of the linked website.
9. Use of the Websites From Outside the United States

We do not represent or warrant that the Website, or any part thereot, is appropriate or available for
use in any particular geographic locauon. If youchoose to access our Website, vou do so on your
own initiative and at your own risk, and are responstble for complying with all local laws, rules, and
regulations applicable in your jurisdiction. Please note that the Website is hosted in the United States
and is governed by United States law. [f you are visitingthe Website from outside the United States,
please be aware that your information will be transferred to, stored and processed in the United
States whete our servers are located and our central database 1s operated. The data protection and
other laws of the United States and other countries might not be as comprehensive as those in your
country. By using the Website, you consent to your information being transferred to our Facilities
and to the facilides of those third parties withwhom we share it as described in this Privacy Policy.

10. Contact Information.

Questions regarding this Prvacy Policy should be directed 1o Bellingham Symphony Orchestra, PO
Box 5892, Bellingham, WA 98227, NT'ITN: Privacy Team or infolbelhinghamsymphony.org,

11. Changes To Our Privacy Policy

We reserve the right to revise this Privacy Policy at any ume. Please check back regularly to seeif
there have been any changes to this policy, which you can determine by reviewing the Effective Date
listed below. By continuing to use the Website after those changes become effecuve, vou consent and
agree to be bound by the revised Pavacy Policy.
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This edition of the BSO Website Privacy Policy wasapproved by majority vote of the Board present
at its meeting on the date set forth below.

DATED the 26th day of April 2021

Bellingham Symphony Orchestra

By: Attest:

Barbara Ryan, Preside Patrick Roulet, Secretary
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