CYBER INCIDENT RESPONSE PLAN
[Business Name]
Version 1.0   |   Last Reviewed: [Date]   |   Plan Owner: [Name/Title]
How to use this template: Replace every gray, italicized placeholder like this with your business's real information. Add or remove rows and bullets as needed, then delete these how-to instructions before sharing the finished plan.

Incident Response Team and Roles
One person can wear more than one hat, but every role below should have an owner.

	Role
	Name / Title
	Contact Info
	Key Responsibility

	Incident Lead
	[Name, Owner/Manager]
	[Phone / Email]
	Makes final decisions, coordinates the response

	IT / Technical Lead
	[Name or MSP contact]
	[Phone / Email]
	Investigates and contains the technical issue

	Communications Lead
	[Name]
	[Phone / Email]
	Handles staff, customer, and public messaging

	Legal / Compliance Contact
	[Name or outside counsel]
	[Phone / Email]
	Advises on notification duties and liability

	Cyber Insurance Contact
	[Provider name]
	[Policy # / Hotline]
	Confirms coverage and required steps



Incident Severity Levels
Sorting the incident by severity helps the team react with the right amount of urgency.

	Level
	Description
	Example

	Low
	Limited impact, contained quickly, no data exposed
	Single phishing email reported and blocked

	Medium
	Some disruption or a small amount of data possibly exposed
	Malware found on one device, isolated fast

	High
	Significant disruption or confirmed data exposure
	Ransomware on shared drive, customer data at risk

	Critical
	Business operations halted or large-scale data breach
	Full network encrypted, systems offline company wide


Communication Plan
Clear, timely communication protects trust.
	Audience
	When to Notify
	Who Owns It

	Employees
	As soon as containment begins
	Communications Lead

	Customers
	If their data or service is affected, per legal guidance
	Communications Lead + Legal

	Regulators / Authorities
	Per applicable state or federal breach notification law
	Legal / Compliance Contact

	Cyber Insurance Provider
	As soon as a covered incident is suspected
	Incident Lead

	Law Enforcement
	For suspected criminal activity such as fraud or extortion
	Incident Lead

	Vendors / Partners
	If shared systems or data may be impacted
	Incident Lead


Many states require notifying affected individuals within a specific window after a breach is confirmed. Because these rules vary and carry deadlines. Be sure to include that in this document.
Key External Contacts
	Contact
	Purpose
	Phone / Email

	IT Provider / MSP
	Technical support and investigation
	[Contact info]

	Cyber Insurance Hotline
	Coverage guidance and approved vendors
	[Contact info]

	Legal Counsel
	Notification and liability guidance
	[Contact info]

	Local FBI Field Office / IC3
	Reporting cybercrime
	ic3.gov

	Bank / Payment Processor
	Freezing accounts, disputing fraud
	[Contact info]


First 24 Hours Checklist
1. Report and record the incident
1. Notify the Incident Lead
1. Contain affected devices and accounts
1. Preserve evidence before making changes
1. Contact IT provider and, if needed, legal counsel
1. Notify cyber insurance provider
1. Begin internal communication
1. Assign severity level and log a timeline of actions taken
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