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Working Group Country
	Working Group DE
	☐
	Working Group FR
	☐
	Working Group NL
	☒
	Working Group UK
	☒


ACRONYMS
	DMT
	Decision Making Tool

	EoL
	End of Life

	GITA
	Green IT Amsterdam

	LSBU
	London South Bank University

	WI
	Wuppertal Institute for Clinate, Environment and Energy 

	Pilot A
	Eco-desin, design and manufacturing for a circular economy

	Pilot B
	Refurbishment and reuse

	Pilot C
	Recycling/reducing waste/ increasing CRM reclamation 

	WP2 LT
	Long Term Effects

	WP3 C
	Communication

	WP 4
	Situational Analysis and Network Building 

	WP 5
	Co-creation, Decision Making tool and eco-design guidelines finalisation 









Summary
This working group meeting focused on data sanitisation and the expert views were presented by the representatives of Blancco and N2S. 

	Topics of Discussion


Blancco 
Fredrik Forslund presented the practices of data sanitisation to CEDaCI Working Group Members.  
About Data Sanitisation
· 23 years in business providing Data Erasure Software.
· There is an irrational fear towards Data Erasure which can only be alleviated through education.
There are 3 types of Data Sanitisation (DS) All provide purge level (PL) DS: 
1. Physical Destruction
Drilling – no secure, as data can be recovered in a forensic lab.
Shredding – difficult because the prats must be shredded to <6mm in size, for SSDs <2mm. A lot of material and CRMs lost during the metal recovery process.
Degausser – frequently used, but it is not entirely secure, as newer drives require greater magnetic field and often data is unaffected. The method does not work with SSDs.
2. Data Erasure – software that can overwrite the data and completely destroy it. If done correctly, following all the standards and requirements - it is 99.9% safe.
3. Cryptographic erasure - the data remains on the storage device, but by erasing the original key, the data is effectively impossible to decrypt making it unrecoverable.
Erasure Standards
There are several Erasure standards. DOD is one to look out for as this standard was introduced in 1996 for the magnetic storage technology. It is outdated and is not safe for current tech. Data erasure that relies on this standard is not secure. NIST – is the most current leading global DS standard - NIST SP 800-88 Rev. 
UK DS standard required by the governing bodies is HMG IS5, but it is out of date (last updated in 2014).  Majority of the industry currently uses NIST. 

Risks
75% of companies are storing EoL data storage equipment on site, due to GDPR rules they are not sure what to do with it. Hence it is left sitting idle. This poses a high risk of data theft.
36% of companies within regulated industries use inadequate sanitisation methods.
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	LIFE CYCLE STAGES
	CHALLENGES
	SOLUTIONS/PROJECT ACTIONS
	PILOT/WP
	PARTNER

	Recycling 
	1
	Security risks
	Offer a dedicated Data Erasure Report with detailed standards and key equipment parts list.
	WP 5 & Pilot C
	WI&TND 

	
	2
	What are the components that the DS can be used for?
	DS at Blancco used for: drives, mobiles, SD cards, removable storage, virtual machines, files, LUN.
	WP5 & Pilot C
	WI& TND

	
	3
	Recycling Process 
	Identify what routes are involved in data technology recycling. DMT could advise users of the best route for the DS 
	WP5 & Pilot C
	WI &TND

	Design &Manufacturing  
	1
	Unknown material composition
	If the industry makes materials composition available, DMT can help customers choose the best method of DS.
	WP5 & Pilot A 
	WI &LSBU 

	
Refurbishment 
	1
	Security risks

	Priority is the re-use of the equipment without any risk to data breaches.

	Pilot B
	GITA

	
	2
	POPs Regulations 
	PoPs regulations act as a barrier to recycling and is a major block to CE, because of the wording that can be interpreted differently. PoPs containing equipment must be “discarded” as per “The intention to discard” point. The meaning of “discard” can be read as “waste” or “dispose of”, subsequently if the equipment has never been classified as WASTE, then it can be re-used. It is essential to educate clients/users of this.
	WP5 & Pilot B
	WI & GITA 








N2S 
· They use Blancco software while providing Total LC solution for the DC. Use App to keep their clients informed of what is happening with the data.
· Final decision is client-led but based on all the relevant information provided by N2S - they use a series of questions, customer analysis and regulations to help determine the workflow.
· Have an option for Fail-Safe.
· Top Secret Data – on-site destruction only – Purge Level
· Commercial Data – 1 step wipe is sufficient.
· N2S use Data Destruction Matrix, issue Hardware Report with Pass/Fail indicator for each part. (Equipment sometimes fails after erasure), and Certificate.
· Materials are audited at the beginning and the end of the process. Those should match.

	LIFE CYCLE STAGES
	CHALLENGES
	SOLUTIONS/PROJECT ACTIONS
	PILOT/WP
	PARTNER

	Refurbishment and Recycling 
 
	1
	How to develop CE 
	Make the controller responsible for sustainability, rather than solely put the responsibility on the producer
	WP5 & Pilot C
	WI &TND

	
	2
	Lack of Information about the DS options 
	Educated users on what options/tool exist for secure DS options.
	WP 5
	 WI

	
	3
	Regulations on the responsibility of controllers 
	Legislation on controller responsibility for waste is needed. If controllers are penalised for CRM content in waste, it can lead to more re-use culture.
	WP2 & 3
	Dialasheep & Team2 

	
	4
	How to educate the data centre industry? 
	DMT could be used as an educational tool; clients can see merits in DS.
	WP 5
	WI

	
	5
	Risk factors during the data sanitisation process
	DS Risk factor indicator could be a good option for DMT – need statistics to back this
	WP 5 
	WI

	
	6
	Lack of legislation promoting the data sanitisation
	There should be more pressure on bringing in legislation to enforce Data Erasure.
	WP 2 & WP 3
	Dialasheep & Team2 

	Design
	1 
	How to design the IT equipment to enable the DS
	Devices should be built for erasability. OCP has recorded workshops that show how their design is driven by consumer needs.
	Pilot A
	LSBU 






	CONCLUSIONS

	· New regulations are needed to promote the sustainable data erasure processes for the second use of the equipment and the reclamation of CRM
· CEDaCI Decision Making Tool could be used to as an educational tool to present the benefits of the sustainable Data Sanitation 
· Design and manufacturing process should enable the data erasure and the material composition can promote the sustainable data sanitisation methods 
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