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Out of Code, Out of Control?

Why collaboration tools are your unseen security blind spot

Secrets outside of code are more Critical...

High severity secrets @ Low / medium severity secrets

Code

Outside of code

... and are sprawling across all tools...

B Critical secrets

® Less security-aware employees
frequently handle secrets in these tools
(data analysts, scientists etc)

* Developers are less cautious when using
Slack or Jira vs GitHub

* Unlike code repos, collaboration tools
lack fundamental security mechanisms

* Secrets appear frequently with multiple
leaks per channel due to real-time
messaging, copy-pasting and transient use

2,4% of channels

* Secrets are leaked due to documentation
misuse, misplaced credentials or lack of
proper cleanup

0,50% of spaces

* Secrets are frequently shared in tickets,
probably for troubleshooting or access

6,10% of tickets
requests

... and are almost all different than secrets found in code!

What this means for sec

* Secrets found in collaboration tools are
almost entirely distinct

* Collaboration tools are a vast,
unmanaged attack surface demanding

Non code a dedicated strategy

Secrets in code

* Remediation strategies differ, involving
specific teams, typically product owners
of these tools

*Secrets outside of code are secrets leaked in communication and
ticketing tools, File Storage, Object Storage, CI/CD, Logs, Database

Storage, Container Registries, Package Registries

How GitGuardian protects secrets everywhere
In this age of Al agents
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Object Storage

Our dedicated team enables premium integration
quality and bx faster, secure integration of new

data sources.

Leverage our best-in-class engine for real-time
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How GitGuardian leads the fight
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Swiftly address identified secrets with powerful
prioritization and remediation capabilities.

Our Early Adopter Program fits and scales with

and historical scanning across all your data

sources.

your unique environment and data.



