Best Practices for Saving and Sharing in OneDrive, SharePoint, and Teams

1. Understanding the Platforms
OneDrive
Personal cloud storage for individuals within an organisation.
Ideal for drafts, personal work files, or documents not yet ready for team collaboration.
Files can be shared externally or internally.
SharePoint
A collaborative document library for teams, departments, and projects.
Designed for storing, organising, and co-authoring files.
Allows version control, metadata tagging, and workflow automation.
Teams
Built on SharePoint, used for real-time collaboration.
Documents shared in a Teams channel are stored in the related SharePoint site.
Private chat file sharing stores documents in OneDrive (under “Microsoft Teams Chat Files” folder).

2. Saving Files: Where to Save?
	Scenario
	Best Location

	Personal work
	drafts

	notes
	OneDrive

	Team/project collaboration
	SharePoint/Teams

	Files to be co-authored in real-time
	SharePoint/Teams

	Documents for department-wide sharing
	SharePoint

	Sharing files in a Teams meeting/chat
	Teams 

	Large-scale document management with automation
	SharePoint



3. Best Practices for Saving Files
OneDrive
Use for personal documents and drafts before sharing.
Save in a structured folder system for easy retrieval.
 Turn on automatic sync with your desktop for seamless access.
 Enable version history to restore previous versions.
SharePoint
Organise files in document libraries rather than folders where possible.
Use metadata (tags, columns) to categorise files.
Set permissions at the library or folder level rather than individual files.
Enable major/minor versioning for tracking document changes.
Teams
Store files in relevant channels (avoiding file sprawl).
Use the "Files" tab within a Teams channel for easy access.
Keep file names clear and consistent for better organisation.
Avoid duplicating files in multiple locations—link to files instead.

4. Sharing Files: Best Practices
General Sharing Guidelines
Share links, not attachments—this ensures everyone is working on the latest version.
Use specific permissions when sharing:
View only for read-only access.
Edit for collaborative work.
Can review (Word, Excel) for feedback without direct edits.
Use expiration dates for temporary access.
Regularly audit shared files to remove unnecessary access.



Sharing in OneDrive
Click Share and choose "Anyone with the link" (if external sharing is allowed) or "People in [Your Organisation]".
Use the “Specific people” option for sensitive data.
Review the Manage Access panel for oversight.
Sharing in SharePoint
Use SharePoint permissions instead of individual file sharing to maintain security.
Use Request Files if you need someone to upload files to a folder without giving them edit access.
Set up Alerts for document changes if needed.
Sharing in Teams
Upload files directly into a channel’s Files tab to ensure team-wide access.
Use @mentions in chat to notify specific people about shared files.
If external sharing is needed, consider using SharePoint links rather than Teams chat.

5. Security and Compliance
Use sensitivity labels for classifying documents (e.g., Public, Confidential, Restricted).
Apply DLP (Data Loss Prevention) policies to protect sensitive information.
Avoid sharing externally unless necessary—limit external sharing to specific domains.
Use Multi-Factor Authentication (MFA) to protect files from unauthorised access.

6. Managing Access and Cleanup
Review shared files regularly (OneDrive > “Shared” tab, SharePoint > “Manage Access”).
Set automatic access expiration dates where possible.
Remove old, outdated, or duplicate files periodically to keep storage organised.
Use retention policies to manage document lifecycle (especially for compliance).

7. Troubleshooting Common Issues
Issue: “File Locked for Editing”
Check if another user is currently editing.
Use co-authoring mode in Office Online.
If needed, force check-in through SharePoint version history.
Issue: “Permission Denied” When Accessing a File
Ask the owner to verify sharing permissions.
Ensure the correct group is added to SharePoint permissions.
For Teams, check if the file was shared in a private chat (stored in OneDrive).
Issue: File Not Syncing to OneDrive/SharePoint
Restart OneDrive Sync Client.
Check for duplicate file names causing sync conflicts.
Ensure file paths don’t exceed the 400-character limit.

8. Summary: Key Takeaways
Use OneDrive for personal work, SharePoint/Teams for collaboration.
Share links instead of attachments to ensure one version of the truth.
Set permissions carefully—restrict access when needed.
Regularly clean up and review shared files for security and efficiency.
Enable version history and sync settings to avoid data loss.


