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Chainguard £t RX| 0| (=X £Xt: $612M)
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Chainguard raises S60M in Series Ato = o -
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default, introduces secure container base
images

Chai d, Inc.

Chainguard raises S61 million series B
round as enterprises move to fortify open
source software

Chainguard

R =oer 4. 2023 Chainguard Raises $140 Million in Series
C Funding to Secure the Next Frontier of Al
Workloads
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Al 9|32 = 0| Kot 248} Announcing Chainguard’s Series D:
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Chainguard OS & Chainguard Factory

AABHE Dajly HE
« DEO|OX| MR YE
s ZEIPIX|z AAZEEH HONY
« Aot SH % EX (Control &
Provenance)

3

o|=H =X

& Chainguard

o|Ed E2ILf &= T ¥20|=
(OS, toolchain, libraries, application)
x| ofE Y H|x3

M Xt =t

XH=3tE| Al J|HEO| AADE B EFX|
CVE =X|, 2|&d HH ¥e0|=
10,000+ LEAA TZHE 1
O|O|X[ofl s At 2[H=



Chainguard Factory

Continuous Integration

Analyze (actions)

Wolfict! Lint

Lint
Upstream Projects Analyze (java-kotiin)

Analyze (javascript-typescript)

Analyze (python)
CodeQL No new alert

M Enforce - Commit Signing Suct

Package Update Config Check |

Trust Policy Validation Valid tn,

Chainguard Factory

Wiz Data Scanner Wi

Wiz laC Scanner W

Wiz Secret Scanner W

Wiz Vuinerability Scanner W
ci-apk-add pk-add

ci-cve-scan CVE scar

ci-diff-report Package diff
ci-mal-report malcontent scan complete
ci-so-check ABI compatibility check
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Chainguard O|0[X| vs. E& 0|0 X]|

Chainguard
O[O[X]|

ive: python:3.9

/chainguard-private/python:3.9
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CVEs by Severity

inguard

Last month

Alternative

python:3.9

356.91 MB

@® Critical @ High ® Medium ® Low @& Unknown

May24  May 28

Junl Jund Jun7

Alternative




HZ 0|0|X| vs. Chainguard O|0|X|
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CVE SLA

https://www.chainguard.dev/legal/cve-sla

Acceptable Use Policy Last Updated April 01, 2025 Chaingual’d Fed RAMP

Cookie Policy

Chainguard SLA Critical 30¥

Support Policies >

Common Vulnerabilities and Exposures. Chainguard will use commercially reasonable efforts to
Limited Use Agreement address common vulnerabilities and exposures {*CVEs") for Chainguard’s published collection of H| h 300|

images (the "Guarded Images”) as covered by this SLA, provided the CVEs meet all of the following g =
Privacy Notice requirements (a “Qualifying Patch”)

i (o]
Master Service and License 1. Scanners used by Chainguard identify a CVE affecting a Guarded Image; MEd ium =
Agreement 2. The CVE is independently fixable of any other bugs;
3. The CVE does not require the recompilation of more than one quarter (or 25%) of all Guarded
Terms of Use Images {a “Major CVE Event”)
4. Either (i) there is an upstre 2lease version available which a credible and independent third
Inbound Vulnerability Disclosure party has verified fixes the CVE (i.e. the project maintainers have release notes or code commit
Policy message designating a fix to the CVE] or (i) an affected Guarded Image can be rebuilt with
updated compilers and/or libraries to remediate that CVE; and

QOutbound Vulnerability Disclosure 5. The CVE is not related to any image being used on, in combination with, or caused by an
Policy operating system not provided by Chainguard., e the FedRAMP POA&M Template rack andr ge POAEM iten
Trademark Usage With Chainguard Severity Scoring. Chainguard may assign each CVE meeting the above criteria a severity score
Images according to the Common Vulnerability Scoring System version 3, in accordance with the standards

described at https:/nvd.nist.gov/vuln-met cvss. In addition. to the extent Customer requests a
Trademark Use Policy CVE severity score, Chainguard may elect to evaluate such CVE to determine, in good faith, the

applicable CVE severity score.
Chainguard License for Commercial
Scanners Patching. Chainguard shall use commercially reasonabie efforts to patch CVEs in Guarded Images

within the estimated timeframe set forth below.
Chainguard Customer Data

Processing Addendum Critical Severity: 7 calendar days from the date a Qualifying Patch is publicly available.

High, Medium, and Low severity - 14 calendar days from the date a Qualifying Patch is publicly
available.
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Zero CVE Secret #1 - Wolfi
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—I Numbering AUthority Unknown RISk

27 days

Known Risk

Days ~ Weeks MR
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2%

Your team'’s
code

98%

Not your code
(open source)

©) kubernetes
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2%
Your team’s
code

chainguard
Guarded from CVEs
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M. chainguard
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B) XZ-Utils ('24) E) CodeCov ('21) G) Typosquating Attack
Ultralytics ('24) ! ]

F) Lottie Player ('24)
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A) PHP ('21)
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0301 M. chainguard
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Chainguard Products

Chainguard Containers Chainguard Libraries Chainguard VMs
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Purpose-built Zero-CVE 0O|O|X|

AH, Dev Tools, DB

& python
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* NET

FIPS Images

FIPS Cryptography and
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OpenSSL

Cryptography and SSLTLS Toolkit
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Application Images - Migration

without:

RElf install \
cert-manager jetstack/cert-manager \

Helm Charts UpdateE S0l B s

--create-namespace |

Chalnguard Oll:llxli ﬁ[‘”OlE --version v1.16.1}

--set crds.enabled=true

Ct== CHA| (Drop-in replacement) i

REIf install cert-manager Jetstack/cert-manager \
--namespace cert-manager \
--create-namespace \
--version v1.16.1 --set image.repository=cgr.devfchainguardfcert-manager-controller \
--set image.tag=latest }
--set cainjector.image.repository=cgr.dev/chainguard/cert-manager-cainjector \
--set cainjectorimage.tag=latest \
--set gemaselverimage.repositary=cardey/chainauard/cert-manager-acmesalver \
--set gemesolvernimaage tag=latest |
--set webhook.image.repesitary=cardev/chainayard/cent-mengaer-webhogk \
--set webhook.image.tag=Ilatest \
--set crds.enabled=true

OSC 24



Base Images - Migration

FROM ch dev/chainguard/node:dev AS builder
Chainguard Base O|O|X| AFE2 2ot !
ALY
npm && npm

dockerfile 3 multi-stage builds H|0|E

NOD-ROO'[ *"6'H Ifl_:‘jd IR :’app
No paCkage manager = package manager " nE;ckage*ﬂJs?n
H
174 ) 2 from=builder ist/ dist/
. 7|Ek T E #MA (Chainguarde #E8 0SS NTRYPOINT [

2f0|E2[ ArE 2= BEHY X240}

)PY HelloWolfi.java /home/build/
RUN /usr/lib/jvm/openjdk/bin/javac

-from=0 fhome:bulld’Hellowolfl class /app/
1
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Chainguard Container
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A few days

A few weeks

Time to Value

A few months
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