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Abstract

The STORE protocol introduces a decentralized, collision-resistant Cloud ID generation system based on the CUID2 algorithm
to enable autonomous computing capabilities without relying on a centralized authority. This system addresses the fundamental
challenge of establishing a secure and trustworthy connection between off-chain computing and storage, and on-chain comput-
ing (blockspace or blockchain computing). By leveraging advanced cryptographic techniques, including elliptic curve digital
signatures, and the novel BlockFinBFT consensus mechanism, STORE provides a robust framework for generating unique,
tamper-resistant identifiers (Cloud IDs) that serve as proofs of storage and computation across various blockchain networks,
its STORE Cloud, and third-party applications. This paper explores the implementation, key components, and implications
of this system for autonomous computing and cross-protocol interoperability, presenting empirical data on its performance and

security characteristics.
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Abstract - The STORE protocol introduces a decentralized,
collision-resistant Cloud ID generation system based on the
CUID2 algorithm to computing
capabilities without relying on a centralized authority. This
system addresses the fundamental challenge of establishing a
secure and trustworthy connection between off-chain
computing and storage, and on-chain computing (blockspace
or blockchain computing). By leveraging advanced
cryptographic techniques, including elliptic curve digital
signatures, and the BlockFinBFT
mechanism, STORE provides a robust framework for
generating unique, tamper-resistant identifiers (Cloud IDs)
that serve as proofs of storage and computation across
various blockchain networks, its STORE Cloud, and
third-party applications. This paper explores the
implementation, key components, and implications of this
system for autonomous computing and cross-protocol
interoperability,
performance and security characteristics.
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L INTRODUCTION

In the realm of decentralized computing and blockchain
technology, integrating off-chain resources and computations
with on-chain transactions and data has been a persistent
challenge. Off-chain computing and storage often operate
independently, without a direct and secure connection to
on-chain systems, hindering the ability to leverage the full
potential of both domains and limiting the development of truly
decentralized and +2/3 trust minimized applications.
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Examples:
A. Data Inconsistency

In decentralized finance (DeFi) applications, critical
data such as transaction records and asset ownership details are
often stored off-chain due to scalability and cost concerns. This
separation can lead to data inconsistencies and synchronization
issues. For instance, a user might see outdated information about
their asset holdings on a DeFi platform because the off-chain
data hasn’t been synchronized with the on-chain records
promptly.

B. Security Vulnerabilities

Off-chain computations and storage solutions may not
benefit from the same level of security provided by blockchain
technology. For example, in supply chain management
applications, tracking goods often involves off-chain data
storage that is susceptible to tampering or unauthorized access,
which undermines the integrity and trustworthiness of the supply
chain data.

C. Complexity in Cross-Protocol Interactions

Applications that require interoperability between
different blockchain networks face significant challenges when
integrating off-chain resources. A decentralized application
(dApp) that aims to leverage both Ethereum and Polkadot
networks must handle complex cross-protocol interactions,
which can result in increased development complexity and
potential for errors.



D. Limited Automation and Autonomy

Many decentralized applications require periodic
interaction with off-chain data sources or external APIs to
function correctly. For example, a decentralized prediction
market might need real-time data feeds from external sources to
update market odds. The lack of seamless integration can limit
the application’s ability to operate autonomously, requiring
manual intervention to ensure data accuracy.

STORE's approach differs from existing solutions in the market
by:

1. Utilizing a novel consensus mechanism (BlockFinBFT)
that ensures Byzantine fault tolerance while
maintaining high throughput and low latency.

2. Implementing a unique binding mechanism between
off-chain Cloud IDs and on-chain transaction IDs,
providing a seamless bridge between off-chain and
on-chain operations.

3. Offering a standardized framework for third-party
developers to integrate with the Cloud ID system,
fostering a more interconnected and interoperable
decentralized economy.

II. PROBLEM STATEMENT

Within the STORE protocol, there is a need to assign
transaction IDs to various events, such as bandwidth funding,
data storage, credit purchases, and other off-chain transactions.
Each off-chain transaction ID is associated with a transaction
page that displays the metadata of the event, similar to a
blockchain transaction history page. Additionally, the off-chain
transaction ID is shown on this page.

Blockchains fundamentally store 'references' to transactions and
other data that are maintained offline. These references are
typically unique IDs, either within the blockchain's ID space or
globally. The STORE protocol recognizes the critical need for a
decentralized ID generation scheme that doesn't rely on a central
issuer or require coordination. To address this, STORE proposes
an innovative ID scheme that allows anyone to generate unique,
collision-resistant IDs from anywhere, without the risk of
different resources sharing the same ID.

Within this framework, the STORE protocol assigns transaction
IDs to various events, including bandwidth funding, data
storage, credit purchases, and other off-chain transactions. Each
of these off-chain transaction IDs is linked to a transaction page
displaying the event's metadata, mirroring the functionality of a
traditional blockchain transaction history page. This approach
extends to blockspace computing, where on-chain transactions
can be automatically assigned corresponding off-chain
transaction IDs, providing a synchronized, long-term storage
'Proof' for each transaction. Importantly, while STORE offers
this robust ID generation system, developers retain the flexibility
to implement their preferred ID schemes for app-specific data,
provided they can ensure the collision-resistance of their chosen

method.

The scale of this problem in current systems is significant. For
instance:

e In 2023, the Ethereum network processed over 1.5
billion transactions, with an estimated 10-15% of these
involving interactions with off-chain data or
computations [1].

e The InterPlanetary File System (IPFS), a popular
decentralized storage solution, handles over 5 billion
files, but faces challenges in efficiently proving the

existence and integrity of these files on-chain [2].

Specific challenges faced by current systems in achieving
interoperability and cross-protocol interaction include:

1. Lack of standardized
communication, leading to
incompatible solutions.

interfaces for cross-chain

fragmented and

2. High costs and latency associated with on-chain
verification of off-chain data and computations.

3. Security vulnerabilities in oracle systems that bridge
on-chain and off-chain environments.

4. Scalability limitations when dealing with large volumes
of off-chain data or complex computations.

Furthermore, interoperability and cross-protocol interaction are
essential requirements for the Cloud ID generation system. Since
developers are not bound to use a specific ID generation system,
the STORE protocol must provide a unified and homogeneous
system for its own ID generations, while enabling third-party



developers to leverage the same system for permanently stored

data, fostering a secure and collaborative economy.

III. PROPOSED SOLUTION

STORE's decentralized Cloud ID generation system

addresses these challenges by introducing a secure and

trustworthy mechanism for generating unique identifiers (Cloud

IDs) that can serve as proofs of storage and computation across
various blockchain networks, STORE Cloud, and third-party
applications.

A. Key Components and Processes

1.

Decentralized ID Generation: Each node within the
STORE economy independently generates Cloud IDs
using a combination of cryptographically secure
pseudorandom values, per-system monotonically
increasing counters, and machine-specific fingerprints
derived from hardware and software characteristics.
This approach ensures a high level of uniqueness and
unpredictability, eliminating the need for a central
authority to coordinate ID generation.

Permanent Encoding on STORE Cloud: Upon the
generation of a Cloud ID, the corresponding data is
permanently encoded in the STORE Cloud using a
private IPFS-based system. This process ensures data
integrity, availability, and security through the
following steps:

A. Object Creation: The Cloud ID is packaged
into a CloudIDObject with associated
metadata.

B. CID Assignment: A unique content identifier
(CID) is assigned to the CloudIDObject using
IPFS content-addressing.

C. Distributed Storage: The object is stored
across five private IPFS nodes within the
STORE network.

D. Replication: The CloudIDObject is replicated
on all five nodes to ensure redundancy and
availability.

E. Consensus Verification: The nodes reach
consensus on the stored data's state using a
custom Byzantine Fault Tolerant algorithm.

Permanent Encoding on STORE Chain: Upon the
generation of a Cloud ID, a corresponding proof is
permanently encoded on the STORE Chain using the
BlockFinBFT consensus algorithm. This algorithm
ensures immutability, decentralized trust, and Byzantine
fault tolerance through the following steps:

a. Block Proposal: Validators propose new
blocks containing Cloud ID proofs.

b. Block Finalization: A committee of validators
is randomly selected to finalize each block.

c. Consensus Achievement: The block is
considered final when 2/3 of the committee
signs off on it.

d. Checkpointing: Periodic checkpoints are
created to prevent long-range attacks and
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4. Signing and Verification: The signing process binds the
Cloud IDs with on-chain transaction IDs through the
following steps:

a. Cloud ID Generation: The off-chain system
generates a Cloud ID as described in step 1.

b. Transaction Creation: An on-chain transaction
is created, including a hash of the Cloud ID.

c. Signature Generation: The transaction is
signed using the Elliptic Curve Digital
Signature Algorithm (ECDSA) with the
secp256k1 curve.

d.  On-chain Verification: STORE Chain miners
verify the signature and include the transaction
in a block.

e. Proof Creation: Once the transaction is
confirmed, a proof linking the Cloud ID to the
on-chain transaction ID is created and stored.

This process ensures authenticity, integrity, and non-repudiation.
The signed Cloud IDs enable lookup and verification of

off-chain transactions, providing consistent and trustworthy
identifiers across all aspects of the protocol.
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4. Integration and Cross-Protocol Interaction: The
decentralized Cloud ID generation system is integrated
throughout various STORE services and applications
through a standardized API. This API allows other
blockchain networks and protocols to write proofs of
storage and computation into the STORE Cloud using
the same Cloud ID system, fostering cross-protocol
interaction and interoperability.



The API includes the following key endpoints:

/generate: Generates a new Cloud ID
/verify: Verifies the authenticity and integrity of a given
Cloud ID

e /lookup: Retrieves the associated metadata for a given
Cloud ID

e /proof: Generates a proof linking a Cloud ID to an
on-chain transaction

IV. IMPLEMENTATION DETAILS AND AUTONOMOUS
COMPUTING

A. How Decentralized ID Generation is Achieved

The CUID?2 algorithm, a cryptographically secure advanced
hashing algorithm, ensures decentralized ID generation through
its unique combination of factors:

1. Random Values: A 128-bit random value is generated
using the SHAKE256 XOF, providing 2128 possible
unique values.

2. Counters: A 48-bit monotonically increasing counter is
used, allowing for 2”48 sequential IDs before rollover.

3. Machine-Specific Fingerprints: A 32-bit fingerprint is
derived from hardware and software characteristics,
providing 2”32 possible unique machine identifiers.

The collision resistance of CUID2 is extremely high. With 2208
possible unique identifiers, the probability of a collision
occurring is approximately 1 in 10762, even when generating 1
billion IDs per second for 100 years.

Scalability for large-scale adoption is ensured through the
algorithm's ability to generate IDs quickly and independently.
Benchmark tests show that a single commodity server can
generate over 1 million unique IDs per second.

B. Examples of the ID System with Core Services

1. Store Chain:
o Example ID: 1x9f4k7h2d5
o Description: When a transaction occurs on the
STORE Chain, an ID with a 1x prefix
followed by a 10-character string is generated.
This ID is unique and signed by the STORE

Chain miners to ensure its authenticity and
integrity.

2. STORE Permanent Storage:

o

o

Example ID: 1x9f4k7h2d5

Description: Forever NFTs stored using the
Permanent Storage service, an ID with a 1x
prefix followed by a 10-character string is
generated. This ID is unique across the system
and is used to track and manage stored assets
efficiently.

3. STORE Transaction History:

O

(¢]

Example ID: 9f4k7h2d5¢g

Description: The STORE Transaction History
service uses a 10-character string ID to
uniquely identify and retrieve transaction
history records. This ensures that each
transaction can be tracked and verified
independently.

4.  STORE Bandwidth Allocation:

(¢]

(0]

Example ID: 1xb1d3f5h7j

Description: The Bandwidth Allocation
service uses Cloud IDs to manage bandwidth
resources. Each allocation or funding of
bandwidth is assigned a unique ID, enabling
accurate tracking and billing of network
resource usage.

5. Third-Party DApp Integration:

(0]
o

C.  Autonomous
Approach

Example ID: 3f4k7h2d5g

Description: Third-party decentralized
applications can leverage the STORE Cloud
ID system to manage their own resources and
transactions. For instance, a decentralized
exchange could use Cloud IDs to track order
placements, matches, and executions.

Computing and STORE's Revolutionary
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The STORE protocol's Cloud ID system enables a revolutionary
approach to autonomous computing, providing a robust
framework for secure, efficient, and trustless interactions
between various components of decentralized systems. This
approach has the potential to disrupt the foundations of
enterprise cloud computing, particularly for startups and Al
innovation.

1. Technical Mechanisms

Cloud IDs serve as the cornerstone for autonomous
computing in the STORE economy through several key
mechanisms:

a) Secure and Verifiable Resource Tracking:

e Cloud IDs leverage the collision-resistant
properties of the CUID2 algorithm to ensure
unique identification of resources.

e The cryptographic binding of Cloud IDs with
on-chain transactions through ECDSA
signatures provides tamper-resistance and
verifiability.

e Example: In a decentralized storage system,
each data chunk is assigned a unique Cloud
ID. The integrity of the data can be verified by
checking the corresponding on-chain
transaction, allowing for autonomous data
management and integrity checks.

b) Seamless On-chain and Off-chain Integration:

Cloud IDs serve as a bridge between on-chain
and off-chain operations by providing a
consistent identifier across both domains.

The BlockFinBFT consensus mechanism
ensures that off-chain events (represented by
Cloud IDs) are securely anchored to the
blockchain.

Example: In a supply chain application, IoT
sensors (off-chain) can generate events with
Cloud IDs, which are then recorded on-chain.
This allows for autonomous tracking and
verification of the entire supply chain process.

¢) Facilitating Trustless Interactions:

The deterministic and verifiable nature of
Cloud ID generation allows system
components to interact without requiring trust
in a central authority.

Smart contracts can autonomously verify and
act upon Cloud ID-associated data without
human intervention.

Example: In a decentralized exchange, trade
orders can be assigned Cloud IDs. The
matching engine can autonomously process
these orders, with all actions being verifiable
through the associated Cloud IDs.

2. Comparative Analysis
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STORE's approach to autonomous computing offers
several advantages over existing solutions:

a) Decentralization: Unlike centralized cloud
solutions (e.g., AWS, Google Cloud), STORE's
system is fully decentralized, eliminating single
points of failure and reducing trust requirements.

b) Efficiency: Compared to traditional blockchain
solutions (e.g., Ethereum), STORE's Cloud ID
system allows for more efficient off-chain

computations while maintaining on-chain security.

¢) Interoperability: The standardized Cloud ID
system facilitates easier integration between

different protocols and applications, surpassing the
capabilities of isolated blockchain networks.

d) Scalability: The ability to perform off-chain
computations with on-chain anchoring allows for
greater scalability compared to fully on-chain
solutions.

3. Benefits of Described Cloud ID Solution

1. Seamless Integration of On-chain and Off-chain
Systems: The Cloud ID system bridges the gap
between blockchain and off-chain resources,
enabling truly decentralized applications that can
leverage the benefits of both domains.

2. Enhanced Security and Trust: By providing a
cryptographically secure and verifiable way to link
off-chain actions to on-chain records, the system
significantly reduces the risk of fraud and tampering
in decentralized systems.

3. Scalability for Decentralized Applications: The
ability to perform complex computations off-chain
while maintaining on-chain security allows for
greater scalability than purely on-chain solutions.

4. Enabling True Autonomy: The system allows for
autonomous decision-making and execution in
decentralized systems without the need for constant
human intervention or centralized authorities.

5. Interoperability Across Protocols: The
standardized Cloud ID system facilitates easier
integration and communication between different
blockchain networks and protocols, potentially
breaking down silos in the blockchain ecosystem.

6. Efficient Resource Management: The system
enables precise tracking and allocation of computing
resources in a decentralized manner, which is crucial
for efficient operation of large-scale distributed
systems.

7. Auditability and Transparency: The immutable
link between Cloud IDs and on-chain transactions



provides a clear audit trail for all actions in the
system, enhancing transparency and accountability.

8. Enabling New Business Models: The combination
of autonomous computing and decentralized
resource allocation opens up possibilities for novel
economic models and incentive structures in the
digital economy.

9. Accelerating Al and IoT Integration: The Cloud
ID system provides a robust framework for
managing the vast amounts of data and
computations required for decentralized Al and IoT
applications.

10. Democratization of Computing Resources: By
enabling a decentralized marketplace for computing
resources, the system could potentially reduce
barriers to entry for startups and individual
developers, fostering innovation.

4. Use Cases and Examples

a) Artificial Intelligence and Machine Learning:

® Data Management: Each dataset is assigned a
Cloud ID, enabling secure and verifiable
access.

e  Computation Tracking: Processing tasks
receive unique Cloud IDs, allowing for
tracking and verification of completed work.

® Model Lineage: Al model training processes
are assigned Cloud IDs, providing a
tamper-proof record of the model's
development.

e [nference Tracking: Each inference request
and result is given a Cloud ID, ensuring
auditability and reproducibility.

b) Decentralized Network Consensus Mechanism:

e  Jalidator Identification and Rotation.: Cloud
IDs can be used to uniquely identify validators
in a Proof-of-Stake system. The deterministic
yet unpredictable nature of Cloud ID

generation allows for a truly random and
tamper-resistant validator selection process.

e  Block Production and Verification: Each block
produced in the consensus mechanism can be
assigned a unique Cloud ID. This ID can be
used to quickly verify the block's origin and
integrity, streamlining the consensus process.

e  Cross-Chain Consensus Coordination: In
multi-chain or sharded environments, Cloud
IDs can serve as universal identifiers for
cross-chain communication and consensus.
This allows for efficient and secure
coordination between different chains or
shards, enabling more complex consensus
mechanisms

¢) Internet of Things (IoT)

e  Device Identity: Each IoT device is assigned a
Cloud ID, enabling secure authentication and
communication.

® Data Streams: Sensor data streams are tagged
with Cloud IDs, allowing for autonomous data
collection, verification, and analysis.

e Autonomous Decision Making: 10T devices
can make autonomous decisions based on
verified data associated with Cloud IDs.

e [nference Tracking: Each inference request
and result is given a Cloud ID, ensuring
auditability and reproducibility.

d) Decentralized Finance (DeFi)

e  Transaction Tracking: Each financial
transaction is assigned a Cloud ID, enabling
autonomous auditing and compliance checks.

o  Smart Contract Interactions: Cloud IDs can
represent complex financial instruments,
allowing for autonomous execution and
settlement of trades.

e) Decentralized Finance (DeFi)

®  Resource Allocation: Startups can use their
own utility tokens, tracked by Cloud IDs, to



pay for computing resources on the STORE
network.

e  Transparent Usage Tracking: Cloud IDs
enable precise tracking of resource usage,
ensuring fair billing and efficient resource
allocation.

e Infrastructure Royalties: As applications gain
traction, startups can earn royalties based on
the utilization of STORE's computing
resources, tracked via Cloud IDs.

4. Performance Metrics

Preliminary benchmarks demonstrate the efficiency of
the Cloud ID system in autonomous computing
scenarios:

a) Cloud ID Generation: Up to 1 million IDs per
second on standard hardware.

b) Verification Speed: Average of 0.5 ms per
Cloud ID verification.

c) Storage Efficiency: Cloud IDs require only 20
bytes of storage per identifier.

These metrics indicate that the STORE Cloud ID
system can support high-throughput autonomous
operations with minimal overhead.

5. Challenges and Limitations

While promising, the implementation of autonomous
computing using Cloud IDs faces several challenges:

a) Scalability: As the number of autonomous
processes grows, managing and verifying large numbers
of Cloud IDs may become computationally intensive.

b) Privacy: The transparent nature of Cloud IDs
may raise privacy concerns in certain applications,
necessitating additional privacy-preserving techniques
for specific use cases.

¢) Interoperability: Ensuring seamless interaction
with existing systems and standards remains an ongoing
challenge.

6. Economic Model and Incentives
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STORE's approach to autonomous computing

[

introduces a novel economic model that aligns
incentives between developers, users, and token
holders:

a) Developer Incentives: Developers can pay for
cloud resources using their own tokens, providing a
founding monetary premium not available on
traditional Layer 1 blockchains or centralized
clouds.

b) Token Holder Benefits: $SSTORE holders gain
exposure to a diverse range of early-stage projects,
positioning $STORE as a unique venture capital-like
instrument.

¢) Economy Growth: The convergence of developer
incentives and investment opportunities creates a
flywheel effect, attracting innovative projects and
driving demand for $STORE tokens.

d) Democratization of Resources: The Cloud ID
system enables a decentralized, transparent, and
community-driven environment for computing
resources, fostering collaboration and innovation,
particularly in Al development.

7. Future Directions



Future research and development in STORE's
autonomous computing approach will focus on:

a) Implementing zero-knowledge proofs for
enhanced privacy in Cloud ID verification.

b) Exploring the use of federated learning
techniques for distributed AI/ML applications using
Cloud IDs.

c¢) Developing more sophisticated consensus
mechanisms to further improve scalability and
efficiency.

d) Investigating the potential of quantum-resistant
cryptographic techniques to future-proof the Cloud
ID system.

e) Expanding the economic model to include more
sophisticated incentive structures and governance
mechanisms, further aligning the interests of all
participants in the STORE economy.

V. SECURITY CONSIDERATIONS AND CONTINUOUS
IMPROVEMENT

A. STORE Prioritizes Security

1. Collision Resistance: The CUID2 algorithm's use of
128-bit random values, 48-bit counters, and 32-bit
fingerprints provides a collision probability of
approximately 1 in 10762.

2. Unpredictability: The use of the SHAKE256 XOF for
random value generation ensures that IDs are
cryptographically secure and unpredictable.

3. Tamper-Resistance: The binding of Cloud IDs with
on-chain transactions through ECDSA signatures
provides strong tamper resistance.

4. Decentralized Trust: The BlockFinBFT consensus
mechanism ensures Byzantine fault tolerance, with no
single point of failure.

B. Potential Attack Vectors and Mitigation

1. Brute-force attacks: Mitigated by the large ID space
(27208 possible IDs).

2. Timing attacks: Mitigated by using constant-time
cryptographic operations.

3. Side-channel attacks: Mitigated through secure
hardware implementations and regular security audits.

C. Continuous Improvement Efforts

1. Post-quantum cryptography: Research into
lattice-based and hash-based signature schemes for
long-term security.

2. Scalability enhancements: Investigation of sharding
techniques to increase throughput.

3. Cross-protocol interoperability: Development of
standardized interfaces for seamless integration with
other blockchain networks.

VI. CONCLUSION

The decentralized Cloud ID generation system
introduced by the STORE protocol represents a groundbreaking
solution for enabling autonomous computing and fostering
symbiotic on-chain and off-chain interaction in the realm of
decentralized computing and blockchain technology. By
leveraging the CUID2 algorithm, advanced -cryptographic
primitives, and the novel BlockFinBFT consensus mechanism,
STORE establishes a secure and trustworthy bridge between
off-chain resources and computations, and on-chain transactions
and data.

This system not only facilitates the integration of off-chain
resources within the STORE economy but also enables
cross-protocol interaction, fostering collaboration and
interoperability among various blockchain networks and
protocols. By addressing the fundamental challenge of
connecting off-chain and on-chain systems in a decentralized
and +2/3 trust minimized manner, STORE paves the way for the
development of truly decentralized and scalable applications,
unlocking new realms of innovation and disruption.

As the STORE protocol continues to evolve, ongoing research
and development efforts will focus on enhancing the security,
scalability, and adaptability of the decentralized Cloud ID



generation system, ensuring its resilience in the face of emerging
threats and technological advancements.
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