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Summary

Seafood auctions start from 5:30am every weekday at Sydney Fish Market, where buyers inspect the
produce before their bidding. Sydney Fish Market had been planning to develop an online version of its
famous seafood auction. The challenge then was how to provide the same onsite inspection experience
(see, feel, and smell) to the online buyers. In 2018, the Food Agility CRC organised two workshops
attended by representatives from Sydney Fish Market, UTS research teams, Fisheries Research and
Development Corporation (FRDC), Fishermen’s Co-operatives, NSW Department of Primary Industries
(DPI), Ultimo Digital Technologies, and WWF. The workshops identified a number of challenges, including
the lack of fish origin and quality information within fish supply chains, as important constraints to
innovation and growth in the seafood industry.

The UTS research team proposed to develop a Blockchain enabled Fish provenance And Quality Tracking
(BeFAQT) system to overcome the fish supply chain challenges. In this project, the BeFAQT team has
developed a wide range of technologies, including Internet of Things (IoT), e-eye, e-nose, blockchain
enabled mobile App and online platform. The developed technologies have been trialled within the fishing
industry. In particular, the loT, Blockchain platform and App technologies have been trialled with fishermen
to secure fish catch origin and supply chain tracking. The e-eye and e-nose technologies have been
trialled for freshness assessments in Sydney Fish Market, where thousands of fish samples are collected
and analysed. The BeFAQT system is being integrated in Sydney Fish Market’s online trading platform to
deliver blockchain secured provenance and quality tracking data to the buyers.

The BeFAQT system enables the online buyers to achieve better than onsite inspection experiences, in
that they can not only have the see, feel and smell experience, but also have access to comprehensive
information in seafood provenance, supply chain tracking, and quality assessment. With BeFAQT system,
online buyers can have early access to catch list, including authenticated fish photo, species, and sizes,
with trusted origin, visible condition tracking, and objective quality assessment. The developed BeFAQT
technologies support Sydney Fish Market online trading platform to achieve simplified process, transparent
and trusted supply chain, shorter time to market and wider market access.

BeFAQT won the NSW iAwards 2020 for Business & Industry Solution of the Year!

BeFAQT team:
Ren Ping Liu, Xu Wang, Jian Zhang, Steven Su, Ying He, Qiang Wu,

Erik Dutkiewicz, Peter Loneragan, Guangsheng Yu, Zongjian Zhang, Wentian Zhang, Taoping Liu

Project  Research Team

Partners The BeFAQT team comprises ressarchers, dewelopers, PHD) studeots, and managers from UTS aad Spdaey Fish Market Castact: Ree Piag Lin
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1 Blockchalin

The local fish supply chain of SFM is illustrated in Figure 1. The process starts from P1, i.e., fishing by
domestic fishers near coasts. After fishing, the fishers pack the harvested fishes into boxes, which are
rented from SFM, at local Co-Ops. Meanwhile, the fishers print paper labels, containing fishing date, fish
species, sizes and others, and attach the paper labels on the boxes. The boxes of fishes are temporally
chilled and stored in cool rooms at about 0 °C and then transported to SFM by local Co-Ops. When the
fishes arrive at SFM, SFM can read the fishing information from the paper labels and then sell the fish,
mainly in the form of Dutch auction. Before the auction, SFM and buyers need to assess the fish quality
manually. After the auction, the buyers distribute the fish at SFM, fish shops and restaurants.

P1: Fish

Fisher

P3: Storage and transportation

P2: Box/package and label

P4: Stock fish and read labels

P5: Auction

P6: Retail and consume

Figure 1 The supply chain of SFM.

1.1 Blockchain-based System Design

Being a distributed, incorruptible and tamper-resistant ledger database, Blockchain has the potential to
address the critical security issues of |oT, particularly on data integrity and reliability. Blockchain allows
software applications to send and record transactions/events in a trustworthy and distributed (peer-to-peer)
manner. Blockchain is rapidly gaining popularity and used extensively for applications including smart
contracts, distributed storage and digital assets. The potential applications of Blockchain in 10T include
recording events (such as temperature, moisture or location changes) and creating tamper-resistant
ledgers that are readable only to certain parties, e.g., specific participants in a supply chain.

With the Blockchain technologies, the security requirement of 10T can be fulfilled. The following prominent
features of Blockchain can contribute to the integrity of loT applications and so enhance the 10T security:

e Decentralization: The peer-to-peer network setting of Blockchains is inherently suited for IoT networks
which are typically distributed. Blockchains can record transactions between multiple parties without
central coordination. This can provide flexible network configurations and reduce the risks of single-
point failures.

e Integrity: Blockchains are able to keep transactions permanently in a verifiable way. Specifically, the
signatures of the senders in transactions can guarantee the integrity and non-repudiation of the
transactions. The hash chain structure of Blockchains ensures that any recorded data cannot be
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updated, even partly. The consensus protocols of Blockchains can guarantee valid and consistent
records. The protocols can also tolerate failures and attacks. All these are critical to 10T applications,
where 10T data can be generated and processed by heterogeneous devices or in heterogeneous
network environments.

e Anonymity: Blockchains can use changeable public keys as users’ identities to preserve anonymity and
privacy. This is attractive to many loT applications and services, especially those which need to keep
confidential identities and privacy.

Interests in applying Blockchain to 10T networks have already emerged in academia and industry, with the
goal of providing security. In this sense, cloud can provide distributed storage for loT applications, while
Blockchain can secure the integrity of the storage and prevent data tampering. Blockchain and cloud can
be integrated as Blockchain-based Distributed Cloud.

The proposed Blockchain-enabled fish provenance and quality tracking system adopts Blockchain as a
trust centre, integrates the latest 10T tracking, E-eye and E-nose technologies, and provides user-friendly
applications for various users, as shown in Figure 2.

P
b
Mkt ot
et

Consumer App SFM managemer{t platform  SFM trading platform

Blockchain and Smart Contracts

NFC tag Fish

Figure 2 System Overview.

Each SFM fish box is identified by a unique 1D, denoted by the fish ID, which is stored in a Near Field
Communication (NFC) tag on the box. The NFC tag enables the fish box to interact with other modules
and participants’ mobile phones easily. We design a Fisher App and NB-IoT device for the fish provenance
proof where the Fisher App can take fishing photos, and the NB-loT device is mounted on the fish box to
track location and temperature. We also introduce the image processing and E-nose to assess the fish
quality from vision and odour perspectives, respectively. The Blockchain runs as a trusted data platform
enabling real-time online monitoring and tracking of fish products. Consumers can track and verify their
purchased products in terms of provenance, trace, and quality indices. The system can also be integrated
into the trading platform of SFM by providing Blockchain-certified provenance proof and quality tracking
information through Application Programming Interfaces (APIs).
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1.2 Blockchain Platform and Consensus Protocol

Based on access controls of the Blockchain networks, the state-of- the-art Blockchains can be categorized
into public Blockchain, private Blockchain, and hybrid Blockchain which mixes of the former two.

e Public Blockchain: The dominant class of Blockchain is public Blockchain in which, with no access
control, any uncertified, untrustworthy node can read and record transactions, and take part in mining
blocks and contributing to Blockchain. Designed for open access public distributed networks, public
Blockchains can provide strong scalability. However, preserving the consistent records of public
Blockchain becomes increasingly difficult, as the network scales up, and would compromise the block
generation rate of public Blockchain consequently. This is due to the fact that, without access control,
public networks do not have strict control policy on the identification and certification of any
participants, and therefore the implemented consensus protocols have to scarify the block generation
rate for security. Current public Blockchain projects, including Bitcoin and Ethereum, also demonstrate
the openness and capacity-limited characteristics. Public Blockchain is suitable for the 10T applications
with open access or flexible peers at a large scale, such as VANET and supply chain.

e Private Blockchain: Another popular class of Blockchain is private Blockchain which resides in closed
proprietary networks with stringent access control and read/write permission, as well as participant
identification and certification. Private Blockchains can meet the privacy requirement and has been
increasingly drawing attention from financial institutions. The proprietary networks, on which private
Blockchains operate, can be optimized for high speed and low latency. For example, a high speed of
up to tens of thousands of transactions per second can be achieved in private Blockchains. Private
Blockchain adopts BFT protocols, i.e., PBFT and its variability, as consensus protocols, which provide
higher capacity with restricted access control. The access control provided by private Blockchain
further protects loT applications from external adversaries. In general, private Blockchain is suitable for
0T applications with small scale of miners, because of the high communication complexity and
overhead of BFT protocols. When the network size goes beyond twenty, the capacity of private
Blockchain dramatically slows down. Apart from various BFT consensus protocols, private Blockchain
can use other efficient consensus protocols, e.g., Paxos and Raft, in response to specific types of
failures, e.g., crash failures and fail-stop failures.

e Hybrid Blockchain: Another class of Blockchain is hybrid Blockchain which was proposed to leverage
the advantages of public and private Blockchains, to be more specific, the block generate rate of
private Blockchain and the scalability of public Blockchain.

1.2.1 Consortium Blockchain and Consensus Protocol

In the system, Blockchain is designed to be maintained by large organisations in the fish trading process,
e.g., SFM and big Co-ops, and ensure data integrity to all participants, e.g., fishers, Co-ops, SFM and
consumers. We design a consortium Blockchain for the system rather than a public Blockchain because of
the outstanding features of consortium Blockchains, e.g., high throughput, low computation and storage
cost. The consortium Blockchain meets the trust requirement, where SFM and few Co-Ops act as
Blockchain miners to validate transactions containing fish provenance and quality tracking data and
preserve the transactions in blocks.

The miners run a widely used consensus algorithm in consortium Blockchains, i.e., Practical Byzantine
Fault Tolerance (PBFT) algorithm. Byzantine Fault Tolerance (BFT) is typically used in private/consortium
Blockchain to formulate consensus protocols and guarantees consistency by exploiting the solutions to the
Byzantine Generals’ Problems — agreement problems. Particularly, the PBFT algorithm [18] has been
extensively used to eliminate the Byzantine failures. In 1999, Castro and Liskov proposed the first
Byzantine- fault-tolerant, state machine replication algorithm, named “practical Byzantine Fault Tolerance
(PBFT)”. As a leader-based BFT algorithm, PBFT has one primary and (n — 1) backups in an n- node
network, where the backups can be corrupted. The primary is responsible for receiving the requests from
clients and initializing the algorithm. Inspired by View stamped Replication, PBFT consists of four stages:
(a) a client sends a request to invoke a service operation to the primary; (b) the primary multicasts the
operation to the backups; in specific, the primary (replica 0) assigns the sequence number to the m-th
request from the client and multicasts a PRE-PREPARE message with the assignment; (c) replicas
execute the request and reply to the client; If a backup agrees on the assignment, i.e., correct and
validated parameters, it multicasts a PREPARE message. When a backup receives messages that agree
on the assignment from a quorum, i.e., 2f validated and consistent PREPARE messages from different
backups, it multicasts a COMMIT message. A backup executes the request m and sends a reply to the
client after receiving 2f validated and consistent COMMIT messages; and (d) the client waits for (f + 1)
replies from different replicas with the same result which is the result of the operation tolerant to up to f
failures.
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The PBFT algorithm is resilient. It has been proved that the PBFT algorithm can ensure n peers within a
synchronous and reliable network to reach consensus, as long as there are no more than n—-1 betrayed 3
peers. Specifically, the algorithm only requires n = 3f + 1 replicas to tolerate up to f faulty replicas and
guarantee the consistent, fault-free output to the client. This is because (3f + 1) PREPARE messages at
any backup node, including its own, are sufficient at the second stage for a credible, uncorrupted backup
to generate a genuine COMMIT message. The third and fourth stages can both guarantee the received
consistent replies to outhumber the up to f faulty replies at any backup and the client. The PBFT algorithm
is efficient and is able to process thousands of requests per second with processing latency in sub-
milliseconds. However, PBFT necessitates all participating nodes to be adequately identified, certificated
and authorized. For these reasons, the PBFT algorithm is suitable for private Blockchain in a relatively
small and controllable scale.

In this project, the consensus process can be divided into three stages, i.e., pre-prepare, prepare and
commit, as shown in Figure 3. The block proposer, e.g., Co- Op 1 in Figure 3, is appointed by the round-
robin scheme. In order to improve the throughput, we follow the principal steps of PBFT but reduce the
data transmission during the consensus. Specifically, the whole block is only transmitted at the pre-
prepare stage. The hash value of the block, rather than the whole block, and signatures are transmitted at
rest two stages to reduce the communication cost and then improve the throughput.

pre-prepare prepare commit
SFM— v v »
Co-Op 1— S e
Co-Op2 - - > ' .
= LS r &~
Co 'D'D 3 Whole Block Block hash Block hash
Signatures Signatures

Figure 3 The consensus process among miners.

1.3 Smart Contract-enhanced Fish Tracking

A smart contract is a piece of cryptographically secured execution of code that runs on the basis of
Blockchain. Without any assistance of third parties, the smart contract self-executes the corresponding
contractual clause once the defined condition is triggered. In addition, it also provides real-time auditing,
since all actions are recorded and verified as transactions in a decentralized Blockchain ledger. These
transactions are trackable and undeniable, hence enhancing the machine-execution security. Smart
contract translates various assets, such as loT devices and digital assets, into virtual identities in
Blockchain, and enables them to interact with other assets. Smart contract is appealing to replace normal
contracts as an efficient and secure method. The code of smart contract is stored in Blockchain and
identified by a unique address. A smart contract can be called in two ways: one is by validated
transactions with a smart contract address in the receiver field; the other way is the internal execution of
code. Therefore, all execution records can be traced using the Blockchain ledger. The smart contract is
executed independently and automatically on every node in the Blockchain network. Several Blockchain
projects, including Ethereum and Bitcoin, have implemented smart contract. As l0oT expects sensors in
unmanned areas running and acting automatically with defined rules in decentralized manner, the smart
contract has the potential to improve the efficiency and security of 10T applications. 10T devices can carry
out autonomous transactions through smart contracts.

We design a smart contract to collect the fish provenance and quality tracking data and provide the data to
users. The workflow is shown in Figure 4. The smart contract includes the following functions,

e Fish Info Registration Function: This function collects fish provenance data (i.e., fish ID, fishing time,
fisher information, Co-Op information, location of the fishing point, fishing photo hash value and photo
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URL) from Fish Apps, tracking data (i.e., fish ID, location, time, and temperature) from loT devices, and
fish quality data (i.e., fish ID, time, fish species, size, and quality measurement) from image processing
and E-nose modules. This function then organises all the data according to the fish ID given in the
transactions calling this function.

e Fish Info Retrieval Function: This function searches the stored fish provenance and quality tracking
data according to the fish ID given in the transactions calling this function and then returns a list of the

fish data.
: Blockchain Cloud
Fisher App (Smart Contract) (Storage) Consumer
.......... | I
Take Photo |
Fishing Photo
Photo URL

|+

Provenance TX
Fish Identifier

|+

Fish Info (Tracking Info, Blockchain Info)
Photo URL

e

Fishing Photo
' Verify & Present |

Figure 4 The workflow of the smart contract-enhanced fish tracking.

The smart contract would be confirmed by SFM and all Co- Ops, and then deployed on the Blockchain by
any participant, e.g., SFM. After being deployed, the smart contract can be triggered by smart contract
transactions issued by the registered modules, i.e., Fisher Apps, 10T devices(servers), E-eye and E-nose
modules. Note that these modules only sign transactions and send the transactions to the Blockchain
through Remote Procedure Call (RPC). The modules do not run the consensus protocol nor store
Blockchain data, which significantly reduce the computation, storage and communication cost.
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2 Mobile App

We design mobile app for both fishers and consumers to provide easy-access to Blockchain-certified fish
quality tracking services. The app has a built-in Blockchain module to create and sign Blockchain
transactions and therefore can call the smart contracts in the BeFAQT Blockchain. The mobile app fully
utilizes mobile sensors, such as mobile cameras and NFC sensors for user-friendly functions.

The mobile app can be divided into Fisher App and consumer app. The Fisher App is designed for fishers
where fishers can create fish catch provenance and update the quality tracking information. The consumer
app is designed for consumers where consumers can retrieve Blockchain-certified fish quality tracking
information.

2.1 Fisher App

211 Function Design

We design a Blockchain-based Fisher App to realise fish provenance. The Fisher App can be installed on
fishers’ mobile phones and enables the fishers to take Blockchain-certified photos of the catch, then the
fish photos, together with time and location, are locked with certificates (hash values) and uploaded to the
Blockchain. We also engage with NSW Department of Primary Industries (DPI) to integrate our
development with the NSW DPI App (an information App for fishers). Key modules of the Fisher App are
shown in Figure 5. The left-hand side lists key modules supporting the Fisher App, while the right-hand
side shows the functions that users would use.

Blockchain Fish Provenance

Fisher management Fisher App Fish Quality Tracking

Task managment E-eye

Figure 5 Modules of the Fisher App.

1. Interact with Blockchain

The workflow of the Fisher App is shown in Figure 4. Every Fisher App instance has a unique Blockchain
private key to sign Blockchain transactions with fish provenance information. The Fisher App can take
fishing photos while recording the time and location, and then calculate the collision-resistant hash value of
the photos as a proof of origin. To save the storage cost of Blockchain, the Fisher App uploads the photos
to the cloud storage and obtains the Uniform Resource Locator (URL) from the cloud storage. After that,
the Fisher App will call the fish provenance smart contract on the Blockchain to register the photos, where
the fish provenance data are provided as parameters.

2. Fisher management

The Fisher App can only be operated by registered and authorized fishers to ensure the data trustworthy.
The Fisher App can use BeFAQT server for fisher verification and would present the profile of the fisher.
Meanwhile, every fisher has a unique Blockchain private key to sign the transactions containing fish quality
tracking data.
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Figure 6 Main page and the profile page of the Fisher App.

3. Task management

This module allows fishers to view historical tasks, e.g., the catch provenance and E-eye tasks. This
module also enables fishers to link tasks with specific boxes.

4.  Integration with E-eye

The Fisher App is designed to support E-eye module in the BeFAQT for species recognition, sizing and
freshness measurement. We have identified two typical cases: 1. fishers use the App to take photos for
species recognition at Co-ops; 2. SFM staffs use the APP to take photos for freshness identification at
SFM before the auction. The workflow is shown in Figure 7. The image processing will be deployed on a
server to process the request from the App and BeFAQT server. In this way, fishers and workers can enjoy
the image processing algorithm on their phones. To be specific, the Fisher App can take fish photos at Co-
Ops or at SFM. The photos quality, such as photo resolution and light condition, follow the requirement of
E-eye. The photos are uploaded to cloud storage rather than the Blockchain. This is because the
Blockchain only support limited storage and cannot support massive photo storage. The app then notifies
the BeFAQT server that meta data of the photos, e.g., URLSs to the cloud storage. The BeFAQT server
then call the E-eye server to start the image processing tasks, i.e., species recognition, sizing and
freshness measurement. The E-eye server can then retrieve the photos from the cloud storage and
analyze the photos. The result will be sent back to the app via the BeFAQT server rather than directly from
the E-eye server. In this way, the E-eye service is transparent to the App.

University of Technology Sydney
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. Cloud Storage
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£ | Image
A\ Processing
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— BeFAQT

Figure 7 The integration of the Fisher App and E-eye

5. Fish provenance and quality tracking

Fishers can use the Fisher App to take fish photos for fish provenance and quality tracking. Typically,
fishers take fish photos while the fish is caught for fish provenance proof and when the fish is transported
via Co-Ops. To be specific, the Fisher App can take fish photos that will be uploaded to cloud storage.
When the photos are taken, the location and time are automatically acquired by the Fisher App to avoid
human bias. The app then registers the photos meta data, e.g., location, time, photo URL, photo hash, and
fisher info, to the Blockchain.

2.2 Consumer App

Traceability Details

SYDNEY

fisH MARKkgy oo

HOME OF SEAFOOD

®@ 0 ©

Trace In blockchain
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Figure 8 Main page and the quality tracking result of the consumer App

The consumer app is designed to provide Blockchain-certified catch provenance and quality tracking data
to consumers. Consumer can use the consumer app to tap the smart NFC tags, as shown in Figure 9, to
get the Blockchain-certified fish provenance and quality tracking data. Near-Field-Communication (NFC) is
a set of communication protocols for communication between two electronic devices over a distance of 4
cm or less. NFC offers a low-speed connection with simple setup that can be used to bootstrap more-
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capable wireless connections. NFC devices can act as electronic identity documents and keycards. They
are used in contactless payment systems and allow mobile payment replacing or supplementing systems
such as credit cards and electronic ticket smart cards. Every box of fish is identified by unique number
which is stored in the NFC tag.

At the SFM or other places where fish quality are assessed, consumers can use the consumer app to tap
the NFC tag attached on the fish box to read the unique box number from the NFC tag. The consumer
then sends the box number to the BeFAQT server and also the BeFAQT Blockchain. The server and
Blockchain can search related provenance and quality tracking data with the box number and then return
the data to the consumer app. After received the provenance and quality tracking data, the consumer app
will verify the data from the Blockchain and then present the data to users.

Figure 9 The smart tag with built-in NFC chip.
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3 loT

[Ying He]

The quality of fish is affected by various conditions of the supply chain. Traditionally the supply chain was
managed by manual paper passing. One problem with this approach is that it does not allow real-time
monitoring of the environmental conditions such as the temperature and humidity. The operators may not
even be aware of the extreme conditions that the food is being subject to. Another problem is that the
manual paper passing and even the recent advancements of RFID cannot be trusted as they can be
forged by dishonest supply chain operators.

The Internet of Things (1oT) enables real-time tracking of assets and the environmental conditions in the
supply chain. In Australia, both Telstra and Vodafone have provided Cat-M connectivity and completed
their preliminary trials to provide connectivity to 10T devices through the Narrow Band 10T (NB-10T)
technology. However, currently there are no commercial products using NB-10T technology for food quality
monitoring.

We have designed the low-power IoT device and developed firmware running on the device to sense the
environmental temperature, obtain GPS coordinates, time stamp, and transmit the data to the cloud
server. Blockchain platform will fetch the data from the cloud server, re-order the data according to the
packet index and upload the data to Blockchain.

Figure 3.1.1 shows how IoT device integrates with cloud server and the overall BeFAQT system.

Existing network infrastructure from a Real-time data
commercial operator \ collection server
@)
Cellular
Sensors —* Microcontroller [ network / Data analytics
module and upload
f data to
Blockchain
GPS module
Data
visualisation
10T devicesending real-time data through > Real-time data collection server and user
Cellular network interface for data visualisation

Figure 3.1.1 10T system architecture

3.1 Hardware Design

We chose ARM Cortex MO microcontroller, ublox R410M cellular network module, GPS module and
temperature sensor to construct the basic architecture of the hardware.

Main firmware is uploaded and running on the microcontroller.

e Connection between the microcontroller and the cellular network module is used to read/write from and
to the serial buffer on each end. Microcontroller will send AT commands to the cellular network module
and read the response back via the connection.

e Connection between the microcontroller and the GPS module is used to write the GPS settings and
read the received data via GPS, including coordinates and timestamp.

e Connection between the microcontroller and the sensors is via 12C, digital or analog port.

University of Technology Sydney 11
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e Connection between the microcontroller and the micro USB port is used for programming and debug
purposes. When the board is in programming and debug mode, we use the USB port to connect to a
PC to upload firmware to the microcontroller and view the responses from the microcontroller, including
the responses from the cellular network module.

The cellular network module is connected to the RF and sim slot. We designed external antenna ports for
LTE antenna and GPS antenna to reduce the board size and provide an option for extending the antenna
placement, for example, when the device needs to be mounted inside of a fridge/truck, we have the option
to place the antenna at the outside of the fridge/truck to obtain a clear reception.

Power unit takes input from micro USB (same port for programming) or battery connected to the interface.
When both USB and battery are connected, battery will get charged and the board will get power supply
from the USB.

We designed two environmental sensors. One BME690 sensor that is designed to be onboard. It can
obtain temperature, humidity, pressure and gas. Another DS18B20 temperature sensor with waterproof
probe which is an external sensor. The external sensor is designed to be placed inside of the fish box to
obtain accurate temperature of storing the fishes.

Onboard LEDs are programmed to show running and charging modes.

The hardware design went through two phases and we had 2 versions of the 10T board. The basic model
is the same between 2 versions as described above.

Table 3.2.1 Main difference between |oT device v1.0 and v2.0

Item Change Reason

Sim slot Micro sim in v1.0 and nano sim Reduce sim slot size
inv2.0
Fixed wiring errors in the design
inv1.0

Battery connection JST connector 2.5mm in v1.0 Reduce connector size and
and 1.25mm in v2.0 increase stability

3

FINAAS LOTUTONHIAL
40 ALISHINND ok

30.00 C(mm)—>

Figure 3.2.1 10T device v2.0 hardware design layout and PCB sample
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3.2 Firmware Design

November 2020

The application of our design is to track fish from catch to market along the supply chain. The temperature
range is approximately -2 to 40 °C, which includes when the fish box is filled with ice or empty box in

room/outdoor temperature. Possible scenarios are:

Table 3.3.1 10T application scenario

University of Technology Sydney

Scenario GPS availability Cellular network Mobility
connectivity

Indoor cool room/fridge | No GPS Limited No

Indoor No GPS Normal No

Outdoor shipping GPS Normal Low speed

Outdoor shipping GPS Slow/interrupted due to | High speed
mobility

Outdoor near shore GPS Normal No

fishing

Outdoor remote off- GPS Limited due to distance

shore fishing to the basestation
onshore

According to individual component power consumption, GPS module consumes approximately 40% of the
total power when all components are running, running after is the cellular network and RF components. To
meet the requirements in different scenario and avoid unnecessary activities in GPS module and cellular
network, we designed the firmware with active window and sleeping window.

In each active window, the firmware attempt to connect to the cellular network, obtain GPS information,
read the temperature sensor and transmit the data to the cloud server. If all steps are successful, the
firmware will enter the sleep window and turn off cellular module, RF and/or GPS module. A watch-dog is
configured with an interval. When the interval is time-out, firmware will wake the device up and enter the
next active window.

In different scenarios, the connectivity and availability of the cellular network and GPS reception may vary.
This will lead to unsuccessful in attempts in the active window. Delay windows with configured short
intervals and maximum number of attempts are configured to re-attempt. When GPS reception is available,
timestamp will be parsed from the received GPS data. When GPS reception is not available, timestamp
will be parsed from cellular network. When cellular network is not available, but GPS reception is available,
the GPS data and temperature value will be buffered, until next active window when cellular network is
available, all buffered data will be transmitted.

Each packet, including new and buffered data, will be labelled with an accumulative index. This index will
be used by the cloud server to re-order the received packet. Buffered data will be transmitted with a tag.
The index will reset when the microcontroller resets.

Firmware is designed and implemented with standard C. The flowchart of normal working loop is as Figure
3.3.1. Firmware is designed to be able to run automatically without any manual configuration. Firmware
can loop, search the network, fetch GPS and sensing data and send the data out. We have also
programmed the on-board LED to flash different patterns for different stage of the working loop for
monitoring purposes. The firmware can run in either auto or manual modes:

SERIAL_FORWARDER_MODE_ON=0: device is in auto-run mode.

SERIAL_FORWARDER_MODE_ON-=1: device is in serial forwarder mode and it needs to be manually
configured via serial interface via PC. This is a mode for debug purpose.

DUMMY_GPS_MODE_ON=1: when device is in auto-run mode, if the device is indoor, it needs to be
configured with a dummy GPS location and the dummy GPS mode on. When the device is outdoor, it
needs to be configured with the dummy GPS mode off. This is a mode that can be used for debug
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purpose. DEBUG_STREAM_ON=1: device can be in any of the above 3 modes, microcontroller will print
messages to the serial interface to PC and show on Arduino IDE serial monitor.

Power on

Wait for the device to boot

A

microcontroller writes init config
to cellular module, GPS module
and sensors

Wait for the cellular module to
auto search network

Manually configure
the operator, if
N—p timeout reset the
module, reset
packet index

Check if devices has attached to the correct
operator and registered as the correct mode

Check if device has
connected to network

Y
Y <
I
Check if device has got N Check if the GPS error Dela
GPS lock code s 505 v

Y,
Read sensor data from analog i Indoor test: dummy .
pin and convert to digial GPS data Reset GPS unit

Checkif device has N———P pack the data and buffer data, packet index ++

connected to network

Y
v

pack the data, packetindex ++, set up UDP connection,
send buffered data if any and send new data to remote
IP address, close UDP connection

v

Sleep: start watch dog, turn off
cellular module and GPS module,

Sleep timeout

Figure 3.3.1 10T firmware flow chart
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3.3 Enclosure Design

We used off-the-shelf water-proof enclosure to install v1.0 10T board. The external temperature sensor
goes through the enclosure to the inside of the fish box via the cable gland.

Figure 3.4.1 Installation with off-the-shelf enclosure with cable gland for the external temperature
sensor

The off-the-shelf enclosure with external sensor is able to obtain accurate temperature inside of the fish
box. We improved this design to avoid physical cable running inside of the fish box and increase the
flexibility of enclosure installation and removal. We designed a 3D-printed water-proof enclosure to install
v2.0 loT board. The enclosure is designed to connect the temperature sensor to the metal foil tape on the
screw hole. When we install the enclosure to the fish box, the temperature will be passed via the metal
screw, to the metal foil tape and reach the sensor. The exterior dimensions are designed to fit the
enclosure on the side of the fix box to avoid blocking the paper label slot and enable fish box stacking
storage. The interior dimensions are designed to fit the loT board v2.0, antennas, external sensor and
battery.

Figure 3.4.2 IoT device enclosure design model

Ja

Figure 3.4.3 IoT device enclosure 3D-printed sample and installation on the fish box
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4 E-eye

[Jian Zhang]

The E-eye technology is to automatically achieve fish freshness identification, fish size measurement, and
fish species classification through a mobile phone camera. For each of these three E-eye tasks, a constant
light condition system called lighting-box is designed to enable high-quality dataset collection, and an Al
model design. Moreover, a GPU-optimized image processing API system is developed and deployed onto
the cloud, and integrated with the blockchain system and Fisher APP.

4.1 Overall Solution Structure

The three E-eye tasks are implemented based on image processing API system, which is optimised on GPU
and deployed on the cloud. The image processing API system has been integrated into both the blockchain
system and Fisher APP (see Figure 4.1). The fisher APP is responsible for capturing fish images and sending
them to the blockchain system to request results. The blockchain system organises the requests and then
sends captured images to the image processing API system to get the images results for the three E-eye
tasks, including freshness, size and species.

Based on the system structure, these three E-eye tasks are split into two function channels based on the
use scenario. As shown in Figure 4.1, the freshness assessment function placed in one function channel
with a portable lighting box. This function is mainly applied in Sydney Fish Market after the fish auction day
(see part (a) in Figure 4.1.) while the merged size measurement and species classification functions placed
in other function channels with a standard blue box from Sydney Fish Market. This function focuses on the
scenario of a fish caught to at the fish boat (see part (b) in Figure 4.1).

Block Chain Syvtem
Image Processag AP Server

-

Figure 4.1 Overall structure of E-eye solution

4.2 Fish Freshness Identification

The technical solution of fish freshness assessment includes three key components: hardware system, data
collection, and algorithm design. Pegrus Auratus Snapper is selected as the target species, as it is the most
popular species in Australian fish market.

42.1 Hardware Design

The hardware system consists of a white tray, lighting box, and mobile (see Figure 4.2). The white tray is
used for placing fish in its middle region and providing white-colour background. The lighting box covers the
fish, providing a stable lighting condition for image capturing. The mobile (e.g. iPhone 11 pro max) is placed
on the top of the lighting box and used for capturing fish images via its rear camera. Given the flat surface
of the lighting box, the camera lens is positioned to be almost parallel to the surface of the fish.

16



University of Technology Sydney

BeFAQT Final Report November 2020

e

Al Sarver

{0

(@) (b)

Figure 4.2 Hardware design for fish freshness identification

The lighting box is the most important hardware for fish freshness assessment, as it can provide a stable
lighting condition to ensure the effectiveness of image processing. This can overcome the complex lighting
conditions around different areas of Sydney Fish Market. See Figure 4.3, the lighting box prototype is
designed with a thick mailbox, and two cool-colour LED lights. The inner surfaces are all covered with white
papers. The two LED lights are placed at the top of the inner sidewalls to avoid heavy light reflection. As
shown in Figure 4.3, parts (a) and (b) show the outside of the lighting box when the mobile camera is placed
and turned on, parts (c) and (d) show the inside of the lighting box when LED lights are on and off.

@) (b) (© (d)
Figure 4.3 Design of lighting box

422 Dataset Collection

A high-quality freshness dataset is a premise for achieving high accuracy. The dataset collection involves
three aspects: fish storage, fish freshness annotation and fish image collection. This dataset is used for
model training and testing.

4221 Fish storage

As shown in Figure 4.4, All fish boxes must be placed in a laboratory fridge within 0-4 temperature degrees
(see Figure 4.4 (a)). Every fish is stored in a plastic container (see Figure 4.4.(b)) and covered with ice at
both sides (see Figure 4.4 (b)), since the ice keeps the temperature at zero degree and prevent fish from
getting dry.
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(a) Laboratory fridge (b) Fish box

Figure 4.4 Fish storage

4222 Freshness profile definition

The definition of freshness profile for Pegrus Auratus Snapper is designed based on the ‘Seafood Quality
Index APP’, which is an official quality assessment from Sydney Fish Market. For E-eye function, only
appearance-based freshness indices are extracted from the ‘Seafood Quality Index APP’. See Table 4.1,
freshness indices to three fish parts (i.e. skin, eye, gill) are extracted. The skin part has three freshness
indices including pinkish colour, bluish spots and scales, which are used to decide the overall freshness of
the skin part. The eye part has two freshness indices, including form and pupils, which are used to determine
the overall freshness of this part. The gill has one freshness index — colour. Corresponding to each index,
there are three freshness ranking levels, namely 0, 1, 2. Level O is the most freshness score, level 1 is the
middle freshness score, and level 2 is the most non-freshness score. Examples of three levels are illustrated
in Figure 4.5. The E-eye technology has adopted these freshness indices/levels to form the advanced
freshness assessment system for Sydney Fish Market.

Table 4.1 Appearance-based Freshness Indices and Freshness Levels for Pegrus Auratus Snapper

Fish part Freshness indices Levels
Skin Pinkish Colour 0-Bright red;
1-Pale;
2-Dull;
Bluish Spots 0-Bright blue;
1-Pale;
2-Dull;
Scales 0-Shiny and firmly attached,;

1-Slightly dull and less firm;
2-Dull and loosening;

Eye Form 0-Convex;
1-Flat, slightly sunken;
2-Sunken;
Pupils 0-Clear and black;
1-Dark grey;

2-Matt/dull, grey;

Gill Colour 0-Bright, characteristic red;
1-Slightly discoloured, brown/red;
2-Discolored, dark brown/green;
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Most non-fresh

>

Freshest

Freshness level 1 Freshness level 2

Freshness level 0

Figure 4.5 Examples of three freshness levels

4.2.2.3 Freshness annotation

Based on Table 4.1, the Sydney Fish Market QA team conducted the whole manual annotation tasks using
the freshness annotation form, as shown in Figure. 4.6. The form is designed to cover all the aspects of
Table 4.1 and with three extended overall scores. On the day of manual annotation, every collected fish is
added an ID number and annotated with scores (0,1 and 2) for nine freshness indices as follows:

1. Skin freshness: pinkish colour, bluish spots, scales and overall score (4 indices and scores).
2. Eye freshness: form, pupils and overall score (3 indices and scores).

3. Gill freshness: colour (1 index and score).

4. The overall freshness score (1 index and score).

For image processing, we rename the freshness index and its score as fish annotation feature and its feature
value. Therefore, we have nine fish annotation features and their feature values for Skin, Eye, Gill and
Overall. The overall freshness score for each part (i.e. Skin, Eye and Gill) and the whole fish is manually
annotated by the QA team but referred to the other annotation features. To have a complete data recording,
both the date of annotation date and days of storage are recorded.

Fizh 0D | Annotation Date | Storsge Day | Skin Freshness [0-2) | Eye Freshness [0-2) | Gill Freshness [0-2) | Overall Fish Freshness [0-2) Hote
€0 W Y Owverall: Overall: Colour:
Firkish £alour: Faim;
...... [ Y - Bhuish spots: Pupiis:
S
Crwerall: Creerall: Carleur:
Pinkish colour: Form:
...... f s f swsne Bluish spets: Pupils:
pots: L
SCales
Owverall: Owerall: Colour:
Pinkish celour: Faien:
...... | S Buish spots: Pupiis:
Sl

4224

Figure 4.6 The freshness annotation form (designed by Sydney Fish Market)

Collection Procedure

University of Technology Sydney

As mentioned in 4.2.2.3, the QA staff from Sydney Fish Market is responsible for annotating the freshness
scores. For this project, the annotation is conducted in the morning every second day. Once the fish are
annotated, the fish images are taken by using the lighting box, as shown in Figure 4.2 (b). This process is
known as annotated image data collection. The general dataset collection period can last 14 and more
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storage days. Figure 4.7 shows the changing trends of fish freshness in terms of overall fish, skin, eye, and
gill*. Since the freshness score 1 is a short-period and medium freshness state, the frequency of the
annotation for the score 1 was changed from every second day to every day. In this project, only five indices
data features are used for the parts of Skin and Eye in Table 4.1.

* note: the gill is currently not used in the model of image processing.

Freshness score 2

r

L -
e =i
i e
- _—

==Skin-Overall ==—Eye-Overall ~Gill-Overall ==—Overall-Freshness

Figure 4.7 Fish freshness changing trends

4.2.3 Algorithm Design

The entire freshness assessment algorithm is designed with three components: snapper detection model,
eye-skin detection model, and snapper freshness identification model (see Figure 4.8). There are three
processing steps correspondingly. First, the snapper detection model detects and segments the snapper
region at the pixel level in the image captured by the mobile camera. Then, the eye-skin detection model
detects eye and skin regions by finding a line to separate these two regions. Finally, the detected regions of
whole-body, eyes and skin are sent to the snapper freshness identification model to calculate a freshness
score for each region, respectively. To align with the table 4.1, the scores are defined with three ranked
levels, namely 0,1 and 2. A confidence score is also provided to indicate how confident the model is with its
scores on the freshness.

Al model - 1 Al model - 2

Separation line Skin & Eye regions

Eye & Skin
’ Detection ’ u * I ‘
Fish Freshness: 01,2
* ‘ Eye Freshness: 0,12
Skin Freshneds: 0,1.2
Confidence: 0.0-1.0

Al model - 3

* Snapper
Detection

Figure 4.8 Structure of our freshness identification algorithm: Al Models-1, 2 and 3

To explain in detail, as shown in Figure 4.8, three different Al models need to be trained for the three
algorithm components, respectively.

1. The Al model-1 for the snapper detection is trained by referring to the YOLACT [2] but with
significant modifications for this project.

2. The Al model-2 for the region separation between eye and skin regions is designed based on a set
of images processing algorithms (Principal Component Analysis [5], Histogram Projection [6])
which aims to detect a line to separate the eye and skin regions.
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3. The Al model-3 for the snapper freshness identification is the core module. It is divided into a)
offline training process and b) online testing process:

a)

b)

For the offline training process, the Al-based deep learning framework -- B4 backbone of
EfficientNet model [1] is adopted with certain modifications. See Figure 4.9 (a), a feature
block and a predictor block are specially designed. In this project, the resolution of input
images for training is 380 x 380 (pixels by pixels). The fish captured in each image should
go through the model-1 of fish detection and model-2 of separate line detection between
the eye and skin regions. After these two processes, as shown in Figure 4.9, the input fish
image features on eye, skin and whole-body regions will be respectively extracted through
the feature-extractor shown by the Feature Block in Figure 4.9 (a). The skin, eye and fused
skin/eye/whole-body features will be then input to a regression model as shown by the
Predictor Block in Figure 4.9 (a). To train the feature-extractors, regressors and the
EfficientNet B4 backbone, the eight annotation features and their values defined in 4.2.2.3
are used as the ground truth to supervise the model training (see the yellow-colour block
in Figure 4.9 (a)). Note the annotation feature for gill index is not used. The whole training
process is based on the B4 backbone network. The trained regression model will be
gradually formed to accurately predict the freshness scores for the eye, skin and fish,
respectively.

For the online testing process, the key difference from the training is that there is no fish
annotation feature that is manually annotated by Sydney Fish Market, because the online
testing is an automated freshness assessment process. See Figure 4.9 (b), the yellow-
colour block shows that freshness scores of eye, skin, and fish are predicted. Hence, for
each input fish image (380x380), after the processes of model-1 and model-2, the skin,
eye and whole-body features, as shown in Figure 4.9 (b), are extracted, then skin, eye
and fused skin/eye/whole-body features are input to the regression models for freshness
scores prediction including the skin and eye parts, and whole-body, respectively.

Note: such process of fish image input and final freshness score outputs is known as an end-
to-end learning process

From Al model -1

Input fish Image
380 x 380

University of Technology Sydney

From Al model - 2

Input eye region -

‘ Feature Block Predictor Block

Eye Feature 4 [:]
Extractor [ 2 (‘%j & O
Eye feature E]

EfficientNet Fish Feature I [
B4 Backbone Extractor HL%‘:' « 0
Fish feature D
Skin Feature B & D
Extractor Skin feature [:]
* O

Input skin region . l

From Al model - 2

(a): Al model-3: the offline training process
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(b): Al model-3: the online testing process

Figure 4.9 The structure of snapper freshness identification model — Al Model 3

4.3 Fish Size Measurement

The technical solution of automated fish size measurement includes three key components: hardware
design, test data collection, and algorithm design. Pegrus Auratus Snapper is still the testing species.

43.1 Hardware design

To a mobile camera for shooting a fish in the standard blue-box at different high levels, a red-coloured
rectangle mark (water-proofing) is stuck to the bottom of the blue-box, and its dimension is 51cm x 27cm.
The snapper fish is placed in the middle region of the rectangle mark (see Figure 4.10 (a)), then the mobile
is held by an operator to shoot the fish (see Figure 4.10 (b)). The best mobile position is placed when the
camera lens surface is parallel with the bottom surface of the blue-box. This can reduce image perspertive
distortions due to the two surface are not parallelly placed.

(@) (b)

Figure 4.10 The blue-box (a standard container used in Sydney Fish Market for size measurement)

University of Technology Sydney

22



University of Technology Sydney

BeFAQT Final Report November 2020

432 Test data collection

Only test dataset needs to be collected, as the overall algorithm is mainly based on image processing
techniques. When every batch of fish arrives, the first thing is to measure fish lengths and then collect test
image data (shown by Figure 4.10 (b)) for size measurement. The dataset are collected at the joint lab and
auction area in Sydney Fish Market.

4.3.3 Algorithm design

The overall size measurement algorithm is designed based on image processing techniques. It consists of
four components: 1) perspective correction model, 2) ruler (red-coloured rectangle mark) detection model,
3) fish detection model, and 4) size calculator (see Figure 4.11).

1) The perspective correction model is designed to remove the distortion caused by the unparallel
positioning on the surface planes between the mobile camera and red-coloured rectangle mark.
This will cause the distortion on size calculation. To reduce such distortion, first, the four corner
points of the rectangle mark are detected under the condition that both surface planes are parallel.
Next, during the real measuring, a new set of four corner points are also detected by the mobile
camera for the perspective correction. A matrix of perspective transformation between the two sets
of corner points is then calculated to correct the perspective distortion on the input image for the
ruler and fish detections.

2) The ruler detection model detects the red-coloured rectangle mark and calibrates the size
dimension between the ruler and each pixel after the image’s perspective is corrected. The
rectangle detection process involves detecting rectangle contours from multiple colour channels
and attributes of images such as grey, blue, red, hue, saturation, lightness. A shape filter is used
to extract high-quality rectangle contours from these candidates. Finally, the actual size (measured
by cm) of each pixel on the ruler (red-coloured rectangle mark) is calculated based on these high-
quality rectangle contours.

3) The fish detection model detects and segments the fish at image pixel level. It is implemented by
the fast instance segmentation model YOLACT [2]. As the YOLACT model generates multiple
region candidates for the detected fish, a contour matching algorithm is used to select the top-
quality region that is detected.

4) Based on the selected fish region, a Principal Component Analysis (PCA) [5] is applied to all pixel
points within the region to obtain a major direction of the fish. Follow the major direction, given the
calibration between the pixel and the ruler, the size of the fish can be calculated.

32 cm length

Perspective

Correction Skze

Calculator

Figure 4.11 Structure of size measurement algorithm

4.4 Fish Species Classification

The technical solution of fish species classification includes three components: hardware design, data
collection, and algorithm design. As Pegrus Auratus Snapper is still the testing species, this task is a binary
classification between snapper and non-snapper.
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441 Hardware design

Same as the size measurement, the fish is placed at the bottom of the blue-box for snapper/non-snapper
species classification (see Figure 4.10).

442 Data collection

A blue-box-based species dataset should be collected for training and testing the species classification
model. Assisted by QA staff, over 20 non-snapper species dataset is collected during the auction period
(see small images in Figure 4.12) as a negative dataset. All the images for size measurement can also be
marked as positive snapper species samples. For accurate classification, a fish detection model (designed
with YOLACT [2] and Grabcut [3]) is applied to crop out unnecessary backgrounds and generate a clean
dataset for training the species classification model.

Figure 4.12 Examples of species dataset

4.4.3 Algorithm design

The overall species classification algorithm consists of fish detection model and species classification model
(see Figure 4.13). The fish detection model is the same YOLACT model used for size measurement. The
species classification model is designed based on the B4 backbone of EfficientNet [1], and the output layer
is changed to two classes: the snapper and non-snapper. The input image resolution is also 380x380.

Figure 4.13 Structure of species classification algorithm

4.5 Image processing API System

An image processing API system is developed to provide services for the above three fish tasks. The API
system is optimised by GPU with fast processing power. Currently, the system is deployed onto the Alibaba
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cloud for the integration with the blockchain system and Fisher APP. See Figure 4.14, the blockchain system
send requests to the image processing API system by a task ID. Each task ID corresponds to a task type
and its corresponding fish image. To achieve high accuracy, multiple images for the same fish are captured
and saved into the dedicated URLs. Once the image processing API system receives the task request, it will
do the three tasks and send the results back to the blockchain system. Under the task ID (freshness, size,
species and freshness/size combined task etc.), the result for each captured image is obtained, the final
result is calculated by averaging the results from the multiple captured images. In this project, five images
for each fish are captured for the freshness assessment by using the lighting box, and three images are
captured for the size auto-measurement and species recognition tasks. All of them are saved into the URLs

Figure 4.15 shows the examples of image processing API results displayed on Fisher APP. As shown in
Figure 4.15 (a), two freshness task results are displayed. Take the first row as an example, the overall fish
freshness score is 0, the eye freshness score is 0 (indicated by ‘E0Q’), and the skin freshness score is 0
(indicated by ‘S0’). The confidence score 0.9 means that the API system is quite confident about the
freshness results. In Figure 4.15 (b), two size-species task results are displayed. Take the first row as an
example, the species is ‘snapper’, and the snapper length is 32.9 cm.

= Task iD
= Task type [freshness or size-species)
= A list of image URLs

Processing Reguest

Blockchain System Image Processing API

System

Proceiding Redults

= Task D
* Final results
= st of Image results

Figure 4.14 lllustration of calling between image processing API algorithm and blockchain
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Figure 4.15 Examples of image processing API results displayed on Fisher APP
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5 E-nose

[Steven Su]

The electronic nose system is developed to mimics the human olfactory system to assess freshness based
on the smell of the fish. It is capable of reproducing human senses using sensor arrays and pattern
recognition technology. Recognition processes are similar to human olfaction and are performed for
identification, comparison, quantification, and other applications, including data storage and retrieval.

The key parts of the developed electronic nose system include the sensor array and airflow control system.
In this project, based on real experimental data in SFM, we presented the expert sensor array design, fully
automated airflow control system, and easy to use user interface to enhance both the assessment
efficiency/accuracy and mitigate the environmental disturbance. To well integrate into the APP of BeFAQT
mentioned before, we also developed new Al-based future extraction algorithm and adjustable threshold
strategy for freshness index prediction.

In the section, we will introduce the developed E-nose based freshness monitoring and assessment system,
which include the hardware and interface of the E-nose, the data pre-processing, feature extraction, pattern
recognition, and data analysis.

5.1 The design of E-nose and its user interface

The E-nose system is based on, NOS.E, a system which designed to detect and classify different aroma
mixtures. The NOS.E system is mainly constructed by the NOS.E instrument, NOS.E user interface and
the NOS.E remote server based user interface. The NOS.E instrument is used to detect the odour and
transduce the chemical vapours into electrical signals then transmit these signals to the personal computer
wirelessly through NOS.E user interface. The remote server based user interface allows the authorised
users to review the NOS.E datasets at different locations with the access of internet.

51.1 NOS.E Instrument

The NOS.E hardware platform (Fig 5.1.1) consists of the power supply module, the sensor module, the
driver module, the communication module, and the microcontroller (MCU, TMS320F28335, 32-bit). The
power module provides different isolated power rails for the other parts of the equipment to enable the
NOS.E system to work with the driver circuits to satisfy the proposed automated airflow control logic.

Exhaust Port

Figure 5.1.1: NOS.E equipment.

51.1.1 Sensor Selection

The interchangeable sensor array is built with eight commercially available metal oxide gas sensors: TGS
2620, TGS 2602, TGS 2600, TGS 2600, TGS 2603, TGS 2610D, TGS 2611E, and TGS 2612 (FIGARO
ENGINEERING INC, Mino, Osaka JAPAN). The target input gases stimulate the gas sensors to generate
specific voltage outputs. Then these outputs are collect and pre-processed by the signal acquisition
circuits shown in the Fig 5.1.2. An analogue to digital converter (ADC, AD7607, 14-bit) is used to convert
these voltage outputs to digital signals which are sent to the MCU for data processing. The MCU
completes the tasks such as data acquisition, actuator control, data pre-processing and communicating
with the host computer.
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Figure 5.1.2: Sensor Array Data Acquisition Circuits.

51.1.2 Chamber Design

) IUF SOV XTR 0603
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November 2020

The airflow is pumped into the gas mixing and distribution chamber through the gas input port with the
airflow velocity from 220mL/min to 2.2L/min. The gas mixing and distribution chamber (shown in Fig 5.1.3)
is designed as an air buffer to distribute one input airflow to four airflows.
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Figure 5.1.3: NOS.E Sensor Chamber.
5.1.1.3 Automated

5.1.14 Control Logic

The automated air intake control system in NOS.E does not need the users to configure the test manually
for each test. Therefore, it can improve the test efficiency by saving operation time when performing the
odour analysis test multiple times. The automated test mode eliminates the incorrect manipulations caused
by the manual test, thus improves the data quality and test performance. Eight phases have been
designed in the NOS.E control logic. Each working phase has different airflow parameters, which are fixed
based on the manual training mode, then preprogrammed into the user interface. Moreover, these airflow
parameters are also varied for different applications. Based on the target application selected by the users,
the controller will send different commands to control the working status of the actuators. Table. 5.1.1
shows the specific status of the different actuators which are related to the proposed automated control
logic. In this table, V1, V2, V3, P1, and P2 represent the control signal of valve I, valve Il, valve Ill, valve
IV, pump | and pump II. T1, T2 and T3} are the control phase ID signals sent by the controller. In addition,
H indicates the high logic level signal, and L indicates the low logic level signal.

Table 5.1.1: The automated control logic for NOS.E

Phase i Vo V3 P P T T Ty
| H L H H H L L L

IT L L H L H L L H
PAUSE L L L L L L H L
I11 H L H H H L H H
IV L L H L H H L L

Ay L H H H H H L H

V1 H L H H H H H L
VI H L H H H H H H

MNote: H: High logic level signal; Lo Low logic level signal.

51.2 NOS.E User Interface

The NOS.E user interface (Fig 5.1.4) is used to configure the NOS.E equipment. This user interface is
based on the visual studio code platform and the Visual Basic (VB) programming languages. It can also
send the commands to control the different actuators and show the real-time working status of these
actuators. The user interface is also used to record, store, and analyse the data by using related widgets
and commands. The output wave-forms of gas sensors is displayed to the user in real time. The collected
odour data is stored on the local disk in the text format. Key features of the odour data are extracted and
shown to the user in graph.
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Figure 5.1.4: NOS.E User Interface.
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As shown in Fig 5.1.5, the users can set different parameters for required working phase by adding the
new row/ deleting the last row; the users can also import the configuration files from the config folder.
These configuration information can be exported once all the parameters are fixed.
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Figure 5.1.5: NOS.E Test Protocol Configuration.

5.2 The developed freshness assessment algorithms

This section introduces the data processing procedure for E-nose, including data pre-processing
techniques, feature extraction algorithms, freshness assessment methods, and the integration with the
BeFAQT system. The roadmap of E-nose fish assessment is illustrated in Fig. 5.2.1.
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Figure 5.2.1: Roadmap of E-nose fish freshness assessment

5.2.1 E-nose Signal Pre-processing

This section introduces signal pre-processing procedure used in the e-nose signal analysis, which
includes three steps: signal selection, filtering, and standardization.

5211 Signal Selection

One measurement (sniffing) of the E-nose can be separated into four basic stages as shown in Table
5.2.1. The most useful information is usually extracted from the second stages, i.e. the test stage. Hence,
we only select the sensor’s signal at the duration 1 to 200 s. The rest signal is discarded in case of
occupying a lot of computer resources.

Table 5.2.1: E-nose Operation Parameter

Procedure Operation Duration (s)
1 Baseline Setup Time [02)
2 Test Time [2 122)
3 Baseline Recovery Time [122 242)
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4 Chamber Washing Time [242 482]

5.2.1.2 Filtering

The subsequent feature extraction algorithm has a good performance in dealing with noise-contaminated
signals except the outlier. Hence, to reduce the influence of outlier, median filter is adopted. The window
length is optimized as 3 in our experiment. A representative example of filtering result is shown in Fig.
5.2.2.

- S r P e B S e e T

Figure 5.2.2: Representative example of median filtering. (a) Raw sensor’s response. The spikes in the figure are
outliers. (b) Sensor’s response processed by median filter. After filtering, the signal became smooth.

5.2.1.3 Standardization

After median filtering, standardization is adopted to reduce the influence of sensor drift and compensate
for the fluctuation in concentration, as follows:

xs(t) — mean(x,(t))
std(x,(t) 0

Ys(8) = =1.,5t=1,..,T, 1)

where x,(t) denotes the s-th sensor’s response, and y;(t) the corresponding standardized signal. S is the
number of gas sensors selected. T is the length of sensor’s response.

5.2.2 Stable Feature Extraction Using Kernel-based Modelling

This section introduces the proposed feature extraction algorithms for e-nose signals.

5.2.2.1 Mechanism: Modelling-based Features for E-nose

The E-nose can be regarded as a system. As illustrated in Fig. 5.2.3, we assume that the system input is a
unit step signal, where 1 means that the odour source has been exposed to the E-nose, and 0 is not.
However, the system output is subjected to divergence from the step input by interfering factors, including
the properties of gas molecules, airflow circuit, sensors, environment temperature, and environment
relative humidity (RH). Different interfering factors result in different systems. When environmental and
device operation parameters are well-regulated, the only interfering factor is the properties of gas
molecules. Gas molecules can therefore be expressed by system parameters. The modelling-based
feature representations is developed accordingly.

1

- Electronic -
Nose

Input: uit) System: ¢ Cutput: yit]

]

Figure 5.2.3: Explanation of modelling-based feature representation for smell.

5.2.2.2 Kernel-based Modelling

Here, impulse response (IR) model is selected to represent the system. The reason is as follows: i) IR
model is a non-parametric model. The order of the system is no need to pre-defined anymore; ii) IR model
takes both the current input and the previous behavior of the system into consideration, and therefore, can
extract more features.
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Let ys(t) be the standardized sensor’s response, and u(t) be the corresponding assumed unit step input.
@, represents the impulse response of the system. Hence, their relationship can be expressed as:

Vs(8) = (s * us)(t) + & (), @

where &(t) represents the noise obeying the Gaussian distribution. * denotes the convolution operation.
u,(t) can be expressed into the form of Toeplitz matrix with 0 paddings, as follows:

1 0 0
U=t 1 9 erma 3)
1 1 1
Accordingly, (2) can be vectorized as:
¥s = Usps + &, 4)

where y; = [y5(1), ¥5(2), ""yS(T)]T €RT, & = [&:(1),&(2), ___'gS(T)]T € R’, and Ps =
[ps(1), @5 (2), ..., s (M)]T € RM. M is the order of the system. In this case, we set M = T.

However, deconvolution from (4) is an ill-posed problem. Hence, a kernel-based regularization term is
added to provide additional constraints. The impulse response can be calculated as:

@s; = argmin||ys — Us(ps”% + Jz(p;FK_l(ps (5a)
Ps
= (KU,"U; + 021) KU, Ty, (5b)

where g2 denotes the variance of the system noise. K = [k(i, j)] € RM*M s kernel matrix. In this work, we
adopt the stable spline (SS) kernel, which can be calculated as:

c

1
k(i,j) = 5 (exp(=B(i + /) — pmax (i.))} - 3 exp(3pmax (i)}, ®)

where ¢, 8 > 0 are hyper-parameters of the kernel function.

The solution of (5b) is applied as the feature of the target smell. The proposed feature extraction method
has a stable performance in resistance to noise, as an example illustrated in Fig. 5.2.4. Although the
observation is contaminated by different noises, the re-constructed signal is the same.

Figure 5.2.4: Performance of proposed feature extraction methods. The dash lines represent noised observation of gas
sensor to the same analyte.The red solid line represents the re-constructed signal using the extracted features.
Although the observations are different, their features are the same.
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5.2.2.3 Kernel Parameter Optimization

The selection of the hyper-parameter significantly influence the performance of the proposed method.
From our previous study, an experimental selection for g is in the range of [0.9 1]. Here, an optimization
method for kernel parameters is proposed as follows:

. o 1 llys(t) = 55 (tle, DI Ent(pg|c, B)
(c*,B*) = argmax T—SZZ 1-—= - S 22 o S(T) @)
N 350 =1 Zeer v O g
where Ent(¢s|c, B) is the information entropy of ¢, which can be calculated as:
lps(mlc, B
Ent(gslc, B) = > (8)

Zmemlosmlc, BI

This function can be optimized via heuristic searching algorithms, such as Genetic algorithm (GA), Particle
Swarm Optimization (PSO), or DIRECT algorithm.

5.2.3 Australia Snapper Freshness Tracking

This section introduces the mechanism of freshness monitoring and two proposed algorithms for tracking
the freshness change of Australia snapper.

5.231 Mechanism: Freshness Monitoring as One-class classification

The training of a smell model need hundreds to thousands of training samples. It is impossible for an E-
nose to train models for every rotten smells, since the reasons that cause spoilage are uncountable. Even
if it is possible, the cost will be very expensive, since one measurement for an E-nose takes a long time.
To avoid the problem over complicated, we can simplify it by one-class classification, i.e. only identifying
the fresh smell. As illustrated in Fig. 5.2.5, the model of fresh samples can be a probability distribution, the
monitoring is made by measuring the likelihood that the test sample smell is generated by the fresh model.

P(New Sample| Model,) as the monitoring index to
| track the freshness change
of target fish sample.

New Sample

Figure 5.2.5: Explanation of freshness monitoring as one-class classification. Model, denotes the probability distribution
trained only by fresh samples. The red dot denotes a test sample. P(New sample | Modelo) describes the likelihood of
the new sample is generated from the distribution. If the probability is high, the sample is considered as fresh.

5.2.3.2 Probability-based Freshness Monitoring Using Hidden Markov Models

The distribution of fresh samples is learned using a classical statistic tool, i.e. Hidden Markov Model
(HMM). This model can be trained using the Segmental Rapid Centroid Estimation (RCE)-based
Intialization with Baum-Welch Algorithm. The use of RCE algorithm is to ensure a stable training result.
Once the fresh model (model 0) is obtained, freshness evaluation can be made using the Forward-
Backward Algorithm. For a given sample ¢, the monitoring index Mlyyy is defined as the output of the
Forward-Backward Algorithm, i.e. the log-likelihood of the sample:

Migmm (@) = log(P(¢|modley)). )

The sample is considered to be fresh when the MIyyy is close to 0.

The flowchart of HMM-based monitoring method is shown in Fig. 5.2.6.
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Figure 5.2.6: Flowchart of HMM-based freshness monitoring algorithm. In the training procedure, the input of the HMM
training algorithm is the feature set of fresh Australia snapper samples. The output is the learned distribution, model,. In
the testing procedure, the inputs of the monitoring algorithm are both the feature vector of target sample and the learned
distribution Modelo. The output is the likelihood P(Test sample | Modely).

5.2.3.3 Distance-based Freshness Monitoring Using Dynamic Time Wrapping

A simpler implementation for freshness monitoring is using a distance measure. Since the extracted
feature is a time series, the Dynamic Time Wrapping (DTW) algorithm is adopted.

The DTW-based monitoring index is defined as the average of pairwise DTW measure of the training set,
which is calculated as:

1
Mlprw(e) = N Z distprw (e, <P[()n)): (10)

nenN

where N is the sample size of the training set, and (p(()n) is the n-th training sample. A small MIpw

indicates a fresh sample.

5.2.34 Conversion From Monitoring Index to Nose Score

The probability measure can be changed to distance measure by MI = |MIgyum|. The smaller the MI, the
fresher the sample. The thresholds to separate freshness level 0, 1, and 2 is a statistical result of our
previous experiments as tho, th1, and thz, respectively. Since our method is based on a one-class
classification model, additional threshold ths is also given as the upper bound.

When all the thresholds are defined, the conversion from MI to confidence is given by:

confi;(p) = M,i =0,1,2, (12)
=0 exp(pi(p))
where p; is defined as:
_r
IMI(p) -1l .
pi(9) = 1 i=012 (12)
=0 |M1(p)-1;]
where [; = %z = 0,1,2. The Nose Score is given by:
2
NoseScore(p) = Z i X confi;(¢). (13)
i=0
524 Integration with the BeFAQT System

The assessment output of the E-nose is served as a JSON file recorded the result of five measurements
for the BeFAQT system, as an example shown in Fig. 5.2.7. The report is stored in the address,
Enose\[BOX ID]\[UnixTimeStamp], as noseScore.txt.
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Figure 5.2.7: Representative example of the E-nose assessment. The result of five measurements are stored in
noseScore.json file. The overall noseScore and confidence is the average of five measurements.

5.3 Experiments and Results

In this section, we first introduce the experimental protocols and the experiments, and then discuss
experimental results and the adjustable thresholds for the Freshness Index assessment.

5.3.1 Experimental protocols and experiments

The SFM experts showed us how to choose the fish container to maintain the temperature inside. Also,
according to the actual test scenario, the foam cold box with a top cover is recommended for the electronic
nose test. This can prolong the test during the serving (gathering more useful information during a test)
and, most importantly, can reduce the rate of melting of the ice inside the container.

After discussing it with the SFM experts, it is found that the mucus from the fish skin is also used to
analyse the freshness quality of the fish. Based on this idea, we proposed the second e-nose test methods
for the fish freshness analysis test.

Based on the domain knowledge input from SFM experts, SFM training sessions, and e-nose dry-run tests
at UTS lab, e-nose team had completed the formal test protocol for the fish freshness e-nose test. In this
protocol, two different odour test methods were proposed for this project.

The two experimental protocols are the fish box-based protocol as shown in Fig. 5.3.1 and the headspace
bottle-based protocol as shown in Fig. 5.3.2. The first is to "smell" the snapper stored in a foam cooler box.
The second is to detect the smell of snapper mucus adhering to the sampling cotton.

Figure 5.3.1: The fish box based experimental protocol.
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Figure 5.3.2: The head-space bottle based experimental protocol.

5.3.2 Results and Discussion

Based on the proposed protocols, we completed several round of experiments. The experimental results
are summarized in the following subsections.
5.3.2.1 Result for fishing box based experimental protocol

In the first stage of the project, we spent a lot of time and energy on the experiments by placing the fish
sample in a fish box filled with ice (i.e., experimental protocol 1).

Based on the experimental data, the feature has been extracted with a set of statistical features including
Mean, Max, Standard Deviation, Variance, Skewness, Kurtosis, Integral and Mean differential coefficient
value. The Distance in the sense of Dynamic Time Warping (DTW) was performed and this Distance was
added as another feature. The ratio of the training set and test set is 70:30 respectively. Based on PCA
classifier by mainly using three sensors (Sensor Number 3, 6, and 7), therefore, in total 28 features.

The training and testing results are summarized as follows:

The training accuracy is 84.5%, and the test accuracy is 73.2% (see Table 5.3.1 for details).

Table 5.3.1: Accuracies and results for Test Dataset

Inde)g 0 Index 1 Indgx 2 Overall
Unspoiled Acceptable Spoiled
No. Correct Predicted Values 13 15 13 41
No. Expected Predicted Values 15 22 19 56
Accuracy 86.7% 68.2% 68.4% 73.2%
5.3.2.2 Result for head-space bottle based experimental protocol

The testing results for the fish box based protocol is low. The problem regarding this experimental setting is
due to the fact that the gas sensors will become less sensitive when the temperature decreased. Also, the
ice will decrease the temperature and generate a temperature field to disturbance the response of the gas
sensors. Thereafter, we abandoned this type of experimental protocol, but we accumulated a lot of data for
exploring the influences of temperature variations.

In the late stage, we concentrate on the headspace bottle based protocol. However, due to various
limitations, these experimental data could not be labelled in terms of Freshness Index. However, we
monitored the fish sample by using E-nose day by day.

We also found the proposed two freshness-monitoring methods are able to depict the fish sample’s
freshness by calculating either the likelihood or the DTW (Dynamic Time Warping) distance to the fresh

University of Technology Sydney
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samples. However, as the DTW method is computational more efficient, in later discussion, we only show
the result in terms of DTW distance.

After numerical analysis, we found in the first 5-6 days (see Fig.5.3.4) of the responses of E-nose are not
significant (the DTW distance is less than 0.1), and the DTW distance does not increase with time.
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Figure 5.3.3: The DTW distance of early stage samples (less than 6 days) under the head-space bottle based protocol
in room temperature.
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Figure 5.3.4: The DTW distance of fish samples within 10 days under the head-space bottle based protocol.

5.3.2.3 Summary for temperature controlled experimental results

Later, to investigate the influence of environmental temperature, we had done several head-space bottle
based experiments from around day 2 to day 9. It was observed that up to day 6, the responses of gas
sensors have no significant changes (observed random responses in the first 6 days). After day 6, the E-
nose responses start to become significant.

In order to further observe the subtle changes in the first 5 days, we designed and implemented
temperature-controlled experiments.

The main purpose of the temperature-controlled experiments are as follows:

1. Testthe hypothesis that the gas sensors will become more sensitive for the heated
samples during the first 6 days.

Experimental results did not support this hypothesis as in the first 6 days, the response of
the E-nose is still insignificant (see Fig. 5.3.6) at 50 deg.

1. Explore the influence of temperature change on the gas sensor, so that in the future, we
can establish a temperature model to compensate the temperature disturbances.

However, to build this model may require a large number of experiments and need to
repeat the modelling procedure for different E-nose.

Instead, we develop a pre-calibration protocol that can partly compensate for the influence of environment
variations. In this way, we do not need temperature control and fresh air cylinder. The main idea of the pre-
calibration protocol is to perform extra calibration experiments immediately before the assessment. Instead
of calculating the distance to the previously stored data of fresh fish, we calculate the distance to these
extra calibration experimental data. By doing so, some of the common environmental disturbance can be
counteracted.
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Figure 5.3.5: Temperature controlled experiments under the head-space based experimental protocol.
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Figure 5.3.6: The DTW distance of fish samples within 5 days under the controlled temperature of 50 °C.
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Figure 5.3.7: The DTW distance of fish samples within 10 days under the controlled temperature of 40 °C.
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Figure 5.3.8: The DTW distance of fish samples within 10 days under the controlled temperature of 50 °C.

We did experiments under the controlled temperature by using Protocol 2. It is observed that when temperature
increase, the level of response increased after day 6. However, the value of increase is not significant as shown in Fig.
5.3.7 (40 deg) and Fig. 5.3.8 (50 deg), especially in the first 5 days.
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5.3.3 Adjustable threshold for freshness Index Assessment

After addressing the environmental disturbance, we consider aligning the E-nose based Freshness Index
with the index annotated by SFM expert. Based on our previous experience, the key and challenging issue
is to discriminate fish freshness from Index 1 to Index 0, as Index 2 is rarely encountered and is relative
easier to be verified by simple inspection.

Also, to cross-validate the standard, for e-nose (maybe also for block-chain and e-eye), the most important
parameter is the thresholds of Freshness Index 1. We particularly collected about 10 fish samples,
annotated as Index 1 by SFM expert, to estimate the thresholds of Freshness Index 1. We have also done
several round experiments for fishes from day 2 to day 9 (without annotation see Fig. 5.3.7); from these
experiments, we can also detect the critical value from which the response of e-nose starts to become
more significant. This critical value gives the indication, for E-nose model, to find the thresholds of Index 1.
To identify a statistically justified threshold for the E-nose model, we still need more annotated
experiments. In the future, if we still have a chance for to acquire more annotated snappers with the 1oT
tracking box and E-eye, we are very happy to use E-nose to collect more annotated experimental data.

As metioned befor, in the later stage, to investigate Index 1 threshold, we selected about 10 Index 1 fishes
annotated by SFM experts to do the experiments under the new improved protocol. According to the
experimental results, we can roughly determine the thresholds of 0 vs 1 and 1 vs 2, that is, we can roughly
estimate the original score range of Index 1 (DTW distance to fresh air response).

Certainly, more experiments are needed to statistically estimate the threshold. It was also observed that
the E-nose responses to index 1 fish are all significant, and we use the minimum original score as the
threshold for 0 vs 1 and the maximum score for 1 vs 2. In the future, users can estimate more accurate
thresholds when there are more expert annotated fish being analysed by the proposed experimental
protocol.
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Figure 5.3.10: The DTW distance of randomly selected fish samples with Index 1, 1.5 and 2.

In summary, if we set the threshold Index O vs Index 1 as 0.1 (in terms of the DTW distance) and the threshold Index 1
vs Index 2 as 2.5 then the accuracy of freshness index prediction will be much better than 73.2% (the classification
accuracy of fish box based protocol).
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6 BeFAQT Trading Platform

[Ren Ping Liu]

The BeFAQT Online Trading Platform integrates mobile App, IoT tracking, sensing, E-eye and E-nose
results into one platform. The provenance, tracking, and freshness assessment data are secured by
Blockchain. The BeFAQT platform is developed as a full-fledged online trading platform, where consumers
can browse and buy seafood products. Store owners can manage seafood products and consumer orders
through shop management pages.

The BeFAQT platform is developed in MERN stack:
e React as frontend framework
e Node.js and Express as backend framework

e MongoDB as the database system

6.1 Trading Platform

The BeFAQT trading platform can be accessed here:

https://www.befagt.com/

In the front page, it has the Blockchain secured “Catch of the Day with Tracking Records” and Seafood
Categories for online trading.
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@641 bt~ Catch  Fsh @Fllet = Crad @ Search  ea Centact
Project Catch of the Day with Tracking Records
Partners Cheh o0 e viden 10 1ot the prowonnce and guality radking oss
Sydney Fish Market Box: #0345579444
é UTS e (R Ty My
Ll ) N
Uswersity of Trchaciagy s e e -
Sydaey - 8 S . 2000 00 01 80 L
S i o 8 58 o o et P B 8 w3
S 0 P W00 R Antoe -
= Cateh Privemases
e o S
[ 8 e *
3 At e 130
Q ey EEE
SR, L .
Sydney Fish Market
) ToT Tracking with laT - 3147
nRNAG N FEWN WPy "
, el w PpT—p—- e ‘
[ nEw 3 wws
ppepeisiee naw oy o
Newu ey AWM W vy 1L
food Agiity CRC e n SN | 0 Y 12¢ .
mama an TN W Wy i
om0 0N DA W~ ™ A
o bt fraw wowy e - ___-.I
mAma ae BEA™ WDy < r - o » . N

o Fish 2 Fillet @ Crab
Soappens aw o lewdy of perciiem S Latianidoe, muily maviee.  Sulooon Blets e avm of D oot warsatie and beafly mgradents  Craks e docaped ormtacenns of fhe infraorder Brachyen, which
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nder Dhe Dhoe i
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6.2 Catch of the Day with Tracking Records

The “Catch of the Day with Tracking Records” includes the following data:
e Catch provenance data via Fisherman App,

e Supply chain tracking data via loT and sensors

e E-eye fish quality assessment data

e E-nose fish quality assessment data
These Blockchain secured data are served from a RESTful API at:

https://api.befagt.com/api/sfm/data

the data is served as a JSON file.
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fospanyhane SFarater Flshing®
boat Y 7645 GV
Midress; "Sanaieg 5%, Tuscurry, HSW 2420

= catchProw:

T Lt “Mabh-8a-0r 14:37:097
nat Y 7hAS GV
ok LRude: -X1.8218T4

152180

g

T

w ing! gracer/ flah_phetes Cateh: jpg”™
speties!
size
ke
ol o LLE SR I PSS 1 IBSA IS A Fe T AT 22 TE 1818 Basanat Thb A T TaLIa B I A F 0™
= lat@esults
aperator; "UTS-10T -0
inEScare: 013828
tofl idesce 1
LS D883 WEAT3E"
latitude: -N1. BT SG
lorgitude: 150203840

= inETraciisg

oL

B lme "HNI--87 1537887

E X.9TEA A

QU TR 153, InBA541

do¥I0 gLy

Eemperature: 11.687%

= RxHaik; T IFCR P S LIBSC S I Mo T ad T 230 181 e 500 ahay Thbda Id TdaiGab I r 281~

* 1

T hme "D-88-97 1638817

- K. TMIATIN

150, 7300

iatIh il rh
Eemperature; 2. GRA1EGEAT
w ExHaih: S BT 1105 IR e R T P 22D TE 181 30t TR b4 T T4 B 2 1 200
LY
L&% "HD-Ea-4T 181331287
lak itude; = X1, SES41
lorgltude 151, 0AWa1L 2
ianibDe “EiaY
TempE rature 0, AL IREGEAE
w ExHagh; b AT S 110 IS IR P e P a1 232 T 1AL E NS S TRbAA Td Td43G I0 I T 0™
6.2.1 Catch Provenance

This section records the catch origin obtained from Fisherman App. It contains
e Fisher's company information

e Catch origin information*
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* Note the provenance doesn’t show the precise geolocation of the catch. Rather, a NSW DPI catch
location code, e.g. L5/ 81, is shown as the location.

Fisher:

10: 123456

Name: Peter Smith

Company: Forster Fishing

Boat: KY 7645 GV

Address: Manaing St, Tuncurry, NSW 2428

Catch Provenance
Species: Snapper

Size: 33 cm

Date, Time: 2020-08-02, 14:57
Lecation Code: LS / 81

Method: line fishing

6.2.2 Supply Chain Tracking with IoT sensing

Fish supply chain tracking is achieved via 10T and sensors, which record time, location, and temperature
throughout the supply chain.

@ BT mAbats  Cath e Fish SFlSet = Cab @ Search e Contact

Sydney Fish Market Box: #0345579444

Fisher: Freshaess Assessment Trackiag Map

10 12345 Fateg. Wariorias Pk

Naroe: Prter Smith Freshaess Seary bl g rem fau]

Corgaey Forster fishing on 0M 000 000

Boat: KY JAS G Dute, Teme: 2020-08.03, 0550 ' )

Motress: Wansieg . Ty, N5 2422 Aédruas: S 1, Sy s Mkt Pymcet rdgn 4 ‘ —
. Bk 5L Pyrment KSW 2009, Assirals e /"‘

Species. Supper

Sux Yow

Date, Tiwe: 2020-08-32, 451

Location Code: LS / 81

Method Lee boleag

loT Tracking with loT I1D: 3147

Operster: UTSA0T-XW

Freshaess soare: 0 33806

Contdence |

Date. Time: 20200893, 6541

Mddrws: Shep 1. Syrdaty Finh Market, Pyrrsont Bridge Rd &, Baok 52 Pymmast KSW 2009, Asstaka

Date | Tine locaton |atytade / loogriute Torgerstary N5

200802 152) 2ITEI4A { 1521003681 ngc = tegeratary
22008021 1630 J2INHTI 1517300069 080c

0008021838 “JRE055661 / 150188812 aoNc s o
700-08.02| 184 JIAT6I56 / 15118 n19'c

09-08.07) 2050 JRRTI6I6 / 1SLIONNS ssoc i

220-08.02( 68 TAITETSE / 1516009 e ¢

2020-08.02| 2395 JRBI26956 / 151504409 b1 <

nseeq|oen ITEI2EI56 / 1501500418 %'c

200-08.03 | 0129 TEAT2T56 / 1511407 e 3 251 19
7020-08.031 0226 JUBTIEIE / ISLIONATS 1WC

200-08.03) 0330 TANEISE ) 1911600408 156'C o TR
2029-08-03 | 0440 RRIIEI5E / 15LISNTY e o 0% 00 e

000-08.33 | 0547 TABI2ET56 / 11500008 Ls0C 1520 15:30 1938 1943 2051 2158 2095 6012 0139 0276 8333 0440 0547
tive

e The Freshness score is assessed from ice days, and confidence level represents the accuracy of the
assessment.

e Locations are recorded by IoT devices and the locations are shown in BeFAQT system via Google
map.

e The catch origin location is shown as a red rectangle to protect catch privacy

University of Technology Sydney
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e The temperature is shown as a bar chart, where a temperature below 3°C is shown in blue, above 3°C
but below 6°C is shown in orange, while above 6°C is shown in red.

6.2.3 E-eye

E-eye section records fish quality assessment results using image processing technologies. The
assessment time and location are also recorded. The original images used for the assessment and raw
assessment scores are also shown in this section.

E-eye Records
Operator: UTS-IP-2)
Freshness Score: 0
Date, Time: 2020-08-03, 05:57
Address: Sydeey Fish Market, 25 Bank St, Pyrmont NSW 2009, Australia

o fish score: 0 o fish score: 0

o eyescore: 0 * eyescore:0

* skin score: 0  skin score: 0

o condidence: 1 o condidence: 0.996
6.2.4 E-nose

E-nose section records fish quality assessment results using e-nose technologies. The assessment time
and location are also recorded. The original assessment sensor raw data files are accessible here.

E-nose Records
Operatee: UTS-EN-WT
Freshness soore: 0
Contdence: 09
Date, Time: 2020-02-03, 0557
Address: Sydoey Fish Market, 25 Bank St, Pyrmont NSW 2009, Awstrafa
o e-nese soore: 0 o o-nose score | o e-note soare: 0 o e-mase score 0 o e-som soore 0
o confidence: 1 o cosfidence: 1  confideace: 0.7 o confidence: | o confidence: 1
-ty -y‘._u;!mmm____m :__-huﬁnh * semsing data: data Ale o seasieg data: data file * sensing dats: data tig
6.2.5 Freshness Assessment

The final freshness assessment score is a weighted average of the assessment scores from: loT sensing,
e-eye, and e-nose. The score is in the range of 0 to 3, where 0 is best (fresh) and 3 is worst (not fresh).

We have converted the freshness score to an easy to understand 5 start rating with the following
conversion:

e 0<score<0.5: ¥¥ %Y v %
) 0.5sscore<1.0:***7ﬁ?

e 1.0 < score: star rating is not shown.
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Freshness Assessment

Rating: .. . b

Freshness Score loT Image e-nose
032 034 000 000

Date, Time: 2020-08-03, 05:57
Address: Shop 1, Sydney Fish Market, Pyrmont Bridge Rd
&, Bank St, Pyrmont NSW 2009, Australia

6.3 Online Shopping

Customers can browse seafood products and register to buy in BeFAQT trading platform.

6.3.1 Browsing seafood

The BeFAQT trading platform supports online seafood shopping. Consumers can choose different seafood
categories:

Seafood Categories

& Fish = Fillet @ Crab
Seappers are 3 family of pestiform fish, | d3c, manly Salmon fillets are ane of the mast versatile and healthy Crabs are decapod crustaceans of the infraoeder Brachyuna,
marise, bat with some members ishabitieg estuaries, feeding in  ingredients you can add 1s yosr shopping basket. which typically have 3 very short prajecting “tad”, usually Mdden
fresh water, entirely under the thorax,

and in each category, consumers can choose seafood and put them into the shopping cart

@Ml mabst~ o Catch © Fish SFllet = Crab © Search <o Contact

Fish

Saappers are a tamily of perciform fish, Lutjanidas, maknly macise, but with some members ishabitieg estuaries, feeding in fresh
water.

Seapper i (= Sabme o fed Fisd Bl i Fiid cosked .
905 o, $14.59 e S50t ), S50 o) SuG $2298on >

consumers can also search the shop in the Search page. The search can be either text search or search
by selecting favourite brands.
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@) BeFAUT mmAbout~ ¢ Catch  Fish &Fillst = Crab ® Search e Contact

Saapper -R Blee Fish Whit Fillet Grosper
$8.S9/KG e $1259/KG S1859/%G e $12.99/%6

6.3.2 Registered users

Customers can register in BeFAQT trading platform
‘ & +Register

2 First same lastname
3 Phone Nusber renping lio@uts.odu.au
= confirm passwerd

& Street address

Suburk Post code

E) il mmaboat Citch © Fish &Fillt = Crab © Search < Contact
cart o
3 0144 FUBecd Seapper . 1 . 10899
- 169 997%es
T Saagper . 1 . sis9
A
125 Suboee sn
B
* 1690 .
3 215 Sulewon Flet 1 . 199
B e L
333 Mad 0 1 ' 79
. $2298\m . -
Total 27594
et G5T: 5000

Cr-

A registered user can also check the delivery status of his/her own orders:

University of Technology Sydney
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@) BeFAT mAbout~ - Catch o Fish & Fillet

Crab ® Search

e Contact

November 2020

= MyAcct

My Orders

Order 1D: 5f5822b7d95/8127efafc3ea Order ID: 5145b709d9518127efafc3e4
PaymentiD: pm_THPHF3JViT9KeqZQd5XiXqqK PaymentiD: pm_THKDBrJViT9KeqZQIYyut6Dk
Paid: 10:32, 09/09/2020 Paid: 11:12, 26/08/2020
Delivered: 10:35, 09/09/2020
Bass $18.99
Snapper $8.99 Salmen $3398
Bass $37198 Oty 2 @ $16.99/item
Qty 2 @ $18.99/item Fish cooked $22.99
Salmon $50.97 Blue Swimmer $171.97
Qty 3 @ $16.99/item Oty 3 @ $5.99/KG
Red Fish $29.95 Mud Crab S$114.95
Oty 5 @ S5.99/K6 Oty 5 @ $22.99/item
Salmon $3198
Oty 2 @ S18.99/KG
Grouper $15.99
Tota:  §181.86 Total:  $208.88
Incl GST: S0.00 fncl! GST: $209
6.4 Online Trading Management

the management functionalities are designed for trading platform owners to manage the products, orders,

and users.

6.4.1 Product Management

Shop owners can add / update / delete Seafood Categories in the shop by logging in as Admin.

Marage products
Musrage oun
Masage orten
Maeage calegermy

@ BMT mabost~ o Clch © Fish @Fllt = Crab © Search < Contact
Categery 1) oo g sty
Choma B Mg B chasen s
(M) " ’ . 0*Catoch f the Dy - Clck s bou pictare 12 ew traciing recerds
b Catsgores ¥
Fah " ™ . 1"Saappery 200 3 tamdy of perciars fad | fawdie realy rurme bul wih tove eeeder: mkabitag ritaurien
fending in fresh water
Seb Categories ¥
b Cut FRM o o | delete
wdCat e FEE e (<3
Seages L L > x'e
Sakvon =8 -~ z'®
Beracsd i > z'n
Wt . > z'®s
Fillet (1 - = 2*Salence Milets are cee ol the ment versatle ded heallhy ingrediests you cae add 19 oot shopping batkat
Sab Catsgeries ¥
Crab ] - ﬂ ' Crabs are decaped crustaceans of She infaerder Srachyura, which typically have 3 very short projecting taif",

2 Categorinn ¥

wsanally Ndden extirely oader e Deorxr

Shop owners can add / update / delete Seafood Products in the shop by logging in as Admin.

1
w's

o .
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@) 6erll  masont

Catch o Fish &8 Fillet Crab @ Search

Product Management

s~ Contact

rare EA) Categery ssb Catwtery ags poce Gst unck =t arske shel lewel el
e ' wectcatege > tekectubcrv  Chossefle Mete oor 100 a e et e @
" .3 " Fosdent Wiy mname

Sl LT Coch G E3 Sa9 " 014 o

Saagper
bex u S 't SFMBar OMSSTIA

Seaper " fish Sugper . 893 € i @
)] L] Unefisher uy Bright Sl spets o N, IRINE -

(™ b fih [ $1899 % 121 @
e »

Salece 54 | Fd Saren -_ 51693 kL 125 &
ren 5 Susmfam S XRN

bt ' fn ] e 50 " 122 @
" "

Eiee Fish b i Whatag 4;{ $129 ] 15 o«
) 0 LieFister ue

fehoted & fu [ ] ] 18 P
[ 3

Suafiet Ty Filet Filet1 = 5199 e ns [z

6.4.2 Order and customer management

Shop owners can manage product orders. By clicking on the Delivery button, the shop owner can confirm

seafood delivery to the customers.
© 60T mabent ~

Coich o Fish & Filet Crd © Search o Contat

Order Management

4 Tt (OASVITI00
N ey 2
Lintwaod NIN 2122
SRS PN T et Jed
FERE R TR T Y
L Novom
ue
bl )
un
sus
SIS

Debvered 1o 6 S JUSLIIIN s
Hiwa s
[—
vk © VSRR T des Sober
Pad P AN OSSRk o
o 102 0007020 o
(S 0L VNN
121 e
111 Sapper ey || 125t
120 B s 717 @ 1% 910
bor 3 8 £11. 950 135 Fick comted
125 Saben e 125 Phe Sotmm
pgopp s oy 3 B S5 IN
122 Wi e nn 113 et Ot
o 5 @ 559000 abd Aol
213 Satnen e
e tmns
115 Cowper e

e ST818%

Shop owners can also manage users and their orders.

© ot mavent -

Cach & Fah & Filet
User Management
o

L R LY P

e SN88S

Crab @ Search  « Contact

125 Selnen

279 ot it

Wl piunwe
313 et 0

"se
Y

353 Crh sew

Rate Colles [UTISMNIG
ol 92
Wert Rode NIN 127

SIS 10095 etk My

o M MM Ty
N WV

e S22/89

PObe 123
Brnatn ¥5¥ 2001

Cole 1

West Byde S50 110
D ) ST et ot
Prreen0 o TDITW T Sag Wy ONgx:
Pt 1501 M0
alweend THE o
L1440 SISt Soapper 185
101 Saagpper L]
121 e e

w1 @ DL

12% Salomen e
213 S e

Ariane bre

wotery | it | delen
glw!

st S2725¢
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7 Results

This chapter provides the results of the technology development, including trials with Sydney Fish Market
and end users.

BeFAQT won the NSW iAwards 2020 for Business & Industry Solution of the Year!

CONGRATULATIONS

7.1 Trial Results

[Ren Ping Liu, Xu Wang]

711 Visit Newcastle Fishermen’s Co-Op 22/05/2019
Staff: Ren Ping Liu, Peter Loneragan, Xu Wang

Newcastle Fishermen’s Co-Op - 22/05/2019

* Meet Rob Gauta, Manager

» Fisherman regulation: go out 100 days per year — regulated.
» Fishers could apply for more days by paying more.

« Fishermen need to submit the DPI report,
» including date, location, species.
» Location can be precise location coordinates,

> or Grid areas for fishing reporting, grid is defined in DPI book (published |}
online?)

‘\ I ] W Trip Report | renping.liu@uts.edu.au
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Newcastle Fishermen’s Co-Op - 22/05/2019

* Newcastle Co-Op buys all the fish,
» some sold locally,
» some transported to SFM, SFM may recount the
fish?

« Two different cool rooms
> with 2 degree and -30 degree, respectively.
» No mobile signal in the cool room.

« Fishermen sort fish into SFM fish boxes at Co-
Op, weight.

‘\ | J\ i ’[ - Trip Report | renping.liu@uts.edu.au

7.1.2 Fishing Trial in Forster, 23/05/2019
UTS Project Staff: Ren Ping Liu, Peter Loneragan, Xu Wang

Fishermen: Jacob Bowland and Mike Jones

Forster Line Fishing - 23/05/2019

» Morning fishing T
» 6:30 am — 12:00 pm, Jacob’s 7-meter boat '8
» with Jacob Bowland and Mike Jones
» with Sonar detector

Four fishing spots,

» about 10km off the coast,

» about 40 meters deep, with reef on the bottom.

» The reef at the bottom is not suitable for trawlers —
leaving a space for small fishers ©

* Boat roof

» lights installed (water/salt proof)

» could attached camera

A
\
R
\

- : "
1 [ - - Trip Report | renping.liu@uts.edu.au
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Fishing

» There is one ice slurry on the boat.
» Itis about 5 times as big as the SFM blue box

« All fish caught throw into the Green ice slurry on
board.

» Snapper caught could be killed by stabbing the brain -
better colour on the fish

» Unwanted fish chopped as bait

» Caught about 50 fish with 3 fishing rods,
» about 30 fish of legal size kept in ice slurry,
» more than half are snappers
» about 20+ smaller fish are thrown back

- }

I
-

Process at Co-Op

» Sort Fish (on boat at Co-Op Wharf)
» pour ice/water out
» Sort fish from Green ice slurry to SFM blue boxes
» Snapper in one box, others in another box

* In Co-Op
» Measure fish size individually,

» further sort into different batches, e.g. snapper
medium, snapper small,

November 2020

Trip Report | renping.liu@uts.edu.au

University of Technology Sydney
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Process at Fishermen’s Co-Op

* Weigh and data entry
» Input batch species, size, destination - touch screen input
» Weigh each batch in a box
» print label, put label in the box

« Storage at Co-Op
» Add ice into fish boxes, push into cool room
» Two different cool rooms with 2°C and -30°C, respectively.
» No mobile signal in the cool room.

* Co-Op,
» some fish sold locally by Co-Op,
» some transported to SFM, SFM may recount the fish?
» Fisher wait for fish sold in SFM to receive payment

7.1.3 Field Trial Results

Discussions with Fishers

« Record catch information

» Jacob is concerned when he is getting busy, snap a
photo on every fish would slow things down

» Hanging a camera? Maybe, but the camera might only
see his back.
» Suggested catch information at the end of the fishing:
» Scan the NFC tag to report location

o but rather than precise location, only provide the grid
information, N-14, D32

» Take a photo in the ice slurry,
o but fish are buried in ice, cannot see much

o Suggested take a few samples put on top of the Green ice slurry to
take photos

University of Technology Sydney

November 2020

Trip Report | renp

Trip Report | renping.liu@uts.edu.au
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Discussions with Fishers

» Traceability could be a good thing, if
» can demonstrate sustainable fishing
» can fetch higher price from customers

» Suggested trial for customers’ willingness to pay
» One box with full tracking information;
» the other without.

» See if customers are willing to pay higher price for
tracking info?

Trip Report | renping.liu@uts.edu.au

Mobile coverage on boat

* Mobile network is available and
» pretty good at all fishing spots.

» Use of mobile phone

» Hands get wet and dirty. The fingerprint
sensor and touch screen of smart phone
sometimes cannot work properly.

» Fishers can answer phone calls
» all mobile data good.

» Mobile screen can be hard to read,
because of strong sunlight and
sunglasses.

Trip Report | renping.liu@uts.edu.au
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/S?BEY\
¥iSH MARKg,
=
2 S
7 N
. i i 4 @
Trialled UTracer with NFC tag AT
» An App developed with UDT in previous project
» Recorded locations with Project tag, at several locations:
o catch spot, Wallis Lake Co-Op, Newcastle, Sydney
* NB-IOT results
» to be added.

Centrajoast

Trip Report | renping.liu@uts.edu.au

7.1.4 Fish Box Tracking with loT Trial 03/08/2020

An loT equipped SFM Fish Box was used in this trial to track the fish supply chain. Supply chain tracking
and freshness assessment data are acquired. See section 7.7 for trial results.

7.2 Blockchain Results

The BeFAQT Blockchain is a consortium Blockchain and maintained by four miners. As a result, the
Blockchain platform can tolerate maximum one failed miner. The developed Blockchain platform is
deployed on the cloud with six servers, as listed in Figure 10. Four of them, i.e., uxchainl, uxchain2,
uxchain3 and uxchain4, run the proposed Blockchain consensus protocol and maintain the Blockchain.
The RPC server is also a Blockchain node and have all the transactions. The RPC server allows other
modules, e.g., the website and the App, to interact with the Blockchain using the HTTP RPC style calls.
There is another sever named as API, which provides the HTTP restful APIs to the trading platform and
the mobile App. The API server also builds index for the Blockchain data to accelerate the data query.
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Figure 10

Servers running the Blockchain services

University of Technology Sydney

We tested the throughput of the developed BeFAQT Blockchain and the consensus protocol with different
length of smart contract playload. According to the result presented in Figure 11, the developed BeFAQT
Blockchain can process 1400 transactions per second in the case of L=1, i.e., when the transaction
payload is a single letter. The BeFAQT Blockchain can still achieve around 700 transactions per second in
when the payload has 50 letters, which is long enough to carry fish quality tracking data.

L=30 L=40 L=50

1500

1000
500 I

0
L=1 L=20

Figure 11  The throughput of the BeFAQT Blockchain with different length of the smart
contract payload.

= Throughput

The Blockchain was configured to generate a block in around 12 second to trade off the capacity, delay
and storage. The Blockchain data can be viewed via http://exp.befaqt.com/. A screenshot is provided in
Figure 12. As shown in the figure, the Blockchain system has generated 393,852 blocks at the time when
the screenshot was taken. Blocks were generated on average 12.87 seconds. There were 988
transactions in the Blockchain. The Blockchain is maintained by 4 miners as designed. The two lists under
the world state give the blocks and transactions. In the block list, the block number, generated time,
proposer and sealer are shown, while the transaction sender, recipient, generated time are listed.

53


http://exp.befaqt.com/

BeFAQT Final Report November 2020

393,852 12.87 s 988 4

& BLOCKS S TRANSACTIONS s

Figure 12  Blockchain explorer.

An example of the transactions is given in Figure 13. The hash is the unique hash value of the transaction
and used to locate the transaction. The blockNumber indicates the block containing the transition. The
time field is the time when the transaction is accepted by the Blockchain. The from and to fields give the
transaction sender and recipient. The nonce is employed to eliminate the replay attack that the same
transaction can only be processed once. The following two fields, i.e., input data raw and input data
resolved, show the payload of the transaction. The status 1 indicates that this transaction has been
accepted by the Blockchain.
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Figure 13 A Blockchain transaction example.

7.3 Mobile App Results

The mobile app provides user-friendly functions to both consumers and fishers. The developed mobile app
is defaulting the consumer mode and can be switched to fisher mode with a registered fisher login info.
The app is connected to the BeFAQT Blockchain via the API server.

University of Technology Sydney

54



University of Technology Sydney

BeFAQT Final Report November 2020

731 Consumer App

With the consumer app, consumers can get the Blockchain-certified fish quality tracking data by simply
tapping the smart NFC tags. The main page of the consumer app is shown in Figure 14. There are three
tabs, i.e., discover, tracking and profile, on the bottom. The fish quality tracking function is provided in the
tracking tab. Consumer can identify fish or fish box in three ways, i.e., scanning QR code, tapping smart
NFC tags, and scanning loT devices. The easiest way is to tap the smart NFC tags where the result is
given in Figure 14. As shown in the figure, all fish tracking data, e.g., fish species, dealer, catching time
and best before, are clearly given by the app. The quality tracking information are certified by the
Blockchain where the corresponding transaction hash value is given on the bottom of the screenshot. The
Blockchain certified fish catching photo is also shown on the top left.

€ Traceability Details
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Figure 14  Main page and the quality tracking result of the consumer App

Consumers can swipe for more quality tracking results, as shown in Figure 15. With the list and the map,
consumers can verify the fish provenance, stops and inspectors along the supply chain. The red rectangle
gives the area where the fish was caught following the NSW DPI guidance.
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€ Traceability Details

Figure 15 The tracking details and map of the consumer app

7.3.2 Fisher App

With the Fisher App, fisher can take fish photos, record fish provenance, and upload tracking information
to the BeFAQT Blockchain. Fishers can switch the app to the fisher mode by login with their verification
code. The main page and the profile page of the Fisher App are shown in Figure 16. The main page of the
Fisher App provides entrance to take photos for fish catch provenance, boxing fish, check existing fish list
and box list, and manage loT devices. With “Taking Photos”, fishers can take photos of fish for simple
catching provenance or sending the photos to E-eye for further processing. With “start boxing”, fishers can
link smart NFC tags with fish boxes. With “Scan to Prov”, fishers can scan the fish boxes/tags to retrieve
the Blockchain-certified provenance and tracking data. With “Fish List”, fishers can view historical photos
of fish and their E-eye results. With “Box List”, fishers can view historical fish boxes. From “loT
management”, fishers can link 0T devices to fish boxes to enable 10T tracking or just scan the 10T devices
to stop the 10T devices. The profile page shows the meta data of the fisher, such as name, mobile number,
and Co-ops.
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Figure 16  Main page and the profile page of the Fisher App.

During fishing, fisher can use the “taking photos” function to take fish photos, as shown in Figure 17.While
the photos are taken, the fishing location and time will be automatically acquired by the Fisher App to
eliminate the bias in the paper-based logbooks.

Bl g wave [RCTele, Chril thep £amasy

Figure 17  Photo task page and camera page in the Fisher App.

After the photos have been taken, fishers can choose one of three tasks, i.e., fishing provenance, species
recognition and sizing, and freshness identification, as shown in Figure 18. In the “fishing provenance”, the
photos are just sent the cloud storage and registered in the Blockchain along with the fishing provenance
data. In the other two tasks, the URL to the photos are sent to the E-eye module for species recognition
and freshness identification. As requested by the E-eye module, fishers need to take multiple photos for
better results in image processing tasks. It takes a while to upload photos to the cloud storage and be
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processed by E-eye algorithms. Fishers can check the E-eye results in the fish list page when the photos
have been processed by the E-eye module.
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Figure 18 Photo task page and the fish list page in the Fisher App

7.4 loT Results

The testing of the 10T devices have been carried out in 3 phases:

e Indoor lab testing for basic firmware functionality on the cellular network connectivity and
temperature sensor testing without GPS reception.

e Outdoor drive test on cellular network connectivity and GPS reception, with temperature sensor in
room temperature.

e  Fishing trial:

o  Short sample interval to obtain more data points, with temperature sensor in room
temperature

o Long/practical sample interval to obtain real-life fishing trip, with temperature sensor in
the same temperature as the fish box

The results of the above phases are illustrated as follows:

7.4.1 Drive test results

Outdoor drive test results show that our device is able to receive GPS coordinates and send the data via
the cellular network to the cloud server.
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Figure 7.3.1.1 10T board v2.0 outdoor drive test results

7.4.2 Fishing trial results

We had two fishing trials with fishermen in NSW. The first trial we set a short (5 minutes) sample interval to
obtain more data points. We used multiple sims to compare the results between different operator’s
networks and access technologies. The 10T device was carried by the testing staff along the drive and on-
boat fishing. The second trial we set a long (1 hour) sample interval and the 10T device was installed on
the fish box. The IoT device captured data along the drive from SFM to the port co-op.

Fishing trial 1 results are shown as follows:
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(©
Figure 7.3.2.1 Fishing trial tracking results on 23th May 2019
loT device in room temperature. (a) shows the samples from the port to the fishing location, we can see
that the device can transmit data when it is approximately 12-15km offshore with a Telstra sim (b) shows

the samples along the drive to the port with a Telstra sim (c) shows samples along the drive to the port
with a Vodafone sim. We are able to observe that Telstra network had better coverage along this specific

fishing trip.

oo = > '9

(a) (b)
Figure 7.3.2.2 Fishing trial tracking results on 2"4 August 2020

Values on the figures are shown in temperature, with Cat-M and NB-IoT network for (a) and (b). Results
show that Cat-M has slightly better coverage than NB-10T in Telstra networks in the specific area.

7.4.3 Power consumption test results

(a) with 2600mAnh battery (b) with 2200mAh battery

Figure 7.3.3.1 power consumption without GPS module

We tested the power consumption of two loT v1.0 devices connected to two batteries. The battery voltage
values are shown in the unit of mV. Sub-figures (a) and (b) show that the device can send 457 and 484
pieces of records with battery 2200 mAh and 2600 mAh Li-ion battery in 21 days with the GPS module

turned off.
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Figure 7.3.3.2 power consumption with GPS with battery 4400mAh

We tested IoT v2.0 power consumption with Cat-M connectivity. Please note the figure shows
approximately 50% of the battery life, not a full battery life test. We expect the device can run up to 500
records or 25 days.

7.5 E-eye Results

[Jian Zhang]

75.1 Snapper Freshness Identification

A high-quality 40-fish dataset is collected as the benchmark, which includes 8524 images and 181 Fish-
Storage-Day (SFD) samples. Trained on this dataset, a new batch of 11 fish are used for real test. So far,
test storage dates include day 0, day 3, day 10, day 13, and day 14. In addition to the mobile — iPhone 11
Pro Max, two other mobiles are also used for testing. See Figure 7.4, the overall accuracy tested with iPhone
11 Pro Max is 95.5%. Note this mobile is used for all image data collection. Other two mobiles have slight
lower accuracies due to the hardware configuration on camera and different camera drivers. An Android
Mate 20 has the lowest accuracy as the Android mobile is much more different from iPhone in terms of
configuration and driver. The test results of all three mobiles demonstrate that freshness level 1 has the
weakest performances, since the level 1 is the intermediate changing state that the freshness identification
model needs either distinguish it from the level 0 or from the level 2.

100.0% 95 50, 0.98 0.98
5%

0.96 0.95

95.0% 90.9% 0o

90.0% 86.4%

85.0% 0.83 0.84

80.0% 0.78
0.75

75.0%

70.0%

Overall accuracy Freshness 0 - F1 Freshness 1 - F1 Freshness 2 - F1

® |phone 11 Pro Max  ®Iphone 8 Plus Android Mate 20
Figure 7.4 Test results of three mobiles for freshness identification

7.5.2 Snapper size measurement

Three mobiles are tested for size measurement to see whether there are any differences between these
mobile cameras. The fish that are tested are within the length ranges between 29.3cm and 32.7cm. See
Table 7.4 below, there is no obvious difference between different mobile cameras. For two iPhone mobiles,
the Mean Absolute Error (MAE) is 0.7cm, and the Standard Deviation (STD) is around 0.56cm. The Android
Mate 20 has a slightly higher MAE 0.72cm but lower STD 0.42cm.
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Table 7.4 Test results of three mobiles for size measurement

Iphone 11 Pro Max Iphone 8 Plus Android Mate 20
MAE 0.70 0.70 0.72
STD 0.56 0.57 0.42

The position of the mobile camera is a factor that might influence the measurement accuracy. All three
mobiles are tested on two heights: 1.5m height and 1m height. See table below, 1m height has a smaller
MAE (0.59cm), as closer camera distance is better for the accuracy.

Table 7.5 Test results of two camera heights for size measurement

1.5m height 1m height

MAE 0.81 0.59
STD 0.46 0.55
7.5.3 Snapper species classification

A high-quality dataset is collected for the benchmark. The dataset includes 1576 snapper images and 2711
non-snapper (more than 20 species) images. A verification test, 80% of the subset data selected for training
and 20% of the subset data for testing, is conducted in a random selection for ten times. The overall accuracy
is 98%. Tested on a new batch of 11 snappers, the overall accuracy is 100%.

75.4 Image processing API system

As all three fish models are designed based on Deep Neural Networks, the calculation load is quite heavy.
To achieve a real-time response to the blockchain system, GPU optimisation is conducted to speed up the
calculation process. See the Figure 7.5 below, after GPU optimisation, the API response latency for
freshness function and size/species function is greatly reduced.

AP response time (s)

Figure 7.5 Test results of GPU acceleration
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7.6 E-nose Results

[Steven Su]

In the first stage of the project, we spent a lot of time and energy on the experiments by placing the fish
sample in a fish box filled with ice (i.e., experimental protocol 1). Most of the available data is based on this
experimental protocol. So, we summarized the assessment results regarding experimental protocol 1 as
follows:

Training set: Accuracy 84.5%

Including: Index 0: 89.8%. Index 1: 81.7%. Index 2: 83.9%
Test Set: Accuracy 73.2%

Including: Index 0: 86.7%. Index 1: 68.2%. Index 2: 68.4%

As discussed before, the main reason for the relatively low testing accuracy is due to the fact that this
fishing box based testing protocol may reduce the sensor sensitivity of the gas sensors due to the lower
temperature caused by the ice (see Fig. 5.3.1).

In the late stage, we focused on the headspace bottle based testing protocol, and introduced adjustable
thresholds based approach to monitoring the freshness of the fish and predict fish freshness index. We do
not have enough expert annotated data to provide a statistics of the classification accuracy of the second
experimental protocol based experiment here. The detailed discussion can be seen in subsection 5.3.2.

It should be emphasized, based on our experiences, we found that it was not always the case that the
smell of the fish is well correlated with the storage history (i.e., ice days), the image of the fish, and the
freshness index recorded by the experts in SFM. One of the reasons as pointed by Eric (SFM) is that a
different lure may have a different smell, which can significantly influence the e-nose based fish freshness
index prediction. Therefore, the E-nose team prefers to independently provide an original score based
solely on fish odor to the BeFAQT system rather than providing a freshness index (Index 0, 1 and 2) based
on a classifier.

However, in the presented approach, we also provide an adjustable threshold freshness index prediction
method as described in Subsection 5.3.3. We are confident that in the future when our e-nose system is
adopted by SFM, the SFM expert will be able to adjust the thresholds to provide a more accurate
prediction of the freshness index when more annotated experimental data is available.

7.7 Trading platform Results

[Ren Ping Liu]

The BeFAQT online trading platform (https://www.befagt.com) was designed to demonstrate the BeFAQT
technology development results.

In particular the “Catch of the Day with Tracking Records” page
https://www.befagt.com/SEMBoxes/byld/0345579444

is used to demonstrate how the fish provenance and quality tracking records can be accessed in future
online trading platform.

An 10T equipped SFM Fish Box tracking trial was successfully conducted. The IoT tracking results are
demonstrated in BeFAQT platform.
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The time, location, and temperature tracking results are shown below:

loT Tracking with loT 1D: 3147

Opecatar: UTS-01-XW

Freshoess score: 0. 53826

Contdence |

Date, Thene: 2020-03.03, 0547
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The returned fish have also been analysed with E-eye and E-nose for freshness assessment:

E-eye Records
Operater: UTS-IP-2)
Freshness Score: 0
Date, Time: 2020-08-03, 0557
Adéress: Sydney Fish Market, 25 Bank St, Pyrmoat NSW 2009, Australia

fish seece: 0
eye score: 0
skin scores 0
condidence: 1

fish seore 0
eye score: 0
skin score: 0
cendidence: 0.936

E-nose Records
Operater: UTS-EN-WT
Freshness score: 0
Cosfidence: 09
Date, Time: 2020-08-03, 0557
Adéress: Sydney Fish Market, 25 Bank St, Pyrmoat NSW 2009, Australia

* e-nase soore: 0 * ¢-nese soore: | * e-nose soere: 0 o oaom score 0 * o-a0e score 0
* confidence: 1 * confidence: 1 » confideace: 0.7 o confidesce: 1 * confidence: |
o seasing data data 8o * sonsing data: data fle o sersing data: data file * sensing data: data fil « sensiag data: data file

The catch provenance, supply chain tracking, and freshness assessment are presented in the following
summary section, where freshness is summarised from l0oT, e-eye, e-nose results based on weighted
average. The final freshness score is converted into five-star rating ¥ 9 ¢ 9% 3% -

Sydney Fish Market Box: #0345579444

Fisher: Freshaess Assessmeat Tracking Map
0175 Pateg . . .. NotonaiFarh
Name: Poter Smith Freshaess Seore LU ca
Company: Forster Fiaking [ 5] 04 oM 080
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i
Soecus Seazper =
Soe Tem
Oute, B 200008 02, W51
Location Cades 15 / £ Sormd
bt Nateny Famh
i - x
=)
2 s
Goige 0 2 €I gV 7

University of Technology Sydney



BeFAQT Final Report November 2020

8 Road Map — BeFAQT Phase 2

This chapter presents the road map for potential BeFAQT Phase 2 development, leading to
commercialisation.

8.1 Blockchain Road Map

8.1.1 Blockchain development

The blockchain can be commercialised to support large-scale applications and interaction with other
blockchains. The commercialisation includes the following development tasks:

1. Further develop the blockchain consensus protocol to support large-scale commercial
applications.

2. Further develop the across chains communication protocols allowing the BeFAQT chain to
interact with other blockchain systems.

3. Further develop the smart contract on the blockchain enabling automatic trading, including
quality assessment, payment and credit update.

4. Further develop the SFM cryptocurrency to support the automatic trading.
5. Further develop the blockchain explorer and monitor.

Deliverables:
e  Production-ready blockchain platform supporting large-scale applications.
e  Smart contracts supporting automatic trading.

e Protocols allowing on-chain information exchange among chains

8.1.2 Duration and Budget Estimate
Duration: 18 months
Budget: $100K

8.2 Mobile App Road Map

821 Mobile App development

The Mobile App can be commercialised to support online trading platform and support real-time supply
chain management. The commercialisation includes the following development tasks:

Fisher/Manager App:
1. Integrate with the NSW DPI App.

2. Further develop the real-time supply chain monitoring and management, such as monitor
temperature, track boxes and set alarms.

3. Further develop the online trading modules, such as add fish, update fish info and order
management

Consumer/buyer App

1. Further develop the online trading module, allowing buyers to check the blockchain-certified
quality data, conduct Dutch Auction or other forms of trading. The module includes functions
such as top-up, auction, payment management, order management and shipment management.

2. Further develop the buyer management module, such as registration, login and preference
setting.
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3. Further develop the real-time tracking module to present the location and temperature of
shipments.

Deliverables:

e Production-ready mobile apps for fishers and managers, supporting online trading and supply
chain management.

e  Production-ready mobile app for buyers, supporting online trading and order monitoring.

8.2.2 Duration and Budget Estimate
Duration: 18 months

Budget: $150K

8.3 loT Road Map

[Ying He]

To fit practical applications, the next step of the IoT development is to find a cost-effective commercial/off-
the-shelf product that can track the temperature (and location) during the fishing trip and upload the data
when the fishes reach to SFM. We will be working on the system integration and possible optimisation with
the off-the-shelf product to our Blockchain platform.

Estimated budget: 6 months 50k

8.4 E-eye Road Map

[Jian Zhang]

8.4.1 E-eye development tasks

The image processing component is a key component to server for the BeFAQT and also support the SFM
staff to do their day-by-day jobs if a freshness is concerns over their processing lines and the online
auction platform. The commercialisation includes the following development tasks:

Consolidate the lighting box design for the use in real word at Sydney Fish Market (SFM) and easy for
SFM staff to use

R/D extension to enhance the freshness assessment by using up-to-date Al model (new deep learning
framework) and refine the current image feature extraction to enhance the robustness for freshness
identification

R/D extension to enhance the size estimation through advanced Al model (deep learning framework)
R/D extension to enhance the species classification.

R/D extension to fill the gap on different performances when using different brands of mobile phones.

8.4.2 Deliverables
Scale-up to major species (e.g., 10 or more) traded in Sydney Fish Market

A completed image processing backbone platform for fish freshness assessment, size estimation and
species classification) including S/W and H/W. This platform will be ready for commercialisations.
8.4.3 Duration and Budget Estimate

Duration: 18 months

Budget: $160K
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8.5 E-nose Road Map

[Steven Su]

We will improve the developed E-nose system in both hardware and software design. We have designed a
hand hold portable E-nose system, and based on that we will establish models which can estimate the
influence of environmental variation to further improve the efficiency and accuracy of the E-nose based
freshness assessment.

85.1 E-nose development tasks

The major tasks for E-nose commercialization are to complete the design and manufacturing of the
handheld E-nose system and develop a fully integrated user interface for fast and reliable freshness index
prediction. Accordingly, the following deliverables and budgets are planned in the commercialization
phase:

1. Based on the handheld proof-of-concept design, all the designed functions should be integrated into
the E-nose user interface, including the integration with BeFAQT system.

2. Functional bench tests should be completed in the lab to verify the final design and prepare the test
plan for the third party certified laboratory.

3. Identify the standards which need to be followed to conduct the safety tests (mainly focus on the
electrical and EMC tests).

4. If needed, optimise the design according to all the test results, then repeat the stage 2 to 3: 2
Months, Costs included in the above stages.

5. Prepare for the patent application if needed.

6. Cost analysis.

7. Complete the final design, the integration with BeFAQT and document the design.

8.5.2 Duration and Budget Estimate

In summary, the total cost is around 180K AUD and it will take around 18 Months to complete.

8.6 Trading platform Road Map
[Ren Ping Liu]

8.6.1 Trading platform development

The BeFAQT system can be commercialised as a production online trading system. The commercialisation
includes the following development tasks:

1. further develop the API to comply with industry Open API standard

2. add online auction facility to support Dutch Auction and support buyers from interstate and
overseas

3. further develop user management module to support order dashboard and profile management

4. further develop administrative management module for product inventory, payment, delivery
management.

5. develop email and mobile functionalities
6. further develop online payment module to accept multiple payment methods.
7. enhance security with password management and two-factor authentication

At the same time, more trials need to be conducted to test the system with producers, Sydney Fish Market,
traders and consumers.

Deliverables:

e Blockchain enabled trading platform with trusted provenance and quality tracking
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e Production ready platform with a variety of auction and selling styles, supporting multiple auction /
selling floors, multiple languages, currencies, and time zones

e Advanced management and security

8.6.2 Duration and Budget Estimate
Duration: 18 months
Budget: $200K
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