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Cyber Risk

Consulting services

At Allianz Commercial, we leverage our extensive expertise Complimentary cyber loss control services valued at up to

in cyber insurance and our global network of cyber risk $25,000 delivered by Allianz expert cyber risk consultants. *

consultants, in collaboration with trusted industry partners, * Holistic cyber risk insight

to help businesses identify and address cyber exposures  Security maturity assessment

while protecting against evolving digital threats. We go * Cyber threat modelling

beyond mere compensation, understanding that genuine * Industry benchmarking with claims insights

cyber resilience demands proactive measures and swift « Identification and prioritisation of major security gaps

response. * Threat scenarios and potential exposure reduction
through mitigation measures

We offer a comprehensive suite of services including + Access on-demand, pre-recorded cybersecurity

assessments, workshops and site surveys. These are
designed to enhance transparency and build resilience
throughout the cyber value chain, helping protect clients
from financial losses due to cyber incidents.

training sessions on key topics

*available for up to three hours.

Additional cyber services are available to be procured
through our trusted third parties, including cyber business
interruption exposure quantification, ransomware readiness,
cyber war gaming exercises, and breach simulation services.
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ENPOWER YOUR COMPANY’S GROWTH AND SUCCESS SITSIGHT

Bitsight Enabled Client
Access (ECA)

Find. Prioritize. And mitigate your most vulnerable infrastructure

Are You At Risk for a Cyber Incident? Bitsight Security Rating
Benefit from a 60-day complimentary trial of Bitsight, giving About Rating
you with the same advanced cyber risk insights and tools
used by Allianz. Gain a comprehensive understanding of your \
organization’s vulnerability exposure in order to prioritize 49 O \
remediation efforts.

300 = Basic 820
Bitsight Security Performance Management (SPM)
By accepting the ECA invitation you’ll get to experience
free access to Bitsight Security Performance Management
(SPM), opening the door to solve key challenges in cyber risk
governance and exposure.

Go to Primary Rating
Saperix Corporate

Rating Overview

You'll also gain: Rating Overview Panel shows how well this company
« Full visibility of your attack surface in order to prioritize is managing each risk vector. Click on a risk vector to
vulnerable areas see more details about the risk.

» Easy-to-understand Bitsight rating and risk vector grades
with full findings data and actionable insights

» Evidence-based analytics and metrics correlated to breach

. Botnet Infections F'  SPF Domains
and ransomware risk. .
Spam Propagation . DKIM Records
C ) S & Malware Servers . TLS/SSL Certificates
ornladeus uprfort Engager.nf-:nt Unsolicited Communications . TLS/SSL Configurations
As an Enabled Client Access recipient, you have access to a Potentially Exploited D Open Forts

full array of customer support options to learn more about Web Application Headers

your Bitsight rating, address asset attribution questions, and Patching Cadence
help you establish a program a cyber resilience to protect your e & Insecure Systems
business and improve cyber risk posture. SN (7) Server Software
Desktop Software
At the end of the 60-day free access period ends, you will retain Mobile Software
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the Bitsight Core product, which is a limited-view experience.
This will continue to have access to the Bitsight platform,

*
Security Incidents/Breaches . DNSSEC

. Mobile Application Security* @
. . .. . . . .. Other Discl
including the Bitsight headline rating, risk vector insights, and ther Disclosures © Web Application Security* (D)
limited findings insights for ongoing cyber risk management. SARE: 0)

Domain Squatting** @

Bitsight is a cyber risk management leader transforming how companies manage exposure, performance, and risk for themselves and their third parties.

Companies rely on Bitsight to prioritize their cybersecurity investments, build greater trust within their ecosystem, and reduce their chances of financial loss. Built on over a
decade of technological innovation, its integrated solutions deliver value across enterprise security performance, digital supply chains, cyber insurance, and data analysis.
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Welcome to the
eRiskHub® Portal

RN
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When a breach event occurs, time is of the essence. Having
a breach response plan in place with access to the third-
party resources you need can help you efficiently and cost-
effectively respond to and recover from the breach.

As a Allianz policyholder, you will receive complimentary
access to the eRiskHub portal, powered by NetDiligence®.
eRiskHub provides tools and resources to help you
understand your exposures, establish a response plan and
minimize the effects of a breach on your organization.

If you are a Allianz policyholder, please register now.

1. Go to eriskhub.com/allianz

Key Features

Incident Roadmap

Suggested steps to take following a network or data
breach incident, free consultation with a Breach Coach®
and access to a breach response team

News Center
Cyber news feeds, threat intelligence, and security, legal,
and compliance blogs

Risk Manager Tools

Cost calculators, research tools for causes of incidents
and cyber claims payouts, and sample policies, including
one for remote working Welcome to the eRiskHub® Portal

Cybersecurity Awareness

Resources for ongoing employee education, including
general security awareness, anti-phishing, and IP/trade
secrets

Ransomware Resources

A guide on must-have ransomware safeguards,
ransomware stress test, mock ransomware exercise, and
a short ransomware self-assessment survey that can
help you reduce your exposure to ransomware and other
exploit threats

2. Complete the New User Registration form in the center of the webpage. Your Access Code is 289140
3. Once you've completed registration, you can log in immediately.
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