0 Chainlink

Externally Connected Smart Contracts

Ethereal 2020



The “Oracle Problem” for Smart Contracts

Smart Contracts are unable to connect with external systems, data feeds, APlIs,
existing payment systems or any other off-chain resources on their own.
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Smart Contracts are Currently Used for Tokenization
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Redefining Smart Contracts With External Events

Current Distribution of Smart Contract Future Distribution and 1000%+ Growth
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The Initial Leap Forward for Smart Contracts

Bitcoin
Multisig Wallet

Backup
Bitcoin Multi-signature as Protocol Smart Contracts =
“Programmable Money” Smart Contracts 1.0




The Scriptable Leap Forward for Smart Contracts

Protocol Smart Contracts =
Smart Contracts 1.0

1 progma solidity #@.4.16;
2
3- gontract MyToken {
4 #/ This creates an array with all balonces
5 mapping (address =» uint236) public bolanceDf;
6
7 47 Initializes contract with initial supply tokens to
& B function MyToken (
9 uint256 initialSupply
18- ) payable {
i1 balanceOf[msg. sender] = initialSupply;
12 }
13
14 /# Send coins
& 15 - function transfer(oddress _to, uint256 _value) payable
16 require(balance0f [msa. sender] »= _valued;
17 require(balance0f[_to] + _volue »= balanceOf[_to])
18 balancelf [msg.sender] -« _wolue;
19 balanceOf[_to] += _value;
20 1

Scriptable Smart Contracts =
Tokenization/Smart Contracts 2.0



The Connectivity Leap Forward for Smart Contracts

1 progma solidity #@.4.16;
2
3- contract MyToken {
4 #/ This creates an array with all balonces VISA
5 mapping Caddress => uint256) public balanceDf; [[]]1]] f\/‘ ‘
[ NYSE
7 4/ Initializes contract with initial supply tokens to 109 0t 7 .
& B function MyToken ( Bloomberg > 2 Pa;w stripe
9 uint256 initialSupply
10 - ) payable { o 100 110> 111 010 >
i1 balanceOf [msg. sender] = initialSupply; . =
12 } citi
13 , 007 207 , HSBC
14 A/ Send coins 4
15 - function transfer(oddress _te, uintZ56 _value) payable “' AR
16 require(balance0f [msa. sender] »= _valued; ﬁ % e w\\(u‘u_/,
17 require(balance0f[_to] + _value >= balance0f[_to]) == N
18 balanceOf [msg. sender] -~ _volue;
19 balanceQf[_to] += _value;
20 1

Externally Connected Smart Contracts =
All Other Dapps/Smart Contracts 3.0

Scriptable Smart Contracts =
Tokenization/Smart Contracts 2.0



DeFi is the Beginning of Redefining Smart Contracts

Total Value Locked (USD) in DeFi
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DeFi Smart Contracts Have Two Important Parts
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End-to-end Reliability Is The Promise of Smart Contracts




Smart Contracts

Contract Inputs
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Connecting Any Blockchain to All Inputs and Outputs



Our Approach to Reliable & Secure Oracles for Web3
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Our Approach to Reliable & Secure Oracles for Web3
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Our Approach to Reliable & Secure Oracles for Web3
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of Node Operators, Developers,
Researchers and Security Auditors



Our Approach to Reliable & Secure Oracles for Web3
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Decentralization of many Provably Secure Nodes High Qua‘lity Dgta
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Nodes into Oracle Networks proof of their overall security well validated by multiple nodes
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Cryptoeconomic Security Defense in Depth, A Large Open Source Community
using binding service agreements applying multiple layers of Node Operators, Developers,
to generate staking penalties of security (TEEs, ZK) Researchers and Security Auditors

Connecting any blockchain environment to all inputs and outputs
Connected to the leading public and private blockchains. Accelerating what
developers can build and the amount of places data can be sold on-chain.




Centralized Oracles are a Point of Failure

Centralized Oracle Decentralized Computation

s wm @ K
@ ,@ _[[|]l 11001100100
las £y

10110100101

Ny

One node Thousands
of Nodes




Centralized Oracles are a Point of Failure

Centralized Oracle Decentralized Computation
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A Decentralized Oracle Network

IS,

001101101101100100 »

110110110011001101 )

110110000110100101 )

000011110010011011 >

001101111101100001 >

100111001011100110 >

101110001011001011 >

<

Decentralization

Full replicas being run by independent
and sybil resistant node operators,
coming to consensus about a computation.

Focused on data validation and consensus
about individual off-chain values to make
them reliable enough to trigger contracts.

Node Operators are security reviewed, can

provide a proven performance history and
are high quality and highly sybil resistant.
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Data Quality is Important: Garbage In, Garbage Out

Unpaid/Free A Node Without Smart Contract
Lower Quality API Credential Management With Bad Data

° Low Quality Data

( @) ) Unreliable Responses

T \ ° No Quality Guarantees
1010111010101111011 0101000110100101011 —




Credentials are a Requirement for Premium Data Sources

Unpaid/Free A Node Without Smart Contract
Lower Quality API Credential Management Broken with Bad Data
° Low Quality Data @
( @) ) Unreliable Responses
T \ ° No Quality Guarantees
1010111010101111011 0101000110100101011 —
Paid/Premium APls Chainlink Nodes With Smart Contract

Premium API Credentials Using Quality Data
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Binding Commitments by Oracles to Contracts
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Binding Service Agreements

Technically enforced commitments

to meeting high security and data quality
standards are made on-chain by the oracle,
committing them to high levels of quality.

Both the commitment and the final
performance of the commitment are
both on-chain and fully verifiable.

Creating a cryptographically provable
performance history that can be relied on.
Oracles that don’t fulfill their commitments
won’t be selected for future quoroms,
losing large future revenue.
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On-chain Service Agreements Provide Guarantees

Data Providers
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On-chain Service Agreements Provide Guarantees

Data Providers
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Clearly Defined Data Quality

Node Job Id: 07af03887631441faeff0ab31cdeblec
Jobcost: 0.1 LINK

Job Details
ChainLayer @chainlayer Task List

fomscaesic |
HTTP Get

httpget

Supported by

Core Chainlink adapter that performs an HTTP GET

e ChainLayer O
ChainLayer @chainlayer @ Task Params

m partner in staking, baking and chainlink (2205 DR IKEY

@ Openin Chainlink Explorer

Core Chainlink adapter that parses JSON at a specific path

Task Params

rrrrr

https:/market.link

Multiply

multiply

p e

@ Define How Data is Retrieved
@ Rely on High Quality Data and Nodes
@ Greater Revenue from Better Performance

@ Users Avoid Security Through Obscurity
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https://market.link/nodes/eaa65e96-c498-4af6-a682-47ff9951f75f

m © User Verified by Keybase
Chainlink Market

LinkPool & linkpool

© User Verified by Keybase

 finkpool

Supported Adapters

API Aggregator

» 120,161 36

Alpha Vantage

0x240BaE5A27233Fd3aC544085a598467725F7D1cd

@ Informed Decisions About Node Operators
R @ Cryptographically Provable Performance
@ Greater Revenue from Better Performance

@ Users Avoid Security Through Obscurity
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https://market.link/nodes/eaa65e96-c498-4af6-a682-47ff9951f75f
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Informed Decisions About Node Operators

~

Jan 7, 2020, 2:40:44 pm

‘ MResponse Time (Seconds): 58.5238
| M Response Time (Seconds): 60.5729

Time (sec)

Response

{ I Response Time (Seconds): 61.0556
1 Response Time (Seconds): 54.8846

&

https:/reputation.link Cryptographically Provable Performance

Greater Revenue from Better Performance

000

Users Avoid Security Through Obscurity
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https://market.link/nodes/eaa65e96-c498-4af6-a682-47ff9951f75f

A “Web of Trust” Grows to Prove a Nodes Security

Chainlink Node

DeFi Insurance Gaming

4o X@ g\k@

®—> ® = X is signed by Y

Q = key’s owner is trusted by you to sign keys

Dapp

O = key’s owner is partly trusted by you to sign keys

@ = key is deemed legitimate by you

Provable Security for Nodes

Aggregating provable
security data across chains

Usage by multiple real Dapps
is a signal of trust

Multiple highly used, and
reputation sensitive nodes
make a stronger network

Sybil resistance improved
by being able to prove full
independence from users.



Crypto-economic Security from Staking
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Cryptoeconomic Security from Staking

Using the commitments from binding service
agreements, we can define clear parameters
for the penalties for misbehaving nodes,

bad data providers and any other point in the
data origination and/or data transfer process.

Staking ensures that there is a penalty for node
misbehavior, data inaccuracy and any other key
condition specified in an on-chain binding service
agreement. Staking guarantees are not only very
specific and expandable, to properly manage new
risks as they appear, but the amount of stake can
be increased as value secured by an oracle rises.
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Crypto-economic Security from Staking

Data Providers Chainlink Node Service Agreement Smart Contract with
High Quality Data

@ High Quality Data
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0 Quality Guarantees
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Decentralization at the Data Source Level
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Highly Validated Data

Decentralization at the middleware
layer enables the inclusion of
multiple secured data sources

Pre-made Chainlinks make it easy

to build multiple data sources into
your smart contract, with data quality
grantees and data delivery guarantees
from node operators built in.



Truly Decentralized Finance via Decentralized Oracles
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Proper Market Coverage is a Key Part of Data Quality

Exchanges  Volume
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Proper Market Coverage is a Key Part of Data Quality
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Proper Market Coverage is a Key Part of Data Quality
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Proper Market Coverage is a Key Part of Data Quality
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Using Any One Exchange for Price Data is a Large Risk

Exchanges  Volume Price
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! Reference Contract
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Price Data Calculation Methodologies Can Vary Greatly

Volume Weighted
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Time Weighted
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Low Quality Data + High Quality = Lower Data Quality
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Chainlink’s Meta Oracle Can Combine Data if Needed

https://blog.chain.link/introducing-chainlinks-meta-oracle-capabilities-for-defi/

DEX or any On-chain
Liquidity Pool

Chainlink

Contracts

Any other On-chain
Oracle Data Source


https://blog.chain.link/introducing-chainlinks-meta-oracle-capabilities-for-defi/
https://market.link/nodes/eaa65e96-c498-4af6-a682-47ff9951f75f

Chainlink’s Meta Oracle Can Combine Data if Needed
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https://blog.chain.link/introducing-chainlinks-meta-oracle-capabilities-for-defi/
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Truly Decentralized Finance via Decentralized Oracles
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Truly Decentralized Finance via Decentralized Oracles

Crypt Exch Data Decentralized Decentralized
ryptocurrency Exchanges Providers Oracle Network Financial Product
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0 Chainlink < Back to listing ‘

~ . Chorus One Easy 2 stake
OxF5fff180082d6017036B771bA8B83025c654BCI35 O ChainlayeW $ 9274114 §'o70q7
$ 9274.513 Fiews
BTC / USD aggregation CHriE O $ 927738
$9106.192
= LinkForest
Latest and trusted answer $ 9106.833
B Harvest
$ 9274114 $ 9314.84
LinkPool
. 9277.38
Primary Aggregation Parameter (0 #
Anyblock
o :ite 3 9274114
Deviation Threshold: 1% 5
Newroad
$9314.84
Secondary Aggregation Parameter (0 J @
Alpha Vantage (
. . . 9274.513 |
Heartbeat: 01:43:20 ’ $ 927414
Omniscience
= $ 924812
Oracle responses (minimum 14) C -
Ztake.org
21 / 21 $9274114
P2P.org
2 $ 9256.873
Update date May 6th 2020 (0 Wetez
$9274.513
8:01 PM Pt
$ 9197.988

Validation Capital

$9314.84 Secure Data Links

- C | I Staking Facilities ‘ i
S e e S a I n I n $ 9105.36 Stake,ﬁsh. Simply VC
. ] ‘ $ 924812 $9279.42



https://feeds.chain.link/btc-usd

Connecting Any Blockchain to All Inputs and Outputs

Smart Contracts

Contract Inputs

Market
Data

Crypto

Prices

All APIs

Bloombers 1|

i reuters NYSE

@

CoinGecke

119
9119
69
SR
0011001
BNC. A/

00*
ol e 403

ass @

1110101

0101100

0001010

1011101

1100100

Contract Outputs

& o

cit

0011001
<>
HSBC

1
611991 9
4

s
Ll
Microsoft

visa @

SWIFT '
PayPal

SwalsAg
asiidiajug

sjuawAeqd
|EUO!)!pEJ_L

J
sjuawAhed
0ydAip



Smart Contract Crop Insurance with
Decentralized Oracles

Data Providers
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Smart Contract Crop Insurance with
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Join Our Team

Build great open source software that
enables the next generation of DeFi
and many other smart contract types.

We’re an idea meritocracy where the
best ideas win.

We’re a remote team working with
great people all over the world.

careers.chain.link


http://careers.chain.link

Thank You

Disclaimer: This presentation is for informational purposes only and contains statements about the future, including anticipated programs and features, developments, and
timelines for the rollout of these programs and features. These statements are only predictions and reflect current beliefs and expectations with respect to future events;
they are based on assumptions and are subject to risk, uncertainties, and change at any time. There can be no guarantee that any of the contemplated programs or
features will be implemented as specified nor any assurance that actual results will not differ materially from those expressed in these statements, although we believe them
to be based on reasonable assumptions. All statements are valid only as of the date first presented. The statements in this presentation also may not reflect future
developments due to user feedback or later events and we may not update this presentation in response.
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