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Security Analysis of Authentication 
Systems
This report provides a detailed security analysis of the authentication methods used by 

Salesforce, Webflow-Xano, Shopify, MuleSoft, and IBM WebSphere. For each system, we will 

examine common vulnerabilities and outline the corresponding security best practices.

Understanding OAuth 2.0 and OpenID Connect
Before diving into the security analysis of specific systems, it is essential to understand the 

fundamental protocols that underpin modern authentication and authorization.

OAuth 2.0

OAuth 2.0 is an industry-standard authorization framework that enables applications to 

obtain limited access to user resources on behalf of the user, without requiring the user to 

share their credentials directly with the application 5 . The key distinction is that OAuth 2.0 

is fundamentally an authorization protocol, not an authentication protocol. It answers the 

question "What can this application do?" rather than "Who is this user?"

OAuth 2.0 operates through a delegation model. When a user wants to grant an application 

access to their data stored on another service (such as allowing a photo printing app to 

access photos stored in Google Drive), OAuth 2.0 facilitates this without the user having to 

give their Google password to the photo printing app. Instead, the user authenticates 

directly with Google, and Google issues an access token to the photo printing app. This 

token represents the user's authorization for the app to access specific resources.

The OAuth 2.0 framework defines several key roles. The Resource Owner is typically the 

end user who owns the data. The Client is the application requesting access to the user's 

resources. The Authorization Server is the service that authenticates the resource owner 

and issues access tokens after obtaining authorization. The Resource Server hosts the 

protected resources and accepts access tokens to grant access.

OAuth 2.0 supports multiple grant types (or flows) to accommodate different client types 

and use cases. The Authorization Code Grant is the most secure and is used for server-side 

applications. The Implicit Grant was designed for browser-based applications but is now 

deprecated in favor of the Authorization Code Grant with PKCE. The Client Credentials 

Grant is used for machine-to-machine communication where no user is involved. The 

Resource Owner Password Credentials Grant allows the client to directly use the user's 

username and password, but this is discouraged except in highly trusted scenarios.

A critical concept in OAuth 2.0 is scopes. Scopes define the specific permissions that an 

access token grants. For example, a token might have a scope that allows reading a user's 



email but not sending emails on their behalf. This principle of least privilege is fundamental 

to OAuth's security model.

OpenID Connect (OIDC)

While OAuth 2.0 excels at authorization, it does not provide a standardized way to 

authenticate users or obtain information about them. This is where OpenID Connect 

(OIDC) comes in. OpenID Connect is an identity layer built on top of OAuth 2.0 that adds 

authentication capabilities 6 . It answers the question "Who is this user?"

OIDC extends OAuth 2.0 by introducing the concept of an ID Token. This is a JSON Web 

Token (JWT) that contains claims about the authenticated user, such as their unique 

identifier, name, email address, and the time of authentication. The ID Token is digitally 

signed by the identity provider, allowing the client application to verify its authenticity and 

integrity.

In an OIDC flow, when a user logs in, the client receives both an access token (for accessing 

APIs) and an ID token (for identifying the user). The client can validate the ID token to 

confirm the user's identity without needing to make an additional API call. This makes OIDC 

particularly efficient for single sign-on (SSO) scenarios.

OIDC also defines a UserInfo endpoint, which the client can call using the access token to 

retrieve additional claims about the user. This provides flexibility in how much user 

information is embedded in the ID token versus retrieved on-demand.

The relationship between OAuth 2.0 and OIDC can be summarized as follows: OAuth 2.0 

provides the authorization framework and token issuance mechanism, while OIDC adds a 

standardized authentication layer on top. Many modern identity platforms, such as Auth0, 

Okta, and Azure AD, implement both OAuth 2.0 and OIDC, allowing applications to handle 

both authorization and authentication through a unified protocol.

Understanding this distinction is crucial for security analysis. When we discuss OAuth 2.0 

vulnerabilities in systems like Salesforce or Shopify, we are primarily concerned with 

authorization issues—ensuring that tokens grant the correct level of access and cannot be 

intercepted or misused. When we discuss authentication, we are concerned with verifying 

user identity, which is where OIDC or other authentication protocols like SAML come into 

play.

Salesforce (SAML & OAuth 2.0)
Salesforce's reliance on SAML 2.0 for Single Sign-On (SSO) and OAuth 2.0 for API access 

exposes it to a range of well-understood, yet critical, vulnerabilities if not implemented and 

configured correctly. The security posture of a Salesforce integration is highly dependent on 

the diligence of the administrators and developers involved.



Security Vulnerabilities

The primary threats to Salesforce's authentication mechanisms are inherited from the 

underlying SAML and OAuth protocols.

Vulnerability Protocol Description

XML Signature Wrapping 

(XSW)
SAML

An attacker manipulates the 

structure of a signed SAML 

assertion, causing the service 

provider to validate the 

signature against one part of 

the document while 

processing a malicious, 

unsigned part. This can lead 

to unauthorized access and 

privilege escalation 1 .

SAML Replay Attacks SAML

A legitimate SAML assertion is 

intercepted and re-sent by an 

attacker to gain unauthorized 

access. This is possible if the 

service provider does not 

properly validate the 

assertion's timestamp and 

uniqueness.

Authorization Code 

Interception
OAuth 2.0

In flows without PKCE (Proof 

Key for Code Exchange), an 

attacker can intercept the 

authorization code and 

exchange it for an access 

token, hijacking the user's 

session. This is particularly 

relevant for public clients like 

mobile or single-page 

applications 2 .

Redirect URI Manipulation OAuth 2.0

If the client application does 

not strictly validate the 
redirect_uri  parameter, an 

attacker can trick the 

authorization server into 

sending the authorization 

code or access token to a 

malicious URL.



Security Best Practices

To mitigate these risks, a defense-in-depth strategy is essential, combining secure 

configuration with robust development practices.

• Enforce Strict SAML Validation: Always perform schema validation on incoming SAML 

assertions before any other processing. Use local, trusted copies of schemas and 

disable external entity processing to prevent XXE attacks. Implement logic to defeat 

XML Signature Wrapping by using absolute XPath expressions to locate the assertion, 

rather than relying on getElementsByTagName  1 .

• Implement PKCE for all OAuth Flows: Proof Key for Code Exchange should be 

mandatory for all clients, not just public ones. This provides a dynamic, per-request 

secret that prevents authorization code interception attacks, significantly strengthening 

the security of the OAuth flow.

• Whitelist Redirect URIs: Maintain a strict whitelist of allowed redirect_uri  values. Use 

exact string matching rather than pattern matching to prevent attackers from bypassing 

the validation with cleverly crafted subdomains or paths.

• Short-Lived Tokens and Replay Protection: For SAML, enforce a narrow time window 

for assertion validity and maintain a list of processed assertion IDs to prevent replay. 

For OAuth, issue access tokens with short lifespans (e.g., 15-60 minutes) and use refresh 

tokens for longer-lived sessions.

Webflow-Xano (Custom Token-Based)
The custom token-based authentication used in the Webflow-Xano integration is 

representative of many modern web applications. Its security is entirely dependent on the 

implementation details, as it does not benefit from the standardized security controls of 

protocols like SAML or OAuth.

Security Vulnerabilities

The primary vulnerabilities in such custom systems stem from common web development 

pitfalls.



Vulnerability Description

Cross-Site Scripting (XSS)

If the application is vulnerable to XSS, an 

attacker can inject script to steal the authToken  

from localStorage , as it is accessible to any 

script running on the page.

Insecure Token Generation

If tokens are predictable or have low entropy, 

an attacker could guess or brute-force a valid 

token.

No Token Revocation

Since the system is stateless, there is often no 

built-in mechanism to revoke a compromised 

token before its expiration.

Insecure Transmission
If tokens are ever transmitted over HTTP, they 

can be intercepted and used by an attacker.

Security Best Practices

Securing a custom token system requires a focus on web security fundamentals.

• Use HttpOnly  Cookies for Token Storage: Storing tokens in HttpOnly  cookies makes 

them inaccessible to JavaScript, providing a strong defense against XSS-based token 

theft. This is a more secure alternative to localStorage .

• Implement a Robust Content Security Policy (CSP): A strict CSP can further mitigate 

XSS risks by controlling which scripts are allowed to execute on the page.

• Ensure Strong Token Generation and Expiration: Tokens should be generated using a 

cryptographically secure random number generator and have a short expiration time. A 

refresh token mechanism can be implemented for better user experience without 

sacrificing security.

• Implement a Token Revocation Strategy: While statelessness is a key benefit of token-

based authentication, a mechanism for token revocation (e.g., a token blacklist) is 

crucial for responding to security incidents.

Shopify (OAuth 2.0 & GraphQL)
Shopify's platform security is robust, but the security of third-party apps is a shared 

responsibility. Shopify mandates that all apps adhere to security best practices, including 

protection against the OWASP Top 10 3 .



Security Vulnerabilities

In addition to the standard OAuth 2.0 vulnerabilities, Shopify apps face specific threats 

related to the platform's architecture.

Vulnerability Description

Improper Scope Handling

Requesting overly broad permissions can lead 

to a larger attack surface if the app is 

compromised.

Webhook Security

Unsecured webhooks can be exploited by 

attackers to send fake notifications or perform 

unauthorized actions.

GraphQL Introspection

If enabled in production, GraphQL 

introspection can reveal the entire API schema 

to an attacker, providing a roadmap for 

potential attacks.

API Rate Limit Abuse

Malicious apps could attempt to abuse the 

GraphQL API's rate-limiting mechanism to 

cause denial-of-service for other users.

Security Best Practices

Shopify provides clear guidance for developers to secure their apps.

• Principle of Least Privilege: Apps should only request the minimum necessary API 

scopes to function. This limits the potential damage if an app's credentials are 

compromised.

• Verify Webhook Integrity: All incoming webhooks must be verified using the HMAC 

signature provided in the request header. This ensures that the webhook originated 

from Shopify and has not been tampered with.

• Disable Introspection in Production: GraphQL introspection is a useful tool for 

development but should be disabled in production environments to avoid leaking 

sensitive schema information.

• Secure Credential Storage: API keys and secrets must be stored securely on the server-

side and never exposed in client-side code.

MuleSoft Anypoint Platform



MuleSoft, as an integration platform, is designed to be a central hub for API security. Its 

security posture is highly configurable and depends on the policies applied by the 

administrators.

Security Vulnerabilities

The vulnerabilities are largely the same as those for Salesforce, as it heavily relies on SAML 

and OAuth 2.0. The key difference is that a vulnerability in a MuleSoft configuration could 

have a much wider blast radius, potentially affecting many downstream systems.

Security Best Practices

Best practices for MuleSoft revolve around leveraging its built-in security policies.

• Apply API Policies: Use MuleSoft's out-of-the-box policies for rate limiting, IP 

whitelisting, and threat protection to secure APIs at the gateway level.

• Centralize Identity Management: Integrate with a central identity provider (IdP) for 

consistent application of authentication and authorization policies across all APIs.

• Use OAuth 2.0 for API Security: Secure all APIs with OAuth 2.0, using the appropriate 

grant types for each use case. Enforce PKCE and strict redirect URI validation.

• Audit and Monitor: Regularly audit security configurations and monitor API traffic for 

anomalous patterns. Use Anypoint Monitoring to gain visibility into API usage and 

security events.

IBM WebSphere (LTPA)
WebSphere's traditional reliance on Lightweight Third-Party Authentication (LTPA) 

presents a unique set of security challenges, primarily due to its proprietary nature and age.

Security Vulnerabilities



Vulnerability Description

Weak Cryptography

LTPA1 uses 3DES and SHA-1, which are 

considered weak by modern standards. While 

LTPA2 is an improvement, it still lags behind 

the cryptographic agility of modern protocols.

Key Management Complexity

LTPA requires the manual sharing and 

synchronization of a secret key across all 

servers in the SSO domain. If this key is 

compromised, the entire domain is at risk.

Token Theft

Like any cookie-based session management, 

LTPA tokens can be stolen via XSS or network 

interception if not properly secured.

Identity Assignment Flaws

There have been documented vulnerabilities 

where WebSphere's WS-Security 

implementation could incorrectly assign the 

identity of a previously processed LTPA token, 

leading to privilege escalation 4 .

Security Best Practices

Securing a WebSphere environment requires a combination of careful configuration and a 

forward-looking migration strategy.

• Migrate to Modern Standards: For new applications, and where possible for existing 

ones, migrate from LTPA to modern, open standards like OpenID Connect and JWT. 

This provides better security, interoperability, and a larger ecosystem of tools and 

expertise.

• Secure LTPA Keys: The LTPA key file must be protected with strict file system 

permissions. Keys should be rotated regularly, and different keys should be used for 

different security domains.

• Enforce HTTPS: All traffic carrying LTPA tokens must be encrypted using TLS 1.2 or 

higher. This is the most critical defense against token interception.

• Keep WebSphere Updated: Regularly apply security patches from IBM to protect 

against newly discovered vulnerabilities in the WebSphere platform and its security 

components.

Conclusion



While each authentication system has its unique characteristics, a common set of security 

principles applies across the board. A strong security posture is built on a foundation of 

defense-in-depth, incorporating secure configurations, modern cryptographic standards, 

robust development practices, and continuous monitoring. For legacy systems like 

WebSphere, a clear migration path to open standards is the most effective long-term 

strategy. For all systems, a proactive approach to security, including regular audits and 

staying informed about emerging threats, is essential.
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