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	About this policy:  This document tells you — as a staff member — what you need to know to use AI tools safely and responsibly at [Company Name]. It is written in plain language. If you have questions, contact [Team/Contact].



1.  Why This Policy Exists

AI tools can help you work faster, think more broadly, and produce better results. [Company Name] encourages you to take advantage of these benefits — and this policy exists to make sure you do so in a way that is safe, legal, and consistent with our values.

Without clear guardrails, AI use can expose the organization and individuals to real risks: data leaks, copyright issues, inaccurate outputs, and regulatory penalties. This policy helps you avoid those risks while still getting the most out of AI.

2.  Who This Applies To

This policy applies to everyone who works for or on behalf of [Company Name], including:

1. Permanent, part-time, and temporary employees
1. Contractors and consultants working on company projects
1. Anyone using company systems, accounts, or data to access AI tools

	Note:  This policy covers AI use in your work context only. It does not govern how you use AI in your personal life.



3.  Key Terms You Should Know

	Term
	What It Means for You

	AI Tool
	Any software that uses artificial intelligence — including chatbots, writing assistants, image generators, code helpers, and smart features built into apps you already use (e.g., Copilot in Microsoft 365).

	Generative AI
	AI that creates new content: text, images, code, audio, or video. Examples include ChatGPT, Claude, Gemini, GitHub Copilot, and DALL-E.

	Approved Tool
	An AI tool that [Company Name] has reviewed and authorized for use. Only use tools on the approved list.

	Sensitive Information
	Anything confidential, personal, or regulated — including client data, employee records, financial details, health information, legal advice, and proprietary business information.

	Human Review
	Reading, checking, and taking responsibility for AI-generated output before it is used, shared, or acted on. This is always your responsibility.

	High-Impact Decision
	A decision that significantly affects a person's employment, compensation, legal rights, finances, health, or access to services. These always require human judgment — AI cannot make these decisions alone.

	Agentic AI
	AI that takes actions on your behalf — such as sending emails, booking meetings, browsing the web, or executing code. These tools require extra caution because their actions can be hard to reverse.



4.  Approved Tools and How to Get Access

[Company Name] maintains an Approved AI Tools List, which is published on [intranet link / SharePoint / HR portal]. This list tells you which tools are permitted, for what purposes, and under what conditions.

What you must do:
1. Only use AI tools that appear on the Approved Tools List for company work.
1. Do not use personal accounts (e.g., your private ChatGPT or Google account) to process company information.
1. Do not use free or consumer-tier versions of AI tools for work tasks unless they are specifically approved — free tiers often have different (weaker) data protection terms.

Want to use a tool that is not on the list?
Submit a request to [Team/Contact] using [request process/link]. Include the tool name, your intended use, and the types of data you plan to input. Allow [X business days] for review. Do not use unapproved tools while your request is pending.



5.  How You Can Use AI

AI can be a powerful productivity tool when used appropriately. The following are examples of generally permitted uses, provided you follow the rules in this policy — particularly the requirement to review all AI outputs before using them.

	Use Case
	What to Keep in Mind

	Drafting internal documents, emails, or reports
	Always review for accuracy and tone before sending or publishing.

	Brainstorming, research, and summarizing non-sensitive material
	Verify facts independently — AI can hallucinate sources or statistics.

	Writing, reviewing, or explaining code
	Check for security vulnerabilities, licensing issues, and logic errors before using AI-generated code in production.

	Creating presentations, visuals, or templates
	Ensure all content is accurate and does not include fabricated data or copyrighted material.

	Translating or editing content
	Review translations carefully, especially for technical, legal, or regulatory language.

	Learning and professional development
	AI can be a helpful study tool — just don't treat it as authoritative on complex or evolving topics.



	Always remember:  AI output is a starting point, not a finished product. You are responsible for everything you submit, send, or act on — regardless of whether AI helped create it.



6.  What You Must Not Do

The following are prohibited. Violations may result in disciplinary action, up to and including termination.

Data and Privacy
1. Do not enter client data, employee records, health information, financial data, legal documents, or any other sensitive information into an AI tool unless that tool is specifically approved for that data type.
1. Do not paste internal reports, contracts, strategy documents, or proprietary data into AI tools unless explicitly authorized.
1. Do not use AI tools to process data in a way that violates applicable privacy laws (e.g., PIPEDA, GDPR, HIPAA) or our contractual obligations to clients.

Decisions and Judgment
1. Do not use AI as the sole basis for high-impact decisions — including hiring, termination, pay, discipline, performance evaluations, credit, legal conclusions, or medical recommendations. Human review and accountability are always required.
1. Do not allow automation bias to substitute for your own professional judgment. The fact that AI produced an output does not make it correct.

Content and Honesty
1. Do not use AI to create deceptive, misleading, discriminatory, harassing, or unlawful content.
1. Do not use AI to impersonate another person, fabricate quotes or evidence, or misrepresent facts in any internal or external communication.
1. Do not use AI to generate synthetic media (deepfakes, voice clones, or manipulated images) of real individuals without explicit authorization.
1. Do not present AI-generated content as entirely your own work in contexts where disclosure is required by law, regulation, or company policy.

Intellectual Property and Copyright
1. Do not submit third-party copyrighted material to AI tools in ways that could infringe copyright.
1. Do not assume AI-generated content is free of copyright risk — some AI outputs may incorporate protected material. Review accordingly.
1. Do not feed company work product into public AI systems that may use it to train their models, unless the tool is explicitly approved for this purpose.

Agentic and Autonomous AI
1. Do not allow agentic AI tools (those that can take real-world actions) to operate without monitoring, especially for tasks that are difficult or impossible to reverse — such as sending communications, deleting files, or making financial transactions.
1. Always define the scope and limits of any autonomous AI task before initiating it, and review results before they take effect where possible.

Security
1. Do not use AI tools to probe, test, or circumvent company security controls without explicit authorization from [Security Team].
1. Do not use personal or unauthorized devices to access AI tools for work if prohibited by company policy.

7.  Your Responsibility to Review AI Output

Reviewing AI output is not optional — it is a core part of your professional responsibility when using AI tools. This applies regardless of how confident the AI seems or how plausible the output looks.

What does good review look like?
1. Verify facts, figures, dates, names, and citations independently. AI tools frequently generate plausible-sounding but incorrect information. Accuracy:
1. Check whether the output covers everything it needs to, and whether important nuances or caveats are missing. Completeness:
1. Assess whether the content is suitable in tone, scope, and context for its intended audience and purpose. Appropriateness:
1. Look for language or conclusions that may reflect bias — particularly in outputs that relate to people, groups, or sensitive topics. Bias:
1. Confirm the output does not contain confidential information it should not, and that it complies with relevant legal or regulatory requirements. Compliance:

Higher-stakes outputs require deeper review
If AI-generated content will be used in external communications, regulatory submissions, legal documents, financial reporting, or decisions affecting employees or clients, a domain-qualified reviewer must sign off before use. Document that the review took place.

	Watch out for automation bias:  Research shows that people tend to trust AI outputs without scrutinizing them — especially when outputs look polished and confident. This is a known risk. Be deliberately critical, even when the output looks good.


8.  Protecting Data When Using AI

The same data protection rules that govern your everyday work apply when you use AI tools — and in some cases, the risks are higher because AI tools may transmit data to external servers, third-party vendors, or cloud environments outside our control.
Data classification and AI tools
	Data Type
	AI Tool Guidance

	Public or general information (e.g., industry news, publicly available research)
	May be used with approved AI tools freely.

	Internal business information (e.g., internal memos, project plans, general processes)
	May be used with approved tools. Avoid tools that store or train on your inputs unless confirmed otherwise.

	Confidential or proprietary information (e.g., product roadmaps, financial forecasts, contracts)
	Only use with specifically approved tools. Do not paste into general-purpose AI tools.

	Personal data (e.g., employee records, client contact details, health information)
	Do not enter into AI tools unless the tool is specifically approved for this data type and appropriate safeguards are confirmed.

	Regulated data (e.g., health records, payment card data, legal privilege)
	Requires explicit authorization before use with any AI tool. Contact [Privacy/Legal Team].



Practical tips
1. When in doubt, anonymize or generalize data before entering it into an AI tool (e.g., replace names with roles, replace specific figures with approximate ranges).
1. Check whether the AI tool retains your inputs or uses them for model training — this should be documented on the Approved Tools List.
1. Be aware that some AI tools route data through servers in other countries. Cross-border data transfers may have legal implications depending on the nature of the data.

9.  Intellectual Property and Copyright

AI raises new and evolving questions about who owns the content it produces and whether outputs may incorporate third-party copyright. As a staff member, here is what you need to know:

1. AI-generated content may not be fully protected by copyright in all jurisdictions. Do not assume that content generated with AI assistance is automatically owned by you or [Company Name] without checking with [Legal Team].
1. AI tools may generate content that resembles or reproduces material from their training data. Before publishing or distributing AI-generated text, code, or images externally, review them for potential copyright concerns.
1. AI-generated code may incorporate open-source code with license obligations (e.g., GPL, MIT). Have code reviewed before incorporating it into products or distributing it.
1. Do not upload or share [Company Name]'s proprietary content, client materials, or third-party licensed materials with AI tools that may store or train on those inputs.

	When in doubt:  Contact [Legal Team] before publishing AI-assisted content in contexts where IP ownership or copyright is a concern, such as external publications, client deliverables, or product features.



10.  When to Disclose AI Involvement

Transparency about AI use is important for trust, legal compliance, and professional integrity. The following guidance applies:

Disclosure is required when:
1. Applicable law or regulation requires it (e.g., certain jurisdictions require disclosure of AI-generated content in legal filings, advertising, or automated decision-making).
1. A client contract or agreement requires it.
1. AI was used to make or substantially inform a decision that affects an individual's rights or interests (e.g., a hiring recommendation, a loan assessment).
1. [Company Name]'s specific guidelines for a function or use case require it — check with your manager or [Compliance Team].

Disclosure is good practice when:
1. Submitting AI-assisted work in contexts where the audience might reasonably expect purely human authorship (e.g., academic submissions, professional assessments).
1. Sharing AI-generated analysis or recommendations with decision-makers who are relying on the content's accuracy.

11.  Training Requirements

All staff who use AI tools must complete the mandatory AI Awareness training available on [Learning Platform / LMS] before accessing approved tools, and refresh it annually.

	Role
	Training Required

	All staff using AI tools
	Mandatory AI Awareness training (annual refresh required)

	Staff using AI for customer-facing or regulated outputs
	AI Awareness + Data Handling for AI module

	Staff who configure, supervise, or manage AI systems
	AI Awareness + AI Governance for Practitioners module

	Managers approving AI use within their teams
	AI Awareness + Manager Responsibilities module



Training requirements may be updated as tools and risks evolve. [Training/HR Team] will notify you when refresher training is due.

12.  How to Report a Problem

If you observe, experience, or suspect any of the following, report it promptly to [Contact / Team] via [channel — e.g., email, portal, hotline]:

1. An AI tool produced output that caused harm, was significantly inaccurate, or contained confidential information it should not have.
1. You believe sensitive company or personal data was inadvertently entered into an AI tool.
1. You observed a colleague using AI in a way that may violate this policy.
1. An AI-generated output appears biased, discriminatory, or offensive.
1. You experienced a security incident related to an AI tool.

	Non-retaliation:  Reports made in good faith will not result in disciplinary action against the reporter. [Company Name] is committed to a speak-up culture. Retaliating against anyone who raises an AI concern in good faith is itself a policy violation.



13.  Consequences of Violations

Breaching this policy may result in:

1. Removal of access to AI tools
1. Formal disciplinary action, up to and including termination of employment or contract
1. Personal liability where violations cause legal, regulatory, or financial harm

[Company Name] may monitor AI-related activity on company systems and accounts to ensure compliance with this policy and to investigate reported incidents, consistent with applicable law and our monitoring policies.

14.  Quick Reference: Do's and Don'ts

	DO
	DON'T

	Use only approved AI tools for work tasks
	Use personal AI accounts or unapproved tools for work

	Review all AI output before using, sharing, or acting on it
	Treat AI output as authoritative without checking it

	Anonymize or generalize sensitive data before entering it into AI tools
	Enter client data, employee records, or regulated data into AI tools without authorization

	Disclose AI involvement where required by law, contract, or policy
	Present AI-generated work as entirely human-authored when disclosure is required

	Report problems, errors, or suspected misuse promptly
	Stay silent about AI incidents or near-misses out of fear of consequences

	Complete required AI training before accessing approved tools
	Skip training or assume past experience is sufficient

	Use your professional judgment to review and validate AI outputs
	Let automation bias replace your own critical thinking



15.  Exceptions and Questions

If your work requires you to use AI in a way that this policy does not permit, you may request an exception. Exceptions are not guaranteed and must be approved before use.

To request an exception:
1. Submit a written request to [Approver/Committee] describing the business need, the specific deviation required, the risks involved, and the safeguards you propose.
1. Exceptions, if granted, will be time-limited and may include conditions.
1. Do not proceed with prohibited activity while your exception request is under review.

Questions?
Contact [Team/Contact] at [email] or visit [intranet link] for FAQs, the Approved Tools List, and additional guidance.

16.  Policy Review and Updates

This policy will be reviewed at least annually and updated as AI technology, applicable law, and organizational risk evolve. You will be notified of material changes through [communication channel — e.g., company-wide email, intranet].

Continued use of AI tools after updates are communicated constitutes acceptance of the revised policy.

	Staff Acknowledgment
By signing below, I confirm that I have read, understood, and agree to comply with the AI Use Policy.
Full Name:  _______________________________________________     Date:  _______________
Signature:  _______________________________________________     Department:  ___________
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