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Use of mobile phones and cameras/E-Safety/Social Networking sites
Policy statement

We take steps to ensure that there are effective procedures in place to protect children, young people, and vulnerable adults from the unacceptable use of mobile phones and cameras in the setting. We ensure all visitors to our settings do not operate their personal phones and clear signs are on our premises to indicate this procedure.
We ensure all Learning journals are kept safe and secure by key workers whilst off the premises and are stored safely where they can remain totally confidential. Staff are trained to understand their personal responsibility regarding data protection and also sign a confidentially agreement.

All staff are aware of our policy regarding social networking sites and are discouraged from forming relationships with parents/carers on these sites or mentioning any nursery business whatsoever. All staff are responsible for all ICT.

Our designated managers ensure that all procedures are being met by regularly monitoring social networking sites and providing regular training/meetings, any staff member is confident in knowing they can report any discrepancies to them.

We ask parents/carers at home visits if we may take photos for learning purposes and ask that they sign an agreement form. We also ask all parents/carers to sign an agreement to state if they are happy for photos being taken (and/or video cameras) at events such as Christmas concerts, we ask parents/carers to use photos of these events for personal use only and not to be shared on any social media platforms.

All online records are password protected.

Our setting regularly reviews our IT procedures to ensure they adhere to the safeguarding regulations.
Our staff ensure that there is always supervision whilst children are on ipads/tablets during the session. We ensure all ipads/tablets have a monitored section of options to choose from.

· All members of staff are asked to sign an E-Safety/internet agreement form

Procedures

Personal Mobile Phones and other devices (such as ipads and smart watches)
· Personal mobile phones and other devices belonging to members of staff are not used on the premises during working hours. Managers will take a personal phone on home visits for any calls that need to be made during these visits.
· At the beginning of each individual’s shift, personal mobile phones and/or other devices are stored in a safe place. 
· In the event of an emergency, personal mobile phones may be used in a private area, with permission from the manager.

· Members of staff ensure that the telephone number of the setting is known to immediate family and other people who need to contact them in an emergency.

· If members of staff take their own mobile phones on outings, for use in the case of an emergency, they must not make or receive personal calls as this will distract them.

· Members of staff will not use their personal mobile phones for taking photographs of children on outings.

· Parents/carers and visitors are requested not to use their mobile phones at any point whilst on the premises. There is an exception if a visitor’s company or organisation operates a lone working policy that requires contact with their office periodically throughout the day. Visitors will be advised of a quiet space (away from children) where they can use their mobile phone, where there are no children present.

· If staff are doing virtual courses in work time, they must request permission to use their own device whilst on site, alternatively they are able to use the managers ipads while completing the course (away from the children)
Cameras and videos

· Members of staff must not bring their own cameras or video recorders into the setting.

· Photographs and recordings of children are only taken for valid reasons, i.e. to record their learning and development, or for displays within the setting. 
· Photographs or recordings of children are only taken on equipment belonging to the setting. 

· Camera and video use is monitored by the setting manager.

· Where parents/carers request permission to photograph or record their own children at special events, permission will first be gained from all parents/carers for their children to be included.

· Photographs and recordings of children are only taken of children if there is written permission to do so (found on the individual child’s Registration Form).

· For educational purposes your child’s photo may go into another child’s journal. However, if requested, we can only add individual child photos.
· If we have outside agencies visit the setting, we may take photos to use as part of our evidence.
Social Networking Sites – Staff 
It is important when using social networking sites such as Facebook, Instagram, TikTok or Twitter that staff maintain confidentiality and ensure proper practice at all times. This is to protect the children, parents & families of the setting along with the staff. It is also to guard the nursery reputation and the staff’s own personal reputation.

· In order to maintain professional boundaries staff are discouraged from accepting personal invitations to be friends from parents/carers of the nursery. Instead, parents/carers should be signposted to 'like' the official Facebook and Instagram pages.

· Staff must not mention any of the children from the nursery on their online profiles

· Staff must not write direct or indirect suggestive comments about work on their online profiles

· Staff must not publish photos of the children on their online profiles

· Staff must not publish photos of other staff while in the nursery on their online profiles

· Staff must not write anything about other staff members on their online profiles

· Staff must not use mobile phones to take photos in the nursery or to access social networking sites during their working hours

· Be cautious & mindful when accepting friend requests from colleagues.

· Staff members are advised to set their online profiles to private so that only friends are able to see their information.

· Staff are responsible for adhering to the terms of service of each site they use

· Personal profiles should not contain any images or videos which may be perceived as inappropriate behaviour for a childcare professional

· The nursery logo must not be used in social media apart from the official Facebook and Instagram pages.

· Staff must not put the settings contact details on social media. Parents/carers should be signposted to the nursery web page.

· Staff will not have the nursery name anywhere in their personal profile.

· Any breaches of the Facebook, Instagram & social networking policy could result in disciplinary action.

· Staff must use social media in a professional, safe, responsible & respectful way. You must comply with the law.

· Staff must not use social media to attack, insult, abuse, defame or make negative or discriminatory comments about anyone.

(Staff are asked to sign a declaration form if they have a friendship with a parent/carer/child prior to them joining The Learning Zone) 

Social Contact 

All staff are expected to uphold professional boundaries and confidentiality of employment must be adhered to and respected during any social contact. In summary staff should: 

· Ensure all contact with existing children or their parents is of a professional and nursery related nature. 

· Consider the appropriateness of the social contact according to their role and nature of their work. 

· Advise senior management of any social contact they have with a child or parent with who whom they work, which may give rise to concern. 

· Understand that some communications may be called into question and need to be justified (parents becoming dependant) 

· Staff must not engage in conduct outside work which could seriously damage the reputation and standing of the nursery or the employee’s own reputation or the reputation of other members of the nursery. 

· Criminal offences that involve violence or possession or use of illegal drugs or sexual misconduct is not acceptable and will result in disciplinary action. 

· Be cautious when undertaking work outside nursery, either paid or voluntary, such that it does not conflict with the interests of the nursery nor be to a level which may contravene the working time regulations or affect an individual's work performance.

Social Networking Sites – Parents/carers/families 

It is important when using social networking sites such as Facebook, Instagram, TikTok or Twitter that parents/carers/families maintain confidentiality and ensure proper practice at all times. It is also to guard the nursery reputation.

Parents/Carers are generally expected to use social media for nursery communication in a way that is professional, respectful, and focused on the nursery's well-being and the children's safety. This includes respecting confidentiality, obtaining consent before sharing images or videos, and avoiding negativity or inappropriate discussions. 

· Parents/Carers should maintain a professional tone when communicating about the nursery on social media, avoiding negativity, disputes, or derogatory comments. 

· Parents/Carers should not discuss children's records, sensitive nursery matters, or confidential information about other children or staff on social media. 

· Parents/Carers should respect the privacy of other parents and children, ensuring that any information shared is done with appropriate consent and within the nursery's data protection policies. 

· Parents/Carers should be aware of the nursery's safeguarding policies and avoid actions that could compromise the safety and well-being of children. 

· Parents/Carers should communicate with the nursery staff through appropriate channels and avoid using social media as a primary means of addressing concerns or communicating with staff directly, unless specifically encouraged by the nursery. 

· Parents/Carers should be mindful of how their social media posts may be perceived by others, and avoid posting anything that could damage the nursery's reputation or put their own reputation at risk. 

Virtual Observations
In the unavoidable event that a professional is unable to physically attend the setting to carry an observation of a child, they will send a request through to the Nursery to seek permission.

This involves using digital tools such as video calling and/or virtual meeting platforms to monitor development, learning, and behaviour remotely. 
This method enables professionals to capture, analyse, and review specific interactions without visiting the setting. 
All professionals are asked to send through a declaration to state that they are in a secure location during the observation and to clarify who will be present at the time of the observation and that parent/carer permission has been agreed. 

They will NOT be given permission to record any observations.

Keeping children safe online
As a setting we continue to consider what strategies we are using to keep children safe online, including:

checking apps, websites and search results before using them with children

supervising children when accessing the internet

Further details can be found in safeguarding children and protecting professionals in early years settings: online safety guidance for practitioners.

This advice is also relevant for parents and carers.
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