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ANNEX II 
Technical and organisational measures including technical and organisational measures to ensure the security of the data  
The following technical and organizational measures have been implemented by the data importer and have been agreed with the data exporter. 
1. Measures for the pseudonymization and encryption of personal data 
a) Pseudonymization 
Pseudonymization means the processing of personal data in such a manner that the personal data can no longer be attributed to a specific data subject without the use of additional information, provided that such additional information is kept separately and is subject to technical and organizational measures to ensure that the personal data are not attributed to an identified or identifiable natural person. 
Measures in connection with the pseudonymization of personal data: 
​​☒​Selection of a suitable pseudonymization process based on the current state of the art 
​​☒​Pseudonymization requirement is a central component of the company's data protection concept 
​​☒​Pseudonymization of data under a risk-based approach according to different protection requirement categories of data 
​​☒​Use of software that allows secure management of pseudonymized data 
​​☒​Secure storage of the cryptographic keys or checklists used for pseudonymization (if necessary, encrypted storage of the checklists) 
​​☒​Authorization concept for access to cryptographic keys or control lists that enable personalization 
​​☐​Other: <please insert here> 
 
b) Encryption 
Encryption of personal data is a common way to protect this against access by unauthorized persons. The encryption is particularly suitable for storing data from external influences such as hacking attacks and espionage. Encryption is understood to be a method by which clearly readable information is converted into an unreadable or uninterpretable string. Measures in connection with the encryption of data: 
​​☒​Encryption of confidential data during transport and via data networks 
​​☒​Encryption of confidential data when stored on IV devices and mobile data carriers 
​​☒​Encryption of highly confidential data when stored on data carriers (hard drives) 
​​☒​Carrying out a risk analysis if cryptographic measures cannot be carried out 
​​☒​Instructions for the use of coordinated and approved cryptographic procedures, algorithms, applications and standards 
​​☒​Generation of key material for productive systems with a public key certification authority 
​​☒​Secrecy of the private key of a certificate 
​​☒​Protection against unauthorized access or spying on secret keys and private keys in public key cryptography 
​​☒​Deletion or destruction of keys that are no longer required in a secure manner 
​​☐​Other: <please insert here> 
2. Measures to ensure confidentiality 
Measures to implement the requirement of confidentiality include, but are not limited to, those related to physical access control, system access control or data access control. The technical and organizational measures taken in this connection shall ensure adequate security of personal data, including protection from unauthorized or unlawful processing and from unintentional loss, unintentional destruction or unintentional damage. 
a) Physical access control 
Access to the Contractor's business premises 
Measures that have been implemented to deny unauthorized access to the Contractor's business premises where personal data is processed or used. 
Determination of authorized persons 
​​☒​Access control systems using personalized and coded ID cards and keys handed out in person 
​​☒​Access control for external persons 
​​☒​Establishment of different security zones with different access authorizations 
​​☒​Documentation of the assignment and withdrawal of access authorizations 
​​☒​Video surveillance 
​​☒​Burglar alarm system with alarm transmission to the uninterrupted manned security control center or to the police 
​​☒​Door status monitoring for inputs/outputs 
​​☒​Escape door surveillance 
​​☒​Restrictive key regulations 
​​☒​Visitor may only be there when accompanied by employees of the 
​​☒​Contractor 
​​☒​Identification requirement 
​​☐​Other: <please insert here> 

Access to the Contractor's server rooms 
Measures that are implemented in addition to the above-mentioned security measures to prevent unauthorized access to the server rooms of the Contractor in which personal data is processed or used are listed below. 
​​☒​Logging of access to server rooms (automatically through the access control system or through lists laid out) 
​​☒​Video surveillance in the server room 
​​☒​Door status monitoring for server rooms 
​​☒​Automatic door closing device for entrances and exits in server rooms 
​​☒​External companies/technicians may only stay in server rooms under the constant supervision of the Contractor's employees 
​​☐​Other: <please insert here> 
b) System access control 
Measures to prevent data processing systems from being used by unauthorized persons. 
​​☒​Requirements for defining passwords: 
​​☒​Minimum length 
​​☒​Use of characteristics (characters, special characters, numbers) 
​​☒​Ban of trivial passwords 
​​☒​Change intervals 
​​☒​Prohibition password sharing 
​​☒​Storage and transmission in data processing systems 
​​☐​Others: <please insert here> 
​​☒​Specifications of the applications to be used to manage passwords 
​​☒​Screen lock after inactivity 
​​☒​Blocking of usernames or delays in login attempts after multiple incorrect access attempts 
​​☒​Regular access authorization checks for user access to the network of: 
​​☒​Employees 
​​☒​External parties 
​​☒​Regular access authorization checks for administrators of: 
​​☒​Networks and network services 
​​☒​Servers 
​​☒​Risky applications 
​​☒​Isolation of internal networks by setting up firewall systems 
​​☒​Use of Virtual Private Networks (VPN) with 
​​☒​user/password as authentication feature 
​​☒​Machine certificate as an authentication feature 
​​☒​Restrictive guidelines for blocking USB ports 
​​☒​Use of central management software for smartphones (e.g. for deleting data on the smartphone) 
​​☐​Other: <please insert here> 
c) Separation control 
Measures that ensure that data collected for different reasons can be processed separately. 
Logical or technical separation of data 
​​☒​User profiles/separation of user accounts 
​​☒​Different access rights 
​​☒​Storage in specific memory areas 
​​☒​Separation of the processing systems 
​​☐​Other: <please insert here> 
3. Measures to ensure integrity 
Measures to ensure the requirement of integrity are, first, the same measures that also control input, and second, the same that generally contribute to the protection against unauthorized or unlawful processing, destruction, or unintentional damage. 
a) Delivery control 
Measures to ensure that personal data cannot be read, copied, modified, or removed by unauthorized parties during its electronic transmission, transport or storage on data carriers and that it is possible to check and determine to which parties a transmission of personal data by data transfer equipment is intended. 
​​☒​Encryption of data and data carriers depending on their need for protection, in particular by means of file and hard disk encryption on a hardware or software basis. 
​​☒​Encryption of the transmission of data depending on its need for protection, especially when transmitted over public networks. 
​​☒​Use of Virtual Private Networks (VPN) 
​​☒​For physical transport, use of secure, lockable transport containers when transporting backup data carriers 
​​☒​Data protection-compliant destruction of data, data carriers and printouts in accordance with the protection class concept 
​​☒​Electronic signature 
​​☒​Careful selection of transport personnel 
​​☐​Other: <please insert here> 
b) Input control 
This refers to measures to ensure that it is subsequently possible to verify and establish whether and by whom personal data has been entered into data processing systems, changed, or removed. 
​​☒​Legally compliant drafting of contracts for the processing of personal data with subcontractors with corresponding regulation of control mechanisms 
​​☒​Obtaining self-information from service providers regarding their measures to implement data protection requirements 
​​☒​Written confirmation of verbal instructions 
​​☒​Recording and need-based provision of corresponding actions carried out on systems (e.g. log files) 
​​☒​Use of logging and log evaluation systems 
​​☒​Definition of authorized persons for the creation of data carriers and the processing of data 
​​☐​Other: <please insert here> 
4. Measures to ensure availability and resilience 
a) Availability control 
This means measures that ensure that personal data is protected against incidental destruction or loss. These measures must be designed in such a way that they ensure permanent availability. 
​​☒​Centralized procurement of hardware and software 
​​☒​Use of centrally checked and approved standard software from secure sources 
​​☒​Regular implementation of data backups or use of mirroring procedures 
​​☒​Hardware (especially servers) is decommissioned after checking the data carriers used and, if necessary, after backing up the relevant data records 
​​☒​Uninterruptible power supply (UPS) in the server room 
​​☒​Separate storage of databases that were collected for different purposes 
​​☒​Multi-layer virus protection and firewall architecture 
​​☒​Emergency planning (emergency plan for security and data protection violations with specific instructions) 
​​☒​Fire/water and temperature early warning system in the server rooms 
​​☒​Fire doors 
​​☒​IT support by qualified and continuously trained employees 
​​☒​Regular testing of the data recovery according to the security concept 
​​☐​Other: <please insert here> 
b) Order control 
This means measures that ensure that personal data that is processed on behalf of a subcontractor of the processor can only be processed in accordance with the instructions and requirements for data processing of the Partner. 
​​☒​Define criteria for the selection of Contractors (references, certifications, seals of approval) 
​​☒​Detailed written regulations (contract s/agreements) of the contractual relationships and formalization of the entire order process, including for the use of subcontractors, clear regulations of competencies and responsibilities 
​​☒​Ensuring that the execution of the order is controlled and documented 
​​☒​Contractual agreement with subcontractors to obligate their own and external employees to data secrecy 
​​☐​Other: <please insert here> 
c) Resilience control 
These include measures to be taken in the phase before the processing of the data by the processor. In addition, continuous monitoring of the systems shall be required. 
​​☒​Load balancing 
​​☒​Dynamic processes and memory activation 
​​☒​Penetration testing 
​​☒​Regular load tests of the data processing systems 
​​☒​Set the load limit for the respective data processing system above the necessary minimum in advance 
​​☒​Regular training of the staff deployed to act in accordance with the requirement to ensure the integrity and confidentiality of data processing 
​​☐​Other: <please insert here> 
5. Measures to restore availability 
In order to ensure recoverability sufficient backups are required, as well as action plans to restore ongoing operations in the sense of disaster-case scenarios. 
​​☒​Regular back-up of data and use of mirroring procedures 
​​☒​Redundant data storage 
​​☒​Double IT infrastructure for processing with high availability requirements 
​​☒​Backup data center in the event of sabotage or critical environmental incidents 
​​☐​Other: <please insert here> 
6. Procedures for periodic review, assessment and evaluation 
A regular review, assessment and evaluation of the effectiveness of technical and organizational measures to ensure the safety of processing shall be carried out in the framework of the implementation of: 
​​☒​Internal audits by the responsible bodies (e.g. auditors, data protection officer, information security officer, process controls through quality management 
​​☒​External audits by auditors, certification bodies with the following proofs: 
​​☐​ISO 9000 
​​☐​ISO 20000 
​​☒​ISO 27001 (Certificate-Register-No.: 01 153 2000291) 
​​☐​Other: <please insert here> 
​​☐​Other: <please insert here> 
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