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ANNEX III 
LIST OF SUB-PROCESSORS 
 
 
	 
	Name, address of the subcontractor
	Purpose and content of the order (scope of the order by the Contractor)
	Place of data processing
	Transmission/access to personal data of the Client (type of data and group of data subjects)
	Nature of processing activities
	Duration

	1 
	Amazon Web Services 
EMEA SARL   
38 Avenue John F. Kennedy   
L-1855 Luxembourg  
	Hosting of the eRoaming platform (incl. all components) and the Plug&Charge ecosystem 
	Productive:  
Frankfurt, Germany 
 
Backup:  
Dublin, Ireland  
	· RFID 
· UIDs 
· EMAID 
· EVCOID 
· EVSEID 
· CDR 
	Types of Processing Activities: 
· Collection: Gathering personal data from individuals. 
· Storage: Saving or retaining the data in a database or system. 
· Erasure/Destruction: Deleting or securely disposing of the data on Partner request, in line with regulatory and legal requirements. 
Automated or Manual Processing:  
· Automated 
· Manual 
	For the contract duration, deletion on Hubject request 

	2 
	Nexus Technology GmbH 
Kantstraße 13 in 10623 Berlin, Germany 
	Hosting of the PKI, creation and signing of the certificates for Plug&Charge 
	Region: Stockholm, Sweden 
	· PCID 
· EMAID 
· EVSEID 
	Types of Processing Activities: 
· Collection: Gathering personal data from individuals. 
· Storage: Saving or retaining the data in the form of the certificate (contains EMAID and PCID information).  
· Use: Accessing or utilizing the data for a specific purpose. 
· Erasure/Destruction: Deleting or securely disposing of the data on Partner request, in line with regulatory and legal requirements. 
Automated or Manual Processing:  
Manual (on request – requires Partner trigger but is forwarded automatically by the ecosystem on Hubject GmbH side) 
	For the duration, the certificate is valid. 

	3 
	Timescale  
335 Madison Avenue, New York, United States of America 
	Event tracking for performance, partner support and security 
	Processing on AWS, Region: Frankfurt, Germany 
	· PCID 
· EMAID 
· EVSEID 
	Types of Processing Activities: 
· Collection: Gathering personal data from individuals. 
· Storage: Saving or retaining the data in the system. 
· Use: Accessing or utilizing the data for a specific purpose. 
· Erasure/Destruction: Deleting or securely disposing of the data on Partner request, or automatic after 2 years. 
Automated or Manual Processing:  
Automated 
	2 years, automatic deletion 

	4 
	Grafana  
Katarinavägen 20 Stockholm, Sweden 
	Visualisation of event tracking in Timescale 
	Processing on AWS, Region: Frankfurt, Germany 
	· PCID 
· EMAID 
· EVSEID 
	Types of Processing Activities: 
· Collection: Gathering personal data from individuals. 
· Use: Accessing or utilizing the data for a specific purpose. 
Automated or Manual Processing:  
Automated 
	Live view, no storage 

	5 
	Zendesk 
Neue Schönhauser Str. 3-5 in  10178 Berlin, Germany 
 
	Processing of partner requests and incident reports in a ticket system. 
	Productive:  
Frankfurt, Germany 
 
Backup:  
Dublin, Ireland 
	· Name 
· E-Mail 
· Phone number 
· Other partner provided information including enduser data 
	Types of Processing Activities: 
· Collection: Gathering personal data from individuals (via ticket and call recording). 
· Storage: Saving or retaining the data in a database or system. 
· Erasure/Destruction: Deleting or securely disposing of the data on Partner request, in line with regulatory and legal requirements. 
Automated or Manual Processing:  
Manual 
	For the contract duration, deletion on Hubject request 

	6 
	salesforce.com Germany GmbH 
Registered office:  
München, Bavaria District court München HRB 158525 
Business address:  
Erika-Mann-Straße 31-37 
80636 Munich, Germany 
	Processing of partner data for invoicing, payment processing and communication. 
	Region: Frankfurt, Germany 
	· Name 
· E-Mail 
· Phone number 
· Bank details 
· Other partner provided information 
	Types of Processing Activities: 
· Collection: Gathering personal data from individuals. 
· Storage: Saving or retaining the data in a database or system. 
· Erasure/Destruction: Deleting or securely disposing of the data on Partner request, in line with regulatory and legal requirements. 
Automated or Manual Processing:  
· Automated 
· Manual 
	10 years after contract termination 

	7 
	DocuSign International (EMEA) Limited  
5 Hanover Quay  
Grand Canal Dock  
Dublin | D02 VY79  
Ireland 
	Processing of partner data for contract, DPA and NDA signing. 
	Region: Dublin, Ireland 
	· Name 
· Surname 
· QES 
· E-Mail Address 
· Location 
· IP Address 
	Types of Processing Activities: 
· Collection: Gathering personal data from individuals. 
· Storage: Saving or retaining the data in a database or system. 
· Transfer: E-Mail with a copy of the signed contract is send to all signing parties. 
· Erasure/Destruction: Deleting or securely disposing of the data on Partner request, in line with regulatory and legal requirements. 
Automated or Manual Processing:  
· Automated (IP Address) 
· Manual 
	10 years after contract termination 

	8 
	Microsoft 
One Microsoft Way, Redmond, WA 98052, USA 
	Processing of contact details (name, e-mail) of Partner for project and consultation and communication purposes. 
	Region: Europe 
	· Name 
· Surname 
· E-Mail Address 
· Phone Number (if part of e-mail) 
· Physical Address (if part of e-mail) 
· IP Address 
· Location (IP based or through calendar invite) 
	Types of Processing Activities: 
· Collection: Gathering personal data from individuals. 
· Storage: Saving or retaining the data in a database or system. 
· Transfer: Invite e-mail send to join Miro board to collaborators. 
· Erasure/Destruction: Deleting or securely disposing of the data on Partner request, in line with regulatory and legal requirements. 
Automated or Manual Processing:  
Manual 
	Duration of the contract. 

	9 
	Atlassian 
1098 Harrison Street, San Francisco, California 94103 
	Processing of contact details (name, e-mail) of partner for project and change request consultation purposes. 
	Productive: Germany 
 
Backup: Ireland 
	· Name 
· Surname 
· E-Mail Address 
· IP Address 
· Location (IP based) 
· Information supplied by the partner, i.e. data controller, in shared workspace (JIRA tickets) 
	Types of Processing Activities: 
· Collection: Gathering personal data from individuals. 
· Storage: Saving or retaining the data in a database or system. 
· Transfer: Invite e-mail send to join space to collaborators and notifications send. 
· Erasure/Destruction: Deleting or securely disposing of the data on Partner request, in line with regulatory and legal requirements. 
Automated or Manual Processing:  
· Automated 
· Manual 
	During change request and project consulting throughout the contract duration (optional – part of premium services), removal of users on data controller request and after the end of contract. 
 

	10 
	RealtimeBoard Inc., dba Miro 
201 Spear Street, Suite 1100 
San Francisco, CA 94105 
	Processing of contact details (name, e-mail) of partner for project and consultation purposes. 
	Productive:  
Ireland 
 
Backup:  
Germany 
	· Name 
· Surname 
· E-Mail Address 
	Types of Processing Activities: 
· Collection: Gathering personal data from individuals. 
· Storage: Saving or retaining the data in a database or system. 
· Transfer: Invite e-mail send to join Miro board to collaborators. 
· Erasure/Destruction: Deleting or securely disposing of the data on Partner request, in line with regulatory and legal requirements. 
Automated or Manual Processing:  
Manual 
	For the project / workshop / consulting duration, automatic removal of inactive users after 30 days. 

	11 
	Certinia 
2 Cardale Park 
Harrogate HG3 1RY 
United Kingdom 
	Processing of invoices via ID mapping over salesforce. 
	Region: London, UK 
	· Bank details 
· Salesforce assigned Partner ID which is mostly an identifier for the company and not for an individual  
	Types of Processing Activities: 
· Collection: Gathering personal data from individuals. 
· Storage: Saving or retaining the data in a database or system. 
· Erasure/Destruction: Deleting or securely disposing of the data on Partner request, in line with regulatory and legal requirements. 
Automated or Manual Processing:  
· Automated 
· Manual 
	10 years following contract termination as required by Financial and Tax laws in Germany 

	12 
	Wazuh Inc., 800 W El Camino Real Suite 180, Mountain View, CA 94040, USA 
	Log data storage and analysis for security monitoring 
	AWS Region: Frankfurt, Germany 
	· Log data, possibly including IP addresses and system-related metadata associated with user sessions or automated actions 
	Collection, Storage, Analysis, Erasure/Destruction; Automated 
	For the duration of the contract, deletion on Hubject request 

	13 
	WOW24-7, 
571 S. Washington, Afton, Wyoming, 83110, USA 
	Processing partner requests and incident reports via call and entering them in the Hubject ticket system (Zendesk). 
	Call center services based in the Ukraine: 
· Kyiv (Office 1): 30/39 Shchekavytska St., Kyiv, Ukraine, 02000 
· Kyiv (Office 2): 12 Sichovyh Striltsiv, Kyiv, Ukraine, 04053 
· Lviv: 36/1 Gazova Str, Lviv, Ukraine, 79019 
 
Hosting and storage in Zendesk (Germany) 
	Partner contact data: 
· Name 
· E-Mail 
· Phone number 
· Other partner provided information including enduser data 
· Call recording (on Zendesk) 
	Types of Processing Activities: 
· Collection: Gathering personal data from individuals. 
· Storage: Saving or retaining the data in a database or system (Zendesk). 
Automated or Manual Processing:  
· Manual 
	For the call duration, no recording of the call or retaining of data after the contact has seized 
 
For Quality Assurance (call recording only) – time to be confirmed 

	14 
	Weflow, 
Oranienburger Str. 1-3, 10178 Berlin, Germany 
 
	Processing of partner data for invoicing, payment processing and communication through automated data capture, streamlining workflows, reducing manual data entry, and enhance forecasting accuracy. 
	Region: Frankfurt, Germany – on Salesforce 
	· Name 
· E-Mail 
· Phone number 
· Bank details 
· Other partner provided information 
	Types of Processing Activities: 
· Collection: Gathering personal data from individuals. 
· Storage: Saving or retaining the data in a database or system (Salesforce). 
· Erasure/Destruction: Deleting or securely disposing of the data on Partner request, in line with regulatory and legal requirements. 
Automated or Manual Processing:  
· Automated 
	Duration of the contract – no separate data storage aside from Salesforce 
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