ADDENDUM TO THE STANDARD DATA PROCESSING AGREEMENT BASED ON STANDARD CONTRACTUAL CLAUSES 
 
This Addendum (“Addendum”) supplements and forms an integral part of the Data Processing Agreement based on the EU Standard Contractual Clauses (SCCs) (“DPA”) concluded between: 
 
Data exporter(s):  
	 
	 
	 
Name: … 
Address: … 
Contact person’s name, position and contact details: … 
Activities relevant to the data transferred under this Addendum: … 
Role (controller/processor): Controller 


 
	 
	 
	 


 
Data importer(s):  
	 
	 
	 
Name: Hubject GmbH 
Address: EUREF-Campus 22, 10829 Berlin 
Contact person’s name, position and contact details:  
· [Account/Partner contact – to be filled in by Hubject each time] 
Role (controller/processor): Processor 
 
Purpose 
This Addendum defines the processing of personal data in relation to additional or optional Services provided by Hubject GmbH that are not part of the standard service portfolio described in the main DPA. 
All provisions of the DPA, including the SCCs, apply accordingly. 
The applicability of individual Services depends on the respective commercial or service contract between the Parties. 
 
Scope and Application 
The following additional Services may involve the processing of personal data beyond the standard Hubject offerings: 
· Plug&Charge Direct: Enables Plug&Charge authorization via credit card without requiring an e-Mobility Service Provider (MSP) contract for the end customer. The end user can initiate and complete a Plug&Charge session directly using credit card credentials within Hubject’s secure ecosystem. 
· Plug&Charge Confidence Score: Provides a data-driven reliability indicator that reflects if a charging station is Plug&Charge capable. The service analyzes recent authenticated charging interactions within Hubject’s secure ecosystem and generates a score based on the authentication data. This score enables operators, OEMs, and service providers to assess network performance, identify issues, and improve the end-user charging experience. 
Relevance to Personal Data Processing 
In the context of these services, Hubject processes limited categories of personal data strictly as required for the technical enablement of services.  
For services such as invoicing and Plug&Charge direct services, Hubject processes directly identifiable information (e.g., name, address, and network tokens). In these cases, Hubject implements strict access controls, encryption, and retention policies aligned with GDPR to ensure robust end-user data protection. 


 
	 
	 


Categories of Personal Data 
 
	Category 
	Service 
	Data 
	Description 
	Source 

	Identification feature 
	Plug&Charge Confidence Score 
	EVSEID 
	Electric Vehicle Supply Equipment ID 
	CPO (origin) 
EMP (transfer) 

	
	Plug&Charge Direct Services 
	EMAID 
	E-Mobility Account Identifier 
	EMP (origin) 
CPO (transfer) 

	
	
	PCID 
	Provisioning Certificate Identifier 
	OEM 

	
	
	Payment Token 
	 Value generated by the tokenizing party, it is used to  to reference on to the networktoken which are stored in PCI complient Payment Token Provider Systems  
	OEM (transfer - Controller) 
PSP (origin – 3rd Party Service Provider) 

	
	
	Credit Card End User Data /  
	Name of end user (B2C) 
	CPO (origin/transfer) 
OEM (origin/transfer) 
PSP (origin) 

	
	
	Credit Card End User Address 
	Address of end user (B2C) 
	CPO  
(origin/transfer) 
OEM (origin/transfer) 
PSP (origin) 


 
Technical and Organisational Measures (TOMs) 
All technical and organisational measures described in Annex II to the DPA apply to these Services. 
Additional or service-specific measures include: 
	Additional Measure 
	Description 

	Data minimisation 
	Only pseudonymised identifiers and session metadata (e.g., time and location) are processed when technically possible. 

	Encryption and pseudonymisation 
	All identifiers and geolocation data are encrypted in transit and at rest; pseudonymised session IDs used to avoid direct user attribution. 

	Role-based access 
	Access to data under this Addendum is restricted to authorised technical personnel involved in service provision and support. 

	Continuous monitoring 
	Services are monitored via Hubject’s ISO 27001-certified infrastructure; regular security audits ensure compliance. 


 
Sub-Processors 
The following sub-processors may support these additional Services, in addition to those listed in Annex III of the DPA: 
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	Name, address of the subcontractor 
	Purpose and content of the order (scope of the order by the Contractor) 
	Place of data processing 
	Transmission/access to personal data of the Client (type of data and group of data subjects) 
	Nature of processing activities 
	Duration 

	1 
	Amazon Web Services 
EMEA SARL   
38 Avenue John F. Kennedy   
L-1855 Luxembourg  
	Hosting of the eRoaming platform (incl. all components) and the Plug&Charge ecosystem 
	Productive:  
Frankfurt, Germany 
 
Backup:  
Dublin, Ireland  
	Additional Data processed/stored: 
· PCID 
· Payment Token 
· Credit Card End User Data / CPO End User Name 
· Credit Card End User Data / CPO End User Address 
	Types of Processing Activities: 
· Collection: Gathering personal data from individuals. 
· Storage: Saving or retaining the data in a database or system. 
· Erasure/Destruction: Deleting or securely disposing of the data on Partner request, in line with regulatory and legal requirements. 
Automated or Manual Processing:  
· Automated 
· Manual 
	For the contract duration, deletion on Hubject request 




Relationship to the Standard DPA 
This Addendum: 
· Forms an Addition to the SCC-based DPA and must be read together with it; 
· Does not modify or replace the SCCs or other clauses of the DPA; 
· Clarifies that only Services explicitly agreed in the individual contract between the Parties are applicable. 
In case of conflict, the provisions of the SCCs prevail. 
Signatures 
		For the Data Exporter 
	 


 
		 
	For the Data Importer (Hubject GmbH) 
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