


Real-World Examples 
of Cybersecurity and 
Smart Buildings 

For facility managers and IT professionals, if you are 

considering beefing up the security of your company's 

smart buildings, now is the time to take action. There are 

many precautionary tales you can find around data 

breaches. And although no one ever plans to be the 

subject of a story like this, buildings with smart 

technology are susceptible. Hospitals, banks, retail 

stores, and technology companies are not immune to 

hackers looking for vulnerabilities within smart building 

systems (SMS). To avoid expensive and damaging 

consequences, brands need to rely on preventative 

data security practices. 

To emphasize the importance of data security, we're 

sharing a few real-world examples. Within each 

situation, there are valuable lessons to learn from, 

especially as you implement tools for early detection 

and/or risk mitigation. 

• A smart thermometer in a casino lobby fish tank

gave hackers access to a high-roller database in

2018. Someone got into the fish tank, which had

sensors connected to a PC, and used it to move

around into other areas of the network. While the

casino's name was not disclosed, the report showed

that 10 GB of data was sent to a device.

• At a German office building, there was unauthorized

access of a building automation system (BAS). The

owners were locked out of the system and three­

quarters of several hundred devices were non­

operational from office lighting to motion detectors.

BAS devices were not restored until a few weeks

after the hack. Unfortunately, cyberattacks on
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https://www.getawair.com/pages/awair-for-business
https://www.washingtonpost.com/news/innovations/wp/2017/07/21/how-a-fish-tank-helped-hack-a-casino/
https://www.hstoday.us/featured/hidden-cybersecurity-challenges-of-smart-buildings/#_ftn3


https://www.facilitiesnet.com/security/article/5-Real-World-Incidents-Offer-Cybersecurity-Lessons-for-FMs--18191
https://medium.com/@Sendbird/implementing-single-sign-on-sso-for-a-product-dashboard-a20e90d5630e
https://medium.com/@Sendbird/implementing-single-sign-on-sso-for-a-product-dashboard-a20e90d5630e
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