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UNECE WP.29

(ECE/TRANS/WP.29)

UNECE WP.29 harmonizes international vehicle
regulations for safety, environmental protection, and
automotive cybersecurity and software updates.

What it is

UNECE WP.29 is an international regulatory framework that governs the harmonization of vehicle standards, including
requirements for automotive cybersecurity and software updates, to support road safety and data protection. The
framework aims to ensure that connected vehicles are equipped with robust cybersecurity safeguards and that
manufacturers effectively manage emerging cyber threats throughout a vehicle's lifecycle.

Published by the United Nations Economic Commission for Europe (UNECE) through the World Forum for Harmonization
of Vehicle Regulations (WP.29), these regulations are mandatory for automotive manufacturers operating in regions
adopting UNECE standards. The framework covers areas such as cybersecurity risk management, incident response,
supply chain security, and compliance oversight for vehicle systems.

At a glance
PUBLISHER TYPE VERSION
United Nations Economic Regulation 1958 /1997 / 1998

Commission for Europe (UNECE)

EFFECTIVE DOMAIN FAMILY

6 June 1952 Quality & Safety Other

REGION INDUSTRY ADOPTION MODEL

United Nations Economic Automotive Regulatory Compliance

Commission for Europe (UNECE)

IMPLEMENTATION COMPLEXITY
High

Source: https://unece.org/transport/vehicle-regulations/world-forum-harmonization-vehicle-regulations-wp29

Why it matters

¢ Strengthen automotive cybersecurity governance Enable comprehensive oversight of vehicle cybersecurity risks through
structured policies, processes, and continuous risk assessment.

e Support global regulatory compliance Facilitate adherence to international vehicle cybersecurity and software update
mandates, reducing legal and operational compliance risks.

¢ Enhance supply chain security Promote consistent cybersecurity practices among manufacturers and suppliers, minimizing
vulnerabilities throughout the automotive ecosystem.

¢ Improve incident response readiness Establish requirements for rapid detection, reporting, and remediation of
cybersecurity incidents impacting vehicle systems.

UNECE WP.29 - Framework datasheet Updated Sep 26, 2026 - © 2026 SmartSuite Inc. All rights reserved. Page 1 of 3



SmartSuite FRAMEWORK / QUALITY & SAFETY / OTHER

How SmartSuite supports UNECE WP.29

Vehicle Cybersecurity Governance Connected Vehicle Risk Secure Development and Software
Library Management Update Governance

Structure WP.29 cybersecurity and Track threats, vulnerabilities, and risk Manage software update processes,
software update management mitigation actions affecting connected approval workflows, and verification
requirements with mapped controls and vehicle systems. activities for vehicle systems.
ownership.

Vehicle Vulnerability and Incident Supplier Cybersecurity and Vehicle Regulatory Approval
Monitoring Compliance Tracking Readiness Reporting

Monitor vulnerability disclosures, incident Track supplier cybersecurity Provide dashboards summarizing
investigations, and remediation actions requirements, component security cybersecurity program maturity and
impacting vehicle cybersecurity. documentation, and third-party readiness for vehicle regulatory approval.

compliance evidence.

Common framework mappings

GDPR ISO/SAE 21434 ISO 27001:2022 NIST CSF 2.0 NIST 800-53 Rev.5 TISAX ISA v6 UNECE R155

Official resources

UNECE WP.29 Regulation Texts Global Technical Regulations (GTRs)

Official UNECE documents outlining vehicle safety and Defines harmonized technical regulations for vehicle safety and
environmental regulations under WP.29. environmental performance.
unece.org/transport/standards/wp29 unece.org/transport/gtrs

UN Vehicle Regulations Overview Technical Guidance on Vehicle Standards

Provides an overview of the UNECE vehicle regulatory framework Outlines technical details and standards for vehicle regulation
and its global impact. compliance under UNECE WP.29.

unece.org/vehicle-regulations unece.org/technical-standards

Frequently asked questions

What is UNECE WP.29 used for?

UNECE WP.29 provides a regulatory framework for the harmonization of vehicle regulations, focusing on vehicle safety, environmental
protection, cybersecurity, and software updates. It establishes international standards that member countries and manufacturers
follow to ensure vehicles are safe, secure, and environmentally compliant. The goal is to facilitate international trade and enhance road
safety by unifying vehicle requirements.

Is compliance with UNECE WP.29 mandatory?

UNECE WP.29 regulations are mandatory in countries that have adopted them into national law, especially in the European Union and
other UNECE contracting parties. For automotive manufacturers selling vehicles in these jurisdictions, compliance is a legal
requirement. Other countries or regions may use the framework as a best practice or adapt it into their own regulations.

What vehicles are covered under UNECE WP.29?

UNECE WP.29 applies to passenger cars, commercial vehicles, and systems or components intended for these vehicles, including
electrical, software, and cyber-physical systems. The scope varies according to specific regulations within the WP.29 framework,
such as UN R155 (cybersecurity) and UN R156 (software updates), but typically includes all newly type-approved vehicles in
participating countries.
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What are the key requirements for cybersecurity under UNECE WP.29?

Key requirements under UNECE WP.29 for cybersecurity, as defined in UN Regulation No. 155, include establishing a Cybersecurity
Management System (CSMS), performing comprehensive risk assessments, implementing technical and organizational controls, and
maintaining continuous monitoring and incident response capabilities. Evidence of compliance must be provided through
documentation and audit trails during type approval processes.

How is UNECE WP.29 implemented within an automotive organization?

Implementation involves developing and maintaining management systems for cybersecurity (CSMS) and software updates (SUMS),
conducting organizational risk assessments, deploying controls, and documenting processes. Regular internal audits, employee
training, and continuous improvement cycles are essential components for demonstrating effective ongoing compliance.

How does UNECE WP.29 relate to other automotive cybersecurity standards like ISO/SAE 21434?

UNECE WP.29 and ISO/SAE 21434 are complementary; WP.29 sets regulatory vehicle requirements while ISO/SAE 21434 provides
detailed best practices for managing automotive cybersecurity risks. Organizations often align their internal processes with ISO/SAE
21434 to meet WP.29 regulatory obligations and facilitate successful type approval.

What are the ongoing compliance requirements for UNECE WP.29?

Ongoing compliance requires regular maintenance and documentation of management systems, continuous risk monitoring, incident
reporting, analysis of emerging threats, and timely security updates. Organizations must provide auditable evidence and support
periodic re-assessment by authorities to ensure sustained conformity with WP.29 regulations.

How would SmartSuite support UNECE WP.29?

SmartSuite can support UNECE WP.29 by providing centralized platforms for risk tracking, facilitating control management such as
CSMS and SUMS documentation, collecting and organizing compliance evidence, managing audit workflows, and generating
compliance reports. These features help streamline type approval readiness and simplify ongoing regulatory obligations under UNECE
WP.29.

License included / downloadable: Yes UNECE WP.29 vehicle regulations are publicly available for download from the UNECE website. License
included with platform

Full framework page and mappings: smartsuite.com/frameworks/unece-wp29-world-forum-for-harmonization-of-vehicle-regulations
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