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From Audit to Resilience: A Practical Process to Strengthen Cybersecurity in Thai
Government Environments

A white paper on Cybersecurity by Indochina Space for Thai Government agencies.

Prepared by Marco Capriz, Chief Technical Officer
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Abstract

Thailand’s cybersecurity challenge is shifting from compliance and isolated defensive tools towards
operational resilience. Government agencies now rely on interconnected digital services, shared data platforms,
operational technology, telecoms infrastructure, cloud systems, and external providers. These dependencies
improve public service delivery, but they also create new pathways for cybercrime, espionage, service disruption,
and compromise of critical national functions.

This white paper proposes a structured process for strengthening cybersecurity in Thai Government environments.
The process moves from discovery and technical assessment through adversary emulation, remediation, validation,
continuous monitoring, intelligence fusion, and capability transfer. Its purpose is to identify real exp

realistic attack paths, prioritise operational risk, and verify that corrective action has improved p

operations, adversary emulation, operational-technology assessment, and investigati
Space provides Thai-side coordination, localisation, implementation support, and con
Thai command authority, data control, mission ownership, and final decision-making.

The paper applies this approach to national cyber coordination, defence e 'rs,%lw-enforcemen'r and
anti-scam operations, public health systems, utilities, and other Critical Igft astructure. Its central
conclusion is that Thailand requires a disciplined, Thai-controlled resiliefige prd@ess that protects the systems that
matter most and converts cybersecurity investment into verified 1

ational confidence, and
sustainable national capability.

Strategic Context: Thailand’s Cy Requirement

Thailand’s cybersecurity requirement has expan e uch broader digital environment in which

public administration, defence operations, poli
utility management, transport, telecommuniggti
connected. The resulting cyber risk@pow &8s th

s, healthcare delivery, financial crime response,
itical Information Infrastructure are increasingly
| to affect operational continuity, public trust, national
security, financial stability, and the d€liveMpof esSential services.

This shift reflects the wider di
services, shared database

rigtion of Thai Government operations. Agencies are adopting online
systems, mobile applications, digital identity mechanisms, remote

access, sensor networks, an@ data ange platforms. These systems improve efficiency and enable faster

public service delive so create more routes through which hostile actors, criminal groups,
insider threats; atl suppliers, or poorly governed external connections can reach sensitive
environments grated the public sector becomes, the more cybersecurity depends on the security of
interfaces bet gnisations, sectors, platforms, and service providers.

Th&l n recognises cybersecurity as a national priority. The National Cyber Security Agency and

Thai ide national coordination, incident reporting, Critical Information Infrastructure engagement, and

technical ity-building. The Royal Thai Armed Forces and individual service cyber centres are developing
cyber capabilities as part of modern multi-domain operations. The Cyber Crime Investigation Bureau and anti-
scam centres are responding to high-volume online fraud, cybercrime, digital evidence handling, financial tracing,
and transnational criminal networks. The Ministry of Public Health has established a Health CIRT role to
coordinate cyber incident handling across the public health sector. These developments show that Thailand’s
cyber challenge is not caused by institutional neglect. The issue is that the threat environment is evolving faster

than traditional, fragmented, and audit-led cyber approaches can comfortably manage.

The requirement is therefore shifting from basic cybersecurity compliance towards operational cyber
resilience. Compliance remains necessary, particularly under Thailand’s Cybersecurity Act, the Personal Data
Protection Act, and sector-specific requirements. However, compliance alone does not prove that an agency can
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withstand a realistic attack, detect compromise early, coordinate a response, protect essential operations, or
restore trust after an incident. A system may pass a formal audit and still contain exploitable pathways,
weak segmentation, excessive privileges, insecure remote access, outdated operational technology,
vulnerable third-party connections, or insufficient monitoring.

A more mature cybersecurity requirement must ask which systems matter most to the mission; which interfaces
allow outsiders, suppliers, or partner agencies to influence operations; how a capable adversary would move
from initial access to operational effect; whether defenders can see that movement; whether response teams can
act quickly; whether remediation has been verified; and whether Thai operators can sustain the capability after
external support has ended. These are operational questions, not purely technical ones.

This is particularly important in Thai Government environments where information technology and
technology now intersect. Defence systems depend on radar, communications, logistics, comman
networks, satellite links, sensors, and hybrid IT/OT infrastructure. Utilities rely on SCADA, te jons,

field devices, control centres, remote maintenance links, and third-party providers. Hospitd patient
databases, connected medical systems, support infrastructure, web portals, and nati forms. Law-
enforcement and anti-scam operations depend on high-volume data fusion across ba ecommunications,
digital platforms, blockchain traces, and international partners. In each case, cybersec ure can produce
operational consequences beyond the compromised computer. 'S

The strategic requirement is also shaped by scale. National agencies st de itiShigh volumes of alerts,

reports, cases, digital evidence, suspicious accounts, malware sam posed services, and cross-sector

dependencies. Manual processes and isolated tools can work but they become unreliable

when threats are continuous and distributed. This is why jires stronger automation, better

identifying meaningful patterns, and supporting hy an rather than overwhelming them.
A further requirement is sovereignty of control port for government environments must not
imply loss of command authority, data ownership, | discretion, or national control. Thai agencies must

retain approval over testing, access, dat li ting, remediation priorities, and operational decisions.
, training, platforms, and technical expertise, but the
ership. This is particularly important in defence, public health,

| Information Infrastructure, where data sensitivity and public

External specialist partners can pr&id
operating model must preserve Tha
policing, national cyber coo n
accountability are high.

The practical requirement Thoilgn®is therefore a structured, repeatable process that can be applied
i nt environments. Such a process should begin with discovery and exposure
nical assessment and adversary emulation, convert findings into operationally

In this
cyber cap®ity with Thai-side coordination, localisation, and continuity. DEAS brings expertise in defence-grade

Indochina Space and DEAS Cyber+ can support Thai agencies by combining specialist international

cyber resilience, adversary emulation, Al-enabled SOC operations, managed security services, cyber intelligence,
operational-technology assessment, and investigative data fusion. Indochina Space can support engagement with Thai
stakeholders, project coordination, local integration, documentation, continuity, and capability transfer. Together, the
two organisations can help Thai Government bodies move from periodic assessment towards measurable resilience,

while maintaining Thai control over systems, data, and operational decisions.

Thailand’s cybersecurity requirement is therefore best understood as a national resilience requirement. It is about
protecting the public functions, critical services, military capabilities, investigative systems, and digital trust
mechanisms on which modern government now depends. The appropriate response is a controlled process that
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identifies real exposure, tests realistic threats, strengthens the systems that matter most, and leaves Thai agencies
with greater operational confidence and a more sustainable cyber capability.

THAILAND’S CYBERSECURITY REQUIREMENT

Protecting National Functions. Enabling Digital Thailand.

EXPANDING CYBER RISK

A BROADER DIGITAL ENVIRONMENT
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efence, Expanding Attack Surface

Thailand’s public-sector cy
connected, while the defensiv

e is that the systems being protected are becoming more
round them often remain divided by agency, sector, platform,
procurement history, and

operate and the way manYapubli@organisations are organised to defend themselves.

A cyber adversd follow the easiest route into a target environment. That route may be a public

website, a weg

an unpatd insecure application interface, a compromised user account, or an operational-
Te‘nol c hat was never designed for hostile digital exposure. The attacker sees pathways. The
defedge y sé@departments, systems, contracts, and reporting lines.

This creat practical problem for government environments. One team may manage enterprise IT. Another

may own operational technology. Other groups may control telecoms links, cloud services, digital identity,
procurement, public-facing applications, physical infrastructure, or specialist mission systems. External contractors
may operate important components under separate support arrangements. Logs may be held in different tools.
Alerts may be reviewed by different teams. Incident escalation may follow different chains of command. This
structure makes institutional sense, but it can obscure the full attack path.

Fragmentation weakens defence because cyber incidents rarely remain confined to one technical domain. A
suspicious login, unusual network traffic, endpoint alert, supplier access event, and database query may each
appear minor when viewed separately. Combined, they may show reconnaissance, credential misuse, lateral
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movement, data staging, or preparation for disruption. Without correlation, an organisation may see
disconnected events while the attacker sees a route.

The attack surface is also expanding at the boundaries between organisations and systems. Vendor access,
inter-agency data exchange, remote support, cloud integration, outsourced operations, shared platforms, and
sector-wide reporting mechanisms all create legitimate operational value. They also create dependency and trust
relationships that must be controlled, monitored, and periodically tested. Weaknesses at these boundaries can
become more important than weaknesses inside a single system, because they provide movement between
environments.

Legacy systems add another layer of exposure. Many government and critical-service environments

equipment that remains operational for many years because replacement is costly, disruptive, or
difficult. This is common in operational technology, healthcare systems, utility environments, def
communications systems, and specialised platforms. Such systems may be difficult to patch, semsiti ning,
dependent on vendor support, or poorly suited to modern monitoring. They cannot be ignd
often support essential services.

The convergence of information technology (IT) and operational technology (OT) esihis risk more

serious. Office systems can often tolerate standard cyber tools, routine scap patching cycles, and endpoint

spifal support systems,
room infrastructure. A cyber

controls. Operational environments may involve radar, communications gate
industrial controllers, sensors, field devices, substations, shipboard systds,or
incident in these environments can affect service availability, operation@l readiness, patient safety, public

confidence, or physical processes. Assessment methods must thergfor ed to the environment, rather than

copied from ordinary corporate IT.

resilience. Audits are necessary for
help confirm that policies, controls, and
ersary can chain weaknesses together,

A further weakness is the tendency to treat audits a
governance, legal accountability, and management
procedures exist. They do not always show whe
whether defenders can detect lateral moveme mand escalation will work under pressure, or

whether remediation has removed the op jon system can satisfy a control checklist and still contain a

realistic path to compromise. L 3

Visibility remains one of the trojats. WAany agencies can observe parts of their environment, but lack a

consolidated picture of assets, remote access, privileged accounts, third-party connections,
exposed services, and ope, nseqUences. This limits prioritisation. Teams may spend effort on weaknesses
that are visible and easy t@repo le less obvious pathways into mission-critical systems remain insufficiently

understood.

Scale compou . National agencies and major public-sector operators face large volumes of alerts,

fraud reports, idence, suspicious accounts, malware events, access anomalies, exposed services, and
incident

triag conf@xtual intelligence. When tools remain isolated, more data can produce less clarity.

man analysts cannot interpret this volume manually without correlation, automation,
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THE CORE PROBLEM: FRAGMENTED DEFENCE, EXPANDING ATTACK SURFACE

1. ATTACKERS SEE PATHWAYS

They go where it is easiest.

2. DEFENCES ARE FRAGMENTED
Organised in silos. Limited visibility across the whole system.
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3. EXPANDING ATTACK SURFACE
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i n = - b4 mission-critical? before damage occurs?
gﬂ ﬂ e@ What are our real Has remediation
v attack paths? remeved the risk?
Lateral Service di i Data loss Impact on operations, High response cost
intrusions across systems and downtime theft and fraud safety and public trust and long recovery Can we detect early Can we sustain

and respond in time? capability over time?

6. THE RESPONSE: A CONNECTED RESILIENCE PROCESS

Q-+ X -9~ 6 - R

Map exposure Prioritise by Remediate Validate Monitor & correlate
mission impact i i

7. THE WAY FORWARD

Connect efforts. See across boundaries.
Test what matters. Protect operations.
Preserve Thai control.

Test realistic
; Stronger together. Resilient by design.

Transfer capability
to Thai teams

and assets a

Specialist Capability Thai-Side Enabler

Thai Control, Mission Ownership

A <
VALUE OF THE DEAS - -K— Adversary emulation, OT assessment, ? ’ woocana  Coordination, localisation, integration, Data control, decision authority
INDOCHINA SPACE MODEL o Al SOC, monitoring, intelligence, % ‘ SPACE  stakeholder engagement, documentation, and operational responsibility
investigative fusion continuity remain with Thailand
-

ach to cybersecurity.

essential operational questions. Which s

*

the highest risk? Which weaknesses'c

adversary early? Can it contgin ¢

validated? Can local teams s

The response should be

tools. Exposure must baun ed deross systems and organisational boundaries. Realistic adversary behaviour

ditions. Findings must be prioritised by mission consequence. Remediation must
| verified. Monitoring must improve from isolated alerts to correlated operational

Indochina Space model has practical value. DEAS can provide specialist capability in

n, operational-technology assessment, Al-enabled SOC support, managed monitoring, cyber
investigative fusion. Indochina Space can provide Thai-side coordination, localisation, integration
support, staReholder engagement, documentation, and continuity. The objective is to connect assessment,

remediation, validation, monitoring, and capability transfer into one process.

The core problem is therefore fragmentation. Thailand has active cyber institutions, capable personnel, legal
frameworks, military cyber functions, law-enforcement structures, national coordination bodies, and sectoral
response mechanisms. The next requirement is to connect these efforts into a process that sees across
boundaries, tests real attack paths, protects operational systems, and preserves Thai control while using
specialist external expertise where it adds measurable value.
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A Process for Enhancing Cybersecurity in Thai Government
Environments

Thai Government cybersecurity should be strengthened through a staged resilience process. The objective is to
move from partial visibility and periodic assurance towards a repeatable model that identifies exposure, tests
realistic threats, closes weaknesses, validates improvement, and leaves Thai teams with sustainable operational
capability.

The proposed process has nine stages: discover, assess, emulate, prioritise, remediate, validate, monitor, train,
and sustain.

Discover. The first stage is to establish a clear view of the environment being protected. This incl
critical systems, exposed services, privileged users, external connections, cloud platforms, opera nology
assets, supplier access routes, data flows, and mission dependencies. Discovery should foc
operationally, rather than producing a large inventory with little risk context.

Assess. The second stage is to examine the technical and organisational weaknesses that collld affect those

systems. This includes configuration weaknesses, identity and access-control is; remot ss exposure,
insecure interfaces, insufficient logging, weak segmentation, legacy-system d-pQ‘y dependencies, and
OT/IT convergence points. Assessment should distinguish between ordi icalindings and weaknesses that
could affect essential services, public trust, defence readiness, investig@tions, are delivery, or Critical

Information Infrastructure.

Emulate. The third stage is to test realistic adversary beho roved and controlled conditions.

Adversary emulation shows how a capable attacker coulé
pe

tial access to operational effect. It can
e, data access, service disruption, and
Bl view of real attack paths, rather than a

test reconnaissance, credential misuse, lateral move
response procedures. This stage gives decision-mak
theoretical list of vulnerabilities.

@ consequence. Government agencies should not treat
d public-facing low-risk system is different from one that

Prioritise. The fourth stage is to rank fin

every vulnerability as equal. A wedknpe
enables access to command petwo

coordination platforms. Priori ofisider likelihood, exploitability, system criticality, operational

impact, public sensitivity, le nd remediation feasibility.

Remediate. The fifth stage @to cl e most important weaknesses through practical corrective action.

trol reform, segmentation, secure remote-access design, patching, hardening,

logging improveiie r-control changes, incident-response workflow updates, monitoring improvements,
or compensati egacy systems that cannot be replaced quickly. Remediation should be documented

clearly, wi assigned to the appropriate Thai agency, integrator, vendor, or operating team.

ssential because corrective action has limited value unless it can be shown to have worked.
Validation converts cybersecurity activity into evidence of improved protection.

Monitor. The seventh stage is to move from periodic assessment to continuous operational awareness. Monitoring
should correlate security events, identity activity, network behaviour, endpoint data, remote-access logs, threat
intelligence, and operational context. For national or sector-wide environments, monitoring should support triage
and escalation rather than producing unmanaged alert volume. The objective is earlier detection, clearer
prioritisation, and faster response.

Train. The eighth stage is to transfer methods and operational knowledge to Thai teams. Training should be
linked to the systems and workflows actually used by the agency. It should include analyst workflows, incident
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escalation procedures, and post-incident review. Training should build confidence in Thai operators, not
dependency on external personnel.

Sustain. The final stage is to make the capability durable. Sustainment requires governance, periodic re-
assessment, updated threat scenarios, refreshed asset and dependency maps, maintained monitoring rules, tested
incident procedures, supplier-control reviews, and clear ownership of the resilience process. The end-state should
be a Thai-controlled capability that can be improved over time.

A PROCESS FOR ENHANCING CYBERSECURITY
IN THAI GOVERNMENT ENVIRONMENTS

From Exposure to Resilience

@ = % o
—] . = l - N ‘
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2 R @& 2
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\ 4
ge uomplefe cybersecurity resilience.

isciplined route from risk discovery to verified protection. It also

Figuregg: A

This staged process gives Thai
defines where DEAS and Indo
adversary emulation, OT a

n'add value. DEAS can provide specialist methods, platforms,
abled SOC support, cyber intelligence, and validation expertise.
Indochina Space can prow
engagement and co

equence. Discovery without assessment produces inventory. Assessment without

d assurance. Emulation without remediation produces awareness without improvement.
validation produces uncertainty. Monitoring without training produces dependency. Training
produces temporary capability. The full process creates a practical path from exposure to
resilienc

DEAS and Indochina Space Operating Model

The proposed operating model combines specialist international cyber capability with Thai-side implementation,
coordination, and sustainment. DEAS Cyber+ provides the technical depth, methods, platforms, and operational
cyber expertise. Indochina Space provides the local structure required to make those capabilities usable within
Thai Government environments.

DEAS acts as the specialist capability provider. Its role is to deliver advanced cyber methodology, technical tools,
operational platforms, cyber intelligence support, adversary emulation, Al-enabled Security Operations Centre
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capability, operational-technology assessment, and specialist training. These capabilities are relevant where Thai
agencies require assessment beyond ordinary IT security, realistic attack-path testing, stronger monitoring, improved

incident response, and protection of critical or cyber-physical systems.

Indochina Space acts as the Thai implementation and continuity partner. Its role is to coordinate with government
stakeholders, support local project management, assist with integration into Thai operational environments, prepare
documentation, manage local communication, and maintain continuity between DEAS specialists and Thai agencies.
This role is important because cyber capability must be adapted to Thai institutional structures, approval processes,

operational realities, language requirements, and legal responsibilities.

The model preserves Thai command authority. Thai agencies retain control over scope, testing ap
system access, data handling, reporting, remediation decisions, operational priorities, and final u
findings. DEAS and Indochina Space provide support within approved boundaries. They do no agenty

ownership of mission, data, or decision-making. h

5. DEAS AND INDOCHINA SPACE OPERATING MODEL

Specialist Cyber Expertise. Local Implementation. Thai Sovereignty.

INDOCHINA SPACE

DEAS CYBER+
SPECIALIST CAPABILITY PROVIDER

WORKING TOGETHER
Complementary strengths.
Shared objective.

SPACE
Local Coordination & Government E:
@ Stakeholder & Inter-Agency Liaison
THAI CONTROL

Integration Support & Localisation
AT ALL TIMES I@

@ Thai command authority

THAI IMPLEMENTATION & CONTINUITY PARTNER

Cyber Methodology & Frameworks

Tools, Platforms & Technology

Cyber Intelligence

<

Adversary Emulation & Attack Simulation Thai-Side Project Management

- @ Mission and data ownership
Al-Enabled SOC & Monitoring Documentation & Reporting
@ Scope and access approval

@ Remediation decisions

Continuity & Operational Support
@ Reporting and use of findings, g POROnN, eps

OT / ICS Assessment & Protection

ESb6nn

Specialist Training & Knowledge Transfer Pathway to Sovereign Sustainment

a

[

W
GOVERNANCE & PRINCIPLES
Secure by Design Data Protection & Legal, Policy & @ Transparency & ... Capacity Building Thailand First.
& Approved Scope & Confidentiality ==V Regulatory Alig A A@D o Thai Teams Sovereignty Always.
OUTCOME
G/ v > 2 [ ) o ® P
©) il Cx ( 111
Stronger Cyber Reduced Risk to Better Detection Skilled & Confident Sustainable Thai Control.
Resilience Critical Operations & Faster Response Thai Teams Capability Long-Term Security.
‘ v Figure 4: DEAS and Indochina Space operating model.
The mo separates specialist delivery from sovereign sustainment. DEAS can introduce advanced methods,

platforms, Qpd training; Indochina Space can help embed them into Thai workflows and support their continued
use. Over time, the objective is to reduce dependence on external intervention by transferring procedures,
operating knowledge, documentation, and practical skills to Thai teams.

This structure is particularly suitable for sensitive government environments. Defence networks, law-enforcement
systems, public health platforms, Critical Information Infrastructure, and national cyber coordination functions
require technical capability and local accountability at the same time. The DEAS—Indochina Space model
provides access to specialist cyber expertise while keeping implementation, continuity, and operational control
anchored in Thailand.
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The operating model should therefore be treated as a parinership framework, rather than a vendor delivery
arrangement. DEAS strengthens the technical and methodological base. Indochina Space provides the local
implementation layer. Thai agencies retain authority and ownership. The intended outcome is a practical route
from external expertise to Thai-controlled cyber resilience.

Capability Modules

The proposed process is supported by six capability modules. Each module addresses a different part of the
cyber-resilience problem: operational technology exposure, intelligence fusion, continuous monitoring, realistic
adversary testing, controlled access and compliance, and long-term capability development.

Archimede: OT and Cyber-Physical Security ‘\

ARCHIMEDE

Operational Flow

Assessment
Session

Active P S Asset P S Passive Network
Scanning Classification Discovery

\ 4
Attack
Planning

Controlled
Simulation

essescsccccsscccscscscccccccdP

Analysis & Sedvesinesies
Reporting <

e ©: Archimede operational flow.

Archimede supports the asg@Ssien Opérational Technology, Industrial Control Systems, and cyber-physical
environments. These enviroNlents ficli8le control systems, sensors, radar-related infrastructure, hospital support

systems, utility gasset: % and other systems where digital compromise can affect physical operations or

essential service

Its value lies in systems that cannot be treated like ordinary office IT. Many OT environments contain
Ievcy i protocols, vendor-managed components, long replacement cycles, and strict availability
requigemelis. S ard scanning or intrusive testing can create operational risk if applied without adaptation.
Archim vides a more suitable approach by supporting passive discovery, calibrated assessment, asset

classificatiol, controlled testing, and structured vulnerability analysis.

For Thai Government environments, Archimede is most relevant where operational continuity matters. This
includes defence infrastructure, utilities, public health systems, transport systems, communications networks,
and other Critical Information Infrastructure. The objective is to identify exposure, understand dependencies,
recommend practical controls, and reduce risk without disrupting the systems being protected.
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Orion: Intelligence and Investigative Fusion

Orion supports intelligence-led analysis by aggregating and correlating heterogeneous data. It is designed for
environments where relevant information is spread across different systems, formats, agencies, sources, and
investigative workflows.

() ORION

FUNCTIONAL FRAMEWORK

Continuous human-Al Multiple sources working in Al as a team of specialized
interaction unison virtual assistants

The operator formulates and modifies Social networks, places and sites of Al orchestrates requests to data sources
the query based on each result, interest, passive and active cyber based on operator queries, auto-
narrowing or broadening the search. reconnaissance services, public and iterating the process and combining the
It is essential for complex private leaks, current and past economic results to uncover hidden insights.
investigations that require deep and financial situation, sanctions, and The operator returns to focus on the
integration of data from multiple tactical and strategic geopolitical analysis. intelligence meaning of the data.
sources.

Its value lies in turning fragmented data into a
operations, national threat monitoring, fraud o
coordination all depend on the ability to dsignals. These may include technical indicators, financial
traces, telecommunications data, ogen-sagkce i nce, leaked data, malware patterns, infrastructure links,

and case records.

For Thai agencies, Orion is pa elévant to CCIB, anti-scam operations, NCSA, ThaiCERT, defence
intelligence support, and §€ctor-leWel cyber coordination. It can support analysts by improving correlation,
accelerating investigati ntifyfhg hidden relationships, and providing a clearer basis for operational
decision-making, It s s an intelligence-support capability under Thai data-control and access rules.

Al SOC and uous Monitoring and Managed Response

d Security Service Provider model supports continuous monitoring, event correlation,
d managed protection. It is relevant where agencies face high alert volumes, limited analyst
uted infrastructure, or the need for 24/7 operational awareness.
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Al SOC

FRAMEWORK
MODULE

Threat Detection

Our solution protects OT networks by identifying critical threats and anomalies in real time. It transforms
complex SIEM alerts into clear, actionable insights by empowering SOC L1 operations to recognize threat
actors before they can strike.

Malware Analysis

A comprehensive platform for deep malware analysis, integrating multi-antivirus scanning, sandboxing,
and a proprietary Al-based similarity detection system, to strengthen SOC L2 operations.

Digital Forensic
A forensic accelerator that leverages Al to speed up and improve the accuracy of incident investigations,
optimizing SOC L3 operations.

Situational Awareness
A real-time system that provides a comprehensive view of the security landscape, helping organizations
understand and respond to threats by integrating data from multiple sources.

Al Copilot
A specialized and trained chatbot to assist operators at every level of the SOC in carrying out operational
activities.

Its value lies in improving detection and response at scale. A Seq
piel

s Centre can integrate signals
from network monitoring, endpoints, identity systems, threat

gs, remote-access channels, and
operational systems. Al-enabled workflows can support g, event prioritisation, analyst guidance,
and faster response. Managed services can help ag coverage while internal capacity is being

developed.

For Thai Government environments, this mo
defence cyber centres, public-sector pla

t to national cyber coordination, Health CIRT,

ical Information Infrastructure operators. It can help
move agencies from isolated ale®Pha correlated operational awareness. Its deployment should
be governed by clear rules on data h escdlation authority, reporting, and Thai agency ownership.

Adversary Emulation: Reall§sic R&ili€nce Testing

Adversary emulation tests fow a le attacker could compromise an organisation under authorised and
controlled conditions. e ofél ordinary vulnerability assessment by examining attack paths, decision
points, detecti ap calation, lateral movement, persistence, data access, and operational
consequences.

$
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OFFENSIVE SECURITY
pe'ns Adversary Emulation Operations

yber+

CLASSIFIED

Advanced threat actors engaged in cyber intelligence operations aimed at

exfiltrating sensitive information and compromising critical infrastructure.

HACKTIVISM
Cyber propaganda operations aimed at damaging the reputation of
public bodies or organizations.

Ransomware groups and other threat actors engaged in operations
aimed at financial extortion through system compromise and
encryption.

Figure 8: DEAS adversary emulation cafgbilitie

Its value lies in exposing how weaknesses combine. A single vuln@ra ppear manageable when

considered alone. Several modest weaknesses can become, ained together through identity misuse,

weak segmentation, supplier access, exposed services, a ing. Adversary emulation shows whether

existing controls would stop, detect, or delay a reali

For Thai agencies, this module is relevant to
scam infrastructure, law-enforcement syste

reporting lines. The output should b
validation steps.

Zero Trust and Complia ontRalled Access and Governance

Zero Trust provides a govenance @n@parchitecture model based on continuous verification, least privilege, strong

identity control, seg xplicit trust boundaries. It is useful in government environments where users,

contractors, supfhiers s, cloud systems, and operational platforms interact across complex networks.
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| Compliance Consulting Services
DEAS

Cyber+

CLASSIFIED

Supporting complex organizations' compliance with European
cybersecurity regulations.

INDUSTRY 0i—"""—"
Consulting and drafting of new guidelines for the safe supply of
complex systems in the naval and aerospace sectors.

Consulting and drafting of new policies for secure provisioning in
the implementation of complex systems in the naval and
aerospace sectors.

monitoring of privileged activity. A Zero Trust approach define who can access which systems,

under what conditions, for what purpose, and with w] itoring.

Compliance remains important. Thai agencies egulatory obligations, including cybersecurity,
data protection, procurement, sectoral, and au@i ements. The proposed approach treats compliance as
governance support for resilience.‘o nd audit evidence should align with operational reality,

including tested controls, verified rem i ident procedures, and documented ownership.

Capacity Building: Traini afd Sustainment

Capacity building ensures y impFOvement remains in Thailand after external support has ended. It
should be treated as a cor@capaldilii® module rather than an optional training add-on.

Its value lies in erm dependency. Thai teams need practical knowledge of the systems they
operate, the t
therefore be i eal agency environments, live workflows, approved exercises, incident scenarios,
OT-speci s, SOC operations, intelligence analysis, evidence handling, and management
escalgti
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Advanced Training and Vertical Courses

We design cybersecurity training programs specifically aimed at the Armed Forces,
institutions, and central and local public administrations.

The content we offer ranges from regulatory, compliance, legal, geopolitical, and warfare
aspects to more technical and detailed coverage of Al, web and network technologies, radio
protocols, and many other specialized disciplines, both offensive and defensive.

We tailor the course, adapting it to the operational context, to enable end users to
promptly face the digital challenges of today and tomorrow.

We also collaborate with top Italian universities to offer master's degrees and specialized
courses.

: UNIVERSITA
< DEGLI STUDI DI BARI
UNIVERSITA DI PISA ALDO MORO

Figure 10: Advanced training servj@es.

Capacity building should include technical training, analyst ment, i articipation, documentation,
operating procedures, post-incident review methods, and periodie ment. Indochina Space can support this

ring documentation, and helping
provide the specialist technical content,

process by maintaining local continuity, coordinating stak
translate specialist methods into Thai operating practi
exercise design, advanced methodology, and platf ning.

Combined Value of the Modules

These modules are strongest when&sed o rocess. Archimede identifies OT and cyber-physical

exposure. Orion strengthens intelligence and MSSP improve continuous monitoring and response.

Adversary emulation tests regl att rust and compliance provide governance and access control.

Capacity building transfers k

Together, they create a prfictical ¢ bility architecture for Thai Government cybersecurity. The aim is to move

from isolated tools andgpe ic a§8urance towards a Thai-controlled resilience model that can discover exposure,

or contfinuously, and sustain capability over time.

'y model can be applied selectively across Thai Government sectors according to mission
sitivity, and institutional mandate. Each sector has a different cyber profile, but the same core

NCSA and ThaiCERT

NCSA and ThaiCERT are central to Thailand’s national cyber coordination function. Their role requires broad
visibility across Critical Information Infrastructure, rapid incident handling, technical guidance, inter-agency
coordination, and support to national cyber readiness.

The proposed model can support NCSA through national cyber monitoring uplift, Cll resilience testing,
intelligence fusion, and structured cyber exercises. Al SOC and MSSP capabilities can help manage high alert
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volumes and improve triage. Orion can support cross-agency intelligence correlation. Adversary emulation can
test whether existing coordination frameworks work under realistic pressure.

A practical first step would be a controlled pilot exercise with selected Cll operators in a high-priority sector such as
energy, finance, telecommunications, or public health. The exercise should test technical defences, reporting channels,
escalation procedures, inter-agency communication, and decision-making under realistic conditions. The output should
be a validated improvement plan for participating organisations and a reusable exercise model for wider national
deployment.

This approach would strengthen NCSA's ability to move from coordination to measurable resilience. It would also
give ThaiCERT better operational context for incident response, threat prioritisation, and national-le porting.

Defence and Armed Forces

Thai defence environments require cybersecurity that supports operational readiness. Militdpy s, command
systems, radar infrastructure, communications gateways, logistics platforms, training netwo oard systems,
air operations infrastructure, and hybrid IT/OT environments must remain available, ff0sted, ilient under
pressure.

The proposed model can support the Royal Thai Armed Forces, Royal T
other defence bodies through military-grade adversary emulation, o

Orion can support classified or controlled intelligence analysis, stibij
capabilities can improve detection, triage, and response in

The strongest initial use case is a Thai adaptation of a
systems, naval operational networks, logistics infrastr

Defence cybersecurity must remairﬁniss
what could be disrupted, what could
quickly Thai commanders an S

CCIB, ACC, A a d police and government structures must process large numbers of reports, digital

traces, suspicio tincial movements, telecommunications indicators, social media artefacts, mule-
account netwo currency trails, and international leads.

Th’pr sed can support this environment through intelligence fusion, Al-assisted investigation,
mal tering, digital evidence protection, infrastructure hardening, and resilience testing of

investigdtive ®ystems. Orion is particularly relevant because cybercrime investigations often require correlation
across fragmented sources. Al SOC capabilities can support rapid analysis of technical indicators, malicious
infrastructure, phishing campaigns, malware families, and repeated criminal patterns.

Adversary emulation also has value for law-enforcement and anti-scam environments. It can test whether
investigative platforms, evidence repositories, reporting systems, and coordination channels are adequately
protected against criminal retaliation, insider compromise, credential theft, or targeted disruption. This matters
because successful anti-scam operations can make investigative bodies and evidence systems attractive targets.

A practical first step would be an intelligence-fusion pilot focused on one high-volume scam type, such as phishing,

call-centre fraud, mule-account coordination, or cryptocurrency-enabled fraud. The objective would be to improve
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pattern recognition, case linkage, suspect-network mapping, and operational prioritisation. A parallel resilience
review should assess the security of sensitive investigative data and digital evidence workflows.

The intended outcome is faster case correlation, stronger protection of evidential systems, and improved
operational awareness across agencies, banks, telecoms operators, and international partners.

MOPH and Health CIRT

Thailand’s public health sector requires cybersecurity that protects patient data, public health services, hospital
operations, connected medical systems, and national digital health platforms. MOPH and Health CIRT operate in
a distributed environment where central policy, provincial hospitals, local systems, web platforms, support

infrastructure, and clinical services must be coordinated.

environments where availability and safety matter. Orion can provide threat and inci
sector.

A practical first step would be a feasibility study for a coordinated monit
should define what data should be monitored, which entities should repo ould be prioritised, how

provincial systems should escalate incidents, and how MOPH shoul ional view without over-

|

aDrotect patient services and data while

centralising sensitive data.

A second step would be targeted assessment of selected igital health platforms. This should

include identity controls, exposed services, remote ac ications, backup resilience, incident reporting,
connected devices, and support infrastructure. The oRje

improving Health CIRT's ability to detect and ¢ afe resgbnses

Power, Utility, and Other Cll Envir t
Power, utility, telecommunications, tr wa and other Critical Information Infrastructure environments
require cybersecurity that p e continuity. These sectors depend on interconnected control centres,

io
substations, field devices, tele DAY communications links, maintenance providers, external data

exchanges, and legacy op

The proposed mode ort)€ll operators through OT asset discovery, boundary assessment, remote-

access review, 2 analysis, supplier-interface assessment, incident-response validation, and

continuous mg ede is central to this use case because many utility environments contain OT and

A test whether an attacker could move from enterprise systems, supplier access, or remote

The high areas are often found at operational boundaries. These include vendor access, third-party
maintenance links, inter-control-centre data exchange, insecure remote sessions, poorly governed privileged
accounts, weak segmentation between IT and OT, and legacy devices that cannot be patched easily. These areas
should be assessed early because they can create routes into critical operations.

A practical first step would be a boundary-focused OT resilience assessment for a selected utility or Cll operator. The
assessment should map external connections, trust relationships, remote-access mechanisms, segmentation controls,
key operational assets, and incident containment procedures. The output should be a prioritised remediation plan and
a validation exercise to confirm that the highest-risk pathways have been reduced.
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Cross-Sector Integration

The strongest value comes from applying the model across sectors without forcing every agency into the
same technical template. NCSA requires national coordination and Cll visibility. Defence requires mission
assurance and operational impact testing. CCIB and anti-scam bodies require intelligence fusion and evidential
resilience. MOPH requires distributed monitoring and patient-service protection. Utilities require OT resilience and

boundary control.

The common requirement is a shared process. Each sector should discover its real exposure, assess weaknesses in
context, emulate realistic threats, prioritise by mission impact, remediate practically, validate improvement,
monitor continuously, train Thai teams, and sustain capability over time.

This approach allows Thailand to strengthen cybersecurity where it matters most while respectin

control, and decision authority throughout.

APPLICATION TO THAI GOVERNMENT SECTORS

Applying a common resilience process to the missions that matter most.

Q Understand exposure @ Test realistic threats ..I Prioritise impact Improve monitoring o Validate remediation ,"{ Build Thai capability

'.‘_ CCIB & ANTI-SCAM POWER, UTILITY &

OTHER CII SECTORS

DEFENCE &
@@ ARMED FORCES

4B NCSA/ THAICERT B MOPH&
BHB HEALTH CIRT
ROLE

Protect patient data and health services
across a distributed healthcare

‘\O\ OPERATIONS

FIITFT  National Cyber Coordination
=t

ROLE
Ensure continuity of essential services in
highly interconnected OT/ICS environments.

ROLE
Disrupt cybercrime and scams, protect
citizens, secure investigative data

ROLE
Protect operational readiness, command
systems, military infrastructure, and

ROLE
Coordinate national cyber readiness,
protect CIl, provide technical

guidance, and respond to incidents. mission-critical capabilities. and systems. environment.
HOW THE MODEL APPLIES HOW THE MODEL APPLIES HOW THE MODEL APPLIES HOW THE MODEL APPLIES HOW THE MODEL APPLIES
@ National cyber monitoring upift M. Miltary-grade sdversary emuiation | B Inteligence fusion across data sources Sector-wide monitoring architecture Jag OT ssset discovery and classification
@ Cli resilience testing and exercises @ :’: '/.‘f‘s and mission-system Q’ Al-assisted investigation & patterning ° Health CIRT capability uplift @’7 Boundary, remote access & vendor risk
Intelli e fusion and q " " |- ] "
X eI SOC strengthening and monitoring I Malware & nfrastructure analysis QR Hospital & medical system F, mor analysis
F11y ::f;'mncv coordination 23 Cyber exercises and red teaming Q)  Resience of investigative platforms m Incident faapome workflow f::,:::’:‘"ﬂ".:;?""g &
laybooks improvement
@ A1 SOC support for triage é) Command-chain & escalation EB Digital evidence protection & integrity Q OT-like :‘ impact testing
and response validation - assessment adversary emulation)
EXAMPLE FIRST STEP EXAMPLE FIRST STEP EXAMPLE FIRST STEP EXAMPLE FIRST STEP EXAMPLE FIRST STEP
Pilot national cyber exercise with Conduct a controfied cyber exercise Pilot intelligence-fusion project on a Feasibility study for coordinated Boundary-focused OT resilience
‘selected Cll operators to test detection, @ 555inst a priority mission domain high-volume scam type to enhance m monitoring for Health CIRT, assessment for a selected utility
reporig, sacaletion sndiner-agercy | | DD (oG i defunce; evel wyelois, correlation, case finkage and v followed by targeted assessment of to identify high-risk pathways and
coordination. logistics networks). network mapping. hospitels and digital hesith platiorms. remediation priorities.
CROSS-SECTOR INTEGRATION
Each sector foeds into a e
stronger national picture and 2 l@ q Im
benofits from shared intelligonce. -
standards, and coordinated Shared threat Common standards Inter-agency Joint exercises Knowledge sharing Stronger national
rosponse. intelligence and guidance coordination and validation and lessons learned cyber resilience

SUPPORTED BY CAPABILITY MODULES OPERATING PRINCIPLES PARTNERSHIP MODEL

. =
o Zero Trust & p @ Thai command and data ownership DEAS provides specialist cyber
. ¥ .
% P x Complisnce [>~] prre e '9\ capabity. ndochina Space
Archimede Orion AI'SOC / MSSP Adversary Controlled Access | Capacity Buikding Bawed seondocued provides local implementation
OT & Cyber-Physical Inteligence & Continuous Monitoring Emulation & Governance Training, Transfer & @ Proportionate and practical and continuity. Thai agencies
& Realistic Testing of N . retain ownership, control and
Sy — prsphpersns Sustainment © Secure by design, privacy protacted - o

) STRONGER TOGETHER. SECURE THAILAND. PROTECT OUR PEOPLE, SERVICES AND NATIONAL INTERESTS

\\ Figure 11: Application of DEAS solutions to government sectors.
Governance, Data Control and Sovereignty

Governance is central to any cybersecurity support model for Thai Government environments. Cybersecurity work
in defence, policing, public health, national coordination, and Critical Information Infrastructure involves sensitive
systems, sensitive data, legal duties, and public accountability. The operating model must therefore be built
around Thai authority from the start.

Thai agencies retain command authority at all times. They define the mission, approve the scope, decide which systems
may be examined, set operational constraints, and determine how findings are used. DEAS and Indochina Space
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provide technical and implementation support within those approved limits. They do not take operational control of
government systems or replace agency decision-making.

Thai agencies retain mission ownership. Each organisation remains responsible for the public function, defence
mission, investigation, health service, infrastructure operation, or national coordination role that it performs.
Cybersecurity support should strengthen that mission, not create a parallel structure outside the agency’s chain of
authority. Technical work must therefore be aligned with the agency’s operational priorities, risk appetite, legal
obligations, and internal approval processes.

Thai agencies retain data control. Access to logs, network information, digital evidence, system configurations,
user records, operational data, patient data, classified material, or investigative information must b verned

by agency-approved rules. Data handling arrangements should define what may be accessed,
processed, who may see it, how it is stored, how long it is retained, and how it is deleted or ret
data should remain within Thai-approved environments unless explicit authority is granted.

Thai agencies retain test approval. Adversary emulation, vulnerability assessment,
deployment, evidence analysis, and cyber exercises must operate under agreed rul
rules should define authorised targets, permitted methods, timing, escalation channels,

reporting requirements, and stop conditions. This is especially important in nce, healthcare, utility, and
public-service environments where testing can affect operational availabilit o antrolled.

Thai agencies retain legal responsibility. Cybersecurity support must@omply@with Thai law, agency regulations,
procurement requirements, data-protection obligations, confide dential standards, and sector-

specific controls. DEAS and Indochina Space can support complidhc h documentation, technical reporting,

audit evidence, and structured procedures, but accountabj h the relevant Thai authority.

Thai agencies retain operational decision-making i ssessments, monitoring, intelligence analysis,
exercises, or incident response should support Thai . They should not dictate operational action.

Decisions on remediation priority, service interg@pti igCommunication, legal reporting, disciplinary action,
supplier management, evidence handling, g& esta  national authorities must remain with the authorised
Thai organisation. L N

DEAS and Indochina Spac c o support within Thai-approved boundaries. DEAS contributes
specialist cyber methods, plat i ig@pce, assessment capability, adversary emulation, Al SOC support, OT

expertise, and training. In pports local coordination, documentation, stakeholder engagement,
integration, continuity, and i-si oject management. Their roles are enabling roles. The authority to direct,

Thai agenci€s access to advanced assessment, monitoring, intelligence, and resilience methods without

surrendering control over systems, data, missions, or decisions. The intended outcome is a cybersecurity
partnership that strengthens Thai capability, supports legal accountability, and leaves operational authority
where it belongs: with Thailand.
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GOVERNANCE, DATA CONTROL AND SOVEREIGNTY

A sovereign approach that keeps Thai agencies in command, protects sensitive data, and ensures accountable, lawful operations.

THAI AGENCIES RETAIN FULL AUTHORITY AND OWNERSHIP AT ALL TIMES

DEAS and Indochina Space provide controlled support within Thai-approved boundaries.

O 6 0 6 & ® 0

COMMAND MISSION DATA TEST LEGAL OPERATIONAL ACCOUNTABILITY
AUTHORITY OWNERSHIP CONTROL APPROVAL RESPONSIBILITY DECISION-MAKING & OVERSIGHT
« Thai agencies define mission, =+ Agencies remain responsible « Thai agencies control access  * All testing, assessments « Compliance with Thai law, « Findings inform Thai « Thai agencies oversee all
approve scope and systems, for their public functions and to all data, systems and and exercises require ions, pi decisi k activities and outcomes.
set constraints and priorities. operational outcomes. evidence. explicit approval. rules and sector obligations.  , pocicions on remediation, « Right to direct, restrict,
« DEAS and Indochina Space « Cybersecurity support « Data handling follows « Rules of engagement define  « DEAS and Indochina Space service impact, reporting, pause o terminate
support within approved strengthens the mission, Thai-approved rules on authorised targets, methods, support through documentation, escalation and communications activities at any time.
limits. not create a parallel access, use, storage, timing, safety, escalation reporting and procedures. remain with the authorised
structure. retention and disposal. and stop conditions. Thai agency.

FORMAL GOVERNANCE FRAMEWORK

Approved Scope @  Dets Handling Plan Access Control Plan Rules of Engagement Reporting Structure °
Clear objectives, ga Access, processing. Least privilege access, Authorised methods, 3] Oefined reporting. .a Clear roles, owners a Protection of sensitive
e systems and boundaries - retention and disposal identity verification and constraints, escalation Y=] classification and ‘and dacision authority information and
controlled by Thai agency activity logging and stop conditions. distribution evidential integrity
DEAS PROVIDES SPECIALIST CAPABILITY INDOCHINA SPACE PROVIDES LOCAL SUPPORT THE INTENDED OUTCOME
@ Advanced cyber methodology Al SOC and monitoring @@ Local coordination and E Documentation, translation @ Sovereignty and control remain with Thai agencies
and assessment capability @B govcnment engagement and reporting
@ Sensitive data is protected and handled lawfully
Cyber intelligence and h OT and ICS assessment ve] Thai-side project management Compliance with Thai :
@ threet snslysls eportioe Y=l andsiake o 2 ooty s rgulitions @ Testing and support operate within approved boundaries
x Adversary emulation and m Specialist training and ngeation abpport ond Potitvay 16 soumrsign @  stronger cybersecurity with clear accountability
realience:tondiog NI inowedge transfer @ operational continuity _,-'I sustainment @ Capability transfer enables long-term Thai ownership

THAI OWNERSHIP. THAI CON STRONGER RESILIENCE /.;3\ Partnership. Respect. Sovereignty.
l@ Bol o TR ﬁ Aligned to Thai Law a Secure by Design Transparent Protecthig Thailand's People,
e and Policy and by Operation and Accountable Services and National Interests
~
Figure 12: All control and nan ed by Thai agencies.

Concluding Remarks

Thailand’s cybersecurity requirement is n af @ esilience requirement. Public administration, defence

operations, law enforcement, healtficgr
Infrastructure all depend on systems 1

e €nvironments can affect essential services, public trust,
tient safety, and national security.

dependencies. Cybersecurit
operational readiness, inv

The central task is to gmented defence towards a structured and repeatable resilience process.

ced

ewrom

Thai agencies eir exposure, assess weaknesses in context, test realistic attack paths,

prioritise risk b quence, remediate practical weaknesses, validate improvement, monitor

continuously, t , and sustain capability over time. This process turns cybersecurity from a periodic

assurance, disciplined operational function.

A g
DEA + anQy/ndochina Space can support this transition through a clear division of roles. DEAS provides
speciali methodology, platforms, intelligence, adversary emulation, Al-enabled SOC capability, OT

assessment, Qnd training. Indochina Space provides Thai-side coordination, government engagement, integration
support, documentation, continuity, and project management. Thai agencies retain command authority, mission
ownership, data control, testing approval, legal responsibility, and operational decision-making throughout.

The proposed model is applicable across several high-value environments. NCSA and ThaiCERT can use it to
strengthen national monitoring, Cll resilience testing, incident coordination, and intelligence fusion. Defence
organisations can use it to test mission impact, protect command chains, assess hybrid IT/OT systems, and improve
cyber readiness. CCIB and anti-scam bodies can use it to improve investigative fusion, digital evidence protection,
and resilience of high-volume cybercrime operations. MOPH and Health CIRT can use it to improve sector-wide
visibility, incident response, and protection of health platforms and cyber-physical systems. Power, utility, and
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other Cll operators can use it to strengthen OT visibility, boundary control, supplier-risk management, and
operational continuity.

The policy conclusion is straightforward. Thailand does not need more disconnected cyber tools. It needs a
Thai-controlled process that connects assessment, remediation, validation, monitoring, and capability
transfer. External expertise should strengthen Thai capability, not replace it. The intended outcome is stronger
protection for critical systems, faster detection and response, better evidence of risk reduction, and a sustainable
national cyber capability that remains under Thai authority.
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