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Best Practice Configuration Management for Microsoft 365

Microsoft 365 security and governance starts with configuration management.
Template your ideal configurations, detect when they drift, enable configuration backup and
restore, and effortlessly audit all changes with CoreView Configuration Manager for Microsoft 365.

The Pain: Slow and Error Prone M365 Configuration

Microsoft 365 is the world’s most powerful digital workspace solution.
But managing multiple M365 clients comes with huge complexity:

« 18+ Admin Interfaces

« No Configuration Drift Detection
- No Consistency Across Tenants

« No Configuration Backup
« 5000+ Configuration Types
« Risk Of Misconfigurations

This complexity makes best practice security, governance, and
administration impractical, exposing you to unacceptable risk and
forcing you to manually configure and monitor configurations in M365.

The Solution: Configuration Manager for M365

CoreView Configuration Manager integrates with your M365 tenants,
giving you enhanced visibility and control and making it effortless to
enforce best practice across your configurations.
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Why CoreView Configuration Manager for M365:

Detect Microsoft 365 Misconfigurations: CoreView syncs your production
tenant to a baseline to detect when configurations vary.

Enable Configuration Change Management: Keep your Dev, Test, and
Prod tenants consistent to ensure proper change management.

Audit Configuration Changes: Get visibility of how configurations have
changed over time, who made the changes, and when.

Backup Microsoft 365 Configurations: Keep a backup of your
configurations to allow rapid recovery in disaster scenarios.

Rollback To A Previous State: Effortlessly roll back to a previous
configuration state when you need to.

Centralize Configuration Management: Manage configurations centrally
and deploy them consistently across multiple tenants.

Streamlined Intune App Packaging: Manage the lifecycles of Intune app
packages. Update and deploy new versions via automation.

Configuration Coverage

e Entra ID

- User Management
-External Identities
«Password Resets
-Hybrid Identity

@ Intune

- Device Config

« App Management
- Device Enrollment
+RBAC

+Networks

@ Purview

- Catalog

-Data Classification
- Sensitivity Labels

«Info Protection

@ Teams

«Teams & Channels
«Message Policies
«Meetings & Calls

«Teams Voice

9 SharePoint

- Site Collection

-RBAC
«Documents
- Content Types

@ Exchange

« Admin Audit Log

+ Mail Flow
« Accepted Domains
«Calendars

- Conditional Access
«Privileged Access

« Authentication

« App Management

- Security Baselines
«Update Management
- Endpoint Analytics

- Compliance

«Endpoint

«Cloud Apps
«ldentity

«Malware & Anti-Virus

«Data Governance
«Data Lineage

«Data Privacy

«Data Leak Protection

«External Access
«Guest Access

« Guest Permissions
«Security & Compliance

- Search & Navigation

« Security & Compliance
«Backup & Recovery
«Integrations & Apps

- DKIM signing

« Distribution groups

« Client access rules
«Mailbox Management
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Platform
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Management

Hybrid
Management

Access Reviews
Data

Audit (1 Year
Retention)

. SSO & Auditing
. SOC Il &SOocCli
- 1ISO 27001/18, 9001

« 130+ Out-of-the-box Reports

« Custom Reporting

- Microsoft 365 Governance
Center

« Customizable Admin Dashboards

. Alerts

« Multi-tenant Management

« Out-of-the-box CIS
Configurations

- Configuration Baselining

« Configuration Drift Detection

« Configuration Backup & Restore

- Enable Configuration Change
Management

- Multi-tenant Configuration

- Intune App Packaging

« 85+ Out-of-the-box Policies
« SharePoint & OneDrive

- Teams

- License Management

- License Optimization

- Entra App Management

- Copilot

- Exchange

- Intune

- Security & Identity

n/a

Optional Add-On

n/a
Optional Add-On

Optional Add-On

Optional Add-On

« SSO, RBAC, & Auditing
- SOC Il & SOC I
- 1ISO 27001/18, 9001

« 130+ Out-of-the-box Reports

« Custom Reporting

- Microsoft 365 Governance
Center

« Customizable Admin Dashboards

« Actionable Reporting
« Alerts
« Multi-tenant Management

Out-of-the-box CIS
Configurations

Configuration Baselining

- Configuration Drift Detection

- Configuration Backup & Restore
- Enable Configuration Change
Management

Multi-tenant Configuration
Intune App Packaging

« 85+ Out-of-the-box Policies &
Remediations

« SharePoint & OneDrive

- Teams

License Management

License Optimization

Entra App Management

- Copilot

- Exchange

« Intune

Security & Identity

Custom Policies

+ 150+ Out-of-the-box
Automations

« No Code Task Automation

- Trigger Automations in 3rd Party
SaaS Apps

- Approval Workflows

« Branching Logic

« ServiceNow Integration

Optional Add-On

Optional Add-On
Optional Add-On

Optional Add-On

Optional Add-On

« SSO, RBAC, & Auditing
- SOCI&SocCll
- 1ISO 27001/18, 9001

« 130+ Out-of-the-box Reports

« Custom Reporting

- Microsoft 365 Governance
Center

« Customizable Admin Dashboards

. Actionable Reporting

. Alerts

« Multi-tenant Management

« Out-of-the-box CIS
Configurations

- Configuration Baselining

- Configuration Drift Detection

- Configuration Backup & Restore

- Enable Configuration Change
Management

« Multi-tenant Configuration

« Intune App Packaging

- 85+ Out-of-the-box Policies &
Remediations

« SharePoint & OneDrive

« Teams

. License Management

. License Optimization

- Entra App Management

« Copilot

- Exchange

+ Intune

- Security & Identity

. Custom Policies

« 150+ Out-of-the-box
Automations

- No Code Task Automation

- Trigger Automations in 3rd Party
SaaS Apps

- Approval Workflows

« Branching Logic

- ServiceNow Integration

- Virtual Tenant Segmentation
- By User

- By Group

. By License (Pooling)

« By Teams Phone Number

- By Devices

- By Org Units

- Cross-tenant segmentation
« 400+ Properties

- On-Premises Active Directory
« On-Premises Exchange

Optional Add-On
Optional Add-On
(Includes SIEM Integration)

Optional Add-On
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