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Anticipate, withstand, and respond to Microsoft 365 tenant attacks. Gain un-paralleled visibility,
remove un-necessary privileges, backup configurations, prevent tampering, and rapidly recover

your tenant after an incident.

The Challenge: Your Microsoft 365 tenant is exposed
Despite offering amazing tools, there has never been a security
challenge like Microsoft 365:

- 55+ interconnected apps & « No tenant configuration

services backup
- 10,000 configuration settings « No visibility of configuration
. 90+ privileged roles tampering
. 200+ permissions - Tenant-wide privileges by
default

. Massive attack surface to monitor

Without a tenant-wide approach to building resilience, these risks
leave your organization hugely exposed to tenant takeover, tenant
downtime, and existential breaches.

CoreView Tenant Resilience for Microsoft 365

Gain un-paralleled visibility, remove un-necessary privileges, backup
configurations, prevent tampering, and rapidly recover your tenant

after an incident.
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Why CoreView Configuration Manager for M365:

Unified
Management Layer

B

Harden tenants against attack: CoreView's CIS configuration baseline
acts as a “golden image”, making it easy to harden your tenant(s) with
resilient configuration.

Segment tenants and remove excess privilege: Create virtual tenant
“segments” to enforce “just enough” access. Retire over-privileged
accounts and minimize admin exposure.

Detect configuration tampering: Dedicated dashboards monitor
and alert on tenant configuration changes. See instantly when an
unauthorized change occurs and rollback in minutes.

Restore configuration after incidents: Backup critical tenant
configuration settings and restore them with a single click in the event of
a disaster.

Build operational resilience: Monitor identity risk and security
policy enforcement. Use automation workflows to safely delegate
administrative tasks at speed and scale.

Configuration Coverage

e Entra ID

«User Management
- External Identities
-Password Resets

- Hybrid Identity

@ Intune

-Device Config
« App Management
- Device Enrollment

+Networks

c Purview

- Catalog
- Data Classification
- Sensitivity Labels
- Info Protection

e Teams

« Teams & Channels
- Message Policies
- Meetings & Calls
- Teams Voice

@ SharePoint

- Site Collection
-RBAC
«Documents

- Content Types

@ Exchange

« Admin Audit Log

- Mail Flow
« Accepted Domains
«Calendars

- Conditional Access
«Privileged Access

- Authentication

« App Management

- Security Baselines
-Update Management
-Endpoint Analytics

- Compliance

- Endpoint

«Cloud Apps

- Identity

-Malware & Anti-Virus

«Data Governance
-Data Lineage

- Data Privacy

-Data Leak Protection

- External Access
+Guest Access

- Guest Permissions

- Security & Compliance

-Search & Navigation

- Security & Compliance
- Backup & Recovery
-Integrations & Apps

- DKIM signing

- Distribution groups
- Client access rules
+ Mailbox Management



Feature

Visibility and
Control

CoreView Tenant
Resilience

.

Security and identity risk
dashboards

Custom dashboards
Alerts

50+ OQOTB resilience
reports

Custom reports
Multi-tenant mgmt.

CoreView Tenant
Management

Governance dashboard
Custom dashboards

- Alerts

130+ OOTB resilience
and management
reports

Custom reports
Multi-tenant mgmt.

CoreView ONE

- Security and identity risk

dashboards
Governance dashboard

« Custom dashboards
. Alerts

130+ OQOTB resilience
and management
reports

Custom reports

« Multi-tenant mgmt.

CoreView ONE Enterprise

.

Security and identity risk
dashboards

Governance dashboard
Custom dashboards
Alerts

130+ OOTB resilience
and management
reports

Custom reports
Multi-tenant mgmt.

Configuration

Backup & restore tenant
configurations

Align with industry
baselines

Drift detection

n/a

« Backup & restore tenant

configurations

Align with industry
baselines

Drift detection

Backup & restore tenant
configurations

Align with industry
baselines

Drift detection

Management [, configuration change . Configuration change . Configuration change
management management management
. Multi-tenant Multi-tenant . Multi-tenant
configuration configuration configuration
deployment deployment deployment
- 30+ OOTB policy 100+ OQTB policy 100+ OQTB policy . 100+ OQOTB policy
playbooks and playbooks and playbooks and playbooks and
remediations for: remediations for: remediations for: remediations for:
. + Security, Identity, Entra « Security, Identity, Entra « Security, Identity, Entra « Security, Identity, Entra
Policy Apps Apps, Apps, Apps,
Enforcement . . . . . . .
. Custom policies Licenses, SharePoint Licenses, SharePoint - Licenses, SharePoint
& OneDrive, Teams, & OneDrive, Teams, & OneDrive, Teams,
Devices, Copilot Devices, Copilot Devices, Copilot
Custom policies Custom policies . Custom policies
« 50+ OOTB “no code” task [« 150+ OOTB “no code” 150+ OQOTB “no code” . 150+ OQOTB “no code”
automation actions for: task automation actions task automation actions task automation actions
. Users, Security groups, for: for: for:
Distribution groups, Entra Users, Security groups, Users, Security groups, « Users, Security groups,
Apps, Exchange Distribution groups, Entra Distribution groups, Entra Distribution groups, Entra
. Custom actions & Apps, Exchange Apps, Exchange Apps, Exchange
workflows including M365 groups, Teams, « M365 groups, Teams, « M365 groups, Teams,
Task PowerShell SharePoint & OneDrive, SharePoint & OneDrive, SharePoint & OneDrive,
Automation Devices Devices Devices
Custom actions & Custom actions & . Custom actions &
workflows including workflows including workflows including
PowerShell PowerShell and 3rd party PowerShell and 3rd party
User templates for APIs. APIs.
onboarding, moving and User templates for . User templates for
offboarding onboarding, moving and onboarding, moving and
offboarding offboarding
. Optional add-on « Virtual tenant Virtual tenant - Virtual tenant
segmentation by over segmentation by over segmentation by over
. 400 properties (User, 400 properties (User, 400 properties (User,
Delegation Group, Domain, admin Group, Domain, admin Group, Domain, admin
Management task etc) task etc) task etc)
« Cross-tenant Cross-tenant « Cross-tenant
segmentation segmentation segmentation
Hvbrid . Optional add-on « Optional add-on - Optional add-on « Included (On-Premise
Y Active Directory &
Management Exchange)
Backup Users |- Included Optional add-on Included » Included
and Groups
Auditing (1 « Optional add-on « Optional add-on + Optional add-on + Included

year retention)

Access reviews

Optional add-on

Optional add-on

Optional add-on

Optional add-on

User rewind

Optional add-on

Optional add-on

Optional add-on

Optional add-on

Data

Optional add-on

Optional add-on

Optional add-on

Optional add-on
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