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CISCO XDR TEST DRIVE

Service Overview:

At Netnology, we specialize in XDR implementation services to expedite the adoption of Cisco XDR.
This test-drive offer will help customers develop a baseline understanding of Cisco XDR Solution and
its value proposition. This up to 4-hour session will demonstrate use-cases related to Cisco XDR. It
will also highlight the ease of configuration and manageability of this integrated solution. This test
drive is built and delivered by subject matter experts (SME) who have extensive experience of
working with Cisco XDR.

Solution Overview:

Cisco XDR stands for "Extended Detection and Response” and is a unified security solution that
integrates and correlates data from multiple security products across an organization’s network to detect,
prioritize and respond to threats more efficiently and effectively. XDR aims to reduce false positives and
provide advanced threat detection, investigation, and response capabilities across an organization's
entire IT infrastructure. XDR solutions are meant to help organizations better protect their networks,
endpoints, cloud environments, and other digital assets from a wide range of cyber threats, including
malware, ransomware, phishing attacks, and more.

¢ Flexible integration: The amount and method of integration with existing security solutions
depends on the XDR solution itself, but there is often a way to incorporate security tools,
especially endpoint security, into an XDR platform.

e Centralized view: XDR would not be much without a central view of the information that it is
collecting. XDR looks at most, if not all, of your security environment, and you need a central hub
to parse all that information.

e Machine learning: XDR platforms offer machine learning powered analysis of security data. This
is especially helpful in lowering response times because security personnel have less work to do
before they get to solve a security issue.

e Automation: Like SOAR solutions, XDR uses automation to reduce SecOps workloads. It only
automates simple tasks, but every little bit helps.

o Simplifying data collection and analysis: Automate the collection and correlation of security data
from across the organization's security environment.

e Providing better context for alerts: Progressive disclosure of information helps to quickly
determine the scope and severity of a potential threat.

Service Benefits:

Netnology has a team of world class engineers who specialize in Cisco’s XDR solution and are
passionate about customer success. Netnology will partner with you to provide:
e Step-by-step guidance on Cisco XDR deployment.
o Configuration and documentation of Cisco XDR.
o Knowledge transfer to ensure customers are ready to configure and manage the
environment. and to simplify device deployment.
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Service Scope:

As part of this up-to 4-hour Test Drive engagement, Netnology will provide the following services:

e Cisco XDR Overview
e Dashboard Customizations
e Integration’s Function and Performance Verification
o Cisco Secure Endpoint
o Cisco Duo
o Cisco Secure Firewall
o Cisco Secure Access
e Automation Workflow Overview

Target Audience:

This service is designed for Pre- and Post sales professionals selling, configuring, deploying, and
managing the Cisco XDR

Service Deliverables:

Deliverable Service Details
1. | Concepts e  Solution Overview
e Environment Overview

2. | Value-Prop e Value Proposition

e Ease of Configuration
3. | Execution ¢ XDR Configurations

e |Integrations
4. | Wrap-up e Lessons Learned

e Enhancements

e Q&A
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