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The Evolution of Chinese Smishing Syndicates and Digital Wallet Fraud

Executive Summary

This research presents an analysis of
sophisticated smishing campaigns orchestrated
by Chinese cybercriminal syndicates that have
systematically targeted victims worldwide
since early 2023. These operations represent

a paradigm shift in payment card fraud,
combining advanced SMS, RCS, and iMessage-
based social engineering with sophisticated
phishing infrastructure and real-time multi-factor
authentication bypass techniques. The primary
innovation lies in their strategic exploitation of
digital wallet tokenization systems, particularly
Apple Pay and Google Wallet, to circumvent
traditional fraud detection mechanisms.

Our investigation reveals an extensive criminal
ecosystem that may have compromised
between 12.7 million and 115 million payment
cards in the United States alone between

July 2023 and October 2024, with estimated
financial losses reaching into the billions of
dollars. The research documents the operational
evolution from simple package delivery scams
to sophisticated phishing-as-a-service platforms,
fake e-commerce operations, and most recently,
brokerage account takeover schemes.
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Introduction and Background

1. Introduction and Background

The landscape of SMS-based phishing attacks
underwent a dramatic transformation in August
2023, marking the emergence of what we now
believe is the most sophisticated and financially
damaging smishing operation in recorded
history. While SMS phishing has existed for
years, and the COVID-19 pandemic initially
created opportunities for package delivery
scams targeting services like RoyalMail in the
United Kingdom during 2020-2021, these early
campaigns were relatively unsophisticated,
short-lived, and didn’t utilize digital wallet
monetization.

The current wave of attacks, predominantly
orchestrated by Chinese-speaking threat actors,
represents a fundamental evolution in both
technical sophistication and strategic approach.
The defining characteristic of these operations
is their deliberate and systematic exploitation

of digital wallet provisioning processes,
transforming stolen payment card credentials
into tokenized assets within Apple Pay and
Google Wallet ecosystems. This approach
effectively bypasses traditional fraud detection
systems that rely on monitoring direct card
usage patterns, creating a new category of
financial crime that existing security frameworks
struggle to address.

Our investigation, spanning nearly two years

of continuous monitoring and analysis, has
uncovered a vast criminal infrastructure that
operates with the efficiency and scalability of
legitimate software-as-a-service businesses and
whose implications extend far beyond individual
financial losses.
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2. Research Methodology and Data Sources

This investigation employed a multi-faceted
research approach. Our methodology combined
technical analysis of recovered phishing

kits, further investigation of the phishing
infrastructure, and analysis of advertising
materials and tutorials created by the threat
actors themselves.
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3. Primary Threat Actor Analysis: “Lao Wang”

Our investigation initially identified a Chinese-
speaking developer operating under the
pseudonym “Lao Wang,” or alternatively “Wang
Duo Yu,” who appears to have established
one of the first popular phishing-as-a-service
operation with an integration to support digital
wallet exploitation. Analysis of recovered
phishing kit source code revealed extensive
Chinese-language commentary and direct
references to “Wang Duo Yu” within JavaScript
files.

Further open-source intelligence analysis
discovered advertisements for the service on
Chinese-language forums, ultimately leading us
to including the “dy_tongbu” Telegram channel
operated by the same individual. This channel,
established in February 2023, has evolved into a
sophisticated marketplace for phishing services,
demonstrating growth from approximately

2,800 members in August 2023 to over 4,400
members by early 2025.

VP@’ ETRSRISFT AR
- m‘l @dy_tongbu

2.76K 68 14 6

g Links

Subscribers  Photos Video

AL BANEA LS
=8/ FEERET AR
E—tg: @wangduoyul

WF2H, FATRETIrEIESR
inbS7cial ], SmTAERS

Figure 1. The dy_tongbu channel on Telegram where Lao Wang
offers phishing kits, tuition, and guides.

The channel operates exclusively in Chinese
using mainland slang and serves as both a
commercial platform and training center. The
services ecosystem includes comprehensive
ready-to-deploy subscription-based phishing kits
targeting various brands priced at approximately
$200 monthly, extensive educational resources
including customization tutorials and operational
guidance, and regular software updates with
detailed patch documentation.
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4. Technical Infrastructure and Attack Methodology

4.1 Phishing Kit Architecture R R S

if ($result—num_rows > 0) {
header('location: https://usps.com/');

exit;
The phishing kits developed by these syndicates }
incorporate defensive capabilities. Geofencing $sql = "SELECT * FROM "config' LINIT 1";
. . $result = sql::$conn—query($sql);
mechanisms restrict access to targeted 5 laEi e &) 5
header('HTTP/1.1 500 Forbidden');
geographic regions, while mobile user-agent y e
1 1 $res_arr = $result—fetch_array();
enforcement ensures that Onl‘y mObIle deVICeS $::oun‘2:*é_whiltel_igt = strtoupper($res_arr['country_whitelist']);
H H H H H $allow_[lc = (int)$res_arr['allow_pc'l];
can interact with the phishing pages. We believe satton.fo = (inc)$res_anrl allon.pe
the mobile-user agent restriction serves two VRREREEOLEEE = (T8 SR EE L T DS S
T . if ($allow_pc = 0) {
purposesa one to ensure that VICtImS are belng l 11' CE!p?ehzlg?matchg'/(phonelpad|podIiPhoneIJLPodliosliPadIzﬂ\ndrﬂoidlI"IobileIBlackBenPyIIEI"IobileIIVIQE]BPowsePIJUC|FennecIV\/OSBPov\fsePIBPOV\JsenNGIWebOS|Symbia
phished on the same mobile devices that will DR LECI L e Bl
ultimately receive the OTP messages, and two ,
. . . }
to hlnder SeCU”ty researCherS from analyZIng $country_whitelist_arr = $country_whitelist ? explode(',', $country_whitelist) : [];

$user_country_code = $checkDatal['location']['country']['code'];

and categorizing these phishing pages.

if (count($country_whitelist_arr) &% $user_country_code && !in_array($user_country_code, $country_whitelist_arr)) {
header('location: https://usps.com/');

The infrastructure also often employs IP e

blocking of known hosting providers, security el e e e S i R

vendor ranges, and Tor exit nodes, creating an sl - § S

additional layer of protection against detection BT eens INEPRS IR COT) 0%

and analysis. The distributed architecture Figure 2. Part of the index.php file showing surveillance countermeasures such as geo-fencing and user-agent filtering from one of
separates front-end phishing interfaces from Lao Wang's original phishing kits “v1~

back-end data collection systems, providing
resilience against takedown attempts. MySQL
is used as a database to store victim data and
configuration parameters.
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Technical Infrastructure and Attack Methodology

4.2 Victim Targeting and

Data Collection Process

Initial contact occurs through SMS, iMessage,
or RCS messages employing social engineering
lures related to package deliveries, toll road
payments, tax refunds, vehicle registrations,

or other urgent matters that require immediate

attention.

{D

+44 7480 693664

4:03PM

Please pay your FastTrak
Lane tolls by February 22,

2025. To avoid a fine and
keep your license, you can

pay at

http://ezdrivema.com-
vuire.top/i

(Please reply Y, then exit
the text message and
open it again to activate
the link, or copy the link
into your Safari browser

Victims are directed to mobile-optimized
phishing pages that have passed through the

defensive filtering systems described above.

lebaticarahf@outlook.com

The USPS package has arrived at the
warehouse and cannot be delivered
due to incomplete address information.
Please confirm your address in the link
within 12 hours.

https://cf-usps.shop

(Please reply to Y, then exit the SMS,
open the SMS activation link again, or
copy the link to Safari browser and

open it)

The US Postal team wishes you a
wonderful day

Report Junk

The data collection process begins with
personally identifiable information including full
names, physical addresses, email addresses,
and phone numbers, under the pretense of
being required for service verification or delivery
coordination.

himgirhnh@hotmail.com

Internal Revenue Service (IRS)

You are eligible to receive a
$1,400 Economic Impact
Payment. Please provide your
accurate personal information. We
will deposit the amount into your
bank account or mail a paper
check within 1 to 2 business days.

https://www.irs.gov.related-
tax.com

(Please reply with "Y," then exit
the text message. Open it again,
click the link, or copy it into your
Safari browser and open it.)

Figure 3. Examples of common US based smishing lures. In these examples we see classic toll road, package redelivery, and tax
refund/stimulus scams targeting American victims via iMessage.

The next step involves payment card information
collection, typically justified by small fees for
package redelivery, toll payments, or processing
charges. The threat actors will enrich this

card information using BIN (Bank Identification
Number) databases to identify issuing banks and
card types, as they will target specific banks
based on several factors including the perceived
value of the card and the strength of the bank’s
digital wallet security controls.

Finally, the phishing pages capture multi-factor
authentication OTP codes from the victim,
typically initiated when threat actors attempt to
provision the stolen card information to digital
wallets on attacker-controlled devices. This
process requires sophisticated coordination
between the attacker utilizing phishing
infrastructure and the victim who will receive and
enter the OTP code into the phishing page.
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Track another item

X

Delivered suspended

05-2023

Tracking number:

0GB

Figure 4. ARoyalMail example of the 5 stages of the phishing kits that a victim will go through, sourced from Lao Wang’s own
marketing videos in the dy_tongbu Telegram channel.

1. Information

* indicates a required field

G) fill i
Recipient name *
Address *

Town / City *

Postcode *
Country *

Email address *

2. Payment

* indicates a required field

Card Number *
Card Name *

Expiration *

Total Secure checkout

£0.75 ® vsa

[-_] | confirm | have read and understood the
-

SecAlliance

3. Payment security

* indicates a required field

Verification code *

Technical Infrastructure and Attack Methodology

Tracking number:
1LX06013 3

Item from:

Tracking history

Tue

USPS Tracking FAQs>

Remove X

Tracking Number:

9300120111410454390648

’ As o . -
Copy %" Add to Informed De ivery

Delivery failed, addressee
unknown

em was deliv
n BELL GARDEN

Get More Out of USPS Tracking:
(A USPS Tracking Plus

Out for Delivery

Arrived at Post Office

Get the Mail You Missed
Redelivered

Schedule a Redslivery

Step 1: Check if Redelivery is
avalilable for your address.

Payment

2. Billing

Billing Information

We will charge for redeliv

Credit &amp; Debit Card

a:\'-.' . I:"zl DISCOVER
EX:

Credit or Debit Card Information

*Required Field

jer's Name as it appears on card

SecAlliance

Payment Security

r

Verify payment details

= USPSCOM

ON ABOUT.USPS.COM

Q

USPS Tracking

Tracking Number: Remove X

~ i " .
Copy 7 Add to Informed Delivery

Latest Update

s possible.

(& Updated
Information has been updated

xt & Email Updates
Delivery Instructions
USPS Tracking Plus®

Product Information

A\

Figure 5. A USPS example of the 5 stages of the phishing kits that a victim will go through, sourced from Lao Wang’s own
marketing videos in-the dy_tongbu Telegram channel.
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4.3 Evolution from “v1” to
the “Lighthouse” Platform

August 2024 marked a significant technological
advancement with the introduction by Lao Wang
of the “Lighthouse” platform, representing a
huge leap in phishing kit sophistication and
operational capability. This platform features a
unified back-end architecture with modular front-
end components that enable rapid deployment
across multiple brand targets without requiring
painful code refactors.

The administrative interface of Lighthouse now
supports multiple languages including Chinese,
English, and Russian, indicating the global scope
of operations and the diversity of customers.
The platform provides comprehensive support
for all major multi-factor authentication bypass
techniques, including traditional SMS-based
one-time passwords, time-based authentication
tokens, email-based verification links, mobile
application authentication, PIN code verification,
and even card CVV codes used as secondary
authentication factors.

Technical Infrastructure and Attack Methodology

™ | % Lighthouse - 1i% % *

et B O £

Fowvm DmeE Desgmt Do DRATE D Ex® DTeme DuEis Dws DMmE D webwse D WMExS O Femmy Dwh DdamE DK DAFPs DT O« DPEE Owx O O O\ DmE O DO UARE

KX Lighthouse

COUNTRY NAME

{o

o S
0+ o
oo
"
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Figure 6. A screenshot of the Lighthouse administrative backend interface from Lao Wang’s own marketing videos in the dy_tongbu

Telegram channel.

Technical enhancements include an integrated
Bank Identification Number database that
enables real-time card issuer enrichment,
providing operators with immediate intelligence
about card types and issuing banks (without
needing to use an external BIN checking service
or API). Role-based access control systems
enable the platform to function as a true
software-as-a-service offering, with detailed
logging and audit capabilities that support
reselling the platform.

4 i | = )
A Q ﬁ.
Paid Users £ Pending Users
Pycckuin
+ Add BIN
EXPIRES cvv oTP USER ACTION UPDATE TIME ACTIONS
06:03:
d mitte 1

The platform integration with WordPress

and WooCommerce utilizing custom plugins
represents a strategic expansion into fake
e-commerce shops, while real-time data
exfiltration via AJAX enables keystroke capture
and immediate data transmission. These
capabilities enabled rapid scaling from 17
supported brands in a handful of countries in
the earlier “v1” kit to over 80 countries within
months of deployment.

10
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tastydailypyy3.shop

Wwe will ship all ordersbefore 08:00 the next day. = info@tastydailypyy3.shop 2 +44 785468111 f O ©

Hot Sale!
Let me guess what you like?

= Explore Shop

Flashsale © 00 00 00

days hours mins secs

FLASH
SALE

Andrex | Andre

ULTIMATE QUILTS ULTIMATE QUILTS

{ e . =
N MADE ¥ 3 '.:Z\h e | n
120 Unscented Softesse GREAT i = : -

SRR —— e ADARD | S STANDARD ROLLS

120 Bulk Buy Softesse 60 Phoenix Soft Supreme Andrex Ultimate Quilts Toilet Andrex Ultimate Quilts Toilet
Cuddle Unscented Luxury Toilet Rolls Bulk Buy Rolls X 48 Rolls X 64
SoftQuilted Toilet Rolls -3 - Quilted White 3 Ply Toilet

Figure 7. A screenshot of a fake shop using the Lighthouse backend selling Toilet Paper and primarily targeting UK victims in late sl
2024. s S
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5. Digital Wallet Exploitation

The defining characteristic of these modern
smishing operations lies in their strategic
exploitation of digital wallet tokenization
systems, representing a fundamental shift in
payment card fraud methodology. Traditional
card not present fraud relies on direct use

of stolen card numbers, creating transaction
patterns that existing fraud detection systems
are designed to identify and prevent. Digital
wallet tokenization creates an entirely different
threat landscape that existing security
frameworks struggle to address effectively.

Once threat actors successfully harvest
payment card credentials through their phishing
operations, they immediately provision these
cards to digital wallets on attacker-controlled
devices. This process creates several strategic
advantages that traditional card fraud cannot
achieve. Primary among these is the elimination
of additional authentication requirements for
individual transactions, as the initial provisioning
process validates the card holder’s identity
through the multi-factor authentication bypass.

ia.«

Victim Phishing Site

v

[——
Card Details 2FA / OTP
N

Attacker

Attacker-controlled phone

Figure 8. A visual illustration of how threat actors use the captured card details and OTP to add victim cards to Apple Pay or

Google Wallet on malicious devices.

The monetization opportunities created by this
approach are extensive. Contactless payments
at physical point-of-sale terminals enable
purchases via legitimate retail channels. Online
purchases through applications that support

digital wallet payments provide access to further
goods and services. In some locations, tap-to-
pay ATM withdrawals provide direct cash access
without requiring physical card possession.

12

5.1 Device Management
Strategies

Our research has identified device management
strategies that demonstrate these operators’
deep understanding of fraud detection systems
and digital wallet provisioning policies. Initial
operations showed a strong preference for older
iPhone models, particularly the iPhone 6, 7, and
8 series, likely due to reduced security features
and lower cost of acquisition for criminal
operations.

Card provisioning strategies vary significantly
based on target demographics and regional
characteristics. For United States victims,
operators typically provision 4 to 7 cards per
device, while United Kingdom victims see 7

to 10 cards provisioned per device. These
differences likely reflect variations in digital
wallet provisioning controls and regional
patterns that operators have identified through
their operational experience.
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The temporal aspects of these operations
demonstrate remarkable sophistication

and patience. Early operations employed
waiting periods of 60 to 90 days between

card provisioning and initial fraudulent use,
likely designed to avoid triggering fraud
detection systems that monitor unusual activity
immediately following card provisioning. More
recent operations have reduced this window to
2 to 10 days, suggesting an increased demand
for rapid monetization.

When fraudulent activity begins, it typically
follows a high-velocity pattern with multiple
transactions occurring in rapid succession. This
approach maximizes extraction before traditional
fraud reporting systems or victim reports
prevent further use.

Digital Wallet Exploitation

5.2 Comprehensive
Monetization Ecosystem

The monetization strategies employed by
these syndicates demonstrate a sophisticated

understanding of the digital payment ecosystem

and exploit multiple vectors for converting
stolen cards into usable assets. The creation
of malicious merchant accounts with legitimate
payment processors including Stripe, PayPal,
HitPay, and Flutterwave enables operators

to process fraudulent transactions through
seemingly legitimate channels.

Physical point-of-sale terminal laundering
represents another sophisticated monetization
vector. Operators acquire legitimate business
payment terminals and use them to process
fraudulent invoices using contactless payments
from provisioned digital wallets.

X

terwave US$211.50
pay.aq2-flutterwave.com
tterwave Us$27498
epay.aq2-flutterwave.com
UsS$529.00 ~
ave.com

Figure 9. A screenshot shared on a Chinese-speaking phishing
Telegram group showing successful transactions against a
tokenized Credit Agricole MasterCard using the Flutterwave
merchant API.

13
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Digital Wallet Exploitation
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Figure 10. An image sourced from Chinese-speaking phishing Telegram groups where an actor is advertising the ability to cash out
stolen digital wallet provisioned cards via physical POS tap-to-pay terminals, along with around 100-120 phones.

The criminal ecosystem has evolved to include
wholesale operations that sell pre-provisioned
devices loaded with multiple stolen cards. These
operations typically require minimum orders of
10 devices or more and will ship the devices to

their customers via air freight, indicating both
the scale of the criminal infrastructure and the
existence of downstream criminal networks that
specialize in monetizing provisioned cards on
devices.

NFC relay attacks represent a particularly
sophisticated monetization technique that
enables global usage of provisioned cards

via a mule at the physical merchant location,
effectively eliminating geographic constraints on
fraudulent activity.

Further, PayPal account takeover operations
demonstrate the versatility of these criminal

networks and their ability to adapt existing
techniques to new platforms. By compromising
PayPal accounts and subsequently provisioning
stolen cards to PayPal’s digital wallet
functionality, operators can conduct fraudulent
activities without requiring physical devices for
provisioning.

Figure 11. A spread of older iPhones with stolen credit cards added to Apple Pay and offered for sale in a Chinese-speaking
phishing Telegram group.
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6. Market Expansion and Major Threat Actors

While Lao Wang established the one of the
first successful digital wallet-focused smishing
platforms, the success of this approach has
spawned a diverse ecosystem of threat actors,
each contributing unique capabilities and
targeting different market segments.

Chen Lun, operating under the aliases Sinking
or Sinkinto, represents a significant evolution
in the threat landscape. Intelligence suggests
she initially trained under Lao Wang and

was referenced as “The Young Lady” before
establishing independent operations with a
particular focus on European markets.

PepsiDog, also known as Xiu Gou, operates
one of the more technically sophisticated
platforms observed in our research. This actor

employs Git branching methodologies to rapidly

switch between different target brands and
makes extensive use of GitHub infrastructure
for operational management. This actor targets
Japanese and European victims extensively.

Darcula, whose phishing kit is also known
as Magic Cat, appears to operate the most
extensive infrastructure in the current threat

landscape. With support for over 300 brands
across nearly every country globally, this actor
is responsible for an estimated 80 to 90 percent
of smishing URLs we observed during late 2024
and early 2025.

XinXin, operating under the Lucid brand, provides
another sophisticated phishing-as-a-service
platform with global targeting capabilities and an
extensive portfolio of targeted brands.

Panda Shop represents an interesting evolution
in service delivery, making extensive use of
Telegram bot automation to provide phishing-
as-a-service capabilities to customers. This
approach reduces operational overhead while
maintaining service quality, indicating the
continued evolution of these criminal business
models.

Mouse, also known as Haozi, rounds out the
major players with sophisticated phishing kits
and broad brand targeting. The diversity of
major actors, each with distinct operational
characteristics and target preferences, indicates
a mature criminal ecosystem with specialization
and market segmentation.

Beyond these major operators, our research
indicates the existence of hundreds, potentially
thousands, of smaller operators who provide
derivative services, direct copies, or specialized
implementations of similar services. This criminal
ecosystem represents a fundamental challenge
to traditional law enforcement approaches

and highlights the need for comprehensive;
coordinated response strategies.

15
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/. Impact Assessment and Scale

Applying these ratios to the 32,094 distinct
USPS-themed smishing domains identified
during our monitoring period between July 2023
and October 2024, we estimate that between

Quantifying the full impact of these
sophisticated criminal operations presents
significant methodological challenges due to
the distributed nature of the infrastructure and

the limited availability of comprehensive victim E.::{W“ e AR 12.7 million and 115 million distinct payment
data. However, based on research conducted fff{ﬁ‘ !,.-;ﬁ’ i / [ 1% gy S cards may have been compromised in the

by independent security researchers and our : , ) { J'”'f_‘ }fﬁ f— - . United States alone. This range reflects the

own analysis of domain activity patterns, we can '-‘~.'1';l_ / ¥y o . VR 4 _ uncertainty inherent in extrapolating from limited

develop reasonable estimates for the scope of
compromise.

Our analysis incorporates data from Grant
Smith’s comprehensive research, which
identified 438,669 distinct compromised cards
across 1,113 domains, yielding an average of
387/ cards per domain. Additionally, Resecurity’s
research from August 31, 2023, documented
108,044 compromised cards across 31
domains, resulting in a significantly higher
average of 3,485 cards per domain. The variation
in these ratios likely reflects differences in
operational sophistication, target selection, and

data sets, but even the lower bound represents
an unprecedented scale of payment card
compromise.

The financial implications of this scale of
compromise extend far beyond direct fraudulent
transactions. The costs associated with card
replacement, fraud investigation, customer
notification, and remediation create additional
financial burdens for financial institutions.

We acknowledge that the error bars for

these estimates are extremely large, and

the availability of additional comprehensive
victimization data would improve the accuracy of

campaign duration. impact assessments.

Figure 12. A rack of phones with attached SIM card tray
adapters, shared in a Chinese-speaking Telegram group
related to SMS, RCS, and iMessage spam.
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8. Evolution into Fake E-Commerce Operations

August 2024 marked another significant
evolution in these criminal operations with the
emergence of fake e-commerce websites that
represent a fundamental shift in victim targeting
methodology. Unlike traditional smishing
campaigns that rely on unsolicited messages
to drive traffic, these fake shopping operations
target users who are actively seeking products
and services through apparently legitimate
channels.

These operations demonstrate remarkable
technical sophistication by utilizing genuine
WordPress and WooCommerce installations,
creating websites that are functionally identical

to legitimate e-commerce platforms. The critical

difference lies in the payment processing
integration, where the Lighthouse platform

jiffcjm/ Cosmetics

e

17

The checkout process appears entirely
legitimate even during the final payment stage,
where the Lighthouse platform captures
payment card details, personally identifiable
information, and conducts real-time multi-factor
authentication bypass exactly as in package
redelivery and toll-road smishing operations.
Additional functionality via a custom module can
also target PayPal credentials, enabling PayPal
account takeover and expanding the scope of
compromise beyond payment card theft.

replaces legitimate payment processors such as

s) ayP al, Strip e, or traditional merchant services. Figure 13. A fake shop using the Lighthouse backend that targeted UK victims in late 2024, purportedly selling legitimate cosmetic

products from Angle Cosmetics

The advertising strategy for these fake shops
demonstrates significant financial investment
and operational sophistication. The operators
purchase advertising space on major platforms
including Meta, TikTok, and Google, reaching
potential victims through the same channels

used by legitimate businesses. The product
catalogs feature seemingly legitimate items
including cleaning supplies, cosmetics,
electronics, and other consumer goods,
complete with professional product photography
and descriptions.
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LT LR P > Figure 14. An example of the checkout page on a fake shop
using Lighthouse. The PayPal theming, look and feel, and
P PayPal L. animation is nearly identical to the real PayPal

Pay with debit or credit

This evolution represents a particularly insidious
card & P y

threat because it fundamentally undermines

We don't share your financial details with traditional user education approaches.

T MmERetnm. Standard security guidance advises users to
= avoid suspicious messages and unsolicited
;eg.hi@gmammm communications, but these fake e-commerce

operations target users who are intentionally TR
LT e (I . I
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12345678 : " :
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~TNE )
Billing details presentation and legitimate advertising channels s :
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9. Recent Expansion into Financial Services

The most recent evolution in these criminal
operations, observed in May 2025, represents
an expansion into financial services with
specific targeting of major global brokerage
firms. This development indicates the continued
sophistication and adaptability of these criminal
networks as they identify new opportunities for
monetization.

The brokerage-focused phishing pages appear
designed to facilitate account takeovers

rather than card theft. We believe the actors
may be targeting these accounts for use with
two distinct monetization strategies. The first
approach involves direct fund exfiltration through
wire transfers, leveraging compromised account
credentials to authorize large-value transfers to
accounts controlled by the threat actors. This
approach is likely less successful today due to
brokerages implementing significant security
controls around outbound wire transfers.

Fidelity

Log in to the Personal
Investor site

Mot a personal investor? Find your login
page.

Mew to Fidelity?
Open an pecount of HIEN up,
security  FAQH

Forgot your username or password?

Set up online occount occess

Please log in

Log in to Schwab

Login ID
Passwaord

Femember Login (D
Start Page
Accounts Summary

Faorgot Login 1D or Password?
Having trouble logging in?

English ~

Log in to your Small Business 401(k)

Learn mare about sur firm's background on
FINRA s BrokerCheck

Invest in your

future without
investing all of
your time

Learn more

Want to cut down taxes and maximize your
returns?

Learn how Schwab can help

Figure 15. An updated set of screenshots from Lao Wang showing Lighthouse support for phishing various brokerages

The second approach represents an innovative
adaptation of traditional pump-and-dump
schemes to the digital age. Compromised
brokerage accounts are used to liquidate
existing holdings and purchase penny stocks or
newly listed IPOs that are simultaneously held
in accounts controlled by threat actors through

separate brokerage relationships. This approach
enables market manipulation while obscuring
the connection between the original account
compromise and the ultimate beneficiaries of
fraudulent activity.

(‘ InteractiveBrokers

Remembier Lsar 1D

Use security code O

o To:

Accounts

Maore advantages for you

Explore products and resources now that
E*TRADE and Morgan Stanley have joined
forcas

e what's new

Both Darcula and Lighthouse platforms have
integrated support for these brokerages,
suggesting that this expansion represents a
strategic priority for their customers.
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10. Recommendations for Industry Response

10.1 Digital Wallet Security
Enhancement

The fundamental security challenge posed by
these operations requires comprehensive reform
of digital wallet provisioning processes. Financial
institutions, in partnership with major technology
companies such as Apple and Google, must
develop significantly enhanced capabilities

for ingesting, tracking, and investigating digital
wallet provisioning and transaction data. This
includes implementing real-time monitoring
systems that can identify suspicious provisioning
patterns and flag potentially compromised cards
before fraudulent activity begins.

The provisioning process itself requires
additional security layers that go beyond
traditional authentication mechanisms. Current
systems rely heavily on SMS-based one-time
passwords that these criminal organizations
have demonstrated the ability to bypass
systematically. Implementation of application-
based authentication methods that clearly
communicate the specific action being
authorized would significantly improve security
while maintaining user experience.

Device binding represents another security
enhancement that would require users to

have their financial institution’s official mobile
banking application installed on the same device
attempting to provision a payment card and
authorize the card add from the application on
the same device. This approach would create

an additional hurdle for attackers and provide
institutions with enhanced visibility.

10.2 Cross-Industry
Collaboration Framework

The sophisticated and distributed nature of
these criminal operations requires a coordinated
response that extends beyond individual
organizational capabilities. Cross-industry
collaboration cooperation remains essential,
with organizations sharing information about
emerging threats to identify patterns that may
not be visible to individual organizations.

10.3 Consumer Education
and Protection

Financial institutions should implement
proactive monitoring and alert systems that
notify customers immediately when their
payment cards are provisioned to digital wallets,
regardless of whether the provisioning appears
legitimate. Further enhancements, such as the
ability for customers to see all devices on which
cards are provisioned, revoke provisioning on
specific devices, and enact a “provisioning
freeze” that would prevent any new provisioning
attempts without explicit customer deactivation
of the freeze (like a credit freeze) would
significantly enhance consumer protection.
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11. Conclusion

The sophisticated smishing operations
orchestrated by Chinese-speaking criminal
syndicates over the past two years represent
a paradigm shift in payment card fraud that has
fundamental implications for digital payment
security globally. The strategic exploitation

of digital wallet tokenization has created a
new category of financial crime that bypasses
traditional security controls and challenges
existing fraud detection methodologies.

Conclusion

companies, telecommunications providers,

and law enforcement agencies. Traditional
approaches to fraud prevention are insufficient
to address the sophisticated techniques
employed by these criminal organizations,
necessitating the development of new security
frameworks specifically designed to address the
unique challenges of digital wallet fraud.

Apple, Google, and financial institutions must

R ]

prioritize the development of enhanced digital
wallet security capabilities, including improved
provisioning verification, real-time transaction
monitoring, and comprehensive fraud detection
systems designed specifically for tokenized
payment environments. The failure to address
these vulnerabilities effectively will likely result
in continued growth of these criminal operations
and increasing financial losses.
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The continuous evolution of these operations,
from simple package delivery scams to
sophisticated phishing-as-a-service platforms,
fake e-commerce websites, and financial
services targeting, demonstrates the remarkable
adaptability and technical sophistication of
these criminal organizations. The estimated
compromise of 12.7 to 115 million payment
cards in the United States alone represents

f
!

—
JE
—
o
—_—

=
| A

_'_.'_'!_l_l
Bl
_
—
L
|
|

i =

Pl

i !_‘_"_T_". 'II'."J'
:_'._ - - : _;—

S ———
i 7 3 T

't -

HIIT!

i
II 3 | ¥ e
e e e
- b L 1] hrj;'rg | S _‘:._._._:j_n:-.._.‘ ,_ <

iﬁﬂ\
L
i

an unprecedented scale of financial crime
with implications that extend far beyond direct
monetary losses.

The response to these threats requires
coordinated action across multiple stakeholders,
including financial institutions, technology

This research highlights the urgent need for
continued investigation into these operations
and enhanced collaboration between industry
stakeholders. The sophistication and scale

of these criminal operations represent one of
the most significant challenges facing digital
payment security today.
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