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Safety Moment: Zero Trust for Device Cybersecurity
Cybersecurity starts with you. A single vulnerable device can
put your personal data at risk
Why It Matters:
In today's connected world, every device—laptops, smartphones, loT sensors, or industrial

controllers—can be an entry point for cyberattacks. Traditional security models assume devices
inside the network are trustworthy. Zero Trust flips that assumption: trust nothing, verify everything

Key Messages:
1. Dont Assume Safety: Even trusted devices can be compromised. Always verify before sharing

sensitive info

Update Reqularly: Install software and security updates as soon as they're available

Use Strong Authentication: Enable multi-factor authentication(MFA)on all accounts and devices
Limit Access: Only connect devices you truly need, and avoid using public Wi-Fi without a VPN
Stay Alert: Watch for unusual behavior—slow performance, unexpected pop-ups, or unknown

apps.

SO
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AGING
INFRASTRUCTURE
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In 2024, the average
age of industrial
equipment was 9.1
years

Industrial Security Challenges

LACK OF
VISIBILITY

80% of
vulnerabilities reside
deep within the ICS
network

OT CYBER
SKILLS GAP

Cybersecurity is the
#1 skill manufacturers

are seeking
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REGULATORY
REQUIREMENTS

74% of executives
expect requlatory
pressure on OT
security to increase

€ Services

COMPLEX
SUPPLY CHAINS

65% of attacks on

critical infrastructure

expand into supply
chains



Presenter Notes
Presentation Notes
Because of the unique challenges of OT, traditional IT security measures aren’t enough to protect OT environments. Let’s briefly talk about those challenges.

Many manufacturing facilities have an aging infrastructure, relying on legacy and/or obsolete assets and systems that were not designed to be cybersecure. These can be vulnerable to attacks and may require significant upgrades or replacements to improve security, which typically means taking systems – and production – offline. 

The inherent complexity of OT infrastructures means many manufacturers lack visibility into their assets, vulnerabilities and, as a result, their overall risk landscape. Something that you’ll hear often is that “you can’t protect what you can’t see.” And when you see facts like this 80% of vulnerabilities reside deep within the control system network, that makes it incredibly challenging to remediate those vulnerabilities unless you have that visibility.

And then the OT cyber skills gap is a very real, very significant challenge. In fact, cyber is the #1 skill manufacturers are seeking to manage their OT environments, quickly respond to threats, and avoid downtime and disruption. 

Also, the regulatory landscape is evolving and changing significantly. Regional and local regulations are now requiring manufacturers to implement robust cybersecurity measures or be faced with severe, costly penalties, legal repercussions, and reputational damage as well. 

And lastly, the interconnected nature of supply chains means that a security breach in one part of the chain can affect the entire network; in fact, 65% of attacks on manufacturers expand into supply chains. Ensuring the security of all partners and suppliers is crucial for maintaining overall security. 

Sources:
1. 
2. U.S. Bureau of Economic Analysis https://apps.bea.gov/iTable/?ReqID=10&step=2&_gl=1*g47ao8*_ga*MTI4NDM4NzU4MC4xNzExNzI1OTIx*_ga_J4698JNNFT*MTcxMTcyNTkyMC4xLjEuMTcxMTcyODk1Ny4zMy4wLjA.#eyJhcHBpZCI6MTAsInN0ZXBzIjpbMiwzXSwiZGF0YSI6W1siVGFibGVfTGlzdCIsIjE0NiJdXX0=
3. Rockwell Automation State of Smart Manufacturing Report 2024: 
4. Fortinet OT Cybersecurity Report 2024: https://www.fortinet.com/resources/reports/state-of-ot-cybersecurity





Asset and Network Security Challenges

Assets Network Policy and Procedures

Network complexity, many different
types of communication and network
protocolsin place

* Lack of asset ownership and

responsibilities » Lack of defined ownership or access

control of assets on the plant floor
* Managed and unmanaged assets on

the plant floor * No defined maintenance plans for

security updates

* Legacy networking equipment

* Lack of network connectivity
throughout sites

* Legacy hardware and operating

e Poorly maintain tinventori
systems oorly maintained asse entories

» Networks have grown organically, not
designed with intent or security in
mind

* Large variety of asset types

 Difficult to patch
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Security Priorities, Getting it Right

. Ve N\
« Response times are critical

« Continuous operations
. - Outagesintolerable
QCUCHUNER . Rehooting not tolerated

The priorities are
different in an OT or

J IACS environment
compared to that of
an IT or enterprise

- Protecting data, settings, configuration from unauthorized changes
- Safetyis akeyfactor
« Sustainability requirements must be met

/
) Not all control
« Accessto sensitive information from authorised personnel only systems are created
« Protecting data, recipes, intellectual property from exfiltration equally
Confidentiality )

. . . CONFIDENTIAL « Copyright ©2025 Rockwell Automation, Inc.
ISA62443-1-1, sub clause 5.2 Security Objectives


Presenter Notes
Presentation Notes
In an IACS, priorities are 1. Availability, 2. Integrity and 3. Confidentiality, as opposed to 1. Confidentiality, 2. Integrity and 3. Availability in the IT world


Remediation in OT is different...

* Legacy equipment doesn't
support modern IT security tools

» Scanning of endpoints can cause
disruptions EraTE

* Automated remediation can OT assets are non- age of OT
cause bigger problems Windows device

« We want to be ‘like IT but we are ,,,,
just not ||I HH, ",’"m Different
il ICS/OT
“ﬁ .1 protocols

&
5. ,.1||l (majority
‘ unsecured)
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Presenter Notes
Presentation Notes
OT specifically is antiquated, sometimes fragile and is full of non IT assets – a 3 headed monster!


What is at risk? Well,
what do we have?

Typical OT mindset...

Compensating
controls?

What is nature and
target of risk?

v

Can we ‘risk’ it?

v

Identify

Vulnerability &

Available Patch

l

Continue Operations
—
J NO
Document
- Patch )

Vulnerability Footprint
* Impact

* Exposure

* Deployment

* Simplicity

Impact to
Business Needs
and Operations

\ Analyze Risk '/

Patch
Immediately

Routine

v

Scheduled Patch | —"
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Presenter Notes
Presentation Notes
From an ISA99 (IEC 62443) working group – this is called the patch urgency decision tree – it is simply a way to show 2 things 1) We try our best to not patch or have downtime and 2) what is the nature and target of risk?  Well it is complicated in OT – this is setting up the next slide – the need for multiple indicators about the asset far beyond the inventory


How to build
contextinthe OT
environment

Identifies and verifies security layers in place — enabling faster
incident response and targeted improvements.

External Risk Indicators Vulnerabilities « Exploits « Patches « Advisories
Surfaces exploitable vulnerabilities in context — helping teams act
on what'’s relevant now, not just what's theoretically risky.

Process Criticality - Downtime Impact
Prioritizes remediation based on operational risk — not generic IT
metrics — so the most critical assets get secured first.

Operational Impact

Asset Dats Config - Users « Software « EOL - Type
Provides a live, unified asset inventory — essential for visibility,
compliance, and action across all NIST-CSF functions.
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Presenter Notes
Presentation Notes
And this is where we show all the different risk factors we need to pull in – 1) Asset data from the source, 2) Operational context (this is key – a safety system is not a file server but both can look like windows machines!) 3) external data sources and intelligence (vulns, exploits, etc) 4) other ‘protections’ – from the previous slide ‘is there a workaround?  Like microsegmentation?  Do we have a backup?  Etc)


@ | The importance of accurate Risk Scoring

Asset Criticality

Manual property or

simple calculated field,

describes business
criticality of the asset

A risk scoreis produced by a risk formula
Each asset has a score

Scores update dynamically as details of the
asset change

Formulas are consistent across an instance

Likelihood Exposure

Manual property used to Dynamically derived based on

let Operators indicate x Verve®s knowledge of asset state

which parts of their (as reflected by properties). Is
environment seem composed of several selected "risk

factors”, each of which have a
more/less protected corresponding weight.

— Risk Score
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Risk Scoring - Exposure & Risk Factors

A risk factor (RF)turns property values into a
normalized indication of one kind of risk

Alibrary of ~50 pre-defined RFs to choose from
0..N of them are added to a risk formula(“enabled”)

o RFsare special(calculated)properties - No arbitrary limits on how many, but
* RFs update dynamically with PVs of other « Werecommend ~5-10 to be used in a normal
properties case

o Most RFsare configurable
o RF valuesarein the set(null, 0-100)

Each selected factor has a weight (default 1) that
determines its importance vis-a-vis other enabled
factors

Library Selected RFs ~ Weighted RFs Exposure Calculation

[ J u (1.2*C)+(0.9*H) +(0.6*1) + (K) +(0.3 * P)

Vs
&
Vs
&
Vs
&
Ve
.

l 1.0 D g Exposure= 1.2+0.9+0.6+1+0.3
[ ] 0.3
ll'

Note: exposure will always be in the range 0..100
(because math)

LLLLLLLLLLLLLLLLLLLL


Presenter Notes
Presentation Notes
Options to tune to specific industries, sites, regulations, etc


Enhancing OT security with Verve's risk prioritization

Identify & prioritize:
Categorize OT assets for focused
protection of critical elements.

Assess & analyze:

Evaluate risks considering asset
importance and vulnerabilities like
EOL status.

Mitigate & control:

Apply targeted mitigations, such as
whitelisting and backups, to lower
exposure.

Evaluate & adjust:

Review risk scores before and after
mitigation, adjusting for asset
significance and evolving threats.

Asset type

What is
the asset
and its
impact?
(i.e.. Switch,
PLC)

>

Compensating

Criticality . RAW Estimated
Risk e controls/ . .
components unmitigated e . residual risk
components Mitigation
(OT Impact) score score
components
Has Is EOL, Has
dependencies poorly patched, etc. whitelisting,
network wise What are the backups, etc.
or hosts OT vulnerabilities and
applications, exploits?
safety devices Configuration/
etc. Hardening status

Backend Score
Ranges

User Visible
Label

Benefits:
Resource Allocation: Optimize and prioritize
security resource deployment for maximum

76-100

impact.

61-75

26-50

1-25
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Presenter Notes
Presentation Notes
Then we take all of these factors into consideration to increase or decrease a score


Verve Industrial

ent Risk Risk Formula |

Assets Average Risk Score Assets by Risk Score Asset Criticality by Exposure
Views
Logs 160 Gritici o
Network Map ] Hiat 58 1
Johs MEDIUM - Very Low 36 =
an % Medium 3 B
- o
TRENDS ® Low 72 =
Integrations a0 5
0 \If 3 " Medium 10 Low 27 26 14 55
Over last day Over last week . @ High 82
Vo | o 8
: @ Critical 142 very Law 8
’P 1 ’P 4 Very Low Low Medium High Critica
Qver last month All time Very Low Low Medium High Critical
exposure
Assets by Risk Score Over Time Daily Assets
Verylow @ Low Medium @ High @ Critical 25 axis-accc8eS5fc634

Low 10.1.129.122 ¥ Madison

PRD-VIRT-VDI-05
o 25
5 Low 10.1.129.128 9 Lakeville

30

) NGBU-CatalystIR8300

24

. II Low 101.129.76 9 Richland Center
10¢

Help NGBU-CataIy$1IR8300
! 23

Low 10.1.129.14 9 Madison

|1| Downloads

Collapse

° Administrator
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Presenter Notes
Presentation Notes
Sample tracking – this is key for decisions but also regulatory reporting


Verve Industrial Rigk /
v

Risk Formula ...
O risk

88 Assets

9 Views Risk Factors by Weight

B Logs

E Network Map

fl:l: Jobs

S, Integrations

3.0

AntiVirus Definitions @ EPSS @ Backups @ End of Life Critical Vulnerabilities

CVs with Known Exploits @ Patches Missing Password Aging AntiVirus Running

@ Allowed Software Titles

Settings
Downl

Help

Collapse

o Administrator

Active Risk Factors

PLC key switch allows
writes 3.4

MNumber of critical

vulnerabilities present on asset

Properly licensed 2.8
MNurnber of Critical *
vulnerabilities with known

exploits

Joined to a domain
Antivirus Defnitions Updates
with Last 10 Days

System audit collection
enabled

Assets with user accounts that

haven't ben used = 180d

On multiple networks

Assetis nearing end of life.

Has current backup

2.4

MNumber of patches for

nstalled software missing

Recent Domain
controller connection 1

Asset has been backed up
within the last 10 days

Factor Library

Highly connected
Links to other assets in the

environment

Program recently
updated

AntiVirus is running regularly
oh the asset

Agent version current

User passwords = defined

amounts of time
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Presenter Notes
Presentation Notes
Example OT specific risks – like key switch, multiple networks, etc


ENTERPRISE

REGIONAL

PLANT

@ | A central and unified strateqgy to security with ability for localized execution

Centralized Analysis connection provides a unified view
on security over time and site-specific compliance to
coordinated risk strategy

Regional experts receive aggregated data
across sites to determine strategy such as
coordinated deployment schedules

Data on vulnerabilities is sent up the reporting structure and
remediation plans, can be tested, rolled back if needed, and
then pushed back down to the plant level to execute

=7 /4
=7 /4

Plant-level visibility gathers and analyzes data based
on tailored controls advising and empowering local

experts to take real-time action Feedback loop is continuous based on
remediation activities and as new assets ﬁ

and vulnerabilities are discovered
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Presenter Notes
Presentation Notes
Tie all sites and all assets to a single view – now we can watch over the whole enterprise – we can analyze, assess and plan remediation once – but share multiple sites and consistently.


Global Food and Beverage Manufacturer Case Study

I Before I

High 90s

Average Risk Score

Reactive

No remediation aligned to
planned outage

EOL

No scope or plan

X Disjointed IT-centric tools; no OT view
X Reactive fixes, no outage-aligned plan

X 20,000+ total vulns

After

Average Risk Score

Patches, updates, config
changes automated for outage

Proactive capital planning
for equipment refresh

Inventory 99% complete (20,000 assets)

Clear view of missing patches and
acceptedrisk levels

Contextual risk-based scoring to
quide/direct activities and spend
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Presenter Notes
Presentation Notes
This is the result of a food and beverage company that managed to take this risk scoring and turn it into more proactive risk reduction.
On patching, they have outstanding patches but only low priority or low risk patches.
On scoring, they have already reduced average score per asset to a more manageable level
Moving forward, they are proactively planning patching/upgrades for outages
They are also planning obsolescence upgrades into their budgeting cycle



@ | TSA/Requlatory Dashboards - Case Study

Annex 2.1.2 (b) - Below is a breakdown of impact by hardware type of

assets, to use in determining risk appetite.

Impact by Hardware type
Commun... 238% —, Low
Cel... 2.38% Higk
' Network ® Figh
26.19% @ Critical

Gs% @& Medium

Frog G-
<6 e,
RnGaT 1% Low
57.14%
Remote
Access
Controller 9.52%
14.29% Process
Automation
Controller
14.29% ‘— Relay 2.38%

Annex 3.2.3 (k) - Log activity over time, including starting/stopping of log collection, is shown in the histogram below.

Average Logs | Time for All Assets

t
3
3
o
§
[
)
g
S
g

# Average Log Count

Date & Time
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Presenter Notes
Presentation Notes
By Product – if you build your multi-dimensional assets/risk model you can spin out this type of regulatory tracking/reporting.


@ | TSA/Requlatory Dashboards - Case Study

Annex 6 - Security in network and information systems acquisition, development and maintenance (Article 21(2), point (e}, of Directive (EU) 2022/2555)

Annex 6.1.2 (b) - The information in the two visualizations below provide data regarding the types of patches and Annex 6.1.2 (c) - The information below details firmware information on assets.

support statuses of assets in the environment.

Virtual Machine

l Count of firmware version 11
Patch Categories Support Status

Discontinued
67.03%

g
E
]
=
o
L
]
S
1
Q

Other 73.04%
Security Update 82.41%

Count of firmware version
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Presenter Notes
Presentation Notes
By Product – if you build your multi-dimensional assets/risk model you can spin out this type of regulatory tracking/reporting.


Scan the code to begin the download or
to request a personalized consultation

Download the Free
Guide:

OT Cybersecurity- The essential
guide to securing oil and gas
operations
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Thank you

Rick Kaun
Rick.Kaun@rockwellautomation.com

www.rockwellautomation.com
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https://www.facebook.com/ROKAutomation
https://www.instagram.com/rokautomation
https://www.instagram.com/rokautomation
https://twitter.com/ROKAutomation
http://www.rockwellautomation.com/
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