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It’s time to gear up for the CIP-012-2 changes effective July 1, 2026! To help you prepare, we’ve compiled some of the questions that aren’t being asked enough.
CIP-012-2 added “and loss of availability” to the Communications Between Control Centers Standard specified in two additional Requirement Parts (R1.2 and R1.3).  NERC’s Implementation Plan for CIP-012-2 suggests some controls to adequately address availability. 

Significant changes to the CIP-012-2 standard include:
· R1.2 “… mitigate the risk(s) posed by the loss of the ability to communicate” 
· R1.3 “… method(s) used to initiate the recovery of communication links”

So... does your organization have what it takes?
1. What does availability really mean?
· SDT’s draft guidance document suggests that “availability” protections should perhaps be applied not only to comm links “between” Control Centers, but also to devices, including “endpoint” Cyber Assets inside Control Centers.  Each Entity must determine and develop controls to address availability that are appropriate for the impact rating of the facility, the reliability services performed, the types of Cyber Assets, and the network topology.
2. Does your Plan identify all circuits/pathways/communication segments, including alternate network paths, between each Control Center and the method of protection on each path segment?
· This part requires an understanding of the sending and receiving points for RTA/RTM as well as an understanding of the network design and routing structures.  Identifying all pathways from source to destination is required to ensure that the entire route and any alternate routes are protected.
· One or more of these alternate paths may be appropriate to address availability.
3. Does your Plan identify the location(s) where the protections identified in R1.2 and R1.3 are applied?
· Availability can be implemented through redundant / failover communications pathways, redundant equipment, and/or paired primary / backup facilities.
· NST has worked with entities on encryption to support confidentiality and integrity to address CIP-012-1.  Devices that manage encryption may not be associated with a CIP BCS and not subject to CIP-004 thru CIP-011 protections. Compliance prudence would suggest the devices should be on a CIP-012 inventory list and a network diagram created to show the CC-to-CC communication pathways and protection points.
4. Does your Plan have a method to identify loss of communications between Control Centers and a plan to recover quickly?
· There should be active monitoring to detect loss of availability, which is implied in R1.3.
· Per Requirement R1.3, and Entity must have a plan to restore the loss of communications (Cyber Asset, communications link, power, etc.).
· SLAs with carriers may be an option to address R1.3.
5. Does your Plan address logical and/or physical protections?  
· Many entities simply reference their CIP-006 Physical Security Plan for physical protections and keep all related equipment within a PSP.  If communication pathways reside outside of the PSP, there may be need for physical protections of those segments or cabling.

Additionally, if your organization is subject to CIP-012-2, NST highly recommends that you engage in conversations with:
1. Your wide-area (inter-Control Center) communications providers to learn what kind of availability guarantees they can offer (e.g., uptime percentages, service restoration times), along with details about end-to-end diversity.
2. Any and all third-party Control Center operators with whom you share real-time Control Center data (e.g., RTOs and ISOs). CIP-012-1 already requires arrangements in place stating “who does what”. Make sure your organization is aware of who provides communications links between you and your Control Centers, as well as the encryption gear that addresses Version 1’s confidentiality and integrity requirements.
3. Review any Memorandum of Understanding with RTOs and ISOs to understand the controls implemented by those managed solutions for inter-Control Center communications and any which fall on the Entity.

Many of these questions will not have straightforward answers – NST strongly recommends that your organization have these conversations ASAP in order to avoid unnecessary delays closer to the Effective Date.

And don’t forget – if you’ve got any questions, you can always give us a call!

References:
Old Standard Version – CIP-012-1
New Standard Version - CIP-012-2
Implementation Plan - CIP-012-2_Implementation_Plan_third ballot
CIP-012-2 Technical Rationale
CIP-012-2 Implementation Guidance (Draft)
NIST SP 800-160
Copyright © 2026, Network + Security Technologies, Inc.
This document was prepared by Network + Security Technologies, Inc. It may contain confidential or proprietary information. Any distribution or copying of the contents of this document, in whole or in part, requires the express written permission of Network + Security Technologies, Inc.
All product or brand names are trademarks or registered trademarks of their respective owners.






	HTTPS://NST.US
INFO@NST.US
	
	161 NORTH MIDDLETOWN ROAD
PEARL RIVER, NY 10965



image1.png
NETWORK +
SECURITY
TECHNOLOGIES





image2.png




