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Abstract
Large Language Models (LLMs) have dramatically changed the digital world in recent years. These systems can generatehuman-like text, summarize information, write code, answer complex questions, and analyze enormous amounts of data inseconds. However, the rapid adoption of LLMs has also raised serious questions, especially in the field of cybersecurity. On onehand, these models can strengthen digital security by detecting threats, analyzing suspicious activity, automating securityresponses, and helping experts understand complex cyberattacks more quickly. On the other hand, the same capabilities can bemisused by malicious actors. LLMs can be used to generate convincing phishing emails, write malware code, spreadmisinformation at scale, or assist in social engineering attacks. This creates what is often described as a cybersecurity paradox:the very technologies designed to protect digital systems can also be turned into powerful tools for harm. Beyond security risks,LLMs raise important ethical and legal concerns. One major issue is privacy. Many of these models are trained on massive datasetscollected from the internet, often without the clear consent of the individuals who created that data. This raises questions aboutdata ownership, personal privacy, and whether sensitive or copyrighted information is being used responsibly. There are alsoconcerns about accountability. When an LLM produces harmful, biased, or incorrect information, it is often unclear who should beheld responsible—the developers, the users, or the organizations deploying the system. This article examines how LLMs sit at theintersection of rapid technological innovation and complex ethical challenges. It explores their growing influence on global digitalsecurity while highlighting the risks they pose to privacy, trust, and human rights. Finally, it discusses the significant governancechallenges surrounding LLMs and emphasizes the urgent need for proactive, coordinated international regulation. Without clearrules, transparency, and global cooperation, the benefits of LLMs may be overshadowed by their risks, making responsibleoversight not just important but essential.
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Introduction

Large Language Models (LLMs) have entered the mainstream, of-fering impressive capabilities in natural language understandingand generation. In recent years, LLMs have gained significant at-tention due to their ability to perform a wide range of tasks, fromsummarising to generating code. However, their growing promi-nence is not only limited to everyday applications. In the field ofcybersecurity, their influence is increasingly felt across both defen-sive and offensive fronts. The same algorithms that detect fraud

or assist with forensic analysis can also be repurposed to generatemalicious code or deceive users [1]. Malicious users may use thesemodels to generate deceptive content and code, or manipulate usersinto revealing sensitive information. This paradox raises seriousquestions about the role of artificial intelligence in safeguardingor endangering our digital environments. As these LLMs becomemore deeply integrated into critical systems, the stakes grow higher.This article evaluates how LLMs are simultaneously defending andundermining cybersecurity, highlighting the broader implicationsfor privacy, transparency, and human rights.
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Large Language Models (LLMs) are advanced artificial intel-ligence (AI) models that generate human-like text by predictingthe next word in a sentence. They belong to a broader field knownas natural language processing (NLP), which focuses on enablingmachines to interpret, generate, and interact with human language.LLMs are distinguished by their ability to process vast amountsof text data, learning complex patterns, contextual cues, and syn-tactic structures that allow them to generate coherent and contex-tually appropriate responses. At the core of their functionality isthe transformer architecture, a neural network structure that usesself-attention mechanisms to weigh the importance of differentwords in a sequence. This allows LLMs to process and retain con-textual information over long passages of text. Through multiplelayers of encoders and decoders, LLMs refine their understanding oflanguages, adapting to different contexts and improving responseaccuracy. These layers allow LLMs to capture increasingly abstractlinguistic features—from simple word meanings to complex sen-tence structures and even nuanced stylistic or emotional tones [2].Training a Large Language Model (LLM) involves processingvast collections of textual data—ranging from books and academicarticles to websites and social media posts. This exposure enablesthe model to identify and internalise linguistic structures, patterns,and relationships. The training process is typically self-supervised,meaning the model learns without the need for manually labelleddata. Instead, it predicts missing or next words in a sentence basedon context, gradually building an understanding of syntax, seman-tics, and usage. Once trained, LLMs are capable of performing adiverse array of language-related tasks, such as completing sen-tences, translating text, summarising content, analysing senti-ment, and answering questions.The evolution of Large Language Models (LLMs) has beenmarked by significant advancements in AI and deep learning overthe past decade. Early models, such as word embeddings likeWord2Vec (2013) [3] and GloVe (2014) [4], laid the groundworkby representing words as vectors, capturing semantic relationshipsbetween them. Words that appeared in similar contexts were placedclose together in this space, allowing machines to perform rudi-mentary tasks such as measuring word similarity and completinganalogies. While groundbreaking at the time, these embeddingshad limitations, particularly in handling polysemy, words with mul-tiple meanings, and contextual nuance [5].The introduction of the transformer architecture in 2017 re-placed the older neural networks that struggled with long-rangedependencies in text. The self-attention mechanism revolutionisednatural language processing by enabling models to process contextmore effectively. The model was able to weigh the importance ofdifferent words in a sentence relative to one another, regardless oftheir position. This was key to capturing contextual relationshipsand improving the training efficiency and performance. Build-ing on this architecture, researchers developed increasingly pow-erful models. BERT (Bidirectional Encoder Representations fromTransformers) [6], released by Google in 2018, introduced bidirec-tional training, meaning it learned context from both the left andright of a word in a sentence, leading to significant gains in taskslike question answering and language inference. Around the sametime, OpenAI’s GPT (Generative Pre-trained Transformer) tooka different approach, focusing on autoregressive language mod-eling—predicting the next word in a sequence from left to right.GPT-2 (2019) [7] and GPT-3 (2020) [8] scaled up the number ofparameters dramatically, enabling more fluent and coherent textgeneration.One area where LLMS have become especially valuable is cy-bersecurity. As LLMS have advances their ability ot understandand generate human-like language, thet have found critical ap-plications beyond the natural scope of NLP tasks. By leveragingthe same transformer-based architecture that enables nuancedlanguage understanding, LLMs can help detect subtle anomalieshidden in language, tasks that are often too time-consuming or

intricate for traditional systems. This intersection between AI lan-guage capabilities and cybersecurity reflects how the evolution ofLLMs is not just about improving language modelling, but aboutreshaping how we defend against emerging digital threats [5]. Fig. 1info-graphically depicts what LLMs are and can do.

Figure 1. What are LLMs?

LLM For Cybersecurity

The integration of Large Language Models (LLMs) into cyberse-curity has opened up new avenues for threat detection, vulnera-bility analysis, and personal data protection. With their advancedcapabilities in language understanding, pattern recognition, andcontextual reasoning, LLMs are not only augmenting traditionalcybersecurity tools but also enabling more proactive and adaptivedefence strategies. Their applications are in several critical areas.

Identifying and Mitigating

LLMs significantly enhance vulnerability detection and mitigationby addressing issues that conventional tools often miss. Thanksto their deep understanding of programming languages and stan-dard coding practices, LLMs can review source code for commonflaws such as excessive memory usage, buffer overflows, and se-rialisation/deserialization inconsistencies—vulnerabilities oftenexploited by attackers. Serialisation, which involves convertingobjects into byte streams for storage or transmission, can createsecurity gaps if not implemented correctly. LLMs help detect suchweaknesses by simulating the conversion process and identifyingirregularities or risks [1].

Malware Detection

Another core area where LLMs are applied is Malware Detection.Unlike traditional antivirus systems that rely on known attack pat-terns, LLMs can generalise from existing malware datasets to iden-tify novel or obfuscated threats. They process vast datasets of ma-licious code, system logs, and behavioural patterns to uncover re-curring characteristics and attack strategies. This enables LLMs toidentify and respond to new or evolving malware variants that may
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not yet be documented in existing threat databases.
What sets LLMs apart is their ability to incorporate multi-dimensional data, from file metadata and code structure to be-havioural logs and communication patterns. This enables a moreholistic approach to malware analysis. Their contextual awarenesslets them flag abnormal behaviours or command-and-control sig-nals even when attackers attempt to evade detection through codeobfuscation or polymorphism. LLMs also outperform many tradi-tional static analysis tools, which depend on predefined rule setsthat require constant manual updates.
By analysing a wide array of malware samples, LLMs play a crit-ical role in identifying recurring patterns and malicious behaviours.Their ability to integrate multi-dimensional data enables a compre-hensive approach to malware analysis, offering stronger detectionmechanisms (nsfocus). LLMs use data mining to analyse raw data,identifying complex patterns and vulnerabilities that static codescanning tools, reliant on manually maintained rule sets, oftenmiss. Their contextual understanding allows them to detect moresophisticated attack scenarios overlooked by traditional scanners[9].

Protecting Personal Information

LLMs also play an increasingly important role in safeguarding per-sonal data and preserving user privacy. One major application is thedetection of phishing emails, where attackers impersonate trustedentities to extract sensitive information. LLMs improve phishingdetection by analysing not just keywords or URLs, but the overall se-mantic and stylistic patterns of communications—such as urgency,tone, or psychological manipulation tactics. They significantly re-duce false positives while improving detection accuracy, therebyenhancing user trust in automated systems.
Furthermore, they facilitate privacy leak detection by identi-fying Personally Identifiable Information (PII) —such as names,addresses, or credit card numbers- within large datasets. They canperform this analysis across multiple languages, making them valu-able assets in international cybersecurity operations. According torecent studies, LLMs have demonstrated a 20% improvement inphishing detection rates and a 30% reduction in false positives com-pared to traditional filtering methods, highlighting their potentialin real-world cybersecurity [10].
The key applications of LLMs in Cybersecurity can be summa-rized as follows:

• Threat Intelligence: Extracting, organizing, and analyzinglarge volumes of threat intelligence documents to detect trendsand patterns that may indicate emerging threats.• Vulnerability Detection: Identifying security vulnerabilitiesthrough code analysis and real-time threat monitoring, oftenoutperforming traditional static analysis tools.• Malware Detection: Enhancing both static and dynamic analy-sis by identifying recurring patterns and predicting maliciousbehaviors. LLMs improve malware classification and anomalydetection through multi-dimensional data integration.• Anomaly Detection: Identifying security anomalies such asmalicious network traffic, virus files, and anomalies in systemlogs.• Fuzzing and Program Repair: Automating fuzz testing to dis-cover vulnerabilities and assisting in program repair by gener-ating secure patches.• LLM-Assisted (In)Secure Code Generation: While LLMs excelat generating secure code, concerns remain about the potentialrisks of LLM-generated insecure code. However, research isongoing to develop strategies that allow LLMs to self-correctand refine their code outputs.• LLM-Assisted Attacks: Despite their positive applications,LLMs can also be exploited to launch network attacks such as

generating phishing emails and assisting in penetration testing.• Strengthening Incident Response and Data Protection: LLMsalso enhance incident response by generating detailed reports,summarizing security incidents, and recommending appropri-ate mitigation steps. Their ability to process vast amounts ofsecurity data in real-time accelerates threat identification andminimizes response time.• Phishing Email Detection: LLMs safeguard sensitive informa-tion by analyzing email content and communication patternsto identify phishing scams, resulting in a 20% improvementin detection rates and a 30% reduction in false positives com-pared to traditional filtering methods. Privacy Leak Detection:Identifying leaks of Personally Identifiable Information (PII),including cross-language detection of private data, is essentialin globalized cybersecurity frameworks.
Fig. 2 info-graphically depicts what are LLMs key applications inCybersecurity.

Figure 2. LLMs in Cybersecurity.

LLM against Cybersecurity

While Large Language Models (LLMs) offer transformative capabil-ities in strengthening cybersecurity, these benefits are increasinglychallenged by the dual-use nature of the technology. The very fea-tures that make LLMs powerful defensive tools, such as rapid dataprocessing, code generation, and context-aware analysis, can alsobe exploited by malicious actors to enhance the scale, precision,and impact of cyberattacks.
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Weaponisation by Malicious Actors

One of the most alarming risks posed by LLMs is their potential tostreamline and automate sophisticated cyberattacks. Attackers canuse LLMs to conduct reconnaissance on systems, identify vulnera-bilities, and execute attacks such as man-in-the-middle intrusions,privilege escalation, and injection attacks with increased efficiency.What once required a deep understanding of security protocols andcoding expertise can now be accomplished more easily through con-versational prompts and code generation tools powered by LLMs.A particularly dangerous application is the evolution of phishingtactics. Traditionally, phishing emails were often marked by poorgrammar, awkward phrasing, or cultural inconsistencies, clues thathelped recipients identify them as fraudulent. With LLMs, however,cybercriminals can generate highly convincing and grammaticallyaccurate phishing emails, tailored to specific individuals or organ-isations. These messages can mimic legitimate communicationstyles, reference real-life events, and adapt across multiple lan-guages, making them significantly more difficult to detect. Thispersonalisation greatly increases the success rate of social engi-neering attacks, in which victims are tricked into sharing sensitiveinformation such as passwords or financial data [11].Beyond phishing, LLMs have also been harnessed to generatedisinformation content at scale, fueling misinformation campaignsand psychological manipulation efforts. By rapidly producing per-suasive narratives, fake news, or impersonated communications,these models can distort public discourse, spread propaganda, anderode trust in digital communications [12].

Inherent Technical Risks

Apart from being abused externally, LLMs themselves carry inher-ent limitations that can weaken cybersecurity efforts. For instance,these models can be used to automate the development of mali-cious code, including polymorphic malware: a type of malware thatconstantly changes its structure to evade detection by traditionalsignature-based scanners. This capability undermines conven-tional defences and forces cybersecurity teams to develop moreadaptive, behaviour-based detection strategies [13].Moreover, the lack of transparency in how many commercialLLMs are trained and operate introduces further concerns. Hiddenbiases, unvetted data sources, and the inability to audit the inter-nal workings of closed-source models raise questions about theirreliability in high-stakes environments. These blind spots could beexploited by attackers who understand how to manipulate modelbehaviour or input formatting to evade detection [14].
• Code Security

– Standardized code generation
– Detecting vulnerabilities (e.g., serialization issues, memoryflaws)
– Automated security testing (fuzzing, data mining)

• Malware Detection
– Identifying patterns in malicious code
– Integrating multi-dimensional data for analysis

• Personal Information Protection
– Phishing detection and prevention
– Identifying privacy leaks and cross-language PII detection
Fig. 3 presents an infographic highlighting key applications oflarge language models (LLMs) in the cybersecurity domain.

Figure 3. LLMs against Cybersecurity.

Case Studies:

As artificial intelligence continues to revolutionise industries, itsrapid advancement brings along a host of pressing security con-cerns. ChatGPT, along with numerous other LLM models, has capti-vated millions with its ability to produce human-like text. However,recent incidents highlight vulnerabilities that raise critical ques-tions about data privacy, intellectual property, and user safety. Fromtraining data leaks to high-profile lawsuits – how pressing is theneed to address these challenges?
Training Data Leaks

Recent research has exposed a weakness in ChatGPT’s design,which allows attackers to extract training data. This exploit, knownas extractable memorisation, takes advantage of the model’s ten-dency to “remember” fragments of its training data. Researchersdemonstrated that by using a specific prompt, they could manipu-late ChatGPT into disclosing sensitive information from its train-ing data. In this case, they prompted ChatGPT to repeat the word“poem” infinitely, causing the model to emit real email addressesand phone numbers. In the most extreme case, over 5% of themodel’s output was a direct, verbatim copy of 50 consecutive to-kens from its training data.This vulnerability occurs because the model bypasses its align-ment safeguard and reverts to its pre-training data. Despite GPT-4being explicitly designed to avoid revealing training data, this ex-ploit highlights a significant flaw in the model’s ability to balancerecall with privacy protection.The implications of this discovery are profound and underscorea broader challenge within LLMs: the difficulty of ensuring privacyand data security as these systems handle increasingly sensitiveand personal information. This issue emphasises the need for strin-gent testing, oversight, and continuous refinement of safeguardsto prevent unintentional data exposure. As LLMs like ChatGPT aredeployed across diverse fields, from customer service to healthcare,maintaining user privacy while ensuring the functionality of thesemodels remains a persistent and critical challenge [15].
March 20 Outage

On March 20, 2023, ChatGPT experienced a significant privacybreach triggered by a bug in an open-source library. This flawresulted in a temporary but serious compromise of user data. Dur-ing the outage, some users were able to access the conversationhistories of other users, raising concerns about the system’s abil-ity to protect personal information. More alarmingly, for a smallsubset of ChatGPT Plus subscribers, sensitive payment details, in-cluding names, billing addresses, and the last four digits of credit
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card numbers, were unintentionally disclosed [16]. Fig. 4 illustratesan example of March 20, 2023 exposure of billing information ofthe users.

Figure 4. Simulated example of the March 20, 2023 ChatGPT Plus billing information
exposure. This image is a reconstruction illustrating how the bug caused some users
to view other subscribers’ billing details.

This incident, while contained, underscored the vulnerabili-ties inherent in managing large-scale user data. OpenAI swiftlyidentified and rectified the issue, assuring users that steps weretaken to address the bug and prevent further breaches. The com-pany reaffirmed its commitment to safeguarding user privacy anddata security, emphasising its responsibility to protect sensitiveinformation.

Legal Battles

The growing integration of AI technology is sparking a wave of legaland ethical debates, with lawsuits threatening to reshape the legalboundaries of AI. Beyond privacy concerns, AI systems like Chat-GPT are facing increasing scrutiny over their use of copyrightedmaterial. In a high-profile lawsuit, The New York Times sued Ope-nAI and Microsoft, alleging the unauthorised use of its content totrain AI models. This legal challenge underscores the ethical andlegal dilemmas surrounding the development of generative AI.
The lawsuit claims that copyrighted articles were used withoutpermission to train OpenAI’s ChatGPT and Microsoft’s Bing Chator “Copilot.” The latest models, which are trained on trillions ofwords, reportedly include a substantial amount of content from TheTimes’ copyrighted work. The Times argues that this data containsa significant portion of its proprietary content, which was usedwithout compensation.
As previously noted, LLMs tend to memorise parts of the worksincluded in their training data. This means the model can generatenear-verbatim extracts from copyrighted sources. In addition tothis, LLMs produce “synthetic” search results, which can signifi-cantly exceed the amount of content traditionally displayed by anonline search. This functionality allows users to bypass paywallsand access content that would otherwise be restricted, enablingreaders to generate summaries of near-verbatim extracts withoutthe need to pay for access.
This situation presents a serious threat to journalism, as it po-tentially undermines the intellectual property rights of contentcreators. By allegedly providing free access to premium content,LLMs like ChatGPT could erode traditional revenue models for news

outlets. The Times has cited multiple instances where users werepresented with near-verbatim extracts of its articles, content thatwould otherwise only be available to paying subscribers. The Timeshas warned that the “cost to society will be enormous” if such prac-tices continue, stressing the crucial role of independent journalismin a functioning democracy.The lawsuit highlights the broader challenge of creating AI sys-tems that respect intellectual property rights while still benefitingfrom the vast array of resources required to train these models.Beyond ownership concerns, there is growing anxiety about AIemerging as a direct competitor to news outlets, drawing away au-diences and, consequently, diminishing revenue streams. This caseraises critical questions about how AI can be developed in a waythat balances innovation with fair compensation for creators andorganisations [17].The controversies extend beyond journalism. Comedian SarahSilverman joined lawsuits accusing Meta and OpenAI of using hermemoir without consent in training their AI models [18]. Promi-nent authors such as Jonathan Franzen and John Grisham havevoiced similar concerns, leading to a separate lawsuit focused onthe unauthorised use of thousands of books. Additionally, GettyImages sued an AI platform for generating visuals based on itscopyrighted material, arguing this practice undermines creativeindustries [19, 20].These legal battles highlight the tension between technologicaladvancement and intellectual property rights. As generative AIcontinues to evolve, these disputes will play a pivotal role in shapinghow creative content is protected and utilised in the digital age.These legal battles highlight the tension between technologicaladvancement and intellectual property rights. As generative AIcontinues to evolve, these disputes will play a pivotal role in shapinghow creative content is protected and utilised in the digital age.

Human Rights Implications of LLMs in Cyberse-
curity

Right to be forgotten

The "right to be forgotten" refers to an individual’s ability to havecertain personal information removed from public access, particu-larly on the internet. This right is enshrined in data protection laws,such as the European Union’s General Data Protection Regulation(GDPR), which mandates that individuals can request the deletionof their personal data under certain conditions. This right is anessential part of Article 12 of the Universal Declaration of HumanRights (UDHR), which stipulates the right to privacy [21].However, the deployment of Large Language Models (LLMs)in cybersecurity complicates this right, as these models often relyon vast datasets, some of which may contain personal or sensitiveinformation. LLMs often rely on vast datasets scraped from var-ious publicly available sources, including social media, academicarticles, and even personal blogs. While these datasets might not al-ways be overtly private, they may still contain sensitive or personalinformation without the knowledge or consent of the individualsinvolved. As LLMs are trained on such data, they can inadvertentlymemorise details about individuals, making it difficult to deletespecific pieces of personal data from the model once they are em-bedded. This creates a significant challenge in reconciling the rightto be forgotten with the functionality of LLMs in cybersecurity.A particularly concerning issue is the "memorisation" of per-sonal data by LLMs, where the model retains information fromits training data and can recall it during its operations. This couldpotentially expose private information that was never intended forsuch use. Furthermore, LLMs are prone to a phenomenon called"hallucination," where the model generates outputs that seem plau-sible but are not based on any actual training data. While hallucina-tions are often seen as a flaw in LLMs, they could inadvertently lead
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to the generation of misinformation that harms individuals, mak-ing it even more challenging to manage privacy and data protectionwithin cybersecurity systems.
Misinformation and Disinformation

Misinformation and disinformation are growing concerns in thecontext of human rights, particularly with the rise of LLMs in cy-bersecurity (Oxford). Misinformation refers to the spread of inac-curate information without malicious intent, while disinformationis the intentional dissemination of false or misleading content withthe purpose of deceiving others. The digital age has significantlyamplified the reach of both, making it easier to spread and accessmisleading information, which can have harmful impacts on publicopinion, social harmony, and democratic processes [22].In recent years, the use of digital platforms has enabled mali-cious actors to exploit these technologies to spread disinformation.Political groups, criminal organizations, terrorist cells, and evengovernments can take advantage of LLMs to create persuasive nar-ratives that align with their agendas (Science Direct). This posesa serious threat to individuals’ rights to access accurate and reli-able information, which is vital for informed decision-making andparticipation in democratic processes.LLMs have become a tool for generating content that can deceiveor mislead at an alarming scale. The advancement of AI technolo-gies, particularly in the field of multimodal content generation,allows these models to create not only text but also images, videos,and audio that are indistinguishable from real content. This abilityopens new avenues for creating convincing disinformation cam-paigns that can easily manipulate public opinion, spread propa-ganda, or destabilize social and political systems[12].Moreover, LLMs often rely on large and diverse datasets scrapedfrom the internet, which can contain biased, noisy, or incorrectinformation (Science Direct). If such flawed data is used to traina model, it can lead to the generation of biased or inaccurate con-tent. In addition, LLMs can experience a phenomenon known as"hallucination," where the model generates content that soundsplausible but is factually incorrect. This can significantly contributeto the spread of false information, as individuals may trust contentgenerated by seemingly authoritative sources, only to discover laterthat it was fabricated or misinformed.
Deepfakes and Their Impact on Disinformation

The rise of deepfakes, AI-generated videos that alter or fabricate thelikenesses of individuals, has become a major concern in the fightagainst disinformation and the loss of credibility across digital plat-forms. Deepfakes are increasingly accessible due to advancementsin AI technology, similar to the way LLMs have made the generationof misleading content easier. Just as LLMs enable the creation ofconvincing yet false written content, deepfakes empower users togenerate highly realistic, fabricated visual content with minimaleffort or expertise.One of the primary concerns about deepfakes is that they havelowered the threshold for creating disinformation. Traditionally,producing convincing fake videos required specialized knowledgeor expensive resources. However, with the rise of accessible AI tools,almost anyone with basic technological literacy can now createrealistic deepfakes. This democratisation of technology has made iteasier for malicious individuals or groups to rapidly produce anddistribute misleading content, which can have a significant impacton public opinion and political discourse [23].The widespread use of deepfake technology raises significanthuman rights concerns, particularly in relation to privacy, access totruthful information, and freedom of expression. Privacy violationsare a major issue, as deepfakes can create fabricated videos thatmisrepresent individuals, showing them saying or doing things

they never actually did. This unauthorised use of someone’s like-ness can lead to reputational damage, emotional distress, and, insome cases, legal consequences or blackmail. Additionally, deep-fakes contribute to the erosion of trust in online content, makingit increasingly difficult for individuals to distinguish between au-thentic and manipulated media. As deepfakes become more sophis-ticated, they undermine the right to access truthful information,especially in politically sensitive areas such as elections or pub-lic health. Deepfakes also pose a threat to freedom of expression;when individuals fear being misrepresented, they may refrain fromspeaking out or engaging in public discourse. This creates a chillingeffect, where people hesitate to express controversial or unpopularopinions, leading to a stifling of free speech and debate[23]. Fig. 5illustrates the human rights implications of LLMs in cybersecurity,including risks to privacy, misinformation, and deepfakes.

Figure 5. Human rights implications of LLMs in cybersecurity, including risks to
privacy, misinformation, and deepfakes.

Conclusion

In conclusion, the integration of Large Language Models into cyber-security presents both significant opportunities and risks. Whilethese models offer powerful capabilities to enhance digital secu-rity through more effective threat detection, vulnerability analysis,and personal data protection, their dual-use nature raises complexchallenges. The same strengths that allow LLMs to detect maliciousactivities can also be exploited by malicious actors to generate de-ceptive content, launch sophisticated cyberattacks, and manipulateusers. This paradox is further complicated by concerns over pri-vacy, transparency, and accountability, as LLMs are often trainedon vast, publicly available datasets, which can include sensitiveinformation.
The rise of disinformation and deepfakes exacerbates these con-cerns, as these technologies enable the rapid spread of misleadingor harmful content, undermining trust in digital platforms. Theability to create highly convincing but false narratives has profoundimplications for human rights, particularly in relation to privacy,freedom of expression, and the right to access truthful information.As LLMs and deepfakes continue to evolve, the challenge will beto balance their potential to defend against cyber threats with theneed to protect individual rights and ensure that they are not usedto harm society.
To navigate these complexities, it is essential that the deploy-ment of LLMs in cybersecurity be accompanied by ethical guide-lines, robust regulatory frameworks, and ongoing oversight to mit-igate the risks of misuse. The future of cybersecurity will increas-ingly depend on how we manage the dual-use nature of these tech-nologies, ensuring they serve as tools for protection rather thanexploitation.
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