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PLRPOSE

The parpose of this document i to state the eatablnbod Caroling Famuly Headh Conters, Ine. (CTIC,
Inc ) pandclines for socurty settings and individusl user group nghts n the Patent Management
System and Electronic Health Recond (EHR)

POLICY

CHHC. Inc. is doducatod 10 mumntamang the socunty of patient mformason rocoedad i the Patient
Managerment System s LHR St locsm senums, and contracton will be sssgned weer group nghts
and 'or indevidual nghts hased on job responsabiltios s bevel of suthenity. Some indnvidaals may be
assigned o more than one usar group depending on that posison

Supervison must complete the Vew Employer Accen form for esch employee i order %0 document the
employee s job respomsibabition and security sccess seads. Por superviser sppeoval, cortain users may be
grven addiional nghts boyond they et growp depending on thee responsibnbition.  This form will be
wsed by Admimistrative members of the group 10 mwigs ey wnd isdividual nghts  User grosps will
consist of 'wo categones Patient Management Systom and Electronsc Health Record. Refer
PIN-117T Onbocrding and Ovicmiation
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CAROLINA FAMILY HEALTH CENTERS, INC.

L

USER GROUF FOR PATIENT MANAGEMENT SYSTEM

Lscr Groups - Paticnt Managesent Systom
Admisistration: Adsumistrative «aff with the trmning and authonty to set user group nghts and mdinvadual nghts in the Paticet Management System and
Floctronic Health Record will be assignad 1o the Admunastrative wser group.

Chiel Operations Officer
Director of Chimcal Services
Cheef Compliance and Quality Officer

Director of laformsation Techaology
Information Technology Technician
Director of Health Information Technology

A!m Assignod individually hased oo acoess nocded

Health Information Technology Technician

Chan o acvews conlidential secton of chan o face shoct-manage probicm s custom views
® accoms andors reguisition e lab fomshoot-inmial 2 kb or revoke instials
® accew reanceed chans o lab Nowshoct-lervoke b Bowshoet end of episode signing
® access sonmitive charts o oedersadd 10 onder Savonie list
® ccom semndtive rostrcied chans for cmcrponcy only cocasions | o oedeny-ode delete from ceden favorne
o acvews the patient Chants page o [ace shect-manage catepones history wisand
o allergy module-<an modify serum shoot status o [noe shoot-add history wineed
o allergy module-overnde EP rules o peenatal flowsbect-ssvoke prenatal flowsheet sign and chose epivede
o docursents-sign dxumaonts o view procedure charpe on suportell suamumary
* acoess chant admen pages o flowshoot-acooss admin pages
* acoew musage chan documents page o sccow the clisscal alerts poge
e acoess the smmwnization admin page

Registration o add patierss or porsons to B¢ syviem o view sod modify colloctions patient flags

® view pafacel or potwon scpniration mformalios o view chnical slorts fags
o modilly peticnt o ponon repstraton @iomaatn o view reforral mamagoment
o madify employens o moddy n reforral managoment
* view paticst it o  dolcse m rcforral sanapoment
o checkn pathonts o acvess W reformal managoment admimivration
* undo chock -out o odk the visat counter
o madify delovery informaton o view mad madify cliphilny admaistration
o madify the patient flags admunitration page o perform read time elypibaley inguercs
o view and modify chaet patict flags o add or mactnvale pharmacies from the pharmaxy scach
o view and modify general patiom flags o view and modify custom field administration
o view and modify finsacal paticnt flags o odi patient sotes
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CAROLINA FAMILY HEALTH CENTERS, INC,
USER GROUP FOR PATIENT MANAGEMENT SYSTEM

-
-
-
-
-

Scbedalng o cancel Mock time o modily user defined layout 1 patient admaniarations sdesin
o overmsde may Bt sohodule o overnde Mocked e
o view the apposntment sohodulag page e overnde apposntmont nubes and overbooks
o modify appostment schoduling page ®  set appomiments s the past
o medify whodulo admmistraton page e delose rocalls and appoistment rogacsts
o modify syvice default layout n pationt mformation admin o dckcic whadsle templares

Syviem * accewm documenst import ® accow the paticss tracking sdmenistraton pape

o manage chart docurments * manage admissstratrve Socuments
o delete chant documents or pages ® dolcte admaiarative &xuments of papes
o ol chant document Hypes o oft adesnusrative docsment typos
o manage image libvary ®  accows data share retreval ucuc
® MARAPC UMARC CHMOPOTIoN ® sccoms data share data retnieval
® view admismirstive documests ®  aocess dats whare data udenivaon
o modify care peorvider and locations informateon o madify wser adimaniantion infoernatson
o modifly care peovider elx service kevel o modify seer mghts
O VMW OO Ot o cnable and disabie other ssery
® VICW )W settings o madify growp adminstraton mformatios
o view eRx configeration o menbers and modfy proup rights
® acces palsent ticking ® view gare provider and locations mformatios
* IMANAPC TMOMAES RIOVPS o cmablc accoms 10 all tanks created and saved by any user
* receive pencral mewages ®  a0Cew paicsd resundons
® TOORIVe adrmnisrative messages o shiley %0 add custom ressinders
o receive chmical mowages o abiley %0 cancel rominds and odit mossage
® access (he Lask last adeumsiration page o whadule sysien spgradcs
o crahlo senad ParwBt MOssaRe of reply o paticnl o crable PrmePationt re-manching
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CAROLINA FAMILY HEALTH CENTERS, INC,

L]
USER GROUP FOR PATIENT MANAGEMENT SYSTEM
Froat Office Superyisors:
Chief Operating Officer Integrated Behavioral Health Care Cocedinancr
Froemt Office Superyvoon Practice Manager
AR Managemens *  coow the sccount mformation page o culer paticrst and msarance peytnests
o overnde the posting daie bo sy date o voud paymests cnpinally created withes the currene month
o overnde the posting date 0 a dase wilun the cwrment o voud paymcats ceypmally crestad soday
toonh o voud adustmcnts onginally created waliun the cwment mom
o modify sccount sotes o voud admstrncnts onginally created today
o modify msurance plass
o view AR bookup tables
Chant o socess the patsont charts page o view provedure charge on seperbill sumsnary
o documcntr-auyn documents ®  access chart adimus pages
o customise the chmical vist summary doowment o unport'export chmical tomplates
Repatration o add patients or persons %o the system o undo check-in
®  vicw paticnl Of Poron regIiEaion nfonmalion o undo no show
o modify patsent or person regstration mfonmation o odit the vise counter
o modify employers o mdd or inactivene pharmacics from the pharmacy search
o view patices ht o odit petsent notes
o view and modify general pationt flags * chock-in patsents
o view and modify finsscsal paticnt flags o undo check -omt
o wiew and modify collections patient flags o modify delvvery mformation
o view reforml mesagomont o view and moodify chan patient flags
o modfy in reforral masagoment o mactivele pationts
o activate paticais
Vopornng o socews the repont sclection page o apposmtment detal paticnt seport
o deposnt shp repont o duily schedale repon
e tramaction detal halascag repon o resource reles tomplate repaort
o superhill semmary status repont * visit tracking sepoet
o acoount information repont o sudit Jog repont
*  patict appointomest fopoe o demographsc bt
o patiem mformation shoet ® acoews Bie ropoet sates puge
*  petent semmary report o appountimest analysis ropoet
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CAROLINA FAMILY HEALTH CENTERS, INC,

USER GROUF FOR PATIENT MANAGEMENT SYSTEM

i

Schaduling o cunced Block time o madify syshem defaull layout = patscont infoematson admis
o overnde mary not sohodule o madify wser defined bayowt in patient admimestration admin
*  view the apposstroest schodulmg pege o overnde Nocked time
o modify appostment schoduling page o overmade apposstmest neles and overbooks
o madify schadule admimestraton page o delete recalls sod apposntmont roquests

System *  accom docwment smport ®  view commtications
®  view adssnistraive Sovuncnis o aoess pationt trac g
o manage sdmisistrative documents o ocaive goneral messagos
o delote admmmistratiove Socuments Of pages o cnahle sead paticnt mewage of reply W paticnt
o ofit adeunisrative JOOUDON Nypes o onable PrimePacsent re-manschmg
®  view care providor and locatons information o emable accow 0 all tavks crosted and waved by any user
Sowuary )01 * Poge Sf 12




CAROLINA FAMILY HEALTH CENTERS, INC,
USER GROUP FOR PATIENT MANAGEMENT SYSTEM
Front Desk Staff: The front dosk staff user group is responsible for the schadubing, documentation of pationt demographecs and msurance

informatios.  The user group will have sccess 1o the Patient Management System sections for registration and schoduling. All front office staft wall
be swegnod 10 thas group.

L

Cheef Operating Officer Fromt Office Supervisor Fromt Office Associate

AR Manapemcnt o mooss the account mformation page o modify AR lockep wabies
o modify accoenl sy o onler pationt mnd Ssrance peymeTts
o view AR lookup tables

Ohan o socoms the paticnt chans page e view procedure charge on superbell summary
o documents-sgn doowments o pocess chan adrmus pages
o cetomese the clizacal visst summary docutnent o mport export chmical tomplates
Regiarston o ndd patscnls of persons o the syviom o modify i reforral managoment
®  view patiant of penon reglanstion information o undo chockn
o modfy paticst of perwon rogiiration isformatios o undo 8o show
o modly employers o ot the vistl cousler
®  view pationt et o a4 or inactivate pharmacies from the pharmacy warch
o chock-in paticnts o view sod modify finencal paticnt flags
o wodo chechou *  view sod madify colloctions paticet flags
o modily delivery information o view referral masagpement
®  view and modify chan paticst fags o ImaCTIvate pationts
o view and modify peneral pationt flags ®  activade paticnts
Reponing o scoew the seport selectaon page o patonl vemmmary report

*  deposit slip repont o appomtinest salyvs repon
*  tramsaction detail halancing repon o appomtment detail patsest repeet
o superthll sarmmary saatus repont o dailly whodule report
o  acoount information report o vt tacking repon
*  paticrt appotatmcr foport o demographic e
e palicen mfonnation sheet ®  accom the report status page

Aanwury 07 Pagebef 2



CAROLINA FAMILY HEALTH CENTERS, INC.

L]
USER GROUP FOR PATIENT MANAGEMENT SYSTEM

Schoduling o canoel Nock time o overnde blocked tme
*  overnide may not schedele o overnde sppotntment rulles and overbooks
o view the appointment scheduling page
o moddy sppoimment whoduding page

Sysien *  accewm documeont impoet ®  B00ess patient Wacking

o view admisstranive documents *  secenve pencral movsapes
*  manage admunivralive docementa o coablc sond patsent message of reply 10 patient
o deloic adminmirative dovemments of pages o enable PnmelPationt re-matching
o odin admunistranive document types *  eneble accom 10 ol taaks created and srved by any e
VW COTUTNINCItIOn.
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CAROLINA FAMILY HEALTH CENTERS, INC,

USER GROUF FOR PATIENT MANAGEMENT SYSTEM
Referrals: Sepport staff imvolved in making, documontng. and tracking paticnt referrals.
Director of Clinical Servaces Reformals Assoaate
Chan ® 2000w ordens regustion ® 2000ss semsitive charts

o accews sericiod charty * acoows the pationt charts page
-

Repiration o add patients or porsens 1o the systom o view reforml managetncnt
o view paticnd o perwon sopmiration wfonmation o modify in reforral menagomont
o modify pationt of person regsstranon information o ot the vislt couster

Keportng ®  aovess the repon sclecton page * paticnt chart
o referring peovider ropont * patient sfonmation sheet
o docement traching repon

Schadubng o view the appoimment whoedeling page

Svstem ® Vicw Cventrne atkes o omable sond paticnt message of reply to petsent
*  00ews patiens iracking o cnable PrimacPaticnt re-matchang
* recoive chimcal messages o emable sccess W all tashs crestod and saved by amy eser
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CAROLINA FAMILY HEALTH CENTERS, INC.

USER GROUF FOR PATIENT MANAGEMENT SYSTEM

Medical Records: Staff involved in masaging esedical recoeds and scanseng docassents into the system.

Chief Operating Officer
Referrals Assooate

Medical Reconds Supervisor
Interpreter

Madcal Recoeds Associste

Owtreach Enrollment Specaalest (Freedom Hall)

Chant o access confidential soction of chan o scces chan admin pages

® 2000 ordars roguisition ® a00ess manage chart documents page
® accoms rostractod charts ® accoms the chmical alerts page
®  a00ess setilive chans ®  access The unmuseration adrun page
® accoss sonmitive rostrcsed chans for emergency ealy cccasions o allergy module-manage allorgon doands
o accow the pationt charts page o allergy modude-managpe allergy kot sundber
o face shoet-manage problem lia custom Views o flowsdoct access admin pages
o lab fowahoct-mitial 2 lab or revoke ks o flowshoot-creass 'odn
o lab Oowsheoct-mvoke lab fowsboot end of cpisade wgnmy o coderv-add 10 onder Bavorite it
o [ace shoet-manage canepones hutory wizand o ondersoda delere from ceden (avorne lis
o face shoot-delote hivory wizand o rosulncan deleto
o [ace shoot-add Mastory wizad
o flowshoot 'odut results<an ot doplay value of resals
o view procodere charpe oo suporbell summary

Rogitration o add petsonts or porsons 10 the system ®  a00ess the repont selection page
* view paticnt or perwon registration information o document tracking repoet
o moddy paticet of persos reginnation infoematon * pabwcet chan
® view patient st o linwal petiont listng report
* view sad modify chart pationt flags * patont appointment report
o view snd modify poscral patient Mlags o apposstment detul patscet repon
* view reforml management o dady whodule repont
o moddy in reforral managonent * accom Bhe orders datanct
® ImACtiVME paticmts ®  activane paticnts
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CAROLINA FAMILY HEALTH CENTERS, INC, L

USER GROUP FOR PATIENT MANAGEMENT SYSTEM

Scheduling o view the appomniment scheduling page
o modify appointment scheduling page

System o access document tmport o  delete administrative documents of pages
o manage chart documonts o odit sdmusestrative document types
o delete chant documents of pages o accom data share retneval quese
o odit chart document types o acoess data share data retnieval
e manage image Wbrary *  acooss data sharo dala sebmisson
®  MANAGC MTARC CMCROnes *  View communications
e view administrative documents ®  acvows paticnt tracking
e manage administrative documents o  roove chmcal mesages

o acooss order status update utilaty

Sanuary T
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CAROLINA FAMILY HEALTH CENTERS, INC. L)
USER GROUP FOR PATIENT MANAGEMENT SYSTEM

Billing: All staff involved in billing and coding will be assigned %0 the Billing user group. The Balling user group will have accom %o the Pationt
Management System sections and Flectronic Mealth Record

Billng Supervisoc Balling Associates Administrative Assistant - Ryan White Continuous Quality bpeovensent
!!w o view AR and E-Charge licket coafipurations © coter patient 3o INSUTME PVTTORES
© View sisements and finssce charge configuration o voud charpes orgmally crested within amy msosth
® accoss the acoount mionmation page o void charges onginally crested within the curmest mood
o cresse an E-Charge tackhet o voud charges onginally crested today
© overnde the posting date 1o any date * voud payments ongmally crestod withae any month
® overnde the posting dwie 10 a date within the corrent month o voud paymerss ongsally crested withis the carment swomth
o modify acoount notes o voud paymenes ongimally created todey
o modify Clasms mamtonance, chams processing, <laims statuncs, and | o vind adjsstments ceipmally crested withe any mosth
printies conliguration o voud adyestiments onipnally orcated withea the cervere month
© view procedure information o voud adyustments onpmally cealad soday
* vigw gontracts'foo schodules ® accom cloctronic semmance
o view AR lookup tables o acvess smhound charpes esoeption list
* wodify charges
® overnde charpe amount
o view and moddy collecton work bst
@ debare inhemand charges
Chan ® accom confidential section of chan ® acoow sonnitive Tostnctod charts for emergency osly occasons
® socess ordens requInion ® accom the paticnt charts page
® accows resncied charts o view procedere charpe on superted summary
® acoows sematrve charts
- Regisaration | o add patscnts of porsons 1o the system o view and modify gencral patient flags
® View patient of porson repstraton mfonmation o view and modify flrascad patiens flags
o moddy paticnt or person registralion information o view and modify collections paticre flags
o moddy cmployers ® view reformal masagement
y ® view pationt list o undo chech-m
o check-in paticrts o undo chock o
| * undo no sdhow

Jommary NIT Poage oA 12



CAROLINA FAMILY HEALTH CENTERS, INC, ¢

USER GROUF FOR PATIENT MANAGEMENT SYSTEM

o povess the repont sclection page o EIM batch submission dotal report

o adyustment amalywis report o FID batch sebenission susmsnary repoet

*  aging ssmmacy o EDM claim chearinghouse and payer reports

o appbed malyss repon o EIM file crewtion error report

o AR semmary o paticet halance seport

o claiss tracking repont ®  PalIcH! SLINCTICN SWmMTAry fepee

o oollectson sdjustment summary ® payment analyss report

o collecton revenos Topont o peocedure code mmalyses repont

o deponit sl repont o referring provider repon

®  inserance analysis pepont o seporbill summmary status repont

®  PrOVIICT PEVORAN MEIIIRATY * accoust informalion repon

®  orvice amalysis repornt o swpended charges repon

o submined claims repon o tramsaction detail balsscing repont
Schoduling o wiew the appomtment schoduling page

o madify appointment schoduling page

. “m“ & S0cews pabent m

*  view admnistrative Socuments o reverve poneral messages

o  manape sdmumsirative doouments ® accoms wmall halasce ahility

*  view care peovider and locations mformation o cnablic send paticnt message of reply 10 patsent

®  VICW COmmIEmICatons o enable PramePatent re-matching

enablic acoess 10 all tasks creatod and saved by sy usey

Pagpe 120032




CAROLINA FAMILY HEALTH CENTERS, INC, L

USER GROUF FOR PATIENT MANAGEMENT SYSTEM

Outreach Staff: StafY can chock paticats m for an appointment and complete the Shding Fee Descount Applcation form en-route.

Chief Operating Officer Outreach Enrollment Manager Outreach Enrollment Spocialists
AR Masagernest o mocows the accousst mformation page ® voud charpes ongmally creaned within say moath
o overnde the posting dane %0 sy dade ® voud charpes ongsally crestod withen the currest mosth
o overmsde the posting date %0 » date withan the curronl © voud charpes ongmally cromed 1odey
mwoth © voud adstononts onginally created wekin the current

o modify charpes mwoth
o overrade charpe atsowt ® voud adpestoents ongpinally crested today
o onter patiant and Isarance payTnents

Registranon o udd patsemis of persons % the yystem o view pancrs bat
e view pationt or ponson rogistration informaton o Check -t petonts
o modify paticat of peron repairation inSonmalion o view and modify general paticnt flags
o modify employers o view and modify financeal patient flags

o olit pamicnt notes

Reportng ®  socoss the repon selection page
*  adustment asalyvis report
o trassaction dcal balancing repon
o pumsent informatcon shoet

System o view care provider and locations sformation

®  VIOW OOMIMARICAT N
*  accowm pationt tracking

Jemuary JOrY Pepe D 2



CAROLINA FAMILY HEALTH CENTERS, INC, L

USER GROUP FOR PATIENT MANAGEMENT SYSTEM

Affordable Care Act: ACA stafl
Chief Operating Officer Outreach Eseollment Managey Onstreach Enrollment Spocialssts
Soecial Popalations Eligbility A .
Regiaration ®  VIOW PWRE OF POTROn TORIMTaton information
o modify patsost o person repalration mfonnatios
o checkin patienis
o view aod modify peneral paticns flags
Schoduling o view the appostment schoduling page
o modify appoistment scheduling page
o st appoinaments i the past

Jowmary 0}7 Poge N 12



CAROLINA FAMILY HEALTH CENTERS, INC,

USER GROUF FOR PATIENT MANAGEMENT SYSTEM

Finance: Staf will check patient schedules, patient demographec information and utilize the roporting modules.

Durectoe of Finance
Fmance Associate

Grants Masagement Associate
Adminsstrative Assistant - Fmance

AR Managemen Scven the sovours informatxn page

-

Regastramson ® VW Palicnl of PErson Megisiraton nformaton
o modfy paticns or pensom registration information

Reporung o acooss the roport sclection page *  palicnd appossionesd repoet
*  adpastrocnl analysis ropont o delivery mformation ropont
®  ApEg summAry o pationt information shoct
*  appbed anadywis report ®  pelical sermmary repon
o AR sussmary o apposntieost analysis repon
o clams tracking repont o appostment Setail paticnt repert
e collection adustment wrmmary o daily schadude repon
o collection fovense repont ®  pesource rulles tomplate ropont
o deposs ship repont o schodule tomplases repon
*  imurance analysis roposted ®  vinil bracking repont
o FI batch sabenission suttmary sopon o wedit log veport
o EIDI batch sebmnission dotal ropont o demographic bt
o FDI chaim cleannghouse and payer reports o user hsting repon
e FDI file crestion erroe sepon o foe schodule livtag repont
*  patient balance ropont o employer I repost
®  paticnd stalemnent susumary seport o maurance plaas lisng repon
o payment salyse repon *  mewrance company bnting report
o procodure code anallysis repornt o charpe schodule detail repont
o reforing provider repont o peocedure mastor lsing repaort.
e service analyss repon o accom the report sates page
o whmened <lasms ropont ®  accems the flex repont page
®  provider revenue sutmemary e accows the apphod rovenee dataset
o sispended charpes repon *  accom the charge analysis datasct
o tramaction detal halancag coport o accew the Climical patient listing dasaset
®  scoount information report ® access the colloction datasct

Aonsry 07

Page S 12



CAROLINA FAMILY HEALTH CENTERS, INC. W

USER GROUP FOR PATIENT MANAGEMENT SYSTEM

*  acoom B immuniaation grid datasce o aoccss the seferral manapomont dataset
o access Bhe modoations dataset o acooss the rosowrey schedule datasct
*  acoom he onders detaset e accoss the transponiation detall datasey
®  accom the paticnt appointiment datasct o pocess the repont dosigner datasat
®  access D pathent demographocs datasey *  impon repont demplates
o acoems O provider demographec dataset *  export templates
®  accom The immunirations datasct o mmpont Cam templatos
®  access the recall dasases ®  Emport prescription icmplaties
Scheduling o view the appoitment schoduling page
System *  moeive genoral monages

Sy 01Y Page 6l 12



CAROLINA FAMILY HEALTH CENTERS, INC, W

USER GROUP FOR PATIENT MANAGEMENT SYSTEM

Executive: Thas aser has super-usor rights,

Chief Fsmancial Officer

AR Masagoment o view AR and 1-Chanpe okt configurations o view procodere information

o modly AR and E-Charge ticket conlfigurations o moddy procedune miormation
o view and moddy ERA profiles o modify inssrance plans
o modify statoments and fisance charge configurations ® view comtraces Toe schodules
o vacw staternents and finance charge coafipuraton o modhify commacty Toe schodulos
o provess patient statements * view AR lockup tables
* accom the accosnt mformuation page o modify AR lookep tables
o cresic an ECharge mcker o modify charges
o overnde the posting dase %o any dae o override charpe smounl
o overnde the posting date 0 3 date within e cutremt sooth o cnier patiemn and IsIance payTenis
o modify socount aotes o voud charpes ongmally crestiod withis any moath
o modify Claims musstonance o voud charpes oniginally creasod withis the curront
o clams procosming, claims sistuses, and prister conligerstvo moeth
o voul charpes ongmally cremed todey o view and modify charge odits adman
o voud paymests ongimally created witha amy mosth o acooss GL expont
o voud payments cnipnally created withes the current mooth o view snd maedify GL coafiguntion sdesan
o voud paymests onpnally created soday o sccems mbounsd charpes oscoption i
o voud adstrnts onginally created walin azy moath o dolete mbound charpes
o voud adustments originally crested within the cumront month | @ view and madify all collecton admin pages
o voud adpustrnents onypnally created todasy o view and modify colioctions work liw
o aocows cloctronss remsattance

Chan o mccess confidental socton of chan *  accom the patierst charts page
o Booess onders roguismon o view procedure charge on superbill sammary
*  sccow rostrictod charts ®  socess chart admin pages
®  aocess sensilive seanciad chans for emerponcy only ®  accow scanitive charts

OCCRBON
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CAROLINA FAMILY HEALTH CENTERS, INC.

USER GROUP FOR PATIENT MANAGEMENT SYSTEM

Repiration o add palicats of persoss 4o the sysicm o view and moddy chan petiens flags

®  View patient of porson regisration informeton o view and modfy poscral patsont Map

o madify patacet or pervon rogastraton information o view and moddy fioancil passeet Mags

o madify crployen o view and modfy collections patsont Sags

o view patient fst o view clinscal alerts flags

* Aok -m patents e veew roformal managessent

o undo chock-out o view and moddy chgitlity admuinatration

o maodify delivery informanion o porform real time cliphality inguires

o view and moddy custom fickd adminestraton

Reponing *  socows the repont selection page o trassacton detad) halancing report

o adjusmcnt analysis repon o document tracking repon

® Aping yemmary *  pabicnt chan

o apphicd ssalysis repont o superiill summary status report

o AR sumunary o chmical patient listing tepeet

o claima trackng report e acoourt infonmation repon

o collocton adustsent warmmary o palient appountmont repont

o oolloction revemee repon o delivery mformaticn repont

o doponit slip repont ¢ pabicnt sfonmation shoet

* mamance analysis report ®  Palicn sUmnAry Tepaet

o EDf batch submission summary repont *  appowntment analyvis report

o DA batch submissson detad repont o sppocstescnl Sctall patient repont

o EDI clam cleannghouse and payer repornts o daly schedsle report

o EDN file croation emor repon ®  resource rolios tomplate repont

o patont balance soport o schodulc 1canplates repon

* paticnl Walcmnosd smmary seport o vish tracking ropent

o puymces analyss repont o wudin bog copont

o procedure code asalysns repont referring provadcr sepoet o demographic ket user bating roport

o scrvice analysia repoet o foe whodule listag report

o subemitied clatms repon o employer lnt repost

® PO ISOr TCVETING SITATY o msunance plan lnting repon

o waspended charges repoet o msuranoc company listimg report

® aocess the flex repon page o charpe schodale detaill repont

® accom apphied rovense Moy datasct o peocedure master listag report

o accom charge analysis flex dataset ® 2000w the roport status page.

o access referml management flox dmaser o accom recall flex dalaset
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* acoom claimm analyss Mex datance o accem resource schodule fex daset
o accom collections Mex datasct ®  200ess sorvioe analysis flax dataset
o access fee schodule flox dasaser * accom tramaction detad fOex dataset
® 0o immmnizations ey detasct ®  A00CH CUSION Tepon
®  access imsurance analysis flex dataset ® acooms the applad revenee datasct
o access modications es dataset o accem the charge analynis dataset
® oo endons flex datasct o access the chunical patsont listing datanct
® sccew patient appointment flex dataser * acoems the colloction datasct
o access pamiont listing flox Eatanet ® acuem the imemuncratons dalaset
* accom pationt iracking Nex datasct o access the ummunration grad dataset
o scoow person demographic flex dataser ® oo the modcations datact
-
Schoduling o cancel block time o overnde Mocked time
o overnde may sl schadule * overnde apposstment rubes and overbooks
o view The sppoimment shadulng page ® st apposstmncnts in the past
o modify apposntment schoduling pege o delete recalls snd appoumment roqeosts
o modify schedule sdmmistration page o delote whadul semplates
o modify system delault layout in pationt information admin o modify user deflinod layout in patient admemistratson sdmen
Sysiem ®  ac0ess document mnpon o modify user rghts
o manage chant docamonts o cnable and dsable other users
o dolone chart docemcnts of pages o madify group sdmimistration informatson sad memben
o ol chart document types o modify group nights
*  manage mmage lideary o view care peovader and locateons Informaton
* manage mmage calogories o maodify care provider aad locations informateon
o view sdmsistratove Jocumments *  VIeW Commmanicalions
o manage AEMInTEt Ve doCuments o modify communications
o &ckote admunaatrative documents of peges o maodify system configuraton
o ofd adeenimtratyve Socument types o modify yywiem defaits
® acoess data share retneval guowe o wview snd modify visit types
® accem dats share data resnicval o view snd medify saperball types
® access data share data submssion ®  View aysom sctlings
o moddy user administration informatuon 2000w patsont tracking
o view wyvicm confipurston * acoows the patient tracksng admunssinafon page
©  MAMARY TCSSART ETOUPS o accem waspend froes clasn sty
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MMMMMM
POV peneral Moessages

recave admumdrative messages

reverve <linnal mossapes

can access the PrimeDATACLOUD
sccows suporball status wtilety

accoss smadl halance whility

scoe the Lk byt admaniiration page

coable send patient message of reply 10 padsont
cnablc PrimcPatemt ro-matching

cnabic sovess o all ks covated and savad by any wer
acoss shared medustom favonies

® aocom onder status update sty
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User Groups-Electronic Health Record
Providers (prescribing clinicians): S1afl responsble for direct pationt care that also has prosanptive suthonty will be assigned 10 the Provider user
proup. The Provider user group will have full access to the chaet inchudag proscriptions sed the chart admin

Director of Clinical : |

. peoscnpions-if » dyptal signature oher than thas weer is
® acoem codars roguisition saved with a proscrptions allow printing of the signature
& 00tws resinceed charts o prescrpbons-cresic proscriptions on behalf of
® acoess senmitive Chars O PrOsTRton- It prescriptions
® acoowm semutive Tostractod charts for emerpescy oaly cocasions o rewslts-cam dolete
® acoess the patient charts page o customniee the cletical vist summary docsment
o allergy module<an moddy serum sheet statas ® accows ronewal rogeest for all peesonbers
o allergy madule-overnde FP rules o pronstal fowsboet-imvoke peenatal Mlowshoet sgn and
o Socumentsargn dovuments close epoade
o face shoet -delete vitals o view procoduse charge on superbill sussmary
® [ace shoot-manage problom list custom views o aooess chart adesin pages
o lab fSowshoet-intial & leb of revolie instialy o acoews the clmical alorts page
o lab fSomshoet-imvoke b flow shoet ond of opisode sigming ® oo the snmuniation sdsin page
o cederv-add 1o order Gvonte e o allorpy madube manage alicrpos hoacds
o codersoda Uekete from cedon favonte st o sllergy module-manage allcrpy kot nember
o presTiptons-access cPrescrive o fowshoet accem admun puges
o prescnpons<an odil modicatzon aler! overrde o importoxpon climcal admin files
O POCKITIPURNS CTOME Prescripiun o importcapon climcal semmplates
Kegivratico o add patienits of persoms 0 the systes o view and modify chaet patient flags
® View pationt of person Togiseation indonmation o view and modily general paticen Nlags
o madify patscat ce porwon copatration mionmation o view climical alerts fags
o view patient list * view reformal management
o chock-in pationts o maodify o referral masagemest
o modify dchivery information o odit the visht counter
® view and modify custom Neld admsistrataon o add or inactivese pharmacies from the pharmacy search
* odit pataond notos
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Reporung accews (he repon seloction page o overdoe paticats for allergy shots
dovement tracking repon o allergy ot ¥ recall
obwolere drug it roport o clumcal pationts buting report
patient chant o capired vial
supertel] sumumary status coport ® PO APPOIMINGTE Peport
allergy performance roports o petiont infoermation seport
cPfrexcnbe modication froguency o access MU dasbbossd
ePrescnded madications * op allergens per allerpon type
phanmacy hatings e Ohio modicatson repont
Schoduling view the appomtment schoduling page
maodify appowtmcnt scheduling page
st appotmescnts o (he past
System So0em documan smpon * reveive claucal mevages
VICW COMMITIEIC At IOn ® accows pharmacy downlosd
modify Commenicstions ® access shared mediations favorites
vew oy conflgeration * scoom Uroosway Macketplace
accon pataced tracking o crubic send palicet message of reply 10 patient
caadic PrimePationt re-matching o onable acoess 10 all saks created and saved by any seer
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USER GROUP FOR PATIENT MANAGEMENT SYSTEM

Non-Prescribing Clinicians: Staff responible for diroct patient care that docs got have prescriptive suthonty will be assignod to the Noo-Prescnbing
This group will have access 10 the chart and chart adenistration, but will not have sccess 10 prescribing section of the medical record. There will be
access 10 certain sections of the madical rocord pertinent 10 hisher job as well as access 1o schoduling.

Cluef Phasmacy Officer Durector of Chisscal Pharmacy Services Direcsor of Medication Adberence Clinic
Pharmacists Pharmacist Masagers Fharmacy Technicaan

Imegrated Behavioral Health Manager Integrated Bohavioral Health Clisiciams  Director of Clinical Services

Care Coordmation Transitson Manager Maodical Case Mamager Supervisor Case Managen

PPatsent Special Populations Eligibilty Associates  Poor Counsclor

Integrated Bohavioral Health Care Coondinator Pharmacy Fligibility Associstes

AR Mamagement | o access he account informaton page (Case Managon only)
Chan ® access confidenoal secton of chan o  Dacc shoot-manage problem lst cusomn vaews
® 00O COdOT PO SN o lab Nowsboctanitial » lab or revoke mitials
® accens resincted chans o lab flowsdectdnvoke lab flowsheot ond of apesode sigring
© 200em seanitive chans o onderv-add to onder favorte bt
® aocoss somsitive rostricted charts for emerposcy only occasions o fowaboctodn revelis-can odin display vadue of results
® accom the paticnt charts page o pocess chart admen pages
o allergy modulecan moddy serum shoet stanus o accows the clisecal alerts page
® allergy module-overnde 1 rules o umportexpont climical sdsun files
* documenty-sign documnents o mport esport chaical tomplanes
o view provedere charge on suportell sumumary
Repniration | o add patiests or persons 10 the sysiem o undo 50 show (Case Mamagens caly )
® View patient o perwom registration informaton o afil the visel couster
o modfy paticed o person fegistrabons infoematan o view and modify peoerad patient flags
® View patient bt o view snd modify finsncial paticet flags
® chock-in patiornts ® view and modify collectom paticet flags
* sndo chock<out (Case Managen only) o view chnical alerts fags
o view and modify chan patiens fagps ® view reforral management
o modify in reforral managoment © add e mactivate pharmacics from the pharmacy search
o wndo chock-in (Case Masagers oaly ) © oAt palicTs modes
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Repotting ® accom the repont selection page o apposstmeTe amalywis repont
o patscnt chan ® appoistment Sctal patacet repon
© PUONOBE APPOIVILITICNE Pepon o daily schodule repon

Sohahiag o view the appomiment schoduling pege o modidy schodule sdminiration page
o modfy appoinement schodeling page ® sot apposntments in the past

Sysem ® access Socument impon o manage adminrative documonts
® manage ¢hart documents o view cae provider and locations mfonmmation
o oda chart docement types ® VICW COmmILINCAtIOn
o manage image libeary o view systom configuration
® MANIES IMAPC CHOPONCY o view sad modify viut types
o view admssstrative docutments o view mad molify seperiull types
® 000w potsemt traching ® VoW sYMOm sottings
o recerve chimcal mesages
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USER GROUP FOR PATIENT MANAGEMENT SYSTEM

Pharmacists; Phanmacasts have acoess to the prescribing section of the pationt chart.
Chocf Phaemacy Officer Pharmacest Managors Dirccsor of Climcal Pharmacy Services
- I Clinical P} i5¢ Penctit

AR Maragoment o acoess the account mfonmation page
Chan o acoews the patients chae page
o proscoptices-acoss efrescribe
o accows chart adomes pages
Repatraton ®  vicw patical of porson sepatntion mfonmation o hock-in paticnds
o modify pathent o porson registration information o undo check-out
o view paticet list ¢ view reforral manapoment
Reportmg e socews the report selection page * patierd informaton shoet
o sccount nformuation roport o sppostoment detasd pations repont
®  palics appossiment report o daily schodule repont
Schoduling o canvel Block tme o maodify appontment schodulag page
o overrde may ot schodule o overrde bocked tme
*  view the appomtment schoduling page ® St APPOIRIIDONES I the pest
Symem o view care peoviden and locatoss infoomation
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Pharmacy: Pharmacy stafl

Chee!f Officer Pharmacises Director of Clinical Pharmacy Servioos
Director of Medication Adberence Clinie Phamacst Manager Qualaty Assurance Pharmacy Technician
Climical Phamacest Practtioner Pharmacy Eligihiley Associate Pharmacy Techmcans

Specaal Popalations Eligibility Assocsate

AR Masegemest ' o acvew the account mfonmalios page

Chan e accow confidential soctivn of chan o dovummonts-sign SOCumenms

®  BOCeWs (JOn rOguenition o facobovt-manage problem hist centom vicws
o acooss the pationt charts page o prescnplions{uint prescrption
o alicrpy module-can modify serum sbeet Matis ® acoess chart admin papes

Registratuon o view paticnl of pTon sopitration afonmnation ®  view and molfy chan petsont Mags
o modify paticnt or person regastration aformation o view and modify poneral pationt Mlags
o maodify employens o view clisscal allorts flags
® view paticet livt o view refermal managoment
o check n patienis o add or macwvate pharmacees from the pharmacy scarch
o undo chovk-omt

Reporung o accows the repont scdoction page o pharmacy listiegs
o paticot chan ® account Informaton roporn
o allergy porformance roports * paticnt sppotntmscnd seport
o aPrescnbe moedication Srogeency *  patices information sheet
o cPrescribed mediations o appoirement detal passnt report

Schaduling o cancel Mook time o overnds Nocked time
o overmsde may ot schodule e overnde appomtment rubes asd overbooks
o view the appomtimest schoduling puge ®  sct appountments in the past
o modify the sppoimment schedulng pape

System o vicw miteaisarative dovumonts * accews paticnt trackng

* view care provider and locations informatson o receive clisscal messages
®  VIEW COMEmMEICAOn. * acooss pharmacy downlosd
o moddy Commancations o cmable PrimcPaticst re-ouachag
o view cRx configeraticn
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Pharmacy Support: Suaff that suppon the Pharmacy, peepare applications Sor the Medication Assistant Programs (MAF), and are responsible for
schaduling appointments for MAP visits, will be assigned to the Fhanmacy Support user group.

Pharmacy Techmicans Special Populations Elighdaty Assocsatos Pharmacy Elghality Associates
(hart o acooss confidential section of chan ® sccew the paticnt charts page

®  accews orders rogurdion o Socuments-sign JOowmones

o movess sensave rostncted charts Sor emengoncy only accasons o face shect-manage problem list custom views
Kegiveration ® VICW PATIOTE OF PeTsen TOgIKTaton InSormation

o modify patscnl o porvon ropalration mformation o view and modify financial patient flags

* view patiest st * view clisical slons flags

®  chack-n patacnts ® vwew reformal managoment

o view and modify chemt paticnt Mags o moddfy in reforral managoment

o view and modify geoersl pations flags o adMd o imactrvate pharmacees from the pharmacy search
Reportng * accom the ropont aclkoction page o appotstment detail patsest repon

® paticnt appoesiment fepornt o Suly swhodule repont

o apposstment analysis repon
Schedaling o view the sppomiment schodulisg page

o madify apposiment scheduling page
System o aocew doCwmon Enport *  manage image libeary

o manage chart documents ®  IMAhage MBagE CleROY e

o deicte Chan Joouments of pages o vigw adminastrative docwments

o odt chart docwment types e view care provider snd location infoemation

® accous patsent tracking ®  VIOW COBMTMNISIO0S

o recerve chimical messapes
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Nurses and Medical Assistants: Rogistered Nerses, Licensed Practical Nurses and Modical Assistants involved in direct pationt care will be

assigned to the Nuesing Modscal Asstatant group. Due 10 the responsibilatios of the nuneng staf, this group will have access %0 the patsent charts and
soene arcas of chant admesastration.

Clirncal Sse Managers Modical Assistants Nurses

Chan o accom confidentsal soction of chant o b fowshoct-imoke lab flowsheet end of cpiode ugnang
®  access orders rogquision o orderv-add % coder (avoetie liv
* accows rosncted chans o prosripoons-aooess elrescnibe
® accows scomative charts *  PICATIPORON-CTOME Proscriptaons
®  a0cess seasaive restriciod chans o cmerponcy only Cocaons | @ prescriptions-cresie proscriptions on behall of
*  ao0es the patient charts page PASSCIPOOaS POml JOCsCngtsnns
o allergy modele<an modify serus shoet status o rowadta-can debewe
o allergy moduleovernde EP rdes o Customuize the clisscal vistt sussmary documnen
®  JOCUNETEs segn JOOWIDETEs o access revewal sogeest for all peescnbens
o face shoet-delete vitads o Nowshoet odat cesslts-can odit display valee of results
o face shoot-munage probicm List custom views o view provedure charge on seperbill susenary
o b fowshoot-inmal a Wb or revekoe iiniads ®  aocess Chant sdma pages
o flowshoot-accoss admin papes o acoow the clincal alorts page
o mmpoct'eport chimacal adman fles o accows the immunization sdmn page
o mport expont climical templates o allergy module-manage allergy lot mumber
.

croate note on behalf of provader

Kegistration o add patients of persons 1o the sysien o view and modify char patient flags
® VIOW PRLTE OF Person regisaration informatson o view aod modify penorsd pationt faps
o modify petiont (v perwen repndration information o view chimcal alorts Mlags
® view patierd st o view referral manapessent
o hock-in petsonts o madify i referral menagomont
o add or mactivate pharmacios from the pharmecy search o odit the visk coumter
o olil puticnt potes
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view care provider and locations isformation
moddy care peorvider and locatioas afonmation

enable access %0 all tasks crested mnd saved by sy user
VIEW COMUITRIICA ome

Reperting e accom the roport seloction page o pharmacy listiegs
o dovement racking repont *  lop alicrpens per allerpen type
o obsolcte drug hist seport o overduc patwents for allergy shots
*  paticet chan o alllcrpy kot ¥ recall
o suporbell summary stadus fepont o chmical pessent listing repont
o allergy porformance reports o oxpaed vial
o cProxcribe modication froquescy *  paticrsl sppoutscnl fepoet
o cPrexrided mabcstion o duly schodule repont
*  vise trackang report
Schoduling o view the appoitment schoduling page
Systemn *  accom document impont o modify commutacations
o manape chart Socuments ® B00ess pationt iracking
o defese chan documaonts of pages o rocerve climscal mossapes
o ode chart doosment lypes ® accow pharmacy download
o manape mage libeary o scvess shared madications [naories
O BARAPC IMAgE CMOgOnIeS o mable wnd patien! mewsage or reply 5o patient
*  view admisistrative documents o cuable PrimcPaticnt re-muaichusg
- -
- -
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Nursing Support Staff: Stafl wnolved i imerpreting services and minimal patient care activities, bot may neod acoess o a pationt recond for

Certified Nursing Assistants

Intcrprotens

Iscgrated Bohavsoral Health Care Coordanator

Care Cooedinators

Admemsstrative Asastant - Chinical Services

Adimamstrative Assistant- Ryan White COQI

Chan ® ACEw NdaTs POqRIsItion o lab flomahect iovoke b flowsboct ond of cpisade wgnung
® acoom the paticnt charts page o custosere the clitscal vistl susmmary documsent
o allergy module-con modify serum sheat sames o flowshect odit resulis<an odit doplay value of resalts
o allergy module-overnde | rules ® accems chart admin pages
* documenty-sipgn documenty o impontieapon clisscal adenes fles
o face shect-manage problem list Custom Vews o impont 'expon clinecal tomplates
o lab flowshoot-mitial 2 lab or revoke mstials * create aote on bohalfl of provadier (CNA)
Kegmatration o 2 paticnns or persons 1y e system o wiew and modify char patient fags
* view patont or person repetration mfonmation o view and modify general paticet flags
o modily paticnt of persos registration nformaton o wview clinscal alerts flags
o veew patent list o view refermal mamagoment
® Imactivane pationts *  activale paticrts
Reporting ® 2000ss the report sclection page o apposstment detal peticrt scport
* paticnt chart o daly schedele repon
o palient appointment feport
Schadulag o veew 1he appoumment schodulang page
Sysem o access document inpon & VW COMDMATICNT NS
o view care provder and locatiom information * accow paticnt trackng
o modify care provider and locations sformation o receive chmical meswagcs
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Laboratory Technician: Labormory Techmoan stall

Labormory Techmaans Certified Nursing Assistants
!m ®  accowm the account mionmetion page
Chan ®  accems codens rogqusition o orders-add o codier faverne kst

o sccews the pationt chans page o onders-odit delete from onders favornie i
o documents-sign documonts o rewelts-can dclose
o face shext-manage problom list centims vicws o prematal fowshoet -tmvole prenstal flowshoet sigs and close aposaode
e lab Nowshectanitial » lab or revole inmials o view peocedure charge oa sperbill summary
o lab flowshoot-mvoke lab Soushent end of apescde signing
-

Repotration ®  View paticnd o peron sopistration aformation o view patiest liw
o modily peticnl of person registraton informaton o view clinscal alerts flags
o modily omployers

Reporting ®  acoem the roport scloction page o paticrt mfonmation sheet
e document tracking repon o daily schedule repont
o patient chan

Schoduling o view the spposmtment schodueling page

Systes *  acvows document impon o ViCW COmITUnICAbOns

o manage chart doouments 000w patient racking
o delete chart documents or pages o  recerve chimcal mesages
o odit chant document types o coable semd patsont message or repldy o patiomt
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Dental Assistant: Dental Assistant and Hyproms

Dental Assistants Hygenasts
A!m ® view AR mnd E-Charge ket confipuratons o mobify account noles
® access the account mformation page o enter petcnl and outance payments
* create an F-Charpe ticket
Chan o acvewm confidential soction of chan * accow the patsont charts page
®  aocess ceden roguesition o Jdocumecnts-ugn docements
* acoess restncted charts o cwstomize the cliscal visit summary document
® oo senutive charts
Regmiration o add paticrts of persons 10 Be systom o view and modify chart pationt flags
o View patienl o person repsinton afonmatios o view and modify general paticet flags
o modify pationt or porsom registratson infonmaton o wiew and modify financwad patiest flags
o modify employens o view and modify collectsons paticnt flags
® \iew patient liw o view clisucal alerts flags
o check-tn paticmts o view referml managenment
o uado chock-ont
SOAulag o view e sppoimment schodeling page
o modily sppoutment whodulng page
System ® VW Commurncalions o recerve clitmcal measages
® acoow patient trackong o onadie send patsent message of reply %0 patiem
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