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Executive Summary

Advanced Al agents are increasingly deployed across digital environments,
creating complex interactions between systems developed and operated by
different actors. These multi-agent settings introduce system-level risks that
current governance and risk management frameworks are not equipped to
contend with.

The following memo outlines practical steps to address emerging multi-agent
risks. It draws on insights from a workshop convened by the Cooperative Al
Foundation and the Brookings Institution at the 2026 International Association
for Safe & Ethical Al Conference in Paris. The views presented do not
necessarily reflect a consensus among participants.
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A Note On Vocabulary

Addressing the risks brought by multi-agent systems will
require inputs from many fields. Two major challenges in
such cross-disciplinary work are that we lack the shared
vocabulary (e.g. are researchers and policymakers
defining ‘agents’ in the same way?), and that we might
need new terms to make our current conceptual
framework more operational.

For example, one workshop participant proposed dividing
the blurred term ‘Al agent’ into three agent archetypes:
reactive (lies dormant until a user triggers it to take on

a task within a sandboxed environment), interactive
(navigates multi-agent environments but continues to be
triggered by a user to perform a task), and proactive
(self-initiates tasks, proposes its own projects, and
operates without constant human intervention in

a multi-agent environment).!"

Al System

A machine-based system that, for explicit or implicit
objectives, infers, from the input it receives, how

to generate outputs such as predictions, content,
recommendations, or decisions that can influence
physical or virtual environments. Different Al systems
vary in their levels of autonomy and adaptiveness
after deployment.®

Multi-Agent System

A setting in which agents interact with other agents —
human or artificial. This can mean a single actor
deploying a group of agents, but also multiple actors
deploying different agents.
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The division could provide a flexible framework to align
oversight with capabillities similar to Autonomy Safety
Levels for autonomous vehicles.?!®! Other useful
conceptual work on the emerging characteristics of
agentic Al systems has been recently conducted by
the OECD.™

For the sake of clarity and brevity, this memo picks the
following definitions as its foundation:

Al Agent

Al agents are systems that can perceive and act upon
their environment with a degree of autonomy, using
tools as needed to achieve specific goals and adapt to
changing inputs and contexts.

Oversight

We use oversight as an umbrella term spanning:

(a) automated, embedded monitoring and
containment that operates faster than humans can
react, (b) human oversight, such as a designated
human with the authority and the practical ability to
understand, contest and change a system’s actions or
outcomes,!®! which may be anticipatory (specified
before deployment) or reactive (engaged at runtime);
and (c) institutional or regulatory oversight by
accountable public bodies.
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Why Act Now

While many recent safety measures have focused on individual Al agents,
multi-agent risks demand immediate and specific attention. There is a strong
market incentive to build agentic capabilities. Multi-agent systems have been
launched or prototyped to operate entire marketplaces,!”! scale procurement
negotiations,'®! and take on enterprise workflows.!®! These systems are likely to
grow and become more sophisticated soon. We urgently need to understand
and prepare to mitigate the full spectrum of risks that may arise specifically

from multi-agent behaviour because:

—  Safety does not carry over from single-agent to
multi-agent settings.""! Even when individual

agents pass safety audits, new risks emerge as soon

as an agent is deployed in a network with other
agents."l For example, Al systems in financial

markets have demonstrated collusive behaviours,™!
and simulations have proven that different models
can be combined to create malicious outputs without

triggering their individual safety mechanisms."

— Interactions can scale into systemic failures.
The sheer speed and scale at which automated

systems interact can trigger cascading effects, where
small issues propagate across networks and become
system-level vulnerabilities.™ The 2010 ‘Flash Crash’,

where market prices collapsed by nearly a trillion

dollars within minutes as automated trading systems

reacted to each other, is a prime example.!"

Simulations have also shown how falsified data can
lead to widespread outages in critical infrastructure

such as power grids,!"®! or resource depletion in
simulated resource-sharing scenarios.!"
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Responsibility is fragmented across actors. There is
a divided value chain where different actors may be
responsible for the underlying general-purpose Al
model, the agent application built on it, and its real-
world operation.™® All of which are factors that can
shape multi-agent risks during deployment."® This
fragmentation requires every actor in the Al system
lifecycle (Table 1) to implement specific multi-agent
safety mechanisms, most of which are currently
non-existent.['®!

Incident frequency is increasing. The OECD Al
Incidents Monitor (AIM)!"®! reported a threefold
Increase in agentic Al incidents between November
2025 and February 2026. As Al agents become more
capable and more widely deployed, their interactions
may increasingly generate unintended and hard-to-
predict effects, with potential implications for
financial markets, digital infrastructure, and
fundamental rights.
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Senior Economist, OECD

Al Actors Operating in the Al System Lifecycle **

More insight into possibilities and limitations of Al systems. Can
provide insights into the potential risks, opportunities, and impacts
of Al systems.[!]

S

Vendors

Provide datasets to train

and improve Al models, and/or
infrastructure to operate

Al systems.

il

Providers

Company or individual that
develops or has an Al system
or a general-purpose Al model
developed and places it on the

market or puts the Al system
into service under its own
name or trademark.liil

B

Third Party Evaulators
Assess Al systems for safety, compliance, and performance via audits,
testing, and certifications.

More insight into real-world applications of Al systems
in specific contexts. Can provide feedback on Al system
performance and incidents.!!

Y

Deployers

Company or individual that
deploys an Al system under

its authority except where the
Al system is used in the course
of a personal, non-professional
activity.il

piiis

Institutions and Regulators

Public bodies that oversee the Al ecosystem across its lifecycle.
They define requirements for transparency, identification, and
interoperability. They play a central role in incident response,
accountability tracing, and setting up governance frameworks
as necessary.

[i] Partnership on Al. 2026. ‘Corporate Al Risk Assessment Framework’
Partnership on Al. https:/partnershiponai.org/moving-from-theory-
to-action-in-ai-risk-management/.
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[ii] European Parliament and Council of the European Union. 2024,
‘Regulation (EU) 2024/1689 of 13 June 2024 Laying Down
Harmonised Rules on Artificial Intelligence (Artificial Intelligence
Act)’ Official Journal of the European Union L 2024/16809.
https://eur-lex.europa.eu/eli/reg/2024/1689/0j/eng.
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What Industry and Third-Party

Evaluators Can Do

Develop Multi-Agent Evaluation Methods

Today’s Al systems are developed and primarily tested in isolation, despite the
fact that they will soon interact with each other. In order to understand how
likely and severe multi-agent risks are, providers, deployers, and third-party
evaluators must develop evaluations and sandboxes that:

5

Measure tendencies to conflict and
miscoordination. Prior to interactive scenarios,
individual agents must be tested to ensure they
continue to choose socially beneficial actions in
realistic situations where incentives encourage
harmful behaviour. Benchmarks grounded in
documented Al risk scenarios show frontier models
often fail even at this stage.[?[22]

Measure robustness to adversarial influence.
Ensuring agents maintain intended behaviour when
exposed to untrusted or manipulative inputs from
other agents.?3

Measure robustness to collusion. This is particularly
crucial since our most promising Al safety
approaches, such as adversarial training and
scalable oversight, rely on the assumption that the
supervised and supervising systems have sufficiently
divergent objectives or failure modes. Collusion, or
correlated failures from shared training data and
architectures, undermines this assumption, so multi-
agent evaluations must probe for it directly.™
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Measure the risks emerging specifically from multi-
agent interactions, such as manipulated knowledge
cascading through a network of agents and causing
infectious adversarial attacks,'?*! or a group of agents
and other systems developing emerging capabilities
that go beyond that of each individual system.[?®

Factor in multiple providers. Robust multi-provider
sandbox testing should be developed to capture how
different models, systems, and providers interact in
practice, with repeated runs across diverse
simulation scenarios.
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Beyond technical performance, evaluations should also Additionally, providers must supply model documentation
assess whether systems adhere to norms and regulations  that explicitly addresses interaction-relevant

grounded in publicly accountable institutions. The legal characteristics, including behaviour under both
alignment of agents can provide a structural blueprint for  competitive and cooperative conditions, communication
confronting challenges of reliability, trust, and cooperation patterns and protocols, the boundaries of agent action

in Al systems across jurisdictions.?®! Existing evaluations spaces, and any explicit caveats where multi-agent testing
generally don’t measure if agentic Al systems comply with  has not been conducted. This documentation should be
relevant law across domains,?®! but promising first steps extended to consider how other systems may interpret
are being made with several benchmarks focusing on and act upon it in downstream contexts.!"

narrow regulatory contexts, such as the EU GDPR and EU

Al ACt.[27][28][29]

Director, Al and Emerging
Technology Initiative and Senior
Fellow, The Brookings Institution

Develop Technical Safety Solutions
For Multi-Agent Environments

Even with preventive mechanisms such as evaluations and sandboxes in place,
it may only become clear which agent dynamics require mitigation once a
tipping point has been reached in deployment. Technical researchers at the
workshop stressed the importance of tools to detect and respond to these
behavioural tipping points before they cascade into systemic failures,
something likely to require domain-specific approaches.
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They primarily discussed:

—  Embedded containment and control. Given the — Incentives for responsible behaviour. System design
speed and scale of multi-agent interactions, can also shape how agents behave. For example,
oversight should be built into Al infrastructure itself - shared scoring or reputation systems could reward
[30] capable of detecting anomalies and triggering cooperation and penalise harmful or disruptive
interventions such as Kill switches or circuit breakers actions across providers. This would help align
that act faster than human oversight. In this way, incentives so that agents are more likely to act in
supervisory Al architecture can oversee interactions ways that support overall system stability, rather
between other Al agents to prevent network-level than working at cross-purposes.2334

risks. Recent NIST work on automated tools
designed to continuously read Al outputs against
trusted information is a promising first step.!*"
The triggers, thresholds, and safe states of these
mechanisms must be specified, validated, and
authorised by anticipatory human oversight,*2!
and should be complemented by mechanisms
that let agents halt in a safe state and return
control to a human overseer or principal
(reactive human oversight).

Research Scientist, Max Planck
Institute for Intelligent Systems;
Assistant Professor, University of
Toronto; and co-founder of
EuroSafeAl
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What Policy and Governance
Can Do

Establish Visibility and Oversight Mechanisms

Deployers can track their own agents, but this visibility does not extend to
other actors in the Al lifecycle. Oversight bodies must have sufficient,
appropriately-scoped - and where necessary privileged and confidential -
visibility into foundation-model provenance and system-level behaviour to
attribute actions and intervene. Workshop attendees called for:

—  Standardised and robust protocols for agent
identification such as runtime-bound Al system
IDs!2%! and Al model registries!®®! that can support
incident reporting and attribution in high-risk and
regulated deployments. _

However, visibility alone is insufficient. Governance
frameworks should also assume incidents will most likely
occur and mandate:

Continuous post-deployment monitoring and
anomaly detection, coupled with mechanisms for

Improved data retention protocols for Al agents.
Activity logs should enable action attribution (audit
trails, and protocols)i*®! to responsible actors,
real-time monitoring and retrospective investigation.

Certification systems could provide third-party
verification of agent properties, such as what tools
they have access to, their autonomy level, and their
data handling practices, enabling actors to make
informed decisions about interaction.!"®

rapid intervention. This includes the ability to
constrain, override, or revoke agent actions on
short timescales (see section on embedded
containment and control) and, when necessary,
to shut down the system.[3°1i40l

Third-party reporting mechanisms and
interdisciplinary monitoring institutions. Because of
the high-risk and diffused nature of multi-agent
incidents, third-party reporting is indispensable to
enable early detection of compounding effects. 42!

Senior Researcher in the Law
and Policy Research Domain,
Ada Lovelace Institute

8 IASEAI 2026 Workshop Memo Cooperative Al Foundation « Brookings Institution


https://arxiv.org/abs/2406.12137
https://arxiv.org/abs/2410.09645
https://dl.acm.org/doi/10.1145/3442188.3445937
https://www.saferagenticai.org/framework.html#g-g8_8
https://mila.quebec/sites/default/files/media-library/pdf/614964/4maartje-nugteren-mila-ai-policy-fellowship-brief.pdf
https://cltc.berkeley.edu/publication/agentic-ai-risk-profile/
https://oecd.ai/en/dashboards/ai-principles/P8
https://arxiv.org/abs/2601.11699
https://www.frontiermodelforum.org/issue-briefs/information-sharing-incident-reporting-and-incident-response-for-frontier-ai-risks/

Establish Incentive Mechanisms

The proprietary technical knowledge that private providers possess puts them
in a better position to develop technical safety solutions such as embedded
oversight or multi-provider sandboxing.*3! But applying such solutions requires
enforcement or incentivisation from regulators. These private-public
partnerships are currently non-existent between industry, policy and
governance, but workshop participants suggested:

—  Shifting incentives through hard regulatory levers - Introducing market mechanisms such as insurance,
such as liability frameworks and cross-provider 14311441 procurement standards, and third-party
evaluation mandates, which are powerful but slow. auditors,*3! as well as investor pressure to accelerate

adoption of safety practices, including schemes that
require coverage for regulated systems and reward
cross-provider cooperation at the system-level

(e.g. mandatory activity logging between agents from
different providers to enable external monitoring).

Apply Lessons From Adjacent Domains

Greater progress on multi-agent safety can be made by leveraging insights
from fields that have already grappled with the challenge of coordinating
multiple agents and stakeholders with potentially competing interests.

For example, Al agents are being released in a network of  While the automotive sector provides a cultural and
other agents with minimal regulatory frameworks following procedural template, law already provides a normative

deployment. By contrast, one workshop participant backbone that can be leveraged for Al alignment
highlighted how the automotive sector only permits and compliance across jurisdictions. Beyond generally
autonomous vehicles onto networks of other vehicles enabling actors to cooperate without fear of counterparty

and pedestrians after rigorous pre-deployment regulation defection or punishment,*81471 private law rights could
and verification. Strong safety incentives have produced enable institutions, deployers, and Al systems to make
a system in which independent third parties verify safety credible commitments that promote strategic stability
claims and technical providers retain clear accountability, and safety.8!

creating a slow but extremely risk-conscious

innovation cycle.
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Conclusion

Current governance and risk management frameworks are not equipped to
address system-level risks emerging from Al agents interacting at scale.
Addressing these challenges will require a collaborative approach across all
actors in the Al agent lifecycle.

Why We Should Care About Multi-Agent Risks

Agentic incidents are increasing. Multi-agent risks can scale rapidly into Single-agent safety does not guarantee
systemic failures. multi-agent safety.

Market incentives are stirring us towards a multi-agentic world. Responsibility is fragmented across actors and multi-agent regulation

If well governed, deployment can provide significant societal and is close to non-existent.

economic benefits.

A Evaluate

Develop multi-agent evaluations and sandboxes that test for
adversarial influence, collusion, and emergent behaviours between
agents across providers — not just individual agent performance in
isolation.

7)) Identify \;  Monitor

Create standardised agent IDs, model registries, and infrastructure Build continuous post-deployment monitoring with anomaly detection

for high-risk and regulated deployments to support attribution, and automated containment (e.g. circuit breakers) that can constrain

accountability, and incident reporting. agents faster than humans can react - specified and authorised
through anticipatory human oversight.

El Report 5175 Incentivise

Establish reporting mechanisms so that compounding multi-agent Introduce liability frameworks, insurance, and procurement standards
incidents are caught early, before they cascade into systemic failures. that incentivise providers and deployers to cooperate with other
actors in the Al system lifecycle.
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