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0 Proactive Visibility for Models, Agents, and Al Supply C

Al Security Starts with Discovery

Al adoption is moving faster than security and governance
teams can track. Models, agents, datasets, and Al services
often appear through cloud platforms, developer workflows,
and runtime behavior without formal approval, creating
security and compliance risk.

PointGuard Al Discovery provides continuous visibility across
code, cloud, and runtime. Instead of reacting after deployment
or incidents, teams identify Al usage early, assess riskin
context, and govern Al confidently without slowing innovation.

Dynamic Inventory of Al Assets

PointGuard builds the most complete inventory of Al assets
across your organization and automatically updates it as
systems grow and change. This includes:

* Models, datasets, and notebooks

+ Agents, MCP servers, and connected applications
* Infrastructure and endpoints

» External Al services and supply chains
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Al Discovery & Inventory

Map Al Assets to Applications

Al assets rarely operate in isolation. PointGuard Al Discovery
maps discovered resources into applications, providing the
context needed to understand real-world risk and business
impact. This application-centric view transforms fragmented
Al findings into actionable governance insights.

* Maps models, agents, datasets, and resources to
applications

* Aggregates findings for all application components
* Provides application-level Al risk posture
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Manage Risk in Al Supply Chains

As organizations adopt agentic Al, risk shifts from individual
models to interconnected Al supply chains. Agents, MCP
servers, tools, and datasets introduce new dependencies that
must be governed together. PointGuard Al Discovery delivers
supply chain visibility designed for modern Al architectures.

* Tracks lineage across models, agents, datasets, and
MCP servers

* Identifies dependencies and connected systems

* Supports SBOM-style visibility for Al environments

Leverage the Trusted MCP Directory

The PointGuard Al Trusted MCP Directory evaluates MCP
servers across security, operational, and adoption maturity
to help teams identify trustworthy, production-ready MCP
services before they are integrated into Al agents and
workflows.

* Vulnerabilities, secrets, malicious prompts, policies
* Publisher trust, licensing, responsiveness
* Adoption, likes, stars, forks
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Manage Risk in Al Supply Chains

As organizations adopt agentic Al, risk shifts from individual
models to interconnected Al supply chains. Agents, MCP
servers, tools, and datasets introduce new dependencies that
must be governed together. PointGuard Al Discovery delivers
supply chain visibility designed for modern Al architectures.

* Tracks lineage across models, agents, datasets, and
MCP servers

* Identifies dependencies and connected systems

e Supports SBOM-style visibility for Al environments
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Unified Dashboard Reporting

Intuitive dashboards summarize critical findings, Al
behavior, and testing frequency, as well as
recommendations for remediations and compliance.
Technical and compliance dashboards include:

» High risk models, agents, and MCP servers
» Top Al risks mapped to Al frameworks
+ Drill-downs to full details for every asset

Streamlined Approval and Governance

As Al assets are discovered, the platform automates
governance workflows that scale with enterprise
environments. Teams can approve, track, and remediate Al
usage without slowing development or overwhelming
security operations, including:

* Automated alerts for new Al assets

* One-click approvals and exceptions

e Application-aware approval context

* Jira, Slack, and ticketing integrations

e Centralized reporting for audits

Part of the PointGuard Al Platform
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PointGuard Al uniquely secures both Al systems and un
software applications. Through a single, unified
management console all components work seamlessly
together to secure the complete Al lifecycle, from

Agentic & MCP

discovery to data protection. Security & Inventory

Built for the Agentic Era Agartts
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context-aware, policy-driven protection designed

for today’s Al systems and tomorrow’s agentic
environments.

Frameworks

Adaptive Al Posture
Red Teaming Management

Get Started

View demos and detailed technical content on our
website or schedule a call to discuss your specific needs
with our security experts.

www.pointguardai.com/contact
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Al Discovery & Inventory Capabilities PointGuard Al

—

o
L

Al Asset Discovery
Al Models LLMs and ML models across platforms

Datasets & Knowledge Bases Training, inference, and RAG data sources

Al Agents Agents discovered via platforms, code, and runtime
MCP Servers & Tools MCP servers, tools, and connected systems

Al Assets Notebooks, clusters, jobs, endpoints, plugins
External Al Services SaaS and hosted Al APIs used by applications

Discovery Sources

Cloud Platform APIs Databricks, AWS, Azure, Google, Copilot Studio
Code Repositories GitHub and similar repositories
Runtime Telemetry OpenTelemetry-based discovery of active Al usage

Model Risk Scoring Knowledge Base

Security Risk Vulnerabilities, secrets exposure, misconfigurations
Compliance Risk Licensing, publisher location, dataset sensitivity
Operational Risk Provenance, maintenance, update frequency
Adoption Risk Popularity, community trust, reported issues

MCP Server Testing and Knowledge Base

Direct testing of MCP servers for vulnerabilities, hardcoded secrets, malicious

Security Maturit
. . prompts, and availability of security policies

Details verified publishers, location, license compliance, issue resolution and

Operational Maturity peer review status

Adoption Maturity Tracks community support, usage metrics, and long-term viability

Governance & Workflows

Application Mapping Maps Al assets to business applications

Usage Approval Automated approvals and exception handling

Exception Management Automates approvals for exceptions and false positives to reduce noise.
Remediation Ticketing and notifications for prioritized issues

Reporting Centralized audit and compliance reporting

Metrics & SLAs Tracks metrics and SLAs for model approvals, security findings, MTTR
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