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Key Statistics

Before diving into module management, it’s important to understand the broader state of 
Infrastructure as Code (IaC). The challenges described in this guide whether it is module 
sprawl, drift, and security risk are not isolated issues. They are systemic patterns observed 
across organizations adopting Terraform, OpenTofu, and similar tools.

IaC Adoption Is High, But Maturity Is Low 

 

Only 6% of organizations report full infrastructure coverage with Infrastructure 

as Code, despite 89% having adopted it. This means most teams operate in a 

partially codified, inconsistent state where gaps in standardization and governance 

create room for drift, duplication, and risk (The New Stack 2025). 

Infrastructure Drift Is the Norm, Not the Exception  

 

Over 80% of organizations experience infrastructure drift, where real 

environments diverge from declared code. This is often caused by manual 

changes, emergency fixes, and outdated modules, and over time it makes updates, 

governance, and troubleshooting significantly more difficult (Inventive 2025). 

Security Risks Are Common and Often Misconfiguration-Driven 
 
Over 60% of cloud security incidents originate from misconfigured 
infrastructure. In IaC environments, these risks are amplified because a single 
misconfiguration can be reused across many systems (Inventive 2025).
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Introduction — The Hidden Lifecycle of 
Modules

The Early Promise of Reuse

When teams first adopt Terraform or OpenTofu, modules feel like the ultimate unlock. 
They eliminate duplication, encode best practices, and provide a clean abstraction layer 
between infrastructure intent and implementation. A well-designed module allows teams to 
provision complex systems with just a few inputs, dramatically reducing cognitive load and 
accelerating delivery.

At this stage, modules are not just reusable code, they are trusted building blocks. Platform 
teams feel empowered because they can guide how infrastructure is created without 
needing to review every configuration. Developers feel enabled because they can move 
quickly without worrying about low-level details.

Everything feels aligned.

When Growth Introduces Complexity

That alignment, however, does not remain static. As organizations scale, the number of 
teams, services, and environments increases. Each team introduces new requirements. 
Edge cases emerge. Modules that once served a narrow purpose are stretched beyond their 
original design.

At the same time, the underlying ecosystem evolves. Cloud providers release new features, 
deprecate old APIs, and change recommended configurations. Security requirements 
become stricter. Compliance expectations grow.

What once felt like a clean abstraction layer begins to show strain. Multiple versions of 
modules exist. Some are actively maintained, others are quietly aging. Teams begin to fork 
modules to meet their needs, and slowly, the system loses its coherence.
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Modules Are Living Assets

The fundamental shift required is conceptual. Modules are not static artifacts. They are 
living assets that require ongoing stewardship. Treating modules as one-time deliverables 
inevitably leads to drift, duplication, and risk. Treating them as evolving products, with 
lifecycle management, governance, and feedback loops, creates a sustainable foundation for 
infrastructure at scale.

This guide is about making that shift.
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1. The Natural Decay of Module Ecosystems

Why Modules Drift Over Time

Modules drift because everything around them changes faster than they do. Infrastructure 
code sits at the intersection of cloud providers, security standards, and organizational 
practices, all of which evolve continuously.

Cloud Provider Evolution

Security Standard Updates

Provider Version Changes

Organizational Policy Shifts

•	 New services and features are 
introduced frequently

•	 Existing capabilities evolve or get 
deprecated

•	 Modules quickly miss newer, more 
efficient patterns

•	 Security practices continuously 
evolve

•	 Changes in encryption, access, and 
logging expectations

•	 Outdated modules can become 
security risks

•	 Providers release frequent 
updates

•	 Includes bug fixes, performance 
gains, and breaking changes

•	 Untracked updates make future 
upgrades harder

•	 Internal standards mature over 
time

•	 Changes in tagging, compliance, 
and governance

•	 Modules must evolve to stay 
aligned
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The Compound Effect of Technical Debt

Initial Best 
Practice

Minor 
drift 

Accumulated 
Drift 

Major 
Refactor

Migration 
required

Lifecycle of Technical Debt

Incremental Version Lag

Skipping a single update rarely causes issues. Skipping multiple updates over time creates 
a widening gap between the version in use and the current version. Eventually, upgrading 
requires navigating multiple layers of change simultaneously.

Accumulated Breaking Changes

Breaking changes are manageable when addressed incrementally. When deferred, they 
accumulate into complex migrations that are harder to test, riskier to deploy, and more 
disruptive to teams.

Expanding Infrastructure Blast Radius

Because modules are reused across many services, any outdated pattern or misconfiguration 
affects multiple systems. The larger the adoption of a module, the larger the blast radius of its 
technical debt.



8The Platform Engineer’s Guide to Sustainable Module Management

2. Security Risk Amplified by Reuse

How Reusable Infrastructure Multiplies Weaknesses

Outdated 
Dependencies

Weak or Implicit 
Defaults

Unvetted External 
Modules

If a module depends on an outdated provider version, every 
system using that module inherits the same vulnerability. A 
single oversight becomes a systemic issue.

Modules often rely on defaults that were acceptable at the 
time of creation. Over time, those defaults may no longer 
meet security expectations, leading to silent exposure.

Using third-party modules without proper validation introduces 
unknown risks. Without governance, these modules can become 
embedded across environments without scrutiny.

A Shared Storage Module Gone Wrong

Imagine a storage module designed to provision cloud buckets. Initially, it works well and 
is widely adopted. However, it does not enforce encryption by default. At first, this seems 
harmless. Teams deploy it in development environments without issue. Over time, it is reused 
in production systems. No one revisits the defaults because the module continues to function. 
Eventually, a security audit reveals that multiple production systems are using unencrypted 
storage. The issue is not isolated: it is systemic, rooted in a shared abstraction.

The cost of fixing it is no longer a single change. It requires coordinated updates across all 
consuming services.

Diagram — Risk Propagation Model

Single 
Misconfiguration

Embedded in 
Module

Adopted Across 
Teams

Organization-Wide 
Exposure↓ ↓ ↓
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3. When Reuse Becomes Redundancy

Why Teams Fork Modules

Discoverability 
Gaps

Inflexible 
Abstractions

Documentation 
Gaps

Delivery  
Pressure

If developers cannot easily find the right module, they will create 
their own

Modules that do not accommodate common variations force 
teams to modify or fork them.

If modules are difficult to understand or poorly documented, 
teams may choose to rebuild rather than reuse.

When deadlines are tight, copying and modifying an existing module 
often feels faster than contributing improvements upstream.

The Long-Term Cost of Duplication

At first, duplicating a module feels like a quick win. A team copies an existing module, tweaks a 
few things, and moves on. The problem is that these small decisions add up over time, creating 
hidden complexity that becomes harder to manage.

Maintenance Overhead Grows Quickly 
Every duplicated module becomes its own responsibility. Instead of maintaining one module, 
you now have several versions that all need updates, security patches, and testing. What was 
once a single change becomes multiple parallel efforts.

Standards Start to Drift 
As teams modify their own copies, small differences begin to emerge. One version enables 
logging by default, another makes it optional, and a third omits it entirely. Over time, there is no 
longer a clear “standard” way to build infrastructure.

Environments Become Inconsistent 
These variations lead to unpredictable behavior. Two environments built for the same purpose 
may behave differently because they rely on slightly different modules. This makes debugging 
harder and increases operational risk.
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4. Designing Modules for Sustainability

Sustainable module ecosystems don’t happen by accident. They are the result of consistent 
design choices that make modules easy to use, maintain, and evolve.

Standard Module Structure

A consistent structure makes modules predictable. When every module follows the same 
layout, developers know where to look and how to use it without needing to relearn patterns 
each time.

Example Module Layout:

modules/

  vpc/

    main.tf — defines the core resources

    variables.tf — declares inputs with types and descriptions

    outputs.tf - exposes values for consumers

    README.md - explains usage, inputs, and outputs

    versions.tf — defines provider requirements

Designing a good module is not just about making it work; it’s about making it sustainable over 
time. Effective modules are focused, secure by default, flexible without requiring modification, 
and built on clear, well-defined interfaces. When modules are easy to understand, safe to use 
out of the box, and adaptable to common needs, they reduce duplication, prevent drift, and 
remain reliable building blocks as your infrastructure evolves.
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5. The Discipline of Deprecation

Why Deprecation Is Essential

Modules don’t stay relevant forever. As cloud platforms, security standards, and internal 
practices evolve, older modules can become outdated or risky. Without a clear deprecation 
process, these modules continue to be used, increasing technical debt and inconsistency. 
Deprecation provides a structured way to evolve safely. It allows platform teams to guide 
change gradually, replacing outdated patterns without disrupting existing systems.

The Three-Phase Deprecation Model

Communication Strategy for Deprecation

Deprecation only works when it’s clearly communicated. Teams need to understand what is 
changing, why it matters, what to use instead, and how much time they have to migrate. Clear 
messaging, visible warnings, and practical migration guidance ensure that changes are adopted 
smoothly rather than resisted.

Phase 1 
Warning

Phase 2 
Controlled Enforcement

Phase 3 
Retirement

- Mark as deprecated 

- Show warnings in UI/
CLI

- Recommend 
alternatives

- No disruption

- Block new usage

- Allow existing systems

- Encourage migration

- Increase urgency

- Fully block/remove 
module

- Hide from discovery  

- Require migration 

- Enforce new standard

↓ ↓
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6. Policy as Code for Module Governance

Why Manual Review Does Not Scale

As infrastructure grows, manual review becomes increasingly impractical. What starts as a 
manageable process, reviewing pull requests, checking module usage, and enforcing standards 
through guidelines, quickly breaks down when dozens of teams and hundreds of deployments 
are involved. Human review is inherently inconsistent, time-consuming, and reactive. It relies on 
individuals catching issues after they have already been introduced into the workflow.

In large-scale environments, this approach does not hold. The volume of changes increases, 
the complexity of dependencies grows, and the risk of missing critical issues rises. Governance 
cannot depend on memory, documentation, or best intentions alone. It must be automated, 
consistent, and applied at every stage of the workflow.

This is where Policy as Code becomes essential. Instead of relying on manual checks, 
governance rules are defined programmatically and evaluated automatically during 
infrastructure planning and deployment. This shifts governance from reactive review to 
proactive enforcement.

Governance Controls That Matter

Effective module governance is not about enforcing every possible rule. It is about focusing on 
the controls that have the greatest impact on consistency, security, and maintainability.

             Approved Module Sources

Modules should only be sourced from trusted locations, such as internal registries or vetted 
repositories. Allowing unrestricted external sources introduces risk, as unverified modules may 
contain insecure configurations, outdated dependencies, or unintended behaviors. By enforcing 
approved sources, organizations establish a controlled supply chain for infrastructure code.

             Version Pinning

Unpinned or loosely defined version constraints can lead to unpredictable behavior. A 
module that pulls the latest compatible version may introduce changes without warning, 
causing deployments to behave differently over time. Enforcing version pinning ensures that 
infrastructure remains stable and reproducible, with updates introduced intentionally rather 
than implicitly.
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             Deprecated Module Blocking

Once a module is deprecated, continued usage increases risk and technical debt. Governance 
policies should prevent the use of deprecated modules in new deployments and guide teams 
toward supported alternatives. This ensures that outdated patterns do not continue to spread 
across the system.

             Mandatory Golden Modules

For critical resources, such as networking, identity, or storage, organizations often define 
“golden modules” that encapsulate approved patterns. Governance policies can enforce the 
use of these modules, preventing direct resource definitions or unapproved alternatives. This 
ensures consistency, reduces misconfiguration risk, and simplifies auditing.

A simplified policy model might look like this:

deny if module.source not in approved_sources

deny if module.version is not explicitly pinned

deny if module.version in deprecated_versions

deny if resource.type in restricted_types

     and not created_via_approved_module

Diagram — Governance Evaluation Flow

Code Commit Plan Pass / Fail
Policy 

Evaluation
Apply↓ ↓ ↓↓ ↓
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7. Managing Breaking Changes Responsibly

Stability Versus Evolution

Every platform team eventually faces the same tension: whether to preserve stability or move 
forward with improvements. Avoiding breaking changes keeps things predictable in the short 
term, but over time it locks in outdated patterns, increases technical debt, and prevents 
adoption of better practices. On the other hand, introducing change improves security, 
performance, and consistency but can disrupt teams if handled poorly.

The goal is not to eliminate breaking changes, but to manage them deliberately. Sustainable 
module ecosystems accept that evolution is necessary, but ensure that change is introduced 
in a controlled, predictable way. Stability and progress are not opposing goals—they must be 
balanced continuously.

A Decision Framework for Module Updates

Before introducing a breaking change, platform teams need a clear way to evaluate whether the 
change is justified and how it should be rolled out. Not all updates carry the same urgency or 
impact, and treating them equally can lead to unnecessary disruption.

•	 Security Urgency  - Critical vulnerabilities require immediate action.

•	 Compliance Requirements - Regulatory needs often mandate updates.

•	 Blast Radius Assessment - Understand how widely the module is used.

•	 Migration Effort - Evaluate how difficult it will be for teams to adopt changes.

Staged Rollout Strategy

Once a decision is made to introduce a change, rollout should be gradual rather than 
immediate. A staged approach reduces risk and allows issues to be identified early. Changes 
can first be introduced in lower-risk environments, such as development or staging, where they 
can be tested without impacting production systems. A thoughtful rollout strategy transforms 
breaking changes from disruptive events into manageable transitions, allowing platform teams 
to continuously improve their module ecosystem without compromising stability.
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8. Measuring Module Ecosystem Health

Managing modules effectively requires more than intuition, it requires visibility. Without 
clear metrics, platform teams are forced to react to problems after they emerge rather than 
preventing them in advance. The right set of metrics provides insight into how well your module 
ecosystem is functioning and where friction is building.

Core Metrics That Matter

•	 Module Adoption Rate ↑ (Higher is better)

•	 Version Spread↓ (Lower is better)

•	 Policy Violations↓ (Lower is better)

•	 Remediation Time ↓ (Faster is better)

•	 Redundancy Ratio↓ (Lower is better)

Interpreting Metrics to Identify Friction

Metrics are only useful when they are interpreted in context. Each signal reveals something 
about how teams interact with the module ecosystem.

A low adoption rate may indicate that standardized modules are difficult to use or insufficiently 
flexible. A high version spread often points to upgrade challenges or lack of clear versioning 
strategy. Frequent policy violations may suggest that governance rules are unclear or too 
restrictive. Long remediation times can reveal gaps in tooling, communication, or ownership.

Measuring module ecosystem health transforms governance from a reactive effort into a 
proactive practice. Instead of responding to issues as they arise, platform teams gain the 
visibility needed to guide continuous improvement and maintain a stable, scalable infrastructure 
foundation.
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9. The Module Governance Maturity Model

As organizations scale their use of Terraform and OpenTofu, module management evolves from 
informal practices to structured governance. This progression is best understood as a maturity 
pyramid—starting with fragmented, reactive approaches and moving toward proactive, data-
driven ecosystems. Each level builds on the one below it. As you move down the pyramid, 
control increases, risk decreases, and the system becomes more scalable and predictable.

Ad Hoc

Structured

Versioned & Managed

Policies & Governance

Predictive & Adaptive
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     Ad Hoc

At the top of the pyramid, module usage is unstructured and inconsistent. Teams create 
and manage modules independently, often duplicating or modifying existing ones to meet 
immediate needs. There is little to no standardization, documentation is minimal, and versioning 
is either inconsistent or absent.

At this stage, speed is high, but so is risk. Duplication, drift, and security gaps begin to 
accumulate quickly.

LEVEL 1

LEVEL 2

LEVEL 3

     Structured

As organizations mature, they introduce basic structure. Modules follow a consistent 
format, and a shared location, such as a central repository or registry, is used for discovery. 
Documentation improves, making modules easier to understand and adopt.

While this reduces some duplication, governance is still largely manual. Teams rely on 
guidelines rather than enforcement, and inconsistencies can still emerge.Governance evolves 
from enforcement to optimization. Platform teams can anticipate issues, guide improvements 
proactively, and adapt the ecosystem based on real usage patterns. The result is a resilient, 
scalable system that supports both control and developer velocity.

     Versioned and Managed

At this stage, modules are treated as managed artifacts. Semantic versioning is introduced, 
allowing teams to adopt changes more predictably. Deprecation processes begin to take shape, 
and outdated modules are gradually phased out.

Adoption becomes more consistent, and the ecosystem starts to stabilize. However, 
governance still depends on developer discipline rather than automated controls.
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     Policy-Enforced

Here, governance becomes proactive. Policy as Code is introduced to enforce standards 
automatically, such as approved module sources, version constraints, and restrictions on 
deprecated modules. Critical infrastructure components are required to use standardized 
“golden modules.”

This level significantly reduces risk by embedding governance directly into workflows. 
Instead of relying on manual review, policies act as automated guardrails that ensure 
consistency at scale.

LEVEL 4

LEVEL 5

     Predictive and Adaptive

At the base of the pyramid—the most mature state—module management becomes data-
driven and continuously improving. Metrics such as adoption rates, version spread, and policy 
violations are actively monitored to identify friction and risk.

Governance evolves from enforcement to optimization. Platform teams can anticipate issues, 
guide improvements proactively, and adapt the ecosystem based on real usage patterns. The 
result is a resilient, scalable system that supports both control and developer velocity.
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10. Cultural Foundations of Sustainable 
Governance

Technology alone does not create a sustainable module ecosystem. Even with well-designed 
modules, versioning strategies, and policy enforcement in place, long-term success depends 
on how teams interact with the system. Culture determines whether governance is adopted 
or bypassed, whether modules are improved or duplicated, and whether standards evolve or 
stagnate. 

Treating Modules as Products

•	 Assign ownership and accountability

•	 Maintain documentation and usability

•	 Continuously improve based on usage

•	 Design for adoption, not just functionality

InnerSource Contribution Models

•	 Encourage shared ownership across 
teams

•	 Enable contributions to common modules

•	 Reduce duplication through collaboration

•	 Define clear contribution and review 
processes

Developer Enablement Versus Restriction

•	 Provide safe defaults and guardrails

•	 Reduce decision fatigue for developers

•	 Make the right path the easiest path

•	 Avoid policies that feel blocking or unclear

Feedback Loops and Continuous 

Improvement

•	 Collect feedback from real usage

•	 Track metrics and pain points

•	 Iterate on modules continuously

•	 Close the loop with visible improvements

Sustainable governance is not enforced; it is cultivated. By aligning technical practices with 
cultural principles, platform teams can build an ecosystem that is not only controlled and 
consistent, but also collaborative, adaptable, and resilient.
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From Reactive Firefighting to Proactive 
Stewardship

As infrastructure systems scale, the challenge shifts from simply provisioning resources to 
managing them sustainably over time. Modules, governance, and workflows must evolve 
together to support both control and velocity.

Modules as Strategic Infrastructure Assets

Modules are no longer just reusable components, they define how infrastructure is built and 
consumed across teams. When treated as strategic assets, they create consistency, reduce 
risk, and become trusted building blocks that scale with the organization.

Governance as an Enabler of Velocity

Governance is most effective when it removes friction rather than adding it. Clear guardrails 
and standardized patterns allow developers to move faster with confidence, replacing 
guesswork with reliable, repeatable workflows.

Designing for Sustainable Evolution

Infrastructure is constantly changing, and module ecosystems must adapt alongside it. 
Sustainable management requires continuous improvement, balancing stability with flexibility to 
ensure systems remain relevant and resilient.

The shift from reactive firefighting to proactive stewardship is ultimately about intention; 
building systems that not only work today, but continue to improve over time.
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Harness Infrastructure 
Management Capabilities  
at a Glance
Harness provides an infrastructure delivery system that enables platform teams to manage 
complexity, enforce consistency, and expose infrastructure to developers through self-service 
interfaces. At its core, this approach shifts infrastructure from a fragmented, manually governed 
process into a standardized, scalable system that can be consumed reliably across teams. 
These capabilities are delivered through Infrastructure as Code Management (IaCM).

Infrastructure as Code Management (IaCM)

Harness IaCM is designed to bring consistency, control, and scalability to how infrastructure 
is defined, tested, approved, and deployed. It enables platform teams to standardize 
infrastructure delivery while giving developers safe, self-service access to provisioned 
environments. IaCM workflows feel familiar to application teams. Infrastructure changes are 
executed through pipelines, pull requests, or API calls that mirror CI/CD patterns. At the same 
time, platform teams retain centralized control over modules, policies, and infrastructure state.

https://www.harness.io/products/infrastructure-as-code-management
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Centralized pipeline orchestration 
All workspaces execute through a 
shared pipeline engine that handles 
plan, apply, approvals, and rollback. 
No external orchestrators or custom 
automation layers are required.

Workspace templates 
Define repeatable, parameterized 
environments with guardrails baked in. 
Platform teams maintain a few golden 
templates while enabling thousands of 
workspaces across teams.

Module registry and integrated testing 
Store, version, and test reusable 
modules. Developers pull only trusted 
infrastructure components, while 
platform teams retain control over 
changes and conformance.

OPA-based policy enforcement 
Validate plans against security, 
compliance, and operational policies 
before execution. Approvals can be 
triggered based on policy evaluation 
outcomes, ensuring governance at 
scale.

Cost estimation before apply 
Preview cost impact during the plan 
phase. Identify misconfigurations early 
and align infrastructure usage with 
financial expectations.

Drift detection and remediation 
Monitor for configuration drift between 
declared and actual state. Future 
capabilities include an AI Infrastructure 
Agent that analyzes the nature of the 
drift and automatically recommends 
or applies remediations based on 
organizational policies and prior behavior.

GitOps-native delivery 
Infrastructure updates can be triggered 
via pull requests with integrated policy 
checks and approval gates. PRs serve 
as the single source of truth for both 
infrastructure and application changes.

Support for multiple IaC tools 
Manage Terraform and OpenTofu 
natively, with support for 
Ansible,Terragrunt, and other tooling 
to provide teams with flexibility as they 
evolve.

Fine-grained access control and 

auditability 
Define role-based permissions for 
modifying pipelines, applying changes, 
and viewing infrastructure state. Every 
change is tracked, providing full audit 
trails for platform and security teams.

Custom dashboards for infrastructure 

visibility 
Build tailored views for platform, security, 
or finance stakeholders. Monitor usage, 
cost, drift, and change activity across 
environments in one place.
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AI for Everything After Code
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/harnessinc

Contact us on


