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Executive Summary

Enterprise security operations teams are drowning in security signals, which inhibits their threat
detection and incident response efforts. Gaining “full API visibility” is often promoted as a tenet of an API
security program, but focusing exclusively on API discovery before securing the edge to defend against
runtime threats is a common architectural mistake. The outcome is delayed protection, increased
operational burden without improved outcomes, and sunken API security program efforts. Security
teams quickly find themselves overwhelmed with information and unable to act on API security
incidents.

A mature API security program doesn’t require collecting telemetry from every internal interaction. In
typical enterprise architectures, strategic decisions must also be interpreted through the lens of traffic
boundaries. Successful security programs often begin with visibility at the north/south edge for
Internet-facing services, and then expand inward to east/west service-to-service traffic only when
driven by explicit governance or compliance needs. Consequently, any APl security tooling you consider
to protect your organization must support both instrumentation approaches.

Placement of runtime instrumentation is a prescriptive architectural choice, not an implementation
detail. Where you observe and enforce determines:

- The types of threats you can realistically detect
Reliability of activity attribution for users and Al agents
Ability to safely enforce controls

Introduction of operational and organizational friction

For most enterprises where runtime protection is the priority,

the correct order of operations is clear:

1. Instrument at the edge first to achieve fast, broad visibility and immediate
protection where risk is highest.

2. Laver in hybrid instrumentation for exhaustive API discovery to satisfy deeper
needs, such as to satisfy compliance or address internal service risk.

© Harness Inc. 2026 harness.io



@harness

Isolate the Core Requirements

Effective APl and application runtime protection depends on three fundamentals:

1. Seeing critical requests — primarily Internet-originated traffic, where most exploitation and abuse
occurs.

2. Capturing appropriate context — user or machine identity, authentication state, and API call
seqguencing.

3. Retaining and correlating data - to identify negative patterns that emerge over time, such as
authorization abuse, business logic attacks, and account misuse.

In practice, this aligns with the north/south traffic boundary, or the point where attacker-accessible
traffic enters the enterprise. This traffic is fundamentally different from internal east/west service-to-
service or microservice communication.

While internal API traffic matters, data consistently shows that the highest concentration of vulnerability
exploitation and abuse originates from external traffic.

Your APl instrumentation strategy must reflect these realities.
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Base Decisions on Architectural Boundaries

Not all API traffic contributes equally to runtime protection outcomes. Mature instrumentation strategies
recognize that enterprises operate across distinct architectural boundaries:

« North/south traffic: Requests entering and leaving the organization, also known as Internet-facing
traffic.

- East/west traffic: Internal service-to-service communication inside application environments and
microservices architectures (MSA)

Figure 1 Begin your continuous discovery and monitoring
efforts at the north/south edge when prioritizing
Priority 1: runtime protection, where exploitation and abuse

attempts are concentrated, and then expand
inward. Not all traffic contributes equally to
/\ Primary source of exploitation and abuse runtime protection outcomes, making this
prioritization essential.

External (Internet-Facing) Traffic

() Detecting API authorization flaws

. . Figure 1 details these instrumentation priorities.
Fastest time to value for threat detection

Your instrumentation strategy should first ensure
full visibility into external traffic before expanding

Priority 2: to internal traffic.
Internal (Service-to-Service) Traffic

& Lower abuse rates,
limited attacker access

< Lateral movement & vulnerability analysis

& Higher effort to operationalize signals

Priority 3:
Third-party Traffic

@ Stronger authentication
& constrained behavior

[, Lower signal-to-noise for runtime abuse

M Completeness, not primary protection
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Know Your Instrumentation Options

All of the instrumentation options trade speed, visibility, protection, and operational complexity. For
enterprises where runtime threat detection and protection are the chief concerns, edge placement
should always be the starting point. This is especially important as your organization progresses beyond
reactive maturity stages. “Continuous discovery,” as defined in application & API security maturity
models, is still satisfied when it ensures that all externally exposed APls are continuously observed at
the edge, rather than assuming every internal call must be inventoried on day one.

Figure 2 provides the strengths and takeaways for each instrumentation type. Full details for each
instrumentation method follow.

Figure 2

Edge Instrumentation

What It Is: instrumentation at the application edge (CDN, Ingress Tier)

- Fast External Protection
- Strong User & API Attribution
- Early Enforcement

Essential For Runtime Protection

Inline Application

Traffic Mirroring eBPF Instrumentation .
Instrumentation
What It Is: Duplicating What It Is: Kernel-level What It Is: Agents inside
traffic to a security platform monitoring on hosts application runtimes
Strengths Strengths Strengths
- Broad Visibility - Internal & External View « Deep App Awareness
- No App Changes - Low Performance Impact » Advanced Controls
- Strong User & API
Attribution
Good Alternative If Best For Deep Specialized For
Edge Is Not Possible Internal Visibility Specific Stacks
\ J L /L J
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1. Edge Instrumentation

What it is: Instrumentation at the application edge, including managed edge, CDN, gateways, and load
balancers, where all Internet-facing traffic enters the system.

Strengths:
- Fastest path to meaningful protection and authoritative observability for external traffic
- Strong correlation and attribution for APl abuse and authorization flaws
- Early enforcement, before traffic fans out internally
- Preservation of user identity, authentication context, and request sequencing

Limitations:
- Limited visibility outside of traffic that traverses the edge
- Uncaptured internal east/west and some third-party calls
- APl inventories reflective of exposed surface area, not total internal usage

Strategic takeaway: Edge instrumentation is critical for runtime protection and serves as the
foundation for all other instrumentation.

2. Traffic Mirroring

What it is: Duplicating traffic from CDNs, load balancers, or gateways to a security platform, either inline
or out of band.

Strengths:
- Broad external visibility without modifying applications
- No additional request latency when deployed out of band
- Leverages existing traffic control infrastructure

Limitations:
- Visibility limitations inherent from mirrored traffic paths
- Blocking capabilities dependent on the underlying gateway or WAF
- Typically customer-managed

Strategic takeaway: A strong alternative when direct edge instrumentation is not feasible.
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3. eBPF Instrumentation

What it is: Kernel-level instrumentation at gateways or application hosts to observe network activity.

Strengths:
- Sees external, internal, and third-party traffic
- Enables comprehensive API inventory and discovery
- Out-of-band with minimal performance impact

Limitations:
- Harder to reliably associate traffic with users
- Requires precise deployment across all relevant hosts
- Higher operational complexity

Strategic takeaway: Best suited for internal governance, regulatory auditability, or deep east/west
visibility requirements to extend discovery beyond the north/south traffic boundary.

4. Inline Application Instrumentation

What it is: Language-level agents embedded directly into application runtimes.

Strengths:
- Deep application-level contextual awareness
- Fine-grained control and advanced mitigation options

Limitations:
- Highest deployment and maintenance overhead
- Challenges with scaling across large environments
- Limited incremental visibility if edge or gateway coverage already exists

Strategic takeaway: A specialized option for certain technology stacks and not a primary starting point.
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Table 1 provides a different lens into the four instrumentation placement options and where each excels.

Table 1

e ™
Location External Internal User Enforcement| Compliance | Operational

Visibility Visibility Attribution Quality & Inventory | Complexity

Edge Very High Low High High Medium Low
Tr_afflc:_ Very High Low Low None Medium Medium
Mirroring
eBPF Medium Very High Low None High High
Inline . . . . . .
Agents Medium High High High High Very High

-

Prioritize Edge and Augment with
Hybrid Instrumentation

A prescriptive instrumentation strategy for most enterprises that balances speed to protection,
enforcement fidelity, and regulatory completeness is as follows:

1. Deploy at the edge first.

- Capture all Internet-facing traffic.

- Enable early, high-confidence enforcement.

- Establish a stable and actionable signal baseline.

2. Extend with hybrid instrumentation selectively.
- Build comprehensive APl inventories.

- Satisfy compliance, audit, and governance requirements.
- Avoid unnecessary internal complexity unless mandated.

Strategies for securing hybrid architectures should be driven by explicit requirements, not by default
security assumptions of complete visibility to identify all possible gaps, which can quickly overwhelm
organizational teams. A common misinterpretation of security maturity is that advancing from reactive
to proactive stages requires an exhaustive inventory of all API traffic across all operating environments.
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Security maturity is defined by risk reduction and enforcement outcomes, not by the raw volume of
telemetry collected.

In practice, mature organizations treat continuous discovery as a pragmatic approach that balances
speed, coverage, and long-term needs. This approach aligns security outcomes with operational reality
in enterprise settings.

Define Your Runtime Visibility Success Criteria

Your instrumentation strategy should be considered successful when:

- All relevant external traffic for protected applications is visible.

- User attribution is consistently available.

- Observed traffic patterns align with architectural expectations.

- Critical API flows such as authorization and transaction processing are fully covered.

Avoid Common Pitfalls

The following pitfalls or anti-patterns repeatedly undermine organizations’ runtime protection outcomes.
They are commonly architectural mistakes, not security tooling issues, presuming selection of adequate
API security tooling or web application & API protection (WAAP) platforms such as Harness WAAP.

Anti-Pattern 1: Starting with Host-Level or Internal Instrumentation

Deploying eBPF or inline agents across services before establishing edge visibility is a frequent misstep
if your goal is API runtime protection rather than full API cataloging to satisfy compliance or governance
mandates.

Why it’s a pitfall: Misses the highest-risk traffic during early phases, weakens user attribution due to
proxy and service-mesh obfuscation, complicates signal correlation, and delays enforcement to mitigate
runtime threats.

Ideal approach: Establish edge coverage first if protection is your main goal, then expand inward when
required to address microservice threats or to satisfy APl governance goals.


https://www.harness.io/products/web-application-api-protection
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Anti-Pattern 2: Optimizing for Inventory Before Protection

API discovery and API protection serve two different security use cases: audit and attack defense,
respectively. If your goal is to defend running APls against attacks, your instrumentation approach
should prioritize the most-attacked APIs over complete visibility. Inventory completeness across internal
east/west traffic is valuable for audit and architecture mapping, but it should not come at the expense of
protecting the exposed north/south attack surface.

Why it’s a pitfall: Inflates telemetry volume with low-signal internal API calls, slows threat detection
tuning, and inhibits incident response.

Ideal approach: Start with edge-derived APl inventories to protect exposed surfaces first. Extend

inventories to internal service-to-service and microservices if governance or regulatory policies
mandate it.

Anti-Pattern 3: Assuming More Telemetry Equates to Stronger Security

Collecting all traffic by default, without prioritization or strategic goals for your APl security program,
indirectly creates operational drag.

Why it’s a pitfall: Increases noise, drives up costs, dilutes detection quality, and can push you towards
aggressive sampling that may remove critical signals.

Ideal approach: Prioritize external traffic and critical API flows such as authentication, authorization,
account registration, and payment processing before expanding scope internally.

Anti-Pattern 4: Enforcing Deep in the Stack Exclusively

Applying blocking or mitigation inside application runtimes or host layers by default.

Why it fails: Drives up operating expenses since enforcement occurs after resource consumption,
amplifies false positives, and requires heavy coupling with application and infrastructure teams.

Ideal approach: Enforce runtime protection as close to the edge as possible for broad classes of
protection, where security mitigation is cheaper, safer, and easier to roll back. Deploy internal protection
when internal service threats are a concern or when your architecture requires more granular policies to
mitigate attacks.
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Final Guidance for Your APl Security Strategy

Your instrumentation decisions define ceilings of what you can achieve with API runtime protection and
APl inventory. Edge instrumentation delivers faster protection, stronger attribution, and safer
enforcement. Hybrid instrumentation delivers a comprehensive inventory to meet compliance, audit, or
governance requirements. The instrumentation approaches aren’'t mutually exclusive, but carefully
consider your program goals before implementation and ensure any WAAP platform you select offers
appropriate support.
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