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WITTY GLOBAL UAB 

PRIVACY POLICY 
 
Who we are? 
 
W1TTY is committed to protecting your privacy. The effective management of all personal data, including 
its security and confidentiality, lies at the very heart of our business and underpins our practices and 
processes.  We collect, use and are responsible for certain personal data about you.  When we do so we 
are subject to applicable data protection laws and we are responsible as ‘controller’ of that personal 
data for the purposes of those laws. 
 
This Privacy Policy, also called a Privacy Notice ("the Notice"), describes how we use your personal data 
when you interact with us via our Website (w1tty.com) or our App, communicate with us, or use our 
products and/or services.  It also explains your rights in relation to your personal data and how to contact 
us or supervisory authorities in the event you have a query or complaint. 
 
Your personal data is collected by WITTY GLOBAL UAB ("WITTY"/ "we" / "us" / "our"), a legal entity 
registered in Lithuania with its legal entity code 305433923, registration address Jogailos g. 9, Vilnius, 
Lithuania. 
 
Contact details of the data protection officer 
 
In case of any questions regarding the processing of your personal data, please contact the Data 
Protection Officer by e-mail: contact@w1tty.com, or by post: Didžioji g. 18, LT-01128 Vilnius, Lithuania. 
 
To whose personal data does this Notice apply? 
 
This Notice describes our practices when using the personal data of:  
 
• Users who register to use our products and/or services ("Users"); and  
• Individuals who visit our Website, use our App, or otherwise interact with our products and/or 

services. 
 
Keeping your personal data secure 
 
We have appropriate security measures in place to prevent personal data from being accidentally lost 
or used or accessed unlawfully. We also have procedures in place to deal with any data breach.  
 



1 
 
 

Data collection and usage 
 
We will collect, store and use your personal data for the purposes set out in more detail in this section.  
Your information may be shared with some third parties as set out in more detail below.  
 
Users of our products and/or services 
 
Information we collect about Users  
 
We collect most of our personal data directly from our Users, by telephone, post or email and/or via our 
Website / App. The categories of personal data we collect may include (the actual scope of personal data 
that we collect always depends on the situation): 
 
• Identification data: first name, surname, personal identification number, date of birth, 

information specified in the identification document (passport or ID card), parents/guardians (if 
services provided to a minor). 

• Contact data: address, telephone number, email address. 
• Financial data: e-money account number, incoming and outgoing payments and information 

included thereof, transaction history, obligations. 
• Data on education and professional activity:  education (institution, degree, etc.), place of work, 

profession, position, occupation and other related information. 
• Data obtained and/or created while performing an obligation arising from law: data that WITTY 

may be required to report to authorities, such as tax authorities (e.g. country of birth, residence, 
taxpayer number, nationality, place of tax residence), courts, law enforcement agencies including 
details of income, credit commitments, property holdings, remarks, and debt balances. 

• Data obtained and/or created while performing an obligation arising from the laws on the 
prevention of money laundering and terrorist financing: origin of funds, bank accounts, payment 
documents, assets, their types and value, expenses and income, purpose of account, 
current/former job, economic and commercial activities and other sources of income, PEP status; 
information received during in-depth customer research (information on business partners and 
business activity, cash flow, reliable information publicly available on the Internet, information 
obtained in screenings against sanction lists, PEP status, etc.) 

• Data related to contractual obligations and products/services received from WITTY: information 
included in the agreements made with WITTY (conditions, fees, terms, description of services, etc.). 

• Data used for direct marketing: email address, phone number, push notifications on WITTY's App 
installed on a smart device.  

• Data obtained through communication with WITTY: Information obtained from letters, emails, 
telephone conversations, etc. during communication with WITTY. 

• Special Categories of Personal Data: such as racial or ethnic origin, religious or philosophic beliefs, 
political opinions, genetic, biometric data, health state data, data relating to criminal convictions 
and offences. To be able to provide the services, WITTY in some cases will be required to process 
special categories of personal data. 
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• Data related to the usage of WITTY App and/or WITTY's website: cookies and data received while 
using the app or browsing the website, e.g.: location, device, IP address, type of browser. 

• Audio-visual data: video recordings when you become our client; video and/or audio recordings 
when you call at us or video-chat via WITTY App. 

• Data obtained to meet regulatory requirements: data obtained from inquiries of notaries, bailiffs, 
law enforcement authorities and so forth. 

 
We may also collect information from other sources such as directly from a third party (e.g. sanctions 
screening providers) and public registers or other accessible sources (e.g. social media websites). If the 
situation requires, we can process other personal data. 
 
How we use the personal data we collect about Users 
 
We use personal data from Users to: 
 
• provide services to you (open an e-money account, perform payment services, issue and maintain 

payment cards, mobile application services, etc.). For this purpose, we process identification data, 
contact data, data related to contractual obligations and products/services received from WITTY, 
financial data, data related to the usage of WITTY App and/or WITTY's website, data obtained 
through communication with WITTY. 

• perform obligations arising from laws on the prevention of money laundering and terrorist 
financing, automatic data exchange on tax residency (CRS, FATCA), fighting tax evasion crimes 
(DAC6) and others. For this purpose, we process identification data, contact data, data obtained 
and/or created while performing an obligation arising from the laws on the prevention of money 
laundering and terrorist financing, data on education and professional activity, data obtained 
and/or created while performing an obligation arising from law (CRS/FATCA/DAC6). 

• assess and prevent risks associated with services provided to you (fraud prevention, prevention 
of money laundering and terrorist financing operations). For this purpose, we process 
identification data, contact data, data obtained and/or created while performing an obligation 
arising from law, financial data, data obtained and/or created while performing an obligation 
arising from the laws on the prevention of money laundering and terrorist financing, data on 
education and professional activity, data obtained through communication with WITTY. 

• provide direct marketing materials to you. For this purpose, we process identification data (only, 
name), contact data (only, email address and data to sent you push notifications on your smart 
device). 

• to carry out internal analysis and research to help us improve our products and/or services (e.g. 
statistical data). For this purpose, we process data and information that does not include any 
personal data. 

 
Why we use the personal data of Users 
 
We use this information because: 
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• it is necessary to enter into or perform our contract with Users (for example, opening an account, 
maintaining your account, and operating services connected with your account); 

• it is necessary to comply with legal or regulatory requirements (including undertaking screening 
for financial or other sanctions and conducting checks to identify you and verify your identity); 

• it is necessary for the purposes of our or a third party's legitimate interests.  A legitimate interest 
will apply only where we consider that it is not outweighed by a User's interests or rights which 
require protection of their personal data.  We have the following legitimate interests to use User's 
information: 
Ø understanding how our User's engage with our products and/or services; 
Ø providing and improving our products and/or services, including understanding and 

responding to feedback; and 
Ø ensuring the security of our organization, our Website / App and our products and/or 

services. 
• if we process your sensitive personal data, we will only do so on the basis that we have obtained 

your explicit consent to carry out such processing or we are allowed and obliged to process such 
data by law. 

 
Generally, we do not rely on consent as a legal basis for processing your personal data other than in 
relation to sending marketing communications to you (for example, via online banners, emails or text 
messages) and in respect of sensitive personal data.  
 
How we obtain your personal data 
 
We obtain your personal data from the following sources: 
 
• from you: while applying for products and services; while addressing us by mail, email, over the 

phone, etc.; when you use our products and services; while using our App or visiting our Website. 
• from third parties: our counterparties which provide us with information related to you; other WITTY 

Group companies; entities managing public registers; state institutions and law enforcement 
agencies; persons in relation to contracts and transactions which these persons intend to conclude or 
have concluded with WITTY. 

 
Marketing consent 
 
We process your personal data for a direct marketing purpose only with your consent. 
We will only send marketing communications to you if you actively opt-in to receive them, either via 
agreeing to push notifications in the App, and/or by consenting to marketing through non-App based 
channels (during the application process or any time thereafter).  Non-App based channels include email, 
telephone, post and direct messages online (e.g. through social media).  
 
You can withdraw your consent to receive such marketing communications at any time by changing your 
App settings for push notifications.  This link will allow you to opt-out of all marketing through non-App 
channels, or select specific channels to opt-out of, leaving consent in place for direct marketing through 
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your preferred channels. A reminder of the link will be provided in all non-App marketing 
communications.     
 
Push notifications 
 
We may provide information to you through WITTY App’s push notifications. Push notifications are 
messages you receive on your smartphone or other smart devices without a specific request and 
regardless of whether WITTY App is opened or not. We will only send you marketing push notifications 
if you expressly consent to this as you open an account. Once you created your account you can also give 
your consent to receive marketing push notifications in the App settings. You can revoke your consent 
to receive push notifications for marketing purposes at any time. The revocation can be made in the App 
settings.  
 
Profiling 
 
If we should use the possibility of a fully automated person related decision in order to provide our 
services fast and easy and if it is legally required, we will inform you upfront. You have the right that an 
individual person is reviewing the result of this automated decision. We process your personal data 
partially automated to assess certain personal aspects (profiling). 
 
Recipients of User contact information 
 
We may disclose User personal data to third parties as follows: 
 
• to companies within the company group, a part of which is Witty Global UAB; 
• to other users of the products and/or services where you have provided your approval or where 

you have posted information online which is publicly available;  
• to our professional advisers, suppliers or service providers (such as auditors, consultants, lawyers, 

insurers, marketing agencies and website hosts); 
• to third parties including for the purpose of providing the products and/or services; 
• to third parties such as banks, tax authorities, courts, regulators and security or police authorities 

where required or requested by law, or where we consider it necessary (e.g. to help trace funds 
where you are a victim of suspected financial crime and you have agreed for us to do so, or where 
we suspect funds have entered your account because of a financial crime); 

• in the event that any additional authorized users are added to your account, we may share 
information about the use of the account by any authorized user with all other authorized users; 

• if we are defending a legal claim, User information may be processed as required in connection 
with a claim; 

• if we discuss selling or transferring part or all of our organization – the information may be 
transferred to prospective purchasers under suitable terms as to confidentiality; and 

• if we are reorganized or sold, information may be transferred to a buyer who can continue the 
work of our organization. 
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We only allow third parties to handle your personal data if we are satisfied that they take appropriate 
measures to protect your personal data. 
 
Legal requirements 
 
In certain circumstances, if you do not provide personal data which is required, we will not be able to 
perform our obligations under the contract with you or may not be able to provide you with our products 
and/or services.  We will make it clear if and when this situation arises and what the consequences of 
not providing the information will be for you.   
Your personal data may also be processed if it is necessary on reasonable request by a law enforcement 
or regulatory authority, body or agency or in the defense of a legal claim.  We will not delete personal 
data if it is relevant to an investigation or a dispute.  It will continue to be stored until those issues are 
fully resolved. 
 
How long do we keep your information? 
 
We will keep your information for as long as it is reasonably necessary to fulfil the purposes we collected 
it for, including as necessary to comply with legal, regulatory, accounting or reporting requirements. 
 
To determine the appropriate retention period for your personal data, we consider the amount, nature, 
and sensitivity of the personal data, the potential risk of harm from unauthorized use or disclosure of 
your personal data, the purposes for which we process your personal data and whether we can achieve 
those purposes through other means, as well as the applicable legal and regulatory requirements, e.g.: 
 
• We process the data collected in connection with the provision of financial services during the 

period of business relationship between you and us, and retain the data for a further 10 years after 
the cancel of business relationship; 

• Data of a consent for marketing purposes - 3 years from the date of the consent; 
• Data of persons related to legal entities, i.e. managers, representatives, shareholders, etc.), where 

such person does not have any personal agreements W1TTY, for a further 10 years since the end 
of business relationship with the legal entity; 

• Recorded phone calls, video-chats and text-chats are stored for a further 10 years after the 
recording date; 

 
We will also routinely refresh our information to ensure we keep it up-to-date. When it is no longer 
necessary to retain your personal data, we will delete or anonymize it. 
 
Where your information will be held 
 
We ensure that your personal data is stored in the territory of the European Union ("EU”) and the 
European Economic Area ("EEA”). Given the global nature of financial services and technological 
solutions and to process your personal data for the purposes specified in this Notice, for the provision 
of individual services your personal data may be transferred outside the EU and the EEA. Where we 
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transfer your data outside of the EU and the EEA we will make sure that adequate safeguards are in 
place, such as European Commission-approved Standard Contractual Clauses. 
 
Your Rights 
 
To the extent provided for under applicable law, you have the following rights in relation to your 
information, which you can exercise free of charge.  Some of these rights will only apply in certain 
circumstances.  
 
• Withdraw Consent: where we have collected your consent – for example, to use cookies when you 

visit our Website. 
• Access: you are entitled to ask us if we are processing your information and, if we are, you can 

request access to your personal data.  This enables you to receive a copy of the personal data we 
hold about you and certain other information about it. 

• Correction: you are entitled to request that any incomplete or inaccurate personal data we hold 
about you is corrected. 

• Erasure: you are entitled to ask us to delete or remove personal data in certain circumstances.  
There are certain exceptions where we may refuse a request for erasure, for example, where the 
personal data is required for compliance with law or in connection with legal claims. 

• Restriction: you are entitled to ask us to suspend the processing of certain of your personal data 
about you, for example if you want us to establish its accuracy or the reason for processing it. 

• Transfer: you may request the transfer of certain of your personal data to another party. 
• Not to be subject to automated individual decision-making: you may ask not to be subject to a 

decision based solely on automated processing (including profiling) that produces legal effects 
concerning you or similarly significantly affects you. 

 
We would hope that our Data Protection Officer can resolve any query you may raise about our use of 
your information.  However, you also have a right to lodge a complaint with a supervisory authority (data 
protection regulator), in particular in the country in the EEA where you are habitually resident, where 
we are based or where an alleged infringement of data protection law has taken place.  
 
Right to object 
 
In addition to the rights above, you also have a right to object to us processing your information in certain 
circumstances.  Where we are processing your personal data based on legitimate interests you may 
challenge this.  However, we may be entitled to continue processing your information based on our 
compelling legitimate grounds or where this is relevant to legal claims.  You also have the right to object 
where we are processing your data in order to send you any direct marketing.  
For further information on each of those rights, including the circumstances in which they apply, please 
contact us or refer to the information issued by The State Data Protection Inspectorate. 
 
If you want to exercise any of these rights, please contact us in writing, providing us with enough 
information to identify you (e.g. your full name, address and account number), proof of your identity 
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and address (a copy of your driving license or passport and a recent utility bill or bank account 
statement), and the specifics of the right you want to exercise. 
 
How to exercise your rights 
 
We take every effort to support you in exercising your rights and to answer any questions you may have 
about the information contained in this Notice. You may submit a request regarding the exercise of the 
above-indicated rights as well as any complaint, notification or request to us by e-mail: 
contact@w1tty.com; by post: Didžioji g. 18, LT-01128 Vilnius, Lithuania. 
If for the purpose of drafting a reply it is necessary to provide confidential information or information 
that constitutes the bank secrecy, we may ask you to confirm your identity. 
 
We will provide a response to your request no later than within 30 calendar days since the date of the 
receipt of your request. In exceptional circumstances requiring additional time, we will, upon notifying 
you, have the right to extend the deadline for the submission of the requested data or other 
requirements specified in your application up to 60 calendar days since the date of your request. 
 
Links to third party website 
 
Our Website, our App, our products and/or services and other communications may, from time to time, 
contain links to third party websites. 
 
The personal data that you provide through these websites is not subject to this Notice and the 
treatment of your personal data by such websites is not our responsibility.  If you follow a link to any of 
these websites, please note that these websites have their own privacy policies / notices which will set 
out how your information is collected and processed when visiting those sites.  
 
Children 
 
Our Website and App are not aimed at children under the age of 18.  If you are under 18 years old, you 
should not submit any personal data to us via our Website or our App without checking with your parent 
or guardian. 
 
Modifications to the Notice 
 
This Notice may be changed from time to time.  If we change anything important about this Notice (the 
information we collect, how we use it or why we use it) we will highlight those changes at the top of the 
Notice and provide a prominent link to it for a reasonable length of time following the change (and prior 
to the change taking effect if deemed necessary). 


