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Influencer marketing continues to grow at an unprecedented rate, with global 

spending projected to exceed $24 billion in 2025, up from $21.1 billion in 

2024 (Shopify). The industry’s expansion is driven by brands recognizing the 

high ROI of influencer partnerships, with 89% of marketers reporting better 

or comparable ROI compared to other channels (Social Shepherd).



Social media platforms like Instagram, TikTok, and YouTube remain dominant, 

but new players such as LinkedIn and emerging AI-driven content platforms 

are gaining traction. Short-form video content remains the most effective 

format, with 65% of brands prioritizing TikTok and Instagram Reels for 

influencer collaborations (MarketingBrew).


Influencers wield significant power in shaping consumer decisions:v
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With an estimated 85% of brands expected to allocate a portion of their 

marketing budget to influencer campaigns in 2025, the industry’s influence 

on consumer behavior and brand strategy is stronger than ever (Shopify).

of consumers trust social media influencers when 
making purchasing decisions, compared to only 33% 
who trust traditional ads (HubSpot).

74%
Micro-influencers (10K–100K followers) deliver 60% 
higher engagement rates than celebrity influencers 
(Shopify).

60%
Influencer-led campaigns generate 11x higher ROI 
than traditional banner ads (Social Shepherd).11x

Dark Side of Influencer Marketing



Increase in Controversial Behavior
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The rise of influencer marketing has also led to an increase in controversial, 

unethical, or illegal behavior among influencers, causing major setbacks for 

brands. In 2025, 39% of brands reported severing ties with influencers due 

to misconduct, up from 32% in 2024 (Fama.io).



High-profile influencer scandals continue to make headlines, with brands 

facing backlash for associating with influencers involved in discrimination, 

criminal activity, or ethical violations. Recent studies indicate:

Trends in Influencer Misconduct (2025)

of consumers expect brands to immediately cut ties 
with influencers involved in controversies (HubSpot)68%
of brands suffered reputational damage after 
collaborating with problematic influencers (Fama.io).56%
Influencers engaging in harmful content (racism, 
sexism, body shaming, etc.) increased by 21% in 
2025, leading to greater scrutiny

21%

Brands that fail to thoroughly vet influencer behavior and values risk 

severe brand reputation crises, consumer boycotts, and financial losses.



High-Profile Influencer Scandals
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Analysis of recent cases where influencer misconduct led to brand safety 

issues provides crucial insights into the risks brands face�

� YouTuber Logan Paul (2018): Faced backlash for inappropriate content, 

leading to multiple brands pulling sponsorships and YouTube 

demonetizing his channel temporarily�

� James Charles (2019 & 2021): Lost millions of followers and brand deals 

after allegations of misconduct emerged, showing how quickly public 

sentiment can turn.

Key Takeaways for Brands�

� Conduct thorough background checks on influencers before 

partnerships�

� Have crisis management protocols in place for potential controversies�

� Be prepared to publicly distance from influencers who become liabilities.

This report aims to provide a comprehensive analysis of influencer 

misconduct trends in 2025, backed by data, case studies, and actionable 

strategies. It will help brands�

� Understand emerging risks associated with influencer marketing�

� Implement best practices for influencer screening, contract structuring, 

and compliance monitoring�

� Leverage AI and other innovations to improve influencer vetting and fraud 

detection�

� Adapt to new consumer expectations and regulatory requirements for 

brand safety.


By proactively addressing these challenges, brands can protect their 

reputation, maintain consumer trust, and maximize their influencer marketing 

ROI in 2025 and beyond.

Case Studies

Purpose of the Report
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Influencer Marketing Statistics 2025

As influencer marketing continues to evolve, brands and marketers must 

stay updated on the latest statistics to inform their strategies. Below are 

some key data points shaping influencer marketing in 2025:

� The global influencer marketing industry is expected to reach $24 billion 

in 2025 (Shopify)�

� 85% of brands plan to allocate a portion of their marketing budget to 

influencer campaigns in 2025 (Shopify).

Market Growth

� 89% of marketers report that influencer marketing delivers better or 

comparable ROI than other marketing channels (Social Shepherd)�

� Influencer-led campaigns generate 11x higher ROI than traditional banner 

ads (Social Shepherd)�

� Micro-influencers (10K–100K followers) deliver 60% higher engagement 

rates than celebrity influencers (Shopify)�

� 74% of consumers trust social media influencers when making purchasing 

decisions, compared to only 33% who trust traditional ads (HubSpot).

Influencer ROI & Engagement

� 65% of brands prioritize TikTok and Instagram Reels for influencer 

collaborations (MarketingBrew)�

� LinkedIn is emerging as a strong influencer marketing platform, 

particularly for B2B brands�

� YouTube remains a preferred platform for long-form influencer content 

and in-depth product reviews.

Platform Trends
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� 45% of influencer engagement in 2025 is estimated to come from bots or 

fake accounts, leading to wasted marketing spend (Fama.io)�

� 31% of influencers have been found spreading misinformation, whether 

political, medical, or product-related, potentially leading to consumer 

distrust (Fama.io)�

� Regulatory fines for non-compliant influencer partnerships increased by 

28% in 2025 (Marketing Dive).

Challenges & Risks

The Dark Side of Influencer Marketing

Despite its rapid growth, influencer marketing faces increasing challenges 

related to misconduct, fraud, and reputational risks. Brands are now 

investing more in compliance tools and AI-driven vetting solutions to 

minimize exposure to problematic influencers.

� Fake Followers & Engagement Fraud: Studies estimate that 45% of 

influencer engagement in 2025 will come from bots or fake accounts, 

leading to wasted marketing spend (Fama.io)�

� Misinformation & Harmful Content: 31% of influencers have been 

found spreading misinformation, whether political, medical, or product-

related, potentially leading to consumer distrust (Fama.io)�

� Regulatory Scrutiny: With 67% of Gen Z consumers demanding more 

transparency in influencer partnerships, governments worldwide are 

tightening regulations, requiring clearer disclosure of sponsored 

content (Marketing Dive)�

� Reputational Damage: A survey revealed that 72% of consumers would 

stop buying from a brand if they partnered with an influencer involved 

in a scandal or unethical behavior (Fama.io).

Key risks include:
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Brands that fail to thoroughly vet influencers risk facing PR crises, financial 

losses, and consumer backlash—proving that influencer marketing is not just 

about reach but also about brand safety and authenticity.

Despite growing awareness, fake engagement remains a widespread issue in 

influencer marketing. Studies show that 45% of all influencer engagement 

originates from bots, fake followers, or purchased likes (Fama.io).


Key insights on engagement fraud:

The spread of misinformation by influencers has become a significant 

concern, affecting industries from healthcare and finance to politics and 

consumer products. In 2025:

� 1 in 4 influencers is estimated to have artificially inflated their follower 

count (Social Shepherd)�

� Over $1.3 billion in marketing budgets is expected to be wasted on 

fake engagement in 2025 (Fama.io)�

� Influencer fraud leads to a 27% decrease in marketing ROI, as brands 

struggle to reach real audiences (Shopify).

� 33% of consumers reported encountering misleading information from 

influencers (Marketing Dive)�

� Over 50% of brands have faced public scrutiny due to influencers 

spreading false or harmful content (Fama.io)�

� Misinformation-related lawsuits involving influencers increased by 19% 

compared to 2024 (Marketing Dive).

Fake Followers and Engagement Fraud

Misinformation and Harmful Content
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With the rise of deceptive influencer marketing, global regulatory bodies are 

tightening guidelines. In 2025:

� 82% of brands reported concerns over influencer compliance with 

advertising laws (Marketing Dive)�

� Regulatory fines for non-compliant influencer partnerships increased 

by 28% (Fama.io)�

� 76% of Gen Z consumers demand full transparency in influencer 

sponsorships before making purchasing decisions (HubSpot).

Regulatory Scrutiny and Compliance Issues

Reputational Damage

The Impact of Influencer Misconduct on Brands

Influencer scandals can severely tarnish a brand’s image and erode 

consumer trust. When an influencer is involved in unethical behavior, 

discrimination, or other controversies, their association with a brand can lead 

to widespread criticism.



Examples of brands that faced backlash due to influencer misconduct�

� Dove (2023): Partnered with an influencer who made controversial 

comments about body positivity, leading to a public apology and a 

temporary drop in sales�

� Adidas (2024): Severed ties with an influencer after past offensive 

tweets resurfaced, resulting in negative media coverage and consumer 

boycotts.
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Consumer Backlash

Consumers are increasingly vocal about brands that associate with 

controversial influencers. Negative sentiment spreads rapidly on social 

media, often resulting in calls for boycotts and long-term brand damage.


Key points:

Brands can protect their long-term reputation and financial stability by 

mitigating risks through proactive influencer vetting and crisis 

management strategies.

� Social media amplifies backlash: A single tweet or video can trigger 

mass outrage and significantly impact public perception�

� Consumers expect accountability: 72% of consumers believe 

brands should cut ties with problematic influencers immediately 

(Fama.io�

� Brand loyalty is at risk: When a brand is perceived as ignoring 

influencer misconduct, loyal customers may switch to competitors.

Financial Losses

The financial repercussions of influencer misconduct can be 

significant. Brands often have to pull campaigns, refund advertisers, 

and invest heavily in crisis management to rebuild their reputation.



Key financial impacts�

� The cost of pulling campaigns can reach millions, especially for 

large-scale influencer collaborations�

� Refunds and additional marketing efforts to counteract the damage 

can further strain budgets�

� Studies show that influencer fraud and misconduct can lead to an 

average 27% decrease in marketing ROI (Shopify)
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Comprehensive Influencer Vetting 
for Brand Safety

 Book a demo today to see how Phyllo can protect your 

brand from influencer fraud and reputational damage!

Book a demo

Avoid costly scandals and ensure your influencer partnerships align with 

your brand values. Phyllo's AI-driven social screening helps you vet 

influencers thoroughly, detect risks early, and maintain brand credibility.

https://www.getphyllo.com/get-demo

