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Tue Jun 2 London

13:30:00 +01:00

Critical Incident - S1-VEM-01

¢ © Communications Center

« All Event Types o
« Sort By: Time (asc)
A
ENT H
To: Wed Jul 5 2023, 13:56:00 +01:00 o8

€ e

1. Internal Download and External Uploa
@
« Internal Download and External Uploads P
4 Jul

2. Internal Download and External Uploads
« Internal Download and External Uploads

e s > e sisn @

3. Unusual External Data Transfer to Multiple Endp...

+ Unusual External Data Transfer to Multiple Endpoints
A Jul 5, Jul 5 )

e 05 July 2023, 13:26:25 / 05 July 2023, 13:37:15
4. Unusual External Data Transfer to Multiple Endp...

+ Unusual External Data Transfer to Multiple Endpoints
Jul 5, 12:3€ Wed Jul 5, 13:54:00

5. Unusual External Data Transfer to Multiple Endp...
W Filters

2

Total
Incidents

5 Incident Events. 5 Simulated Events

4 Devices Involved 4 Devices Involved
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= Device / Suspicious SMB
Scanning Activity

= Device / Network Scan

= Device /RDP Scan

Device / ICMP Address
Scan

= Device / Suspicious
Network Scan Activity
other NDR providers.
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= Device / Multiple Lateral
Movement Model
Breaches

= Anomalous Connection
/ Unusual Admin RDP
Session

= Device / SMB Lateral
Movement

= Compliance / SMB Drive
Write

C2:&fE

= Anomalous Server Activity
/ Outgoing from Server

= Anomalous Connection /
Multiple Connections to
New External TCP Port

= Anomalous Connection
/ Rare External SSL
Self-Signed

= Device / Suspicious
Domain

AW

= Unusual Activity /
Enhanced Unusual
External Data Transfer

= Anomalous Connection /
Data Sent to Rare Domain

= Unusual Activity / Unusual

External Data Transfer

= Compliance /FTP/
Unusual Outbound FTP
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14 Aug 2024
08:11:51

: Critical Al Analyst Incident - henry-jones-laptop

m £ @DETECT © Communications Center

* All Event Types DETECT \ Event \ Unusual External Data Transfer
* Sort by: Time (asc)

12 / Acknowledge this Incident Event
Searching for recent external transfers from @
1. Access of Probable Unencrypted Password File

Discovered a significant upload to 13.4¢

Searching for recent connections from @® henryj Tue AUG 13 184212 — 18:44:33 BST
T e Aug 13 18:42:12 - 18:44:33 BS

Discovered 9,998 connections to 698 endpoints, with 4 connections being @henry-jones-surface * 1921681.5

associated with the uploading activity. @ Antigena All

Assessing remaining connections to determine if any are related to the S

4. Unusual External Data Transfer UploasiAg actiuity
File Storage - WeTransfer 2

Microsoft Windows ~ £
@ NewDevice ¥ @ cSensor

Searching for historical external data transfers from @ h: jones-surface 698.66 MB

193 kB
Gathering the specific details of the identified uploading activity.

Assessing the significance of this activity. henry jones

Kerberos TGS request

Tue Aug 13 18:36:17 BST
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A\ Darktrace RESPOND / Network / Significant Anomaly / Darktrace RESPOND Significant An
vork share.

Sun Jun 30,10:05:57 to  Mon Jul 1, 12:05:57

@) cet22 holdingsinc.com
critical @ Darktrace RESPOND triggered

11SMB Read Successes.

Model Breach Event Log

All Events

Mon Jul 1, 10:07:47 - ce122.holdingsinc. com failed to connect to [ www.payment-solution-inc.co [80]
Mon Jul 1,10:07:45 - ce122.holdingsinc. con failed to connect w.payment-solution-inc.co [80]

Mon Jul 1,10:07:13 < ce122. holdingsinc.com failed to connect to [ olution

Mon Jul 1, 10:05:57

Mon Jul 1, 10:05:55

int Anomaly / Darktrace RESPOND Significant Anomaly from Client Block

Mon Jul 1, 10:05:54 - L due to Connections from ce122.holdingsinc.com
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< Incident Overview

10.101.22.201and 1
other devices

© Fri4No

Beginning on Fri 4 Nov 2022 09:28 AM, the
following behaviour was observed on multiple
devices across the network

Unusual External Data
Transfer to Multiple Related
Endpoints

Fri 4 Nov 2022 13:09 PM - Fri 4 Nov
2022 16:50 PM

o

Al Analyst Alerts Dashboard Respond Settings
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< Incident Overview
o Lh

Unusual External Data
Transfer to Multiple Related
Endpoints

Fri 4 Nov 2022 13:09 PM - Fri 4 Nov
2022 16:50 PM

usual External Data
nsfer to Multiple Related
dpoints

- Nov 2022 09:28 AM - Fri 4 Nov
2 11:08 AM

Attack Phases Involved

Initail
Infection

.
Sy
v
)

Al Analyst Alerts

Dashboard Respond

Acknowledge

Settings

Darktrace / NETWORK

12


http://darktrace.com

= 7
Darktrace / NETWORK

»  Darktrace
/ NETWORK

FOTLIZADENATUY RISTR, 2L TURBIRIEICES £T. Darktrace / NETWORK (&
HEDBZEATDXRY FT—VICBEATE. RLEHEL. HIVREBEICHREIIA SN VA
—TSAABRICOHETEEY, BT U 3 vidDarktracelc & D 2171 TICRITITBZIL
B Y—RN=Fa0 771477 x—)L. EDR. ZTNA. SIEM. SOARB&LUITSMY Ja— 3>
EDAVTIL—>a v EBLTRITIZEDHARETT,

13 | Darktrace / NETWORK darktrace.com/ja


http://darktrace.com

BRA T3y

53R

Darktraceld T £ £ AETRMAL TEBOYMES L MMEERY FT—IADREAAEEERETZI
TEFY, WThoBHAZEDDarktrace® YXZ—1 A1 VXZ>207AES a3 yhS5RBENET,. Ch
[EREA >V RAAV R L TRRATR D MEBN—RIIT7T7 /54T RA%ZERTZcHTEET, RIERN
DFxw bT—0F—RFDarktraceXx A2 —1 Y R Z Y XK DB E LUOPHEn. HHlE Darktrace Threat
VisualizeriZRRmINE I,

Darktraceld? 37 RR—IXDY AR —+1 >V AZ> X% Darktrace? 57 RRIE (AWSH LU Azure) HTR
ATA4 VI FTBEICLDERIRBILTNIERBAET. CNICKDRESSUOYMERSOXRY hT—20
T=a VIS TEE T, BEBIZILL T, Darktrace /| NETWORKIGN—RD T 77 FS5A T RA%xy kD
— IR LTS LILICREBL. EORY M T—O ST v I 2ZHHNICD AT LS ICERITZCHTE
£9, CHUFBE. Darktrace7 7547V RE DT XAV FICRLTSPANtE Yy a Vv FE-oTHEKI A&
ICEDERINET, BHOIYAZ—DNRERIFE. ‘Unified View %FEBRTZIET. IRNTOIREZ—TY
2BV AR L TE—D—mft NI —a V-T2 A AZRBTIZICHTEFE T, HEICK L THigh
Availability (HA) 7> 3a>dFERTEET,

#5

Darktrace¥ A2 —4a1 VARV ASENBETED S 7 v v o RWEBLRY MU —o2&0O—AI T7O0—
T (REEEIFME) Doy b I—0T7—2ZNETZIENTEXT, <O MROY—TIE. Darktrace”
O—JHEDRAATET—RIZx L TDeep Packet Inspection (DPI) #R4TL. TS 71 v HEL TS
COIDNBHEHBTIZARZ—T T4 TV UL TUHBRAB AR T—2ZEDFTET, NTy bFv TFvT—
REQET—RIFTO—TIRTFIN. IXZ—1 Y XEZ Y ZADThreat Visualizer Web1 > 2—7 =1 Xh 654
VTRV RTHUETINET,

vSensoridBERRE7O—TTHD. NIV VI IZTURVPCrS T4 wII5—)DJICEVWTRER T Y
FHoNTY b EZRETZIRZYR7AOVREYS VL TERT2 D, VMEIZBHINIEERZ MR—ID
osSensorT—I Y O BNTY FEIRET B L DHAEETT, DarktraceldKubernetesEn 1> 7k h
TTRBCRETZHTEEY,

MBICIGCT. N\—Roz7 70— %2YBNAO075—>avICBRI 3 CHAEETY, XY hT7—JARAD NS
TAVvIDERTNAABUIGEL T, TEIEFBRN—RIZT7T7ISATADBEEINTVWET, $EHRETNT
NOBRBICH LT, BICKARES LU/ £d3n8Bxy fT—I8BDIBEICIE. DarktraceiBHENERHE L 7=
BRALEEZCIREIZCHTEEY,

Darktrace / NETWORK |&Darktrace / ENDPOINTO—E8¢ L TRBRATNh 3 KX kR—XDClient Sensor.
RESNTY —RN—FTosH—EX (SaaS® o ZIoRT7FVr—>a>%E) « BLE#EL TW3Darktrace
/EMAIL. Darktrace /IDENTITY. Darktrace / CLOUDZE®Darktrace®@mh 5D T —2HUREL £,

oT

darktrace.com/ja

Darktrace / NETWORK O#&H & & iERHkaEZ . SELDOT (Operational Technology) 7 /31 XIZHiE
B3N TEFT, Darktrace / OTIKITEOTZ %A 7+ JIZAN—=L. OT. loT. IT7Ev bOAEE%
—TTHICIREL Y,

Darktrace / OTIINEDTEEBBEE T I 7 v v I TRESNICREICORBATZ A TE. Purdue®
FILDITRTDLARILCEDOTE LUITT/NA R TR BNAREEZRL L TLWETD,

Darktrace / NETWORK | 14


http://darktrace.com

THAN—LI
> R R

Darktrace / NETWORK (3Darktrace ActiveAl Security Platform@—&TH 0. xv kT —oJtFa T
1 ZTVRINIRAT—FOMOIT VT EEAEDE T JFT R TVRRAY M EX=IL. TATYTAT
1 BLVOTTNA RLEITEZ LF 21U T OREEE DY b O—ILZRILTEENTEET,

Darktrace / NETWORKIZDarktrace / Attack Surface Management& OE#ICK D ABBICEL L
o7ty MCHT B#EENAR. W AT SN Az LEY, Darktrace / Proactive Exposure
ManagementZ#lAEHLE S CICEL D, HBIIREBBEABOEF 21U T U RTICEFZIT > THAN. 2
. BNT2DDT IS a>vERITIZCHNTEET,

Darktrace / Incident Readiness & RecoveryidDarktrace / NETWORKZ: 5 THZActiveAl Security
PlatformDMid IR TOIT ) PHSEHREZITIMO. HE5PBZFAN—a 22T b 2Tl BH. HUAD.

BEL. TIHS5FEBITBZDICRILIBET, TNENOEBEROTL T v I LIRNAEERIZEBEOR Y b
D= BRI Y RRT—TICDOVWTORVERICESVWTE D BROKBEHLS AL —> a3 > Okt s
FBENTEEXT,

Darktrace ActiveAl Security Platformidb A N—WBOTOF7 I T+« TBFh. A>T D50 FIER

WETR. a7« FHIORBEHNBIEDOIRTZIDDT Sy b T —LDSRRTBZIICELD. HBBEOY
N—PcERED S LET,

@ Darktrace ActiveAl Security Platform™
SERVICES
Managed Threat Detection Managed Detection & Response Security Operations Support
CROSS-PLATFORM PRODUCTS
»6¢ Darktrace &y Darktrace cO Darktrace
~ " [ Proactive Exposure Management ““ [/ Attack Surface Management / Incident Readiness & Recovery
PLATFORM PRODUCTS
Darktrace @ | Darktrace Darktrace Darktrace Darktrace <™ Darktrace
/EMAIL /IDENTITY / NETWORK /CLOUD / ENDPOINT <2 joT
Cyber Al Analyst ‘ Real-Time Detection ‘ Autonomous Response
SELF-LEARNING AI
YOUR DAILY BUSINESS OPERATIONS
= (i) | (o)
O | v
VAN {o} Iy o, — O /] A
3rd Party Alerts 3rd Party Threat Intel Communications People Locations Clouds Devices Equipment

15 | Darktrace / NETWORK darktrace.com/ja


http://darktrace.com

BENICHEZREIZBEFERHAICEID. AFICL2EA
BF2A—ZVIZETOIERBRLCERBRT S — 2@ ES
EHTEERT,

AEDOT7F VR ERL & SICRH%ZETTS Cyber Al Analystz
ERTAICICED. EXaUTor 2Ty ORABEEESL
LThUT—=JICHhD 2B %E Q2% 2 e hTE£T:

7747 74—)L. EDR. ZTNA. SIEM. SOARH &L TUITSM
V) a— a3 aESTEROY—RN—FT11>TIL—>3>
EFELTO7—o70—-%K&aLFEd,

TINARZA 7 |PEHE. EFERE. LU0 MOEHD/INZ
X—RIIBIDLKBEBRAREZIAAA T a> el 7os 3>
ICEDZELBR I FO—IILEMIFTET £ I,

Darktrace ActiveAl Security Platform <7072 7« 7IZ
HAN—HEEFHL. Xl T AEHERIETSZEHT
TEJ,

Darktrace MDR (Managed Detection & Response) IC&
DSOCF—Lh 524K, B7HOYR— ~Z2ZlF. EFal)
TA DERICEFTBZENTEXT,

darktrace.com/ja

PHICEMZZT. BEOREEEBICOVWTEDI
VTXFAMHLEOTHBZ I ENTES 0. I
B RED DarktraceBA LG & D HRERICHKE
SNELis

m vy bI—UEHAYR—2 v — [/ Hauraki #XsFzES

Darktraceld iy — LR L TWLD

HOZRAMLTWB I LR DT E LT

m CIO // Grupo Mexicano de Segurositt

DarktraceldE AN EE T, YHOBER LD =
—XICHMENTHD., RERINTOERTIRM
LT NZE9,

m FRiEHRtEFa) T 7+ UXE/ AAA Washington

wwer Customer’s Choice for
, Peerinsights | Network Detection and Response |2
Gartner Peer Insights®Customers’ Choice 3. 1&
ROIYRIA—F—DLEa—ICKZERNER. &
. BLUXBLINHER/ANDT—ZDBERAIC
BES<HDTHO. Gartnerttd 3 W3 Z DESERHED
REBZTRITHDTH, TNOICLBZRAZTIHDT
LHDFEEA

Darktrace / NETWORK 16


http://darktrace.com



http://darktrace.com

Darktrace / NETWORK

| 18

darktrace.com/ja

g

e


http://darktrace.com

in X ©

B 4= hL=2Z2VT A—U bL—23 BAETIBHS Y FRT—FIEBIEEMATE LS ICHEB I AT A N—tEFa VT D5 O- NI —4—T9, 2013FIIHKISh
TzDarktraceld. EBEEEBOEFNZ—>2%)TILEA LICFE T3 HMBEOAIZERAL T KMOBEN SEBEZRET ZDICFAXRBYAN—tEF2 VT T
v b7 #—LERELTWET, Darktrace ActiveAl Security Platform™id. ¥ 27« FEIOFRLFRE. UTILEA LOBEIRH. BEEMEEICED. ¥
AN—LIUIV R L TEFZITOTTO—FZRMHML. IFTR EX—)l. PATFYT14T+4. OT. TVRRAY b AVTLIZRY MT—IZETHEH
BTVANBRETEDRRZRELE T, KET VTV yIeFSUH - N—J OREBETF —LICL ZEHNG A / RX—2a VIl D. ThETIZ2004 U EDRFEF
ZHFELELT 4—0 L —ROREEBIHAZET2,400%%8B. 10,000tHA< OBELEHA. RAOELUHFOVAN—BREHISFEELTVET,

JbkK: +1 (415) 229 9100 I—0Ov/\:+44 (0)1223 394 100 B7s: 03-5456-5537 5727 X1 $:+55 11 4949 7696

darktrace.com/ja | japan@darktrace.com © 2024 Darktrace Holdings Limited. All rights reserved.


http://darktrace.com
https://www.linkedin.com/company/darktrace/
https://www.youtube.com/channel/UCA3MseYette-MNUSuDwrQbg

