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CVE Metrics: https://www.cve.org/about/Metrics

CISA Known Exploited Vulnerabilities Catalog: https://www.cisa.gov/known-exploited-vulnerabilities-catalog
Pacific Rim:Neutralizing China-Based Threat: https://news.sophos.com/en-us/2024/10/31/pacific-rim-neutralizing-china-based-threat/

Adversarial Misuse of Generative Al: https://cloud.google.com/blog/topics/threat-intelligence/adversarial-misuse-generative-ai

CISA Cybersecurity Advisory AA21-201A: https://www.cisa.gov/news-events/cybersecurity-advisories/aa21-201a

Ransomware Statistics: https://www.varonis.com/blog/ransomware-statistics

CISA Cybersecurity Advisory AA24-109A: https://www.cisa.gov/news-events/cybersecurity-advisories/aa24-109a

Two Foreign Nationals Plead Guilty in LockBit Ransomware Group: https://www.justice.gov/opa/pr/
two-foreign-nationals-plead-guilty-participating-lockbit-ransomware-group

US Charges Dual Russian and Israeli National in LockBit Ransomware Group: https://www.justice.gov/usao-nj/pr/
us-charges-dual-russian-and-israeli-national-developer-lockbit-ransomware-group

Ransomware Rebrand to Lynx: https://unit42.paloaltonetworks.com/inc-ransomware-rebrand-to-lynx/

Arctic Wolf:Fog Ransomware: https://arcticwolf.com/resources/blog/lost-in-the-fog-a-new-ransomware-threat/
Darktrace Inside the SOC - Lifting the Fog: https://darktrace.com/blog/lifting-the-fog-darktraces-investigation-into-fog-ransomware

SentinelOne - Fog Ransomware: https://www.sentinelone.com/anthology/fog/
ESET Threat Report H2 2024: https://web-assets.esetstatic.com/wls/en/papers/threat-reports/eset-threat-report-h22024.pdf
RansomHub Ransomware: https://blackpointcyber.com/resources/threat-profile/ransomhub-ransomware/

RansomHub Actors Exploit Zerologon Vulnerability: https://www.darkreading.com/cyberattacks-data-breaches/
ransomhub-actors-exploit-zerologon-vuln-in-recent-ransomware-attacks

CISA Cybersecurity Advisory AA24-242A: https://www.cisa.gov/news-events/cybersecurity-advisories/aa24-242a

Meet RansomHub: https://www.s-rminform.com/latest-thinking/meet-ransomhub

Mexico President Hacking Attack: https://apnews.com/article/mexico-president-hacking-attack-ransomhub-ransomware-a97fa044850ba05f574f-
71d2af3d67c8

Russian Gang Hacks Scottish Housing Charity: https://www.thetimes.com/uk/scotland/article/
russian-gang-hacks-one-of-scotlands-largest-housing-charities-j7spkmmrv

Ransomware Groups: https://www.recordedfuture.com/threat-intelligence-101/cyber-threats/ransomware-groups

Ransomware on the Move:BlackBasta, Fog, KillSec, RansomHub: https://www.halcyon.ai/attacks-news/
ransomware-on-the-move-blackbasta-fog-killsec-ransomhub

RansomHub: https://www.sentinelone.com/anthology/ransomhub/

Ransomware Spotlight:RansomHub: https://www.trendmicro.com/vinfo/us/security/news/ransomware-spotlight/ransomware-spotlight-ransomhub

ShadowPad:A Masterpiece of Privately Sold Malware in Chinese Espionage: https://www.sentinelone.com/labs/
shadowpad-a-masterpiece-of-privately-sold-malware-in-chinese-espionage/

Heightened Threat of State-Aligned Groups: https://www.ncsc.gov.uk/news/heightened-threat-of-state-aligned-groups

Defending OT Operations Against Pro-Russia Hacktivist Activity: https://www.cisa.gov/resources-tools/resources/
defending-ot-operations-against-ongoing-pro-russia-hacktivist-activity

Dragos FrostyGoop ICS Malware Intel Brief: https://hub.dragos.com/hubfs/Reports/Dragos-FrostyGoop-ICS-Malware-Intel-Brief-0724 _.pdf

Top 25 Security Predictions for 2025 (Part 2): https://www.govtech.com/blogs/lohrmann-on-cybersecurity/
the-top-25-security-predictions-for-2025-part-2

Cyberattacks Against Critical Infrastructure on the Rise: https://www.rockwellautomation.com/en-us/company/news/press-releases/New-Re-
search-Finds-Cyberattacks-Against-Critical-Infrastructure-on-the-Rise-State-affiliated-Groups-Responsible-for-Nearly-60.html

Lazarus Luring Employees with Trojanized Coding Challenges: https://www.welivesecurity.com/en/eset-research/
lazarus-luring-employees-trojanized-coding-challenges-case-spanish-aerospace-company/

ZINC Attacks Against Security Researchers: https://www.microsoft.com/en-us/security/blog/2021/01/28/
zinc-attacks-against-security-researchers/

Lazarus Initial Access Tradecraft Using Social Media: https://www.nccgroup.com/es/research-blog/
north-korea-s-lazarus-their-initial-access-trade-craft-using-social-media-and-social-engineering/

ZINC Weaponizing Open Source Software: https://www.microsoft.com/en-us/security/blog/2022/09/29/zinc-weaponizing-open-source-software/

Lazarus Malware: https://blogs.jpcert.or.jp/en/2021/01/Lazarus_malware2.html

Joint Cyber Security Advisory: https://media.defense.gov/2024/Jul/25/2003510137/-1/-1/1/Joint-CSA-North-Korea-Cyber-Espionage-Advance-Mili-
tary-Nuclear-Programs.PDF

Frequent Freeloader Part |:Secret Blizzard Compromising Storm-0156 Infrastructure: https://www.microsoft.com/en-us/security/blog/2024/12/04/
frequent-freeloader-part-i-secret-blizzard-compromising-storm-0156-infrastructure-for-espionage/

Frequent Freeloader Part ll:Russian Actor Secret Blizzard Using Tools of Other Groups: https://www.microsoft.com/en-us/security/blog/2024/12/11/
frequent-freeloader-part-ii-russian-actor-secret-blizzard-using-tools-of-other-groups-to-attack-ukraine/

ChamelGang Attacking Critical Infrastructure with Ransomware: https://www.sentinelone.com/labs/
chamelgang-attacking-critical-infrastructure-with-ransomware/

State-Backed Hackers Using Ransomware: https://thehackernews.com/2022/06/state-backed-hackers-using-ransomware.html
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