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Purpose 
 
The purpose of this policy is to outline the approach to informa2on security adopted by Darktrace. 
This policy is intended to provide an overview of the informa2on security management system 
(ISMS) and the security procedures in place to ensure the confiden2ality, integrity and availability of 
informa2on controlled or processed by Darktrace.  

 
Scope 
 
This policy is applicable to all employees, including consultants, temporary staff, contractors, 
secondees and all other persons who may access or make use of the organisa2on’s informa2on 
resources and systems. This policy applies to all business ac2vi2es, processes and func2ons within 
the organisa2on. 

 
ISMS 
 
The ISMS ensures security of all informa2on controlled or processed by Darktrace, and all its 
affiliates (“Darktrace”). This is achieved through policies, procedures and controls. 
 
The ISMS is driven by the organisa2on’s security strategy, which is defined and agreed at the 
execu2ve management level. The Security Team maintains an ISMS Manual, further outlining the 
scope, requirements, resources, interested par2es and management of the ISMS. 
 
Roles and responsibili2es for the ISMS have been defined, approved and communicated to the 
Execu2ve Team, Security Team, and leadership representa2ves from across the organisa2on. 
Responsibili2es are detailed in informa2on security and privacy policies, as well as our organisa2onal 
chart.    

 
Objec7ves & Our Approach to Informa7on Security 
 
Darktrace’s ul2mate security goal is to: 
 
Establish a premier cybersecurity program that not only protects our digital assets but also ensures 
the utmost security and privacy of our customers' data. Guided by Darktrace’s ISO27001, ISO 
27018, ISO 42001, and Cyber EssenHals cerHficaHon, and working within the risk boundaries set 
in our enterprise risk management framework, we are commiKed to creaHng a resilient and 
compliant informaHon security management system (ISMS) that supports our mission of providing 
cuOng-edge cybersecurity soluHons to our global customer base.  
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Darktrace intends to achieve this goal with security objec2ves that are outlined in the OBJ1 Security 
Objec2ves document. 

 
CISO Commitment 

 
“As Global CISO of Darktrace I give complete approval and commitment to this policy, ensuring 
Darktrace meets all applicable requirements related to informa2on security, complies with 
applicable PII and privacy protec2on legisla2on, adheres to contractual terms within customer 
contracts and ul2mately places the protec2on of customer data at the heart of our informa2on 
processes.  
 
We are deeply commi`ed to the con2nual improvement of the informa2on security management 
system, as demonstrated by our ISO 27001 and ISO 27018 cer2fica2ons. Furthermore, we are 
commi`ed in ensuring AI use and development within Darktrace is governed and managed 
responsibly and securely, as demonstrated by our ISO 42001 cer2fica2on.  
 
Our security program ensures data confiden2ality, integrity and availability is effec2vely maintained 
with robust administra2ve, technical and physical security controls across the en2re organiza2on.” 

 
 
 
 
 
 

 
 
 
 
 
 

 
 
 
 
 

Mike Beck 
Mike Beck 
Global CISO 
Darktrace Group Limited 
30th January 2026 
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Management Commitment 
 

Darktrace execu2ve management recognises that informa2on security must be upheld by the 
management team to support and achieve our security objec2ves. Darktrace Management has 
approved the Informa2on Security Policy and agreed the informa2on security and privacy 
objec2ves, including methods of performance measurement. 
 
Execu2ve management has also commi`ed to providing the resources required to operate the 
Informa2on Security Management System (ISMS), and work towards the informa2on security and 
privacy objec2ves agreed.  Resources include, but are not limited to, financial, 2me, exper2se, 
knowledge or authority/support. 
 
Security Team 
 
Darktrace prides itself on the exper2se, capability and experience demonstrated by our Security 
Team. Our Security Team is championed by our Global CISO, and includes members based across the 
AMER, EMEA and APAC, providing 24/7 coverage. Alongside an enterprise-wide Darktrace 
deployment, our Security Team helps to protect Darktrace from ever-evolving security threats, 
protec2ng our employee data, customer data and intellectual property of Darktrace.  
 
The Security Team compromises of: 
 

• Security OperaHons Centre (SOC) – Responsible for the iden2fica2on, analysis and 
containment of security events and incidents, enabled by our u2lisa2on of our industry 
leading Darktrace tooling, and suppor2ng plahorms. 

 
• Security Architecture & Engineering – Responsible for the Secure by Design governance and 

vulnerability management plahorm.  
 

• Cybersecurity Compliance – Responsible for the management and oversight of our 
Informa2on Security Management System (ISMS), security cer2fica2ons, data governance 
and con2nual improvement procedures. 

 
• Cybersecurity Risk – Responsible for the Third-Party Informa2on Security Assurance Program 

(TPISA), informa2on security risk management, change control and informa2on security best 
prac2ces in project management. 

 
• Offensive Security – Responsible for Red Team exercises, iden2fica2on of threats, adversary 

simula2on and technical assessments against our internal environment and Darktrace 
tooling. 

 
At Darktrace, we make certain that strong security principles and best prac2ces are at the core of all 
our teams. We achieve this by working closely with every department, ensuring we drive strong 
security prac2ces.  
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Every Darktrace employee upholds our commitment to informa2on security, with ample resources, 
knowledge and training available to everyone, and is supported by our Security Team. 
 
ConHnual Improvement 
 
Darktrace makes a commitment to the con2nual improvement of our Informa2on Security 
Management System (ISMS).  
 
Ensuring that we enable con2nual improvement, Darktrace has elected to cer2fy to the ISO 27001 
standard, seing a strong founda2on for informa2on security management. Adop2ng this approach 
allows for independent assessment and a`esta2on that our informa2on security controls are 
opera2ng effec2vely and con2nually maturing.  
 
Darktrace has also elected to carry out addi2onal independent assessments in the form of internal 
audits with an external assessor throughout the year, covering our whole ISMS and products. 
 
The Security Team closely monitors the performance of the ISMS, benchmarking against industry 
‘gold’ standards and internal objec2ves set by management. Defined metrics support the monitoring 
of security performance and are reviewed by Security Management and Execu2ve Teams. Metrics 
are used to iden2fy and target opportuni2es for improvement across each of our control domains.  
 
Darktrace execu2ve management makes a commitment to providing the resources required to 
support a con2nually improving ISMS. 
 
 

Organisa7onal Security 
 
Access Control 
 
Darktrace ensures that all access to systems, assets, data and customer environments is monitored, 
authorised and controlled based upon the following principles: 
 

• Need-to-know: you are only granted access to the informa2on you need to perform your 
tasks. 

 
• Need-to-use: you are only granted access to the informa2on processing facili2es (IT 

equipment, applica2ons, procedures, rooms) you need to perform your task/job/role (least 
privilege). 

 
A formally documented Access Control Policy is maintained by the IT Group and Security Team. 
Darktrace shall log or document access requests and authorisa2ons. Access to systems is regularly 
reviewed, to ensure that users are s2ll authorised to access each system. The Security Team requests 
that system administrators, or provisioners, review the accesses for which they are responsible. 
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Responses to electronic access reviews will be returned to the Security Team and evidence noted. 
Privileged Access reviews are conducted, and results are centrally recorded. 
 
Access to the organisa2on's networks shall be limited to prevent unauthorised and unintended 
purposes. Devices will not be connected to the organisa2on’s network without authorisa2on from 
designated approvers in either the Security Team or IT Group. Access requests must be submi`ed 
to the IT Team, with Security Team approval where necessary. A list of Security, IT and Development 
approvers is maintained, and reviewed on an annual basis. 
 
Darktrace u2lises a Zero Trust solu2on to provide secure, remote access to all enterprise 
applica2ons, including u2lising two-factor-authen2ca2on as standard across the business. 
Unauthorised devices are technically restricted from joining internal networks via a combina2on of 
device-based condi2onal access policies and Darktrace /NETWORK™, /ENDPOINT™ and /IDENTITY™. 
Wi-Fi connec2on details are not shared without authorisa2on from the Security Team. 
 
Access removal requirements and procedures are outlined in the Access Control Policy. 
User ac2vity is logged and rou2nely monitored for the purposes of error detec2on and security. The 
Security Team maintains necessary and propor2onate levels of security monitoring coverage across 
the enterprise, including SaaS systems, on-premise infrastructure, and cloud environments. 
 
Privileged Access 
 
The use of privileged accounts (admin/root) will be limited, opera2ng on ‘need to know’ and ‘need-
to-use’ principles. All privileged access should be reviewed against the job func2on before the details 
or assets (including access cards) are issued to the user. This is at the discre2on of the IT Group, 
Security Team or CTO as advised by the HR department. 
 
Uniquely iden2fiable usernames will be used to enable all ac2vity under an account to be traced 
back to a single individual. No default administra2ve passwords will be les unchanged. Hardware 
tokens are required for administra2ve roles. The Security Team performs quarterly privileged access 
reviews. 
 
Visitor Access 
 
Guests, visitors and third par2es must follow the Visitor Access Policy. This includes only connec2ng 
to ‘Guest’ wireless networks. Unknown contractors working on, or near, network or IT equipment 
must be escorted at all 2mes. Known contractors may work unescorted, except in sensi2ve areas, 
and must have their physical access limited appropriately to their work requirements.  
 
All visitors are required to wear ‘visitor’ lanyards, provided by the Recep2on Team upon arrival.  
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Network SegregaHon 
 
Darktrace uses physical and logical segrega2on of networks. To protect source code, the core 
sosware development network is physically separate to all other internal networks. The ‘Guest’ 
wireless network is physically separate to the corporate wireless network. 
 
Login Security  
 
Users must authen2cate using a unique user ID, password and a mul2-factor authen2ca2on (MFA) 
token. MFA is required for remote access to all cri2cal systems. Iden2ty governance is managed 
alongside the organisa2on’s zero trust secure networking solu2on, which regularly confirms the 
iden2ty of the user to ensure authorised access to core systems. SaaS systems u2lised by Darktrace 
will only be used in produc2on where the requirements of the SaaS Data Security Policy are met. 
 
Passwords 
 
Darktrace enforces strict password complexity requirements for all employee devices and user 
accounts. Passwords are required to access systems transmiing, processing or storing customer 
data. Passwords are set in line with guidance from Na2onal Cyber Security Centre (NCSC) and the 
Na2onal Ins2tute of Standards and Technology (NIST). In general, all accounts must have a unique 
password, with a minimum length of 12 characters. Further informa2on is outlined in the Password 
Policy. 
 
Employees are provided with a secure password manager specifically so that not all passwords have 
to be memorised. Passwords must not be wri`en down under any circumstance. Where passwords 
are required to be shared for non-human accounts, security forward prac2ces are followed, as 
outlined by the Password Policy.  
 
Asset Management  
 
A full asset inventory database is maintained by the IT Group / Security Team for all devices, including 
those both with and without network access. Device ownership is assigned to a specific user in the 
database with a con2nual review and update cycle. A separate asset database is kept for customer 
appliances.  
 
The asset database updates automa2cally as part of the staff exit process. An Exit Cer2fica2on Form 
cer2fies the return of assets and re-confirms the relevant provisions. Ouoarding procedures are 
outlined in more detail in the Asset Management Policy.  
 
All data stored on physical informa2on assets classified as hardware must be fully wiped prior to 
disposal. Assets will be disposed of by the cer2fied partner in line with guidelines dictated in the 
Data Destruc2on Policy. 
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Business ConHnuity Planning 
 
A plan has been developed to provide con2nuity in the event of a long-term total effec2ve loss of 
Darktrace product services, network infrastructure, communica2ons services, and working 
loca2ons. The Business Con2nuity Plan (BCP) is updated and re-approved annually by BCP Manager, 
Execu2ve Team, Security Team and IT Group.  
 
Services suppor2ng key business func2ons and staff teams have been iden2fied. Each service has at 
least two members of staff assigned with the knowledge, skills and access required, as well as a 
documented recovery procedure developed in advance.  
 
Each service has a Recovery Time Objec2ve (RTO) and Recovery Point Objec2ve (RPO) set by the BCP 
Manager and system/func2on owner in support of customer instance resiliency and redundancy. 
 
Disaster Recovery  
 
Darktrace operates several cri2cal internal systems which directly support customer services and 
deployments. These are managed and tested in line with the Business Con2nuity Plan. 
 
For cloud-hosted customer services and deployments, Darktrace leverages the resiliency and 
redundancy measures offered within selected CSP availability zones to provide an uninterrupted 
service. Darktrace Cloud Masters operate out of one Availability Zone (AZ) within a par2cular cloud 
region. AZs consist of one or more discrete data centres, each with redundant power, networking 
and connec2vity, housed in separate facili2es. In the event of an outage, the AZ model means that 
the loss of availability is only confined to that par2cular data centre. If an AZ is offline for a prolonged 
period of 2me, the Darktrace backup and restore process takes into account that backups span 
mul2ple AZs, allowing the Cloud Master to be restored into another AZ within the same region. Data 
will not restore outside of the agreed cloud region. 
 
In the event of loss of availability for Darktrace products and suppor2ng services operated from the 
Cambridge HQ, services will resume (fail over) to a Darktrace owned disaster recovery site. The site 
is located within the United Kingdom and is geographically diverse to the Cambridge HQ. 
 
Business ConHnuity and Disaster Recovery TesHng 
 
Elements of the Business Con2nuity Plan are tested rou2nely throughout the year to maximise 
tes2ng value, iden2fy remedia2on ac2ons and ensuring resilience in business opera2ons with 
regards to customer services and deployments. Tes2ng can include dry runs, tabletop exercises or 
full, live tests. Any remedia2ons are iden2fied, consolidated, logged and addressed in the 
subsequent tests. 
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Change Management 
 
Darktrace operates a formal change control program. All changes are risk assessed and recorded 
within the 2cke2ng system. Capacity management, where limita2ons exist, is tracked. Only late-
stage tes2ng occurs on a staging server in opera2onal environments. Opera2onal networks are 
logically segregated. Changes in produc2on systems, infrastructure or code is subject to the change 
control program, as outlined in the Secure Engineering Principles document.  
 
Cloud Security 
 
Public CSPs provide cri2cal infrastructure to support some of Darktrace’s core business opera2ons. 
Cloud security is governed collabora2vely between Security, IT and Development teams. 
 
Use of cloud (i.e., SaaS, PaaS, IaaS) plahorms must comply with the requirements outlined in the 
Cloud Usage Policy, Third-Party Collabora2on Policy and the requirements outlined in this document. 
Darktrace will ensure that use of cloud complies with all applicable regulatory and compliance 
requirements, as well as adhering to industry best prac2ces, ensuring the risks typically associated 
with cloud are managed. 
 
Darktrace cloud environments that process customer data (most notably personally iden2fiable 
informa2on) are built, managed and governed by the requirements outlined in ISO/IEC 27018:2019, 
for which Darktrace is cer2fied to. 
 
In addi2on, leveraging CSP-na2ve security controls, Darktrace requires that the following security 
requirements are adhered, and applied, to all Darktrace cloud systems or environments: 
 

• AuthenHcaHon: Single Sign-On (SSO, with two-factor authen2ca2on (2FA) must be enabled 
for access to all cloud environments. 2FA must be used for both privileged and nonprivileged 
accounts.  

 
• Product: Darktrace Cloud Security products must be deployed in all cloud environments, 

where required.  
 

• EncrypHon: Data is encrypted both at rest and in transit. 
 

• Network Security: Web applica2on firewalls (WAFs) must be deployed on all applicable 
public cloud environments at the network perimeters. 

 
At the 2me of decommissioning exis2ng cloud compu2ng services, the business owners shall 
address ma`ers of data reten2on, decommissioning of cloud infrastructure and outstanding 
contractual considera2ons, and these should be captured by the Security or Systems Opera2ons 
teams and any residual risks treated. 
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Cloud-Hosted Deployments 
 
Cloud-hosted deployments of Darktrace products u2lise hosted datacentres provided by Microsos 
Azure, Amazon AWS or Google Cloud Plahorm (GCP). Microsos Azure, Amazon AWS and GCP are 
sub-processers of Darktrace. Customers can choose specific regions for Darktrace cloud services to 
be deployed in. This is covered in depth within Darktrace’s Master Hosted Terms. 
 
Web Security 
 
All web/HTML interfaces offered by Darktrace internally and externally must meet the minimum 
standards set out in the Web Security policy. Darktrace websites are designed to avoid the OWASP 
Top 10 vulnerabili2es. Input valida2on and escaping must be handled by a recognised feature of the 
chosen plahorm or a trusted library. No inline scrip2ng is used in new sites, in support of the CSP 
header restric2ons. 
 
All web interfaces that serve data of any sensi2vity or require authen2ca2on are served over HTTPS 
using modern, secure cipher suites. At the 2me of wri2ng, the server’s first preferred cipher suite is 
summarised as: TLS v1.3 protocol, AES with 128-bit key in GCM mode encryp2on, a pseudo-random 
func2on of TLS PRF (with SHA-256), authen2ca2on using ECDSA-256 with SHA-256 on P-256 curve, 
and a key exchange using ECDHE using P-256 curve. In par2cular, the following cipher suites are 
disabled: SSL v2/v3, TLS v1.0, RC4, DES, MD5. All external-facing web applica2ons use an external 
trusted cer2ficate authority. Publicly accessible websites are protected by an2-DDoS hosts.  
 
Vulnerability Management 
 
Darktrace Internal Security and Development Teams remain abreast of security no2fica2ons for any 
underlying libraries and plahorms and will push out patches as part of the regular product or system 
updates.  
 
Within development environments, Darktrace leverages Python and NPM security tools to iden2fy 
weaknesses, misconfigura2ons and vulnerabili2es.  
 
The Darktrace Security Team leverages a combina2on of open and closed-source vulnerability 
scanners, in addi2on to Darktrace /NETWORK™, /ENDPOINT™, /IDENTITY™ and /CLOUD™ products. 
These tools enable the security team to iden2fy and priori2ze high-risk vulnerabili2es and 
misconfigura2ons affec2ng its IT infrastructure.  
 
Auto-updates are enabled wherever possible and auto-update capabili2es are frequently reviewed 
for accuracy and efficacy. Devices and services that are unable to receive auto-updates are patched 
as soon as possible aser vulnerability disclosure or during the next scheduled monthly update 
window. 
 
Vulnerability scanning of internal and external infrastructure is performed monthly, and endpoints 
are scanned on a con2nuous basis. Vulnerability findings with a CVSS severity of CRITICAL or HIGH 
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(>= 7) will be fixed within 7 days. Findings of MEDIUM (>= 4) will be addressed by an automa2c 
update within 30 days. LOW (< 4) findings will be addressed as part of the monthly patch cycle. 
Exploitable vulnerabili2es affec2ng internet facing infrastructure are patched within 72 hours of 
disclosure.  
 
PenetraHon Tests 
 
On an annual basis Darktrace will perform a full penetra2on test against core Darktrace products. 
New major versions of Darktrace products will undergo penetra2on tes2ng, leveraging internal 
resources and/or an external security assessment firm. Qualified internal penetra2on testers will 
implement the Open Web Applica2on Security (OWASP) Tes2ng Methodology for web applica2on 
security assessments. As a globally recognised and adopted framework, the OWASP methodology 
provided an exhaus2ve and structured approach to iden2fying and mi2ga2ng security risks in web 
applica2ons. Darktrace will remediate findings and make a redacted report available for customers 
to review. 
 
For internally developed func2ons, systems are tested by a qualified penetra2on tester before a new 
applica2on or system is put into the produc2on phase, before each major version release, or at 
regular scheduled intervals. Internal penetra2on tes2ng will contain, but not be limited to:  
 

• A full enumera2on phase, whereby all open ports and services are scanned for vulnerabili2es 
and misconfigura2ons. 
 

• A combina2on of both thorough manual and automated tes2ng using a wide variety of 
tooling, dependent on the output of the enumera2on phase.  

 
• A detailed and full report of all vulnerability findings found within the system. 

 
Vulnerability Disclosure Policy 
 
Darktrace maintains an external Vulnerability Disclosure program, covering Darktrace Appliances 
and Darktrace Sensors. The Security and Development Teams will ac2vely triage submissions. 
Researchers who submit a vulnerability report to us will be given full credit in the release notes once 
the submission has been accepted and validated by our product security team. More informa2on 
can be found on our website: darktrace.com/legal/vulnerability-disclosure-policy. 
 
TesHng RemediaHon Standard 
 
Results from tes2ng ac2vi2es will be presented in order of severity, using a recognised industry 
standard scoring system such as CVSS.  
 
Vulnerabili2es and valid penetra2on tes2ng findings with a severity of CRITICAL or HIGH (>= 7 CVSS) 
will be fixed as soon as prac2cable, but no later than 7 days from iden2fica2on. 
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For Darktrace products, the complete test will be repeated un2l no such findings remain before the 
version is released to customers. MEDIUM (>= 4) findings will be addressed be addressed within 30 
days, preferably with an automa2c update deployed to customers if concerning Darktrace products.  
 
LOW (< 4) findings will be addressed before the next major system or product release. 
 
ConfiguraHon Management 
 
A configura2on management program has been established, ensuring Darktrace’s hardware, 
sosware, services and networks func2on as intended while adhering to any security seings. System 
owners are responsible for configura2on management and adherence to all applicable policies. 
 
Secure Development Lifecycle  
 
All Darktrace products and internally developed systems are developed with secure engineering 
principles and security by design methodologies in place. Darktrace commits to the inclusion of 
security requirements at all stages of the sosware development lifecycle (SDLC).  
 
Darktrace operates a development environment which is physically separate from the rest of the 
internal network. This network is hardened with a next genera2on firewall, secure access requires 
MFA over a Zero Trust Network Access solu2on, and privileges are 2ghtly controlled. Darktrace 
maintains an internal Secure Engineering Principles Policy to outline best prac2ce.  
All open-source usage, whether the open source is used internally, as part of the Darktrace’s 
products, or as part of a web service, needs to be reviewed through the OSS approval process.  
Darktrace operates a regular, collabora2ve DevSecOps forum and a monitored communica2on 
channel comprising of senior individuals from Development, IT Group and Security. Engineering 
workload requests in the design phase, technical changes and process considera2ons around 
sosware development are assessed alongside an informa2on security risk assessment if applicable. 
 
Darktrace has established a compliance framework in the development environment, which overlays 
all development groups. This mandates the automated applica2on of sta2c applica2on security 
tes2ng, dependency scanning and secrets detec2on as a standard. The framework also s2pulates 
requirements for approvals in merge requests. 

 
Technological Security 
 
Endpoint Devices  
 
Enterprise-grade endpoint security solu2ons are deployed throughout the Darktrace fleet, including 
coverage from an enterprise-wide Darktrace deployment. Desktops, laptops and mobile devices use 
mobile device management (MDM) solu2ons. 
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Configura2ons for endpoints are determined by the system owner. Further guidance is provided in 
the Configura2on Management Policy. 
 
Employees are responsible for keeping devices up to date with the latest approved OS version as 
outlined by the Security Team. Emergency updates are to be installed within 7 days of release.  
 
ProtecHon Against Malware  
 
Endpoint detec2on and response (EDR) and an2-virus (AV) products are deployed on devices 
remotely using MDM. Malware and AV signatures are updated daily with defini2ons released by the 
vendor. Scans are run regularly and in real-2me on devices. AV is configured to automa2cally 
quaran2ne or remove files detected. Tamper protec2on is enabled to prevent modifica2on or 
removal of the EDR and AV. Alerts from EDR and AV are inves2gated by the Darktrace Internal 
Security Team and suspected infec2ons dealt with under the Incident Management processes.  
 
InformaHon Backup 
 
Darktrace operates a comprehensive backup program. A formally documented Backup Policy is 
maintained by the IT Group and Security Team. The Backup policy outlines the requirements for 
backing up all applicable internal informa2on systems. Backups of cri2cal informa2on systems are 
performed daily.  
 
Comprehensive backup measures are in place for Darktrace cloud-based services.  
 
Logging 
 
Informa2on and event data is recorded from network, applica2on, cloud, email and endpoint 
sources. Log data is protected against tampering. Access to the log server, collec2on server, an2-
virus server and the internal Darktrace monitoring systems are highly restricted. 
 
Monitoring 
 
Darktrace’s Internal Security Team monitors security events taken from anomalous network, 
endpoint, cloud and email alerts and inves2gates these in real 2me. Access to the log server, 
collec2on server, an2-virus server and the internal Darktrace monitoring systems are highly 
restricted. Darktrace appliance aids a`ribu2on, including remote VPN users and administrator 
ac2vi2es. 
 
Networks Security 
 
Darktrace leverages an enterprise-wide Darktrace deployment to protect sensi2ve informa2on 
assets, which covers cloud-hosted systems, the Darktrace email environment, SaaS applica2ons, 
internal networks and user endpoints. Darktrace opera2onally uses all key product capabili2es - 
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/NETWORK™, /ENDPOINT™, /IDENTITY™, /CLOUD™, /EMAIL™ and /A`ack Surface Management™ - 
to defend its systems from cybera`ack. 
 
Web Filtering  
 
Darktrace has applied preventa2ve controls to ensure users are protected while using the internet. 
Known or suspected malicious websites, in addi2on to websites sharing illegal content are blocked 
by AV solu2ons. Anomalous connec2vity in malicious endpoints is blocked in real-2me by the 
Darktrace /NETWORK™ and /ENDPOINT™, capabili2es will addi2onally detect and block anomalous 
uploads on websites.  
 
Employees are provided guidance on the securely using the internet as part of biannual Security 
Awareness Training and is covered within the Acceptable Use & IT Security Policy. 
 
 

Data Security 
 
ClassificaHon and Labelling of InformaHon 
 
Darktrace u2lises a classifica2on system for internal informa2on assets. Informa2on is classified in 
terms of legal requirements, value, cri2cality and sensi2vity to unauthorised disclosure or 
modifica2on. Disclosure of informa2on classified at the lowest level represents insignificant harm to 
the business, while disclosure of informa2on classified at the highest level may seriously impact the 
business or an individual. Informa2on is stored, handled, transferred and disposed of in line with the 
classifica2on level requirements. A list of informa2on assets is kept with their assigned level of 
classifica2on. A formally documented Data Classifica2on Policy, applicable to all Darktrace 
employees, further outlines classifica2on, labelling and handling requirements for internal 
informa2on assets.  
 
All unmarked documents and media are assumed to have the lowest classifica2on. Auto-
classifica2on rules are applied to documents generated within, processed by, or saved to Microsos 
365 environments, in-line with the Data Classifica2on Policy. All documents with higher 
classifica2ons are marked as such, either in the document header or footer. Where not possible to 
mark the document itself, the classifica2on is present on the container or access route (e.g., as 
metadata, or a folder name). 
 
All Darktrace employees receive regular training on data classifica2on and handling requirements, 
as part of the mandatory bi-annual Security Awareness Training. Failure to comply with handling 
requirements may result in formal proceedings.  
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Data Leakage PrevenHon 
 
Data leakage preven2on solu2ons and controls are configured against the classifica2on of 
documents and informa2on assets, including access permissions, monitoring of ac2vity on 
worksta2ons, reclassifica2on of documents, and internal and external sharing channels to prevent 
data from being improperly accessed, deleted or exfiltrated. Removable media and USB ports are 
blocked by default on all worksta2ons. 
 
Darktrace /EMAIL™, /NETWORK™, /IDENTITY™ and /ENDPOINT™ can help iden2fy and block 
poten2al transfer or exfiltra2on of sensi2ve informa2on.   
 
Data EncrypHon 
 
Data is encrypted both at rest and when transmi`ed over public networks. Only authorised, ve`ed 
personnel have access and there is a documented privacy policy for the protec2on of informa2on 
transmi`ed, processed or maintained on behalf of the customer. 
 
All corporate devices use disk encryp2on using na2ve methods (FileVault 2 for MacOS, Na2ve for 
iOS, BitLocker for Windows, LUKS for Linux) or VeraCrypt. Email is encrypted in transit using TLS 
encryp2on and will be encrypted in the email server hard drive. PDF file version higher than or equal 
to 1.6 are encrypted with AES. Microsos Office documents (Excel, PowerPoint, Word) are encrypted 
using na2ve methods in Office 2013 and above. ZIP files are encrypted using AES-128 or AES-256 
with file names hidden. 
 
Data is transmi`ed with TLS1.2+ (HTTPS, SMTPS, POPS etc), SSHv2, IPsec/DTLS with AES-128- GCM 
or higher encryp2on. Weaker ciphers from the available suite are removed. SMBv3 is encrypted with 
AES-CCM encryp2on. Further details are outlined in the internal Cryptographic Policy. 
 
Key Management  
 
Cryptographic keys have a fixed valid period, as defined within the Cryptographic Policy. 
Management of cryptographic keys for Cloud Master deployments is outsourced to the 3rd-party 
cloud provider's trusted key management solu2on. 
 
Controlling Access to Customer Data 
 
Access to systems housing customer data is based on least-privilege and need to know principles. 
 
For Darktrace product offerings, the customer controls access to their data. On request from the 
customer, to provide contracted support services, limited assigned Darktrace employees will have 
access to customer data. Third par2es or subcontractors do not have access to customer data.  
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Data RetenHon 
 
The reten2on of records, including customer informa2on is outlined in the Data Reten2on Policy. All 
applicable data and documenta2on held within the business, both physical and digital in nature is 
included in scope. 
 
Digital and physical documents will be retained for the length of 2me required in accordance with 
legal, regulatory or contractual obliga2ons. Where documenta2on is not required to be retained, it 
may be held for as long as the data owner deems necessary. 
 
Data pertaining to client personal data and HR records is to be held and maintained in accordance 
with the Data Protec2on Act 2018. Data and documenta2on pertaining to Informa2on security must 
be retained securely and indefinitely. 
 
Data DeleHon 
 
A Data Destruc2on Policy is available and applies to all media and devices. 
Darktrace only u2lises approved destruc2on suppliers, as outlined in the Approved Supplier List. 
Cer2ficates of destruc2on are provided for all retrieval and destruc2on ac2ons carried out by the 
approved suppliers.  
 
Hard drives containing sensi2ve informa2on are wiped before re-use or disposal. If encrypted, 
dele2ng the par22on is sufficient. Secure disposal procedure for all hard copy documenta2on, 
confiden2al waste, and HDD data. Destroyed to BS EN15713:2009 Standards.  
 
On termina2on of the Agreement, Darktrace shall delete or return to customer all customer data in 
its and/or its sub-processors' possession or control, in accordance with the customer’s wri`en 
instruc2ons. Customer cloud environments are decommissioned at end/termina2on of contract, 
with encryp2on keys deleted. 
 
 

People Security 
 
Prior to Employment 
 
At least two professional references are taken, academic and professional qualifica2ons are 
confirmed, and a passport check is completed to confirm iden2ty. For all roles with access to key 
company or customer informa2on, a criminal background check and an Experian Complete check 
are conducted, which includes a financial stability check. For US employees, SSN checks are 
performed in place of Experian Complete checks. 
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Onboarding  
 
Upon hiring, new staff are assigned equipment and accesses based on their role. Access to internal 
systems and resources is granted to new hires on start date by IT. A security presenta2on is provided 
to all new joiners on induc2on. 
 
Role Changes 
 
Role changes are subject to the change control process. When changing roles, HR will update the HR 
system which will inform the IT department of a role change. Accounts are role based and will be 
automa2cally provisioned/revoked by IT systems. 
 
Leavers 
 
The leavers process is documented in the Exit Process policy. Upon receipt of a resigna2on le`er or 
termina2on of contract by the company, the HR team will update the HR system with the users exit 
date. Management/HR decide whether the employee will work their no2ce period or leave 
immediately. 
 
On exit date, IT will disable all relevant accounts they manage and arrange for removal of others via 
ACP1. All equipment is to be returned. Contracts contain provisions to withhold the value of the 
equipment from the final paycheck un2l returned. 
 
Terms and CondiHons of Employment  
 
Employee contracts include strict non-disclosure agreements and enforce compliance with 
informa2on security policies. The employee contract documents the employees ongoing obliga2on 
to non-disclosure and confiden2ality post-termina2on. 
 
Security Awareness and Training 
 
An Acceptable Use & IT Security policy is issued in a welcome pack to all staff. A security presenta2on 
outlining risks to Darktrace, and employee obliga2ons is discussed at all new joiner induc2ons. 
Presenta2ons on security are included at major internal gathering events. High priority security 
alerts are emailed to all staff. 
 
Interac2ve biannual training sessions are hosted on a dedicated training plahorm. Training material 
is based on:  
 

a) current and emerging threats within the wider security landscape, ensuring our employees 
are made aware of novel threats.  

b) trends seen throughout the organisa2on, allowing us to further strengthen our baseline 
security posture.  
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c) current and emerging regulatory requirements. 
 
In addi2on to general informa2on security training, department-specific training is conducted where 
applicable (e.g., sosware development). Comple2on is mandatory for all staff and is tracked and 
enforced by the Security team. Failure to complete the training may result in formal proceedings.  
 
The Security Team is accessible to all Darktrace staff, with mul2ple dedicated communica2on 
channels (mobile contact, email inbox, Teams), as well as a physical presence in select offices.  
 
Disciplinary Process 
 
A Disciplinary and Capability procedure is formally documented in the Staff Handbook and included 
in the employee contract.  
 
Darktrace may follow formal proceedings for instances of non-conformance with any Informa2on 
Security, Privacy, HR or Legal policies and procedures.  
 
 

Physical Security  
 
Physical Access 
 
Internal office access restric2ons are set with the use of electronic HID cards with photographic 
iden2fica2on. Physical security prac2ces include recep2on a`endance during work hours and visitor 
access being limited to main recep2on areas, unless escorted by an authorised member of staff. Each 
user is provisioned a specific access card which should be returned upon leaving the organisa2on. 
An2-tailga2ng controls are provided in some offices. Visitors to offices should follow the Visitor 
Access Policy and follow requirements around supervision if applicable. 
 
Secure Area Access 
 
For loca2ons containing cri2cal Darktrace opera2ng infrastructure, including offices within the scope 
of ISO 27001, access control systems are operated and managed by the Security Team. These 
systems are con2nuously monitored for unauthorised access. Sensi2ve internal zone access is 
determined by role and is subject to a privileged access request, in line with the Access Control 
Policy. 
 
Perimeter Security and CCTV 
 
CCTV and PIR systems cover all entrances, internal corridors and secure areas. The reten2on period 
of the associated data is approximately 30-90 days, depending on loca2on. All main office entrances 
are accessed through a shared building lobby with manned recep2on. For all non-cri2cal offices, 
perimeter security and CCTV systems are operated and monitored by building management teams. 
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Loading and Delivery 
 
All build, loading and delivery loca2ons (Cambridge (UK), Dublin (IE), and Dallas (USA)) are covered 
by robust, technical access control systems and CCTV. CCTV covers external and internal movements 
in full. Deliveries for all loca2ons are taken, logged and screened by onsite security or building 
management.  Larger deliveries for non-build loca2ons are managed by the building management 
teams. These loca2ons are all covered by access control and CCTV. 
 
Environmental Threats 
 
Layered entry defences are used to protect from environmental threats. Headquarters and data 
centres are not located in a flood plain or on a flight path. Fire detec2on and suppression equipment, 
and leak detec2on systems, are in place within these loca2ons. 
 
Clear Desk and Clear Screen  
 
Darktrace maintains an internal Clean Desk Clear Screen Policy designed to outline informa2on 
protec2on requirements for Darktrace users. Users must guard against shoulder-surfing, minimise 
the produc2on of printed materials, and ensure screen-locking is automated aser a short period of 
inac2vity. 
 
It is best prac2ce to avoid prin2ng physical documenta2on, especially when involving Personal 
Iden2fiable Informa2on (PII). Where unavoidable, it must be kept in lockable storage. Before prin2ng 
and storing documenta2on make sure the following are present: secure and lockable storage, cross-
cut shredder is available.  
 
Printers must be procured and issued by the IT Department unless already approved by the Security 
Team or IT Department. 
 
 

Supplier Security 
 
Supplier Onboarding  
 
Business owners iden2fy and nego2ate the services provided by suppliers. The Security Team should 
be consulted for all new suppliers to assess the cri2cality level of the supplier. The cri2cality level is 
based on the importance of the service as part of Darktrace’s business opera2ons combined with 
the poten2al business impact of a breach, impac2ng Darktrace’s reputa2on, valua2on and 
customers.  
 
The Security Team will iden2fy vendor risk management and assurance requirements, based on the 
system cri2cality. Further detail is outlined in the Approved Supplier Policy. 
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InformaHon Security Requirements for Suppliers 
 
Suppliers must meet Darktrace’s pre-defined informa2on security requirements. The Security Team 
will perform a comprehensive review of the supplier’s security controls, prior to onboarding. 
Informa2on security provisions must be established and agreed with each supplier, based on the 
type of supplier rela2onship. If a supplier fails to meet Darktrace’s requirements, the supplier will 
be ouoarded. 
 
Onboarding Cloud Services 
 
All new systems, vendors or suppliers which are cloud-hosted will undergo a cloud-centric vendor 
risk management process. The Security Team shall cer2fy that security, data privacy and governance, 
and all other requirements around the protec2on of Darktrace informa2on are adequately 
addressed by the cloud service provider.  
 
Senior leaders in Security, IT and Development operate the Systems Review Board to formally 
approve new cloud services. Security and IT teams will be embedded within system implementa2on 
projects where applicable. Further requirements are outlined in the SaaS Data Security Policy. 
 
Supplier Risk Management  
 
The onboarding process may enumerate informa2on security risk, which will be treated in the 
informa2on security governance program. The Security Team will periodically review the risks posed, 
based on the assigned cri2cality of the supplier and assessed risk. Senior approval may be required 
is a system is assessed to pose an increased level of risk. 
 
 

Security Incident Response 
 
Incident Management  
 
Darktrace maintains comprehensive incident repor2ng and response guidelines, establishing a 
consistent response and management to suspected and authen2c informa2on security incidents. An 
informa2on security incident is indicated by a single or a series of unwanted or unexpected 
informa2on security events that have a significant probability of compromising business opera2ons 
and threatening informa2on security.  
 
Darktrace’s main objec2ve is to protect sensi2ve customer, prospect, business and confiden2al 
informa2on according to legal, client and procedural requirements. 
 
A formal incident report is wri`en to determine the root cause. This is then reviewed to determine 
correc2ve and preventa2ve ac2ons. Where appropriate, lessons learned will be presented in bi-
annual security training, or department-specific training. 
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Roles and ResponsibiliHes 
  
Incidents are raised to the Security Team, following Incident Repor2ng and Security Event Contact 
guidelines. The Security Team is the main point of escala2on for the management and remedia2on 
of informa2on security incidents. Addi2onal roles and responsibili2es have been iden2fied, with 
internal stakeholders having been made aware of their incident management responsibili2es. 
 
Evidence is collected, analysed and stored securely by the Security Team, and accessed only be 
inves2gators. All inves2gators are independent of the incident itself.  
 
Privacy Breach Procedure 
 
Upon iden2fica2on of a poten2al privacy breach, involving Personally Iden2fiable Informa2on (PII), 
the Security Team will no2fy the Privacy Team and Data Protec2on Officer (DPO). Privacy assessment 
tooling is available and can be used to iden2fy repor2ng requirements to either the affected 
individual or relevant privacy regulator. Should repor2ng be required, the Privacy team will lead the 
communica2ons plan with the relevant par2es.  
 
Darktrace has iden2fied the relevant supervisory authori2es and is responsible for repor2ng a 
personal data breach to the respec2ve authority. Darktrace will ensure all available controls are 
applied to personal data to safeguard the storage, transmission and processing of such data. 
 
NoHficaHon 
 
The business impact of an event is assessed by the relevant teams, and if customer is plausibly at 
risk, customers are no2fied without undue delay. The Execu2ve Team are no2fied within 24 hours 
of an informa2on security incident. 
 
Training and TesHng  
 
The Security Team conducts incident response tabletop exercises throughout the year. Select 
departments, key members of upper-management, and the execu2ve team par2cipate in a`ack 
simula2ons, ensuring that the incident response members are aware of, roles and responsibili2es, 
response priori2es, order of events, communica2on requirements and the security tools available 
at the team’s disposal.  
 
Incident response procedures are tested and validated, with findings being addressed by both the 
Security Team and relevant department(s). Findings iden2fied during tabletop exercises are 
captured by the Security Team, and are logged as opportuni2es for improvement. Findings will be 
addressed by the Security Team and will be used to con2nually improve incident response 
management procedures. 
 
 
 



   

 

 
© Darktrace | All rights reserved | darktrace.com |  23 

Informa(on Security Policy | DTL0 

Learning from Security Incidents 
 
An incident register is maintained by the Security Team which highlights learning points iden2fied in 
the post-incident assessment. The Incident Register is reviewed by the Security Management Team 
to iden2fy key issues and trends and support the content of future security awareness training. 
Learning points and ac2on items from the post-incident assessment are regularly reviewed to ensure 
con2nuous improvement. 
 
Threat Intelligence and Threat HunHng 
 
Darktrace has formally defined a Threat Intelligence func2on within the Security Team. Darktrace 
u2lises mul2ple threat intelligence feeds to act upon external threats, both internally and for 
customers. This includes news / open-source intelligence feeds, technical indicator of compromise 
system integra2ons and email communica2ons from threat intelligence sources. These feeds 
support opera2onal ac2ons in the security team (e.g., threat hun2ng, website blacklis2ng), as well 
as informing strategic business risk management ac2vi2es (e.g., geopoli2cal changes to opera2ng 
environment). 
 
Outputs from rou2ne Threat Intelligence and Threat Hun2ng exercises are presented to Security 
Management and relevant stakeholders throughout the organisa2on.  
 
 

Privacy 
 
Privacy Statement 
 
Darktrace is commi`ed to protec2ng and respec2ng customer and employee privacy. Darktrace 
collects, uses and keeps informa2on in compliance with the UK Data Protec2on Act 2018, the Privacy 
and Electronic Communica2ons (EC Direc2ve) Regula2ons 2003, the General Data Protec2on 
Regula2on (Regula2on (EU)2016/679) (“GDPR”), the California Consumer Protec2on Act (CCPA) as 
amended by The California Privacy Rights Act (CPRA), the Colorado Privacy Act (CPA), the Virginia 
Consumer Data Protec2on Act (CDPA), the Connec2cut Data Privacy Act (CTDPA), the Utah 
Consumer Privacy Act (UCPA) and all relevant regula2ons. 
 
Darktrace will not sell any data captured as part of a customer’s use of Darktrace’s products or 
services.  
 
InternaHonal Data Transfers 
 
Where customer data originates in the EEA or the UK, Darktrace will not transfer such customer data 
to the third country, without the prior wri`en consent of the customer and not without procuring 
provision of adequate safeguards (as defined by the relevant authority) in accordance with the 
applicable data protec2on laws. 
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GDPR 
 
Under the GDPR and DPA18, Darktrace is obliged to appoint a Data Protec2on Officer (DPO). 
Darktrace has appointed this role to Iain Pye, privacy@darktrace.com. 
 
 

Compliance and Risk Management  
 
Darktrace makes a commitment to our customers, partners, employees and shareholders to ensure 
that our product offerings, and organisa2on, meets interna2onal industry standards for informa2on 
security, data privacy and compliance.  
 
Upon a customer’s wri`en request, and subject to appropriate confiden2ality obliga2ons, Darktrace 
will make available to the customer: a) a copy of the current cer2ficate in rela2on to the ISO 27001, 
ISO 27018 and Cyber Essen2als cer2ficate; and b) the Statement of Applicability, demonstra2ng the 
implementa2on of all applicable controls. 
 
ISO/IEC 27001:2022 
 
ISO 27001 is a globally recognised informa2on security standard that outlines best prac2ce for 
opera2ng a successful Informa2on Security Management System (ISMS). To achieve and maintain 
this cer2fica2on, regular audits are required, alongside a formal recer2fica2on every three years. 
The cer2ficate can be provided upon request and holds the number IS 771724. 
 
Darktrace is applicable to 92 out of the 93 Annex A controls outlined in ISO 27001:2022. Darktrace 
does not outsource the development of any products or internal systems, and thus control 8.30 
‘Outsourced development’ is not deemed applicable.  
 
ISO/IEC 27018:2019 
 
ISO 27018 is a standard that outlines cri2cal security controls to protect personally iden2fiable 
informa2on (PII) in public cloud environments. For this cer2fica2on, all cloud-hosted Darktrace 
products are in scope. To achieve and retain this cer2fica2on, Darktrace is audited bi-annually by an 
independent third-party. The cer2ficate can be provided upon request and holds the number PII 
771726. 
 
ISO/IEC 42001:2023 
 
ISO 42001 is a globally recognised standard that outlines best prac2ce for establishing, 
implemen2ng, maintaining, and con2nually improving an Ar2ficial Intelligence Management System 
(AIMS). To achieve and maintain this cer2fica2on, regular audits are required, alongside a formal 
recer2fica2on every three years. The cer2ficate can be provided upon request and holds the number 
AIMS 818264. 
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Darktrace is applicable to all Annex A controls outlined in ISO 42001:2023. 
 
Cyber EssenHals  
 
Darktrace also maintains the Cyber Essen2als cer2fica2on. This is a UK-backed framework supported 
by the Na2onal Cyber Security Centre (NCSC). The framework outlines a baseline set of controls to 
protect organisa2ons from cyber-a`ack. The cer2ficate can be provided upon request. 
 
AudiHng  
 
Darktrace’s ISO 27001, ISO 27018, and ISO 42001 cer2fica2ons require rou2ne audits from our 
issuing body in order to retain the cer2fica2ons. In addi2on to this, internal audits are conducted 
throughout the year by an external assessor, ensuring both the organisa2on, and our products, meet 
our stringent requirements for security.  
 
The outputs from audits are used, in part, to drive the con2nual improvement cycle, helping further 
strengthen the Informa2on Security Management Systems (ISMS). 
 
Enterprise Risk Management  
 
A risk management program has been developed to manage informa2on security risk throughout 
the business. The risk management program is within the scope of Darktrace’s ISO 27001 and ISO 
42001 cer2fica2ons.  
 
Darktrace has appointed a Head of Enterprise Risk Management, designated to oversee the risk 
management program. Risk assessments are performed on an annual basis. Risks are recorded 
within a risk register. Darktrace’s risk assessment methodology and threshold are documented 
within Risk Management Policy. Darktrace subscribes to the ISO 31000:2009 risk process. 
 
Legal and Contractual Requirements  
 
All relevant statutory, regulatory, and contractual requirements have been iden2fied. Darktrace’s 
approach to meet these requirements has been explicitly defined, documented, and is kept up to 
date for each informa2on system. 
 
 

Excep7ons 
 
In extreme cases, there may be a need for an exclusion from a policy within the Informa2on Security 
Management System (ISMS). Any requests for exclusions must follow the ISMS Excep2ons Policy 
requirements and will need to be approved by the Global CISO or another member of the Security 
Management Team. 
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Formal proceedings may be followed for employees who do not adhere to the requirements outlined 
in the policy. A register of all exclusions will be maintained by the Security Team and reviewed at 
least quarterly. 
 
 

Dispensa7ons 
 
In case of any further dispensa2ons or devia2ons from this document please contact the document 
owner.  

 

Document Control 
 
This is a controlled document produced by Darktrace. The control and release of this document is 
the responsibility of the Darktrace document owner. This includes any amendment that may be 
required. This document and all associated works are copyright © Darktrace 2025 unless otherwise 
stated. This document is not for distribu2on without the express wri`en permission of the Darktrace 
document approver. 
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