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The California Data Exchange
Framework (DxF) and the Role of
QHIOs for Payers

Delve into the intricacies of the California Data Exchange Framework (DxF),
the instrumental role of Qualified Health Information Organizations (QHIOs),
and the profound implications for healthcare payers in California.
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Executive Summary

In an ever-evolving landscape, the exchange and integration of health data is pivotal for enhancing the quality
and value of care, streamlining payment processes, and improving operational efficiencies. The California Data
Exchange Framework (DxF) represents a significant step forward in supporting appropriate access, exchange,
and use of health data, setting a precedent for broad statewide health information exchange. Qualified

Health Information Organizations (QHIOs) will be central to this transformation, offering healthcare payers
anew pathway to not only meet California’s regulatory requirements but also to capitalize on the benefits of
enhanced data access and interoperability. Health Gorilla is one of nine designated QHIOs, and is the only
QHIO that is also pursuing status as a Qualified Health Information Network (QHIN) under the new federal
Trusted Exchange Framework and Common Agreement (TEFCA). This white paper delves into the intricacies
of the DxF, the instrumental role of QHIOs, and the profound implications for healthcare payers doing
business in California.



Introduction

The healthcare industry is undergoing a monumental
shift towards greater data interoperability, driven by
the need to improve treatment outcomes, lower costs,
optimize payment systems, and enhance operational
procedures. In California, this shift is supported through
the establishment of the California Data Exchange
Framework (DxF), a comprehensive initiative aimed at
requiring and standardizing health information exchange
across the state. The DxF emerged in response to the
fragmented nature of healthcare data systems that have
historically impeded the seamless flow of vital health
information, as well as political pressure to include social
service providers and resource-constrained participants
in the growing community of data exchange participants.
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Central to the DxF's implementation methodology

are nine Qualified Health Information Organizations
(QHIOs), entities designated to facilitate the exchange
of health data in alignment with the framework’s
stringent requirements. Health Gorilla, as a prominent
QHIO, exemplifies the capabilities and services
necessary to navigate the complexities of the DxF,
providing healthcare payers with a robust solution to
meet the January 31, 2024, compliance deadline.

The significance of the DxF and the role of QHIOs
cannot be overstated for healthcare payers in California.
As stewards of both financial resources and patient data,
payers are tasked with not only safeguarding sensitive
information but also leveraging it to make informed
decisions regarding patient care and resource allocation.
The DxF, supported by the technological infrastructure,
capabilities, connectivity, and services of QHIOs,
presents an unprecedented opportunity for payers

to enhance their operations, meet state regulatory
demands, and contribute to a more integrated

healthcare ecosystem.



Section 1

California Data Exchange Framework Overview

The California DxF is a state-mandated initiative designed to standardize and incentivize health information

exchange across California’s diverse healthcare landscape. The DxF aims to reconcile the complex web of data

sharing agreements and operational protocols that have long governed the exchange of health information among

providers, payers, and government entities.

Key Objectives of the DxF

e Standardization: Establish a single
set of policies and procedures for
health information exchange applicable
to all stakeholders.

e Accessibility: Ensure that health data
is easily and securely accessible to
authorized entities.

e Compliance: Mandate adherence to the
DxF by all healthcare plans operating
within the state by January 31, 2024,

and all healthcare participants within two

years thereafter.

The framework is supported by a single
Data Sharing Agreement (DSA), which all
participating entities are legally required

to sign. This agreement delineates the
responsibilities and expectations of each
party, ensuring that data exchange practices
are consistent, secure, and beneficial for

all involved.

Timeline for Compliance

e January 31,2023: Health plansin
California were mandated to sign the DSA.

e January 31, 2024: Full compliance with
the DxF is required by health plans
and most providers, necessitating the
capability for real-time data exchange
for Treatment, Payment, Health Care
Operations, and Individual Access Services.

e Beyond 2024: The DxF is expected
to evolve, requiring compliance by all
providers, and integrating with national
data exchange frameworks such as the
federally supported Trusted Exchange
Framework and Common Agreement
(TEFCA).

For healthcare payers, the DxF represents a
significant shift in operational requirements
for both payers and providers. The framework
requires the utilization of real-time data
exchange capabilities, which can be a
substantial technical and financial undertaking.
However, the DxF also offers an opportunity
for participants to streamline their processes,
improve data access and accuracy, and enhance
patient care coordination.



QHIOs provide technical services and functions to help
organizations securely exchange data in meeting compliance
with the DxF’s Policies and Procedures and are a great option
for organizations who may need technological support.
QHIOs help make secure, modern data exchange accessible —

to the benefit of patients across California.

— DeeAnne McCallin, Deputy Director, Data Exchange Framework for CDII




Section 2

Role and Function of QHIOs

In the context of the California DxF, QHIOs serve as
intermediaries that enable healthcare entities to meet
the stringent requirements of data exchange. These
organizations are state-designated and provide the
necessary infrastructure and governance to facilitate
trusted, secure, and efficient transfer of health
information across various healthcare stakeholders.
QHIOs are tasked with several functions within the DxF.

First, they will act as intermediaries to ensure that

data flows smoothly between disparate exchange
participants, adhering to the standards and protocols
set forth by the DxF. Secondly, QHIOs help health care
entities, including payers, to comply with the DxF by
providing the technology and support needed to align
with the framework’s policies and comply with evolving
policies and procedures. Third, QHIOs provide technical
solutions that allow healthcare organizations to bypass
the need for in-house development and maintenance of
data exchange capabilities — which can be expensive and
technically challenging.
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Health Gorilla’s Position as a Designated QHIO

As a designated QHIO, Health Gorilla offers a suite of
services that address the core needs of healthcare payers.

Data Exchange Infrastructure: Health Gorilla
provides a robust platform that supports various data
exchange standards, including Health Level Seven
(HL7) v2, C-CDA, Fast Healthcare Interoperability
Resources (FHIR), Direct Messaging, and eFax
capabilities, ensuring that healthcare payers can
communicate with other entities within the DxF
ecosystem seamlessly - regardless of the capabilities
of the exchange participant.

Real-time Data Access: Health Gorilla facilitates
real-time access to comprehensive clinical,
Admissions Discharge and Transfers (ADTs), and
social services data, which is crucial for timely
decision-making in treatment, payment, and
healthcare operations.

Security and Compliance: With a commitment to
maintaining high standards of data security, Health
Gorilla’s platform is Health Information Trust Alliance
(HITRUST) and Service Organization Control 2

(SOC 2) certified, ensuring that sensitive health
information is protected according to the highest
industry standards.

Benefits for Healthcare Payers

The integration with a QHIO such as Health Gorilla offers
healthcare payers several advantages:

Operational Efficiency: Payers can unify and
streamline their data exchange processes, reducing
redundancy and administrative overhead while
improving operational workflows.

Enhanced Data Management: The normalization
and deduplication of data provided by Health Gorilla
ensures that payers have access to high-quality,
actionable information.

Cost Savings: By leveraging the infrastructure

of a QHIO, payers can avoid the substantial costs
associated with building and maintaining their own
data exchange systems.

Strategic Positioning: As the national healthcare
landscape continues to evolve towards greater
interoperability, payers that are early adopters of
QHIO services may gain a competitive advantage in
other states.

As a QHIO, Health Gorilla can provide the technical backbone for healthcare payers to not only comply with
the new regulations but also to enhance data-driven decision-making capabilities. As healthcare continues to
transition into a more data-centric industry, the services offered by QHIOs such as Health Gorilla will become
increasingly vital for payers looking to maintain efficiency and market share in a rapidly evolving marketplace.



Section 3

Use Cases for Treatment, Payment, and Operations

The California DxF and Qualified Health Information Organizations (QHIOs) such as Health Gorilla are reshaping
the healthcare landscape in California by supporting robust data exchange use cases across the exchange purposes
of treatment, payment, and operations. These use cases not only ensure compliance with state mandates but also

provide an opportunity to drive efficiency and quality in healthcare delivery ahead of similar nationwide requirements
that are anticipated in the future under TEFCA.

Treatment: Enhancing Patient Care with
Real-Time Data

In the realm of treatment, the real-time availability of
broad patient data is crucial. QHIOs can facilitate this
by enabling health information exchange with health
and social care providers which can significantly impact
operational efficiencies and patient outcomes.

e Clinical Data Access: Consistent with applicable
law, DxF participants can access a patient’s
complete clinical history, including past diagnoses,
medications, and lab results, leading to more
informed and personalized care.

e ADT Alerts: Admission, Discharge, and Transfer
(ADT) alerts required as a component of the DxF
notify participants in real-time about patient events,
allowing for timely follow-up care and reducing the
risk of readmission.

e Care Coordination: Leveraging connectivity
through a QHIO, payers and providers can
synchronize their care efforts, ensuring that
patients receive consistent and comprehensive
treatment across the continuum of care.




Payment: Streamlining Financial Operations

For payment processes, Health Gorilla’s QHIO
offers solutions that streamline billing and reduce
administrative costs.

e Automated Claims Processing: By leveraging
comprehensive real-time data access in claims
management processes, DxF connectivity can
help payers automate and expedite the claims
processing, reducing errors and rework while
improving turnaround times.

e Fraud Detection: Access to a broader data set from
more sources enables more effective detection of
discrepancies and potential fraudulent activities,
safeguarding financial resources.

e Value-Based Care Enablement: The broad data
access supported by QHIO connectivity can support
the shift to value-based care models by enabling the
data analytics necessary to measure outcomes and
manage costs effectively.

Implications for Healthcare Payers

Operations: Improving Efficiency
and Compliance

Operational efficiency is significantly enhanced
through the capabilities provided by QHIO
connectivity, which support various administrative and
compliance-related activities.

e Data Normalization and Integration: Health
Gorilla’s QHIO provides integrated data
deduplication and normalization, ensuring that data
from different sources is as consistent and usable
as possible.

e Regulatory Compliance: QHIO connectivity can
help payers meet regulatory requirements by
ensuring that data exchange practices comply with
the DxF and other relevant regulations.

Strategic Decision-Making: The comprehensive
data provided by QHIO connectivity can be used for
population health management, resource planning,
allocation, and other strategic initiatives.

Healthcare payers, by leveraging the services of QHIOs, can transform their approach to treatment, payment,

and operations.

e Enhanced Member Experience: By having access to complete and accurate data, payers can facilitate a better

healthcare experience for their members, leading to higher satisfaction and retention.

e Cost Reduction: Efficient data exchange reduces administrative burdens and associated costs, allowing payers to

allocate resources more effectively.

e Competitive Advantage: Payers that utilize QHIOs for data exchange can position themselves as leaders in

innovation, leveraging data insights to offer better products and services.

In conclusion, the use cases provided by QHIOs under the DxF are multifaceted, offering significant benefits across

treatment, payment, and operations. Healthcare payers that embrace these capabilities will not only comply with the

DxF mandates but will also position themselves for success in an increasingly data-driven healthcare environment.



Section 4

Technical Infrastructure and Security

The California DxF necessitates a sophisticated technical infrastructure and stringent security measures to ensure
the secure and efficient exchange of health information. QHIOs such as Health Gorilla are instrumental in providing

this infrastructure and ensuring compliance with security standards.

This section explores the technical and security aspects that are crucial for healthcare payers in the context of the DxF.

Technical Infrastructure

e Interoperability Standards: The DxF requires
that participants support requests and responses
using the IHE Cross-Community Patient Discovery
(XCPD) exchange profile for Person Matching and
the IHE Cross-Community Access (XCA) exchange
profile to retrieve Health and Social Services
Information. DxF participants are Participants are
encouraged to support Requests for Information
and Information Delivery using Health Level Seven
(HL7) Fast Healthcare Interoperability Resources
(FHIR) Release 4 conforming to the U.S. Core
Implementation Guide, with the anticipation that
this request and response standard may be required
in future revisions of DxF policy.

e APl Integration: Application Programming
Interfaces (APls) are provided by Health Gorilla’s
QHIO to enable seamless integration with existing

payer systems, allowing for the automated exchange

of data without the need for manual intervention.

e Data Aggregation and Analytics: Health Gorilla’'s
QHIO offers a data platform that not only
aggregates data from various sources but also
provides analytic capabilities, enabling payers to
gain insights into population health trends, cost
patterns, and other critical metrics.
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Security Measures

e DataPrivacy: QHIOs are required to adhere
to strict data privacy regulations, including the
Health Insurance Portability and Accountability
Act (HIPAA), ensuring that all patient information is
handled with the utmost confidentiality.

e Identity Verification: Robust identity verification
processes are implemented to ensure that health
information is only accessible to authorized
individuals, thereby mitigating the risk of
unauthorized access and data breaches.

e Compliance with Security Standards: QHIOs must
maintain compliance with security standards such
as the HITRUST R2 and SOC 2, which are industry
standards for managing data securely.



Security Protocols and Certifications The technical infrastructure and security measures
are foundational elements of the DxF, ensuring that

e Encryption: Health Gorilla's QHIO assures that healthcare payers can engage in the exchange of health
datain transit and at rest is encrypted, providing a information confidently and securely. The services
secure environment for sensitive health information provided by QHIOs such as Health Gorilla are essential
and protecting against cyber threats. for payers to meet the technical requirements of the

e Regular Audits: Health Gorilla’s QHIO undergoes DxF while adhering to the highest standards of data

regular security audits to ensure continuous security and privacy.

compliance with evolving security standards and to
identify and mitigate potential vulnerabilities.

e Certifications: By obtaining certifications like
HITRUST and SOC 2, QHIOs demonstrate their
commitment to security and their capability to
protect the data entrusted to them by healthcare
payers and other stakeholders.




Section 5

Future of Healthcare Data Exchange in California

The implementation of the California DxF and the
active participation of QHIOs are not the final step -
but rather a continuation of a long-term evolution in
healthcare data exchange. There are myriad anticipated
developments in this area for healthcare payers.

Expansion of QHIO Capabilities

National Interoperability: QHIOs are

expected to expand their capabilities to align with
national data exchange frameworks such as TEFCA.
This alignment will facilitate data sharing

across state lines and with federal agencies and
programs, broadening the opportunities for
healthcare coordination.

Advanced Analytics and Al: As QHIOs exchange
and collect more data, their ability to support
advanced analytics and artificial intelligence (Al)
services will grow. Healthcare payers can leverage
these services for predictive modeling, risk
assessment, and both personalized and population
care planning.

Enhanced Patient Engagement: Through support
for Individual Access Services, QHIOs like Health
Gorilla can offer tools that enable payers to engage
with members more effectively, providing them
with access to their health data, wellness tools, and

personalized health recommendations.




Strategic Importance of Real-Time Data
Exchange

Immediate Health Interventions: The ability
to exchange health data in real time will

become increasingly critical for real-time health
interventions, emergency response, and chronic
disease management.

Population Health Management: Timely

data exchange can enhance population health
management efforts, allowing payers to identify and
address health trends and risks more rapidly.

Healthcare Delivery Models: The future will
see the development of new healthcare delivery
models that rely on the instantaneous availability
of health data, such as virtual care and remote
patient monitoring.

Ramifications for Healthcare Payers

Predictions for Healthcare Data
Exchange Evolution

Policy and Regulation: It is anticipated that both
state and federal regulations will continue to
evolve, promoting greater transparency, patient
access to data, and further standardization of data
exchange practices.

Technology Advancements: Technological
advancements will likely continue at a rapid
pace, with cloud computing, and more
sophisticated encryption methods playing a
larger role in data exchange.

Consumer-Driven Data Exchange: Consumers will
continue to take a more active role in their health
data exchange, using personal health

records and mobile apps to share data with
providers and payers.

For healthcare payers, the future of healthcare data exchange presents both challenges and opportunities.

Adaptability: Payers will need to remain adaptable, ready to integrate new technologies and processes to stay at

the forefront of healthcare data exchange.

Investment in Innovation: Continuous investment in innovation will be necessary to leverage the

full potential of real-time data exchange and advanced analytics.

e Collaborative Partnerships: Payers may find value in forming collaborative partnerships with technology
companies, healthcare providers, and other stakeholders to drive the future of healthcare data exchange.

With healthcare data exchange in California poised for transformation, payers that anticipate and prepare for
these changes can not only ensure compliance with emerging regulations - but also lead the way in creating a more
connected, efficient, and patient-centered healthcare system. The strategic use of data will become a cornerstone
of healthcare delivery, and payers that embrace this future will be well-positioned to improve health outcomes and
achieve business success.
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Conclusion

Payers operating in California are now at a critical
juncture. The DxF mandates a level of interoperability
that is unprecedented in the state’s history, requiring
acommitment to technical innovation, financial
investment, and operational realignment. Partnership
with a QHIO offers a viable and efficient pathway to
not only meet these regulatory requirements but also
to capitalize on the opportunities they present.

The benefits of embracing the DxF and integrating
with a QHIO extend beyond compliance. They
include enhanced operational efficiency, improved
quality of care, and the potential for significant cost
savings. Moreover, the strategic advantages gained
through advanced data analytics and real-time data
exchange position payers to offer superior services to
their members, thereby gaining a competitive edge in
the market.

As we look to the future, the landscape of healthcare
data exchange is set to continue its rapid evolution.
Healthcare payers that are forward-thinking and
proactive in their approach to this change will not only
navigate the complexities of the present but will also
shape the future of healthcare delivery. The integration
of new technologies, the expansion of interoperability
capabilities, and the potential for more consumer-
driven data exchange models point to a dynamic and
exciting horizon for healthcare data management.

Qualified Health Information Organizations create an

accessible path for countless health and social services entities

to participate in the Data Exchange Framework, providing

access to actionable data across California’s entire health and

social services system.

— Dr. Mark Ghaly, Secretary of the California Health & Human Services Agency
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Learn more about Health Gorilla’s QHIO at
https:/www.healthgorilla.com/home/company/ghio




