The Myth of Seamless Exchange

Why Interoperability
Is Harder Than It Looks

An ebook on the disciplined process,
remediation pathways,
proportional oversight, and

resilient operational underbelly
that make health data exchange
feel effortless.
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The Swan Problem

Watch a swan cro
visible effort, barel
churning underwater a

Health data interoperability is the
frenetic paddling feet under the swan.

When a clinician opens a patient’s chart in the emergency
department and finds a complete history waiting there, prior
medications, recent labs, an allergy flagged in red, it feels like a
moment of grace. A record simply appeared, from somewhere,
exactly when it was needed.

This is where the myth takes hold.
“That was seamless,” the clinician says.

The exchange only seemed less. It only seemed to require less effort
or hooplah. Underneath the calm surface, is some very inelegant
splashing involving matching algorithms, consent checks, format
translation, network handshakes, error queues, and human beings
cleaning up the cases the machines could not. The surface looks
effortless because a great deal of disciplined work is happening
where nobody can see it.

This ebook is about those underwater machinations. It reveals the
underbelly energy that gives interoperability its smooth jazz finish.
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The State of Play:
Adoption Is Very Different
from Connection

American medicine is already mainly
digital. Roughly 96 percent of U.S. hospitals
ified el i healtt |

technology. The paperwork problem, in
theory, was solved years ago.

But the theory has not been fully
implemented into modern workflow. Eewer

than one in three hospitals can reliably
E. | | . I . I I I- !v
records from an outside provider. Adoption

happened. Connection did not.

The gap between those two facts is where
this whole story lives. Buying an EHR is

like everyone in a city buying a telephone.
It’s useless sitting unconnected inside each
house. Everybody has a phone but they are
unable to connect to other phones. Meaning
there can be no conversation.

Value shows up only when the phones can
call each other and both parties speak the
same language once connected. Health
data is still working to make healthcare
connections meaningful.

18

The average healthcare organization
relies on around 18 different health
information systems, and roughly 89
percent of hospitals still name data
integration as a top challenge.

35%

About 35 percent of physicians still
lean on fax, mail, or e-fax to move
protected health information.

28%

In one physician survey, 95 percent
said getting the right clinical
information at the right time matters
a great deal, yet only 28 percent
found it easy to send and receive
patient data across a different EHR.

Why Interoperability Is Harder Than It Looks


https://www.capminds.com/blog/ehr-interoperability-solutions-comparing-approaches-costs-roi-for-health-systems-in-2026/
https://www.capminds.com/blog/ehr-interoperability-solutions-comparing-approaches-costs-roi-for-health-systems-in-2026/
https://www.capminds.com/blog/ehr-interoperability-solutions-comparing-approaches-costs-roi-for-health-systems-in-2026/
https://www.capminds.com/blog/ehr-interoperability-solutions-comparing-approaches-costs-roi-for-health-systems-in-2026/
https://www.capminds.com/blog/ehr-interoperability-solutions-comparing-approaches-costs-roi-for-health-systems-in-2026/
https://www.capminds.com/blog/ehr-interoperability-solutions-comparing-approaches-costs-roi-for-health-systems-in-2026/
https://www.capminds.com/blog/ehr-interoperability-solutions-comparing-approaches-costs-roi-for-health-systems-in-2026/
https://www.fullcast.com/content/healthcare-data-interoperability-challenges/
https://www.fullcast.com/content/healthcare-data-interoperability-challenges/
https://www.fullcast.com/content/healthcare-data-interoperability-challenges/
https://www.fullcast.com/content/healthcare-data-interoperability-challenges/
https://www.fullcast.com/content/healthcare-data-interoperability-challenges/
https://www.fullcast.com/content/healthcare-data-interoperability-challenges/
https://www.fullcast.com/content/healthcare-data-interoperability-challenges/
https://www.fullcast.com/content/healthcare-data-interoperability-challenges/
https://www.fullcast.com/content/healthcare-data-interoperability-challenges/
https://www.fullcast.com/content/healthcare-data-interoperability-challenges/
https://www.fullcast.com/content/healthcare-data-interoperability-challenges/
https://www.fullcast.com/content/healthcare-data-interoperability-challenges/
https://www.fullcast.com/content/healthcare-data-interoperability-challenges/
https://www.fullcast.com/content/healthcare-data-interoperability-challenges/

926%

Of hospitals have
a certified EHR

The
interoperability

gap

30%

Can fully find, send,
receive, and integrate
outside records

06% of U.S. hospitals | ified EHR

Owning the tool is not the same thing as

making connections with it.
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Operational:
Considering the Labor Behind
“It Just Works”

Consider one query. A hospital asks the network, “Do you have records for this patient?”

Before an answer comes back, several unglamorous jobs have to succeed
in sequence.

Getting the right patient

The network has to be certain it is talking about the same human. There is no national
patient identifier in the United States, a proposal that has stalled for years over funding,
so matching leans on names, dates of birth, addresses, and probabilistic algorithms doing
their best with messy input.

Studles have pegged dupllcate record rates inside organlzatlons at mugh]ﬂge&enmn_

mﬁgmmlni At a20 percent rate, one in flve patlents is at r|sk of a record that is
duplicated or, worse, overlaid with someone else’s data. Most of the damage starts at the
registration desk, where a rushed keystroke or a missing middle name spawns a second
version of a person who already exists.

The point is that matching requires careful attention. Somebody tunes the algorithm.
Somebody sets the threshold for how confident a match must be before two records
merge. Set it too loose and two strangers become one chart, a genuine safety hazard. Set
it too tight and one patient fractures into five partial charts, and the emergency physician
sees a fifth of the truth. Getting this right is crucial and requires constant, expert work.
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Does this Mean what | think this means?

Even after the right patient is found, the data arriving from three different systems
often shows up in three different dialects. One sends a modern FHIR resource, another
an older C-CDA document, a third an IHE profile. Each has to be read, normalized, and
reconciled into something a receiving system can actually use.

This is the translation layer, and it is where “Al-ready” data is already present. Raw
records come in duplicated, inconsistently coded, and full of near-misses. Turning that
into a clean, deduplicated, normalized record is the difference between data that informs
a decision and data that just adds noise to the chart.

Cleaning up what the machines cannot

No algorithm hits a zero percent error rate. A federal report on patlent matchlng said thls

plainly: cu
Qng,_a_nd_nungjiﬂx&h_anggﬂh_aL_Whlch means there is aIways a queue of amblguous

cases waiting for a human to examine, judge, and resolve. That queue is more of the
splash under the surface.
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A thermostat does not blast the furnace to
full the moment a room cools by a degree,
nor does not sit idle while the house drops
to freezing. It moves the system up or down
by the amount the room actually needs.
Oversight of a shared health network works
best when it behaves the same way.

The instinct under pressure is to respond in
extremes. Something went wrong, so shut
the whole thing down. Or, alternatively,
nothing alarming happened yet, so change
nothing. Both extremes are expensive. A
network that halts at the first hint of trouble
is useless. A network that never reacts is
dangerous. The discipline lives in the middle,
in a graduated set of responses matched to
the size of the actual problem.

The federal information blocking framework
is a working example of proportional
response design. The rule discourages
practices that interfere with sharing
electronic health information, but it does
not treat every restriction as a violation.
Wﬁmﬂ. | infeasibili | legit]
limits on fees or licensing. In other words,

sometimes declining to share is the correct,
lawful call, and the rule states it as such.
That built-in-give is what keeps a rigid rule
from punishing the right call.

8 Exceptions

to information

blocking

Preventing
harm

Privacy
Security
Infeasibility

Content
and manner

Licensing
Fees

Health IT
performance

Why Interoperability Is Harder Than It Looks


https://interscripts.com/knowledge/21st-century-cures-information-blocking/
https://interscripts.com/knowledge/21st-century-cures-information-blocking/
https://interscripts.com/knowledge/21st-century-cures-information-blocking/
https://interscripts.com/knowledge/21st-century-cures-information-blocking/
https://interscripts.com/knowledge/21st-century-cures-information-blocking/

tiered the same way, Health IT developers and health information
block information can be seriously sanctioned through civil monetary
o 1 million dollars per violation. Healthcare providers, by contrast,
ves” rather than fines, such as a zero score in a Medicare performance
eriod of exclusion from a shared savings program. Before any penalty
are directed to weigh the specific fa and circumstances, the nature of

d its effect. The response scales to the actor and the harm.

ACVECIOPDC A1 TICLVVOT IS 1l PDIOC IS

D00 per viola
or providers, graduated program disincentives instead. Same

ent proportional weight.

bn to read proportional response as softness. But it’s really about
nality requires a measured, intelligent response in order to actually
oblem, size it, and pick a response that fits. A splinter gets a bandage. An
atibiotics. There is no wasted resource here, no over-reaction.

Measured
response
saves effort
and money.
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The Rules of the Road and
the Remediation Pathways

When driving on a highway with no patrol car in sight, drivers still complicitly agree to
cooperate in order to avoid chaos or harm. Drivers continue to follow the expected rules
of engagement. People stay in their own lanes and pay attention to others in their area.

That same kind of courtesy and implied agreement is expected on the interoperability
highway. Nationwide health data exchange requires that same kind of shared rulebook,
plus a clear process for what happens when someone runs a light.

In the United States, a large part of that rulebook now sits inside the Trusted
Exchange Framework and Common Agreement, known as TEFCA, created by the 21st
Century Cures Act of 2016. TEFCA sets up a “network of networks.” At the top are
Qualified Health Information Networks. or QHINs. which act as connectivity brokers
linking everyone beneath them. Below each QHIN sit Participants, and below them
Subparticipants. A single legal agreement flows its obligations downhill, so a promise
made at the top binds all the way to the bottom.

Health Gorilla is one of these QHINSs. It is also the only entity that holds both a national

QHIN designation and California’s state-level Qualified Health Information Organization
designation, which is a useful illustration of how national and regional rulebooks stack.

The scale involved is not theoretlcal Health Gorilla reported ggguu@um_e_d_mmng_f_mm_
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Established remediation,
spelled out in advance

The defining feature of good governance is that the response to trouble is documented
or auditable before trouble arrives. A well-run network does not improvise. It follows a
path everyone agreed to outside of a crisis.

TEFCA's structure shows what that looks like in practice:

e Problems are meant to be caught early.
and Participant voices is designed to surface issues and settle them
before they harden into formal disputes.

e Data quality concerns have a named escalation route. If quality problems
surface as data moves between parties, the issue can be raised to the
coordinating entity under a specific

e Disputes follow a standard operating procedure. The first stage is
deliberately informal and non-binding,

before anything escalates.

e Consequences are graduated and time-bound.

From there the path can run to suspension, and only ultimately to
termination. Security incidents carry their own clock, with reporting
required within five business days of determining one occurred.

Governance also means the roles are clearly assigned. Under TEFCA, the coordinating_

entity oversees the QHINs and never touches the actual patient data flowing between
them. Each QHIN, in turn, is responsible for onboarding and policing its own Participants

and Subparticipants. Accountability has an owner at every layer. When something breaks,
there is no question about whose job it is to fix it.

This is the most load-bearing pillar. Rules of the road and remediation
pathways are what let a stranger’s data network earn the word “trusted.”

Why Interoperability Is Harder Than It Looks
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Economic:
The Cost of Instability in
Payer and Provider Ecosystems

The financial link between payers and providers moves the money that keeps care
running, so every day it holds steady is money the system does not lose.

Start with the steady-state cost of frlctlon Ro_ughjmnun_@@mfg_uj;h_eajth_ga_te_dgua_ﬁ_

according to a

Iandmark analysis in the Journal of the Amerlcan Medlcal Assouahon A meaningful slice
of that traces to fragmented, poorly connected data. Multiple industry estimates puts

the cost of poor interoperability at more than 30 billion dollars annually from duplicate

testing, manual re- entry, delayed deC|5|ons and admlnlstratwe overhead.

Prior authorization is a good example of the tax friction imposes. Physicians spend.
working through prior authorization
requests. Only about 35 percent of those requests are handled electronically. The rest
still move by phone and fax. That is a fully solvable data-exchange problem sitting in plain
sight, busy billing the system in staff hours.

- N
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When the pipes
actually freeze

For a concrete picture of instability, look at February 2024,
hit Change Healthcare, a clearinghouse that processes a very |a
claims, on the order of tens of percent of all transactions and tril
The entry point was mundane and could have happened to anyoné
without multi-factor authentication.

As expected, the small and rural practices, the ones with the thinnest &
were pushed toward the edge. Some borrowed hundreds of thousands ¢
to make pavroll. A ratings agency noted the obvious pattern: providers t
single clearinghouse with little financial headroom suffered most, while la
organizations weathered it.

Stability as an asset

The solution is already well-known. It’s a matter of implementation. Cleaner da
reliable exchange reduce duplicate tests, cut denials driven by identity mismatg
missing eligibility data, and shrink the administrative hours spent chasing recor
portals. The same connected infrastructure that prevents the disaster also pro
the everyday savings. A payer and provider ecosystem that exchanges data de
spends less, denies less, and argues less.
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The Resilient Underbelly:
The Look of Discipline

Interoperability’s resilient underbelly is built from the four pillars working together:

Operational
discipline
keeps the everyday
energy, matching,
translation, exception
handling, running

smoothly enough that the
surface stays calm.

Economic
resilience

through dependable

Established
governance

and remediation give
everyone a shared
rulebook and a written
path back to normal when
something breaks.

exchange, means a single
failure becomes an
inconvenience rather than
a catastrophe.
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We Need the Splash

day. That's some serious effort.

But the noise and the fuss are necessary to reach

the goal of making interoperability a smooth, reliable
exchange. So here’s to all those system builders and
compliance checkers and identity authorizers. Here's
to the data dedupes and standardizations, to the
oversight of the QHINs, CMS rule makers and the
thousands of machinations that must be systemized,
executed and overseen so that, at the end of this long
parade of effort, a patient receives excellent care that
feels seamless and full of grace.
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