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Block Fullness, Security, and the Price of Bitcoin
Abstract

Do cybercriminals time the execution of cryptoexchange breaches and frauds? We
argue that, the ability to execute transactions quickly improves the odds of successfully
laundering bitcoin, and therefore cybercriminals will be less likely to attempt breaches
and frauds when they expect bitcoin blocks will be congested. Furthermore, since those
accepting bitcoin when blocks are full can be more confident that it was not acquired by
breach or fraud, they will require a smaller discount. As anticipated, we find that block
fullness is negatively associated with breaches and frauds and positively associated
with the price of bitcoin. Finally, we exploit the segregated witness software upgrade
to address endogeneity concerns. The results suggest the aforementioned relationship
between block fullness and breach or fraud incidents are causal.
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The first major centralized crypto-asset exchange started with magic and ended in calamity.

Mt.Gox, which is short for “Magic: The Gathering Online eXchange” and references the web-

site’s earlier use as a platform for trading Magic cards, lost roughly $460 million worth of

bitcoin following a security breach in 2014 (McMillan 2014). The failure of Mt.Gox to se-

cure customer funds marked an early blow to bitcoin adoption, and continues to serve as a

warning of the vulnerabilities associated with centralized exchanges.

Centralized exchanges are an attractive target for cybercriminals. Shumba (2021) esti-

mates that 10 percent of all bitcoin, worth around $100 billion, is held in digital wallets

controlled by a centralized exchange. These wallets are akin to bank vaults: they contain

much more value than the typical non-custodial wallet. For this reason, the digital wallets

controlled by a centralized exchange are arguably the largest security vulnerability in the

bitcoin ecosystem.

Cybercriminals can exploit the existence of centralized exchanges in at least two ways:

breaches and frauds. A breach occurs when the cybercriminal hacks—i.e., gains unauthorized

access to—an exchange’s wallet. If the cybercriminal gains control of an exchange’s wallet,

he can transfer the crypto assets held by the exchange to a wallet the exchange does not

control. Alternatively, the cybercriminal can engage in fraud by posing as a legitimate

exchange. After a customer deposits currency or crypto assets at the fraudulent exchange,

the cybercriminal can use those funds as he sees fit.1 The Mt.Gox case, discussed above, is

an example of a successful breach. The case of QuadrigaCX, which was an exchange based

in Canada, is an example of a successful fraud.2

Pulling off a successful breach or fraud is only the first step in the cybercriminal’s grift. He

must also launder the proceeds. That is especially challenging since cryptoassets are typically

tracked on public ledgers. If a cybercriminal fails to launder the proceeds effectively, he may

1The fraud need not be intended at the outset. For example, a legitimate exchange may later become
fraudulent by misappropriating customer funds.

2QuadrigaCX’s founder, Gerald William Cotten, reportedly died in India in 2019. At the time, the
exchange owed 215 million CAD (roughly $165 million)) to more than 76,000 clients. However, recovered
assets totaled just 46 million CAD (roughly $35 million)OSC (2020).
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be identified when attempting to spend or cash out his ill-gotten gains at some later date.

Consider three ways a cybercriminal might attempt to launder the proceeds of a breach

or fraud. He may transfer the proceeds to a complicit exchange located in a jurisdiction that

will not share his information with the relevant authorities in order to purchase some na-

tional currency. He may employ mixing technologies3 and decentralized exchanges to obscure

a series of transactions and crypto-asset exchanges on the shared ledgers before ultimately

spending the proceeds. Or, he may use mixing technologies and decentralized exchanges

before sending the proceeds to a centralized exchange, which may or may not be complicit,

in order to acquire some national currency. With each of these three laundering approaches,

the cybercriminal is more likely to succeed if he can execute the desired transactions quickly.

A complicit exchange operating today may not be operating or may no longer be willing to

comply at a later date; and a jurisdiction with strong financial privacy protections might

weaken those protections in the future. Likewise, a complex mix routed through a decen-

tralized exchange might obscure the transactions path for awhile, but may ultimately be

mapped out through a careful analysis of the public ledgers. A cybercriminal caught at-

tempting to transfer ill-gotten gains may see those transactions denied by the exchange or

recipient—and may be apprehended by authorities if his real-world identity is revealed in

the process. Hence, fast action boosts the odds of a successful getaway.

It is not always possible for a cybercriminal to launder the proceeds of a breach or fraud

quickly without incurring additional costs. For crypto assets like bitcoin, which has a block

size limit and adjusts the difficulty of mining to ensure a block is processed every ten minutes,

the network can become congested. And, if the network is congested, the cybercriminal must

either pay a higher fee to have his transactions included in the next available block or else

wait for it to be included in some subsequent block.

In what follows, we consider the timing of breaches and frauds associated with the Bitcoin

network and their effect on bitcoin’s price. Our intuition is straightforward: since the ability

3Involves sending bitcoins to an external protocol that combines your coins with other users’ coins and
returns coins to a new address you control that cannot be easily linked to your original coins.
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to execute transactions quickly improves the odds of successfully laundering bitcoin acquired

by breach or fraud, cybercriminals will be less likely to attempt breaches and frauds when

they expect bitcoin blocks will be full (i.e., when the block weight is at or near the limit).

Furthermore, those accepting bitcoin when blocks are full can be more confident that the

bitcoin they receive were not acquired by breach or fraud and, hence, will not be seized by

the authorities or refused by others in the future. Consequently, these users will require a

smaller discount for bitcoin received when the block weight is at or near the limit and the

price of bitcoin will be positively related to the fullness of blocks on the bitcoin blockchain.

1 Background

Bitcoin is a digital asset that can be used to make payments on the Internet.4 Bitcoin

consists of a shared ledger—or, blockchain—and a protocol for updating that ledger.5 When

a user initiates a bitcoin transaction, that transaction is placed in the mempool with other

unconfirmed transactions waiting to be processed. Each miner running the Bitcoin protocol

decides whether to include the transaction in the block they are attempting to add to the

existing blockchain. Miners then race to produce an appropriate SHA-256 hash of their

block’s header.6 The first miner to produce an appropriate hash attaches their block of

transactions to the prevailing blockchain, effectively updating the shared ledger to reflect

the transactions in the miner’s block. The successful miner is awarded a quantity of newly

created bitcoin, known as the block reward, as well as any transaction fees submitted by

4Selgin (2015) contrasts bitcoin with traditional commodity and fiat monies. On its ability to serve as
a medium of exchange, see Luther (2016, 2018, 2019), Hendrickson et al. (2016), Hendrickson and Luther
(2017, 2022). Hazlett and Luther (2020) consider whether bitcoin is money.

5Luther and Smith (2020) explain that bitcoin is a distributed payment system, with important differences
from traditional centralized and decentralized payment systems.

6A hash function scrambles the inputted data (e.g., the block’s header) and returns a unique fixed-length
result. The output of a SHA-256 hash is essentially a random number between 0 and the maximum value
of a 256-bit number. Requiring the output be less than or equal to the existing difficulty target makes
producing an appropriate hash computationally difficult and effectively turns the race to confirm a block of
transactions into a lottery, where the odds of winning are approximately equal to the ratio of the miner’s
computing power to the computing power of all miners.
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users whose transactions were included in the miner’s block.7

To regulate the speed at which new bitcoin is created, the bitcoin system periodically

adjusts the difficulty of producing an appropriate hash. These difficulty adjustments ensure

that one block is added to the blockchain approximately every ten minutes. If the number

of miners increases or their ability to hash improves, this increases the likelihood that blocks

will be added to the blockchain more often than once every ten minutes on average. To

slow the speed of block creation, the bitcoin system will increase the difficulty of producing

an appropriate hash. Likewise, if blocks are being added to the blockchain less often than

once every ten minutes on average, the system will decrease the difficulty of producing an

appropriate hash. Consequently, a block of transactions is processed roughly once every ten

minutes.

The number of transactions that can be included in a block is limited by the block limit.

Initially, the bitcoin protocol lacked an explicit block size or weight limit.8 That changed

in 2010, when the psuedonomous Satoshi Nakamoto introduced a 1 MB block size limit to

prevent SPAM. Since then, the amount of data—and, hence, the number of transactions—

that can be included in a block has been limited.

Since the number of transactions per block is constrained by the block limit and the num-

ber of blocks per hour is constrained by the difficulty adjustment, the number of transactions

that the bitcoin protocol can process per hour is limited. This can lead to congestion, where

transactions are initiated faster than they can be processed.9 As transactions build up in

the mempool, the average time it takes to process a transaction increases. Moreover, since

miners are more likely to include a transaction that has a higher fee attached, the average

value of transaction fees increases as well.

7The block reward was initially set to 50 bitcoin and is cut in half every 210, 000 blocks until the total
supply of bitcoin equals 21 million in approximately the year 2140.

8The size of a block was initially limited by the number of database locks required to process it. However,
this limit varied across nodes and was not widely known until an update of the protocol in early 2013 failed
to enforce it. The initial limit was removed by a hardfork in May 2013, at which point the higher 1 MB
block size became the universal limit.

9Koops (2018) estimates the time it will take for a bitcoin transaction to be processed given the number
of transactions in the mempool. See also: Gundlach et al. (2021), Stoepker et al. (2021)
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The congestion problem sparked a big debate in the bitcoin community, known as The

Blocksize War.10 On one side, large blockers argued that the block size limit should be

increased, thereby enabling the bitcoin protocol to process more transactions per hour. On

the other, small blockers warned that increasing the block size limit would consolidate control

of the bitcoin consensus mechanism since the higher costs associated with operating a full

node with larger blocks would discourage some from doing so. Small blockers eventually won

the war, and the 1 MB limit remains in effect to this day.11

In an effort to deal with the congestion problem without increasing the 1 MB block size

limit, the Bitcoin protocol was upgraded to segregate the witness data associated with each

block. Prior to the activation of SegWit (as the protocol upgrade is known) in August 2017,

a transaction included (1) sender and receiver data and (2) witness data, with both counting

toward the block size limit in full.12 Following the activation of SegWit, the witness data was

removed and appended as a separate structure and the 1 MB block size limit was replaced

with a 4 million weight unit limit. Whereas the now-segregated witness data’s weight was

set equal to its size, the weight of the sender and receiver data was set equal to four times

its size. Hence, the relative contribution of the sender and receiver data’s size to the limit

was left unchanged while the relative contribution of the witness data’s size to the limit was

reduced. Correspondingly, the immediate effect of the activation of SegWit was the ability

to process more transactions per hour.

To execute a bitcoin transaction, one must first acquire some bitcoin. In brief, there are

three ways to acquire bitcoin. One can receive newly created bitcoin (and, potentially, fees)

as a reward for mining; receive previously-existing bitcoin as a gift or in exchange for some

good or service; or, purchase bitcoin on an exchange. In the latter case, one might use a

centralized or decentralized exchange. A decentralized exchange matches buyers and sellers

10Bier (2021) offers a comprehensive account.
11Some large blockers supported a hardfork of the bitcoin blockchain, which resulted in the creation of a

distinct cryptocurrency known as bitcoin cash in August 2017. Bitcoin cash would split again in November
2018, with the creation of bitcoin SV. Neither bitcoin cash nor bitcoin SV are as popular as bitcoin is today.

12Although the SegWit upgrade began in November 2016, it remained dormant until 95 percent of miners
running the bitcoin protocol signaled support.
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of bitcoin, but is not a party to the transaction. A centralized exchange, in contrast, acts as

a market maker: it stands at the ready to buy or sell bitcoin at the prevailing price. Since

purchasing bitcoin on a centralized exchange is the most commonly-used method and also

the method most relevant to the study at hand, we limit our attention accordingly.

In order to acquire bitcoin on a centralized exchange, one must initially transfer some

asset to the exchange with which to make the purchase. Typically, one will transfer some

national currency (or, claim to national currency) from a bank account. However, many

exchanges accept cryptocurrency deposits, as well. The exchange will then credit the user

with a balance denominated in the national currency or cryptocurrency. The user may then

use that balance to purchase bitcoin at the prevailing price.

Once a balance of bitcoin is acquired, the user must decide whether to hold the balance

in a custodial or non-custodial wallet. With a non-custodial wallet, the user holds bitcoin

and can initiate a transaction with his private key. With a custodial wallet, some other

entity—typically, the centralized exchange used to purchase bitcoin—holds bitcoin on the

user’s behalf, while the user holds a claim to bitcoin; and, since the user does not hold the

corresponding private key, he must instruct that entity to initiate a transaction on his behalf.

Most centralized exchanges offer custodial wallets.

There are benefits to holding bitcoin (or, more precisely, claims to bitcoin) in a custodial

wallet, which is similar in many respects to holding a claim to dollars in a checking account.

For one, the user might worry about losing access to his wallet. With a non-custodial wallet,

the user holds his own private key; if he loses it, he will not be able to transfer his bitcoin.

In contrast, a user who loses the password to his custodial wallet can request that access be

restored by the custodian. A custodial wallet may also permit the user to transfer his balance

at a lower cost, so long as the transfer is to another wallet maintained by the custodian.

Since the custodian can settle such transactions with a mere book entry, it need not incur the

cost of settling the transaction on the blockchain and may pass the savings on to its users. A

custodial wallet may also permit the user to acquire bitcoin more quickly. Many centralized
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exchanges permit the user to purchase bitcoin before the exchange actually receives the

funds from the user’s bank or wallet, with a restriction that the user holds the balance in

a custodial wallet maintained by the exchange until the funds are actually received. Since

the user holds a claim to bitcoin, and not the corresponding private key, the centralized

exchange can simply reverse the book entry transaction should the funds fail to be delivered.

Finally, for those purchasing bitcoin on a centralized exchange, a custodial wallet may be

more convenient simply because it is the default option.

Each user must weigh the benefits of holding bitcoin in a custodial wallet against the

corresponding risks. In particular, using a custodial wallet leaves one exposed to breaches

and frauds. The term breach denotes the unauthorized access of one’s wallet (Charoenwong

and Bernardi 2021, Moore and Christin 2013; Nguyen and Putniņš 2023). The term fraud

denotes a situation where one is deceived into authorizing access (Vasek 2015; Xia 2020).

Neither breaches nor frauds are unique to custodial wallets. Likewise, criminal activity may

occur between two parties with an exchange merely functioning as an intermediary rather

than as the victim of a breach or perpetrator of fraud (Cong et al. 2023; Dhawan and Putniņš

2023). Nonetheless, we maintain that the value of assets held by custodial wallet services,

particularly those associated with an exchange, relative to the value of assets held by a

typical user makes them a more attractive target for a breach; and the structure of custodial

wallets, particularly those maintained by an exchange, make them an especially effective tool

for fraud.

Breaches and frauds involving bitcoin are not common. But they do occur. Crystal

Intelligence (2021) identifies 70 breaches and 20 frauds13 occurring between January 1, 2011

and December 31, 2021. Of these, 15 breaches and 7 frauds involved other cryptocurrencies,

as well. The average value lost in a breach during this period was $22.3 million, while the

average value lost in a fraud was $34.9 million. The largest breach occurred at Mt.Gox in

2014, discussed briefly above. The largest fraud occurred in 2019, when the TokenStore

13A breach and a fraud occurred on on March 1, 2012. Consequently, there are only 89 unique days on
which an incident occurred.
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Table 1: Breaches and frauds involving bitcoin, January 1, 2011 - December 31, 2021

Only Bitcoin Bitcoin and Other Cryptocurrencies

Breaches
Number 55 15
Value $1,060 million $500 million

Frauds
Number 13 7
Value $184 million $513 million

absconded with bitcoin and other crypto-assets worth roughly $160 million.

Once a breach or fraud is executed, the perpetrator must launder the ill-gotten bitcoin.

This typically involves moving the bitcoin through hundreds of wallets, often with the assis-

tance of a mixer, before eventually exchanging it for some national currency. Since a batch

of bitcoin transactions are processed roughly every ten minutes, the process of laundering

bitcoin takes time. However, it can take even more time when blocks are full, unless the per-

petrator pays sufficient fees to ensure the transactions are included in the next possible block.

Given the additional cost of laundering bitcoin when blocks are full, a profit-maximizing

criminal will try to time their breach or fraud so that they are not laundering bitcoin when

blocks are full. This insight leads to our first hypothesis.

H1. Breaches and frauds are less likely to occur when bitcoin blocks are full.

Next, consider the effect breaches and frauds have on the price of bitcoin. If it is possible

that the bitcoin one receives were previously acquired by breach or fraud, there is some risk

that those funds will be confiscated by the relevant law enforcement authorities and returned

to their rightful owner or effectively frozen by the bitcoin community, which might refuse to

accept bitcoin associated with a breach or fraud. Correspondingly, we should expect those

receiving bitcoin to discount it in accordance with that risk. As the risk that bitcoin is

acquired by breach or fraud increases, the price the marginal buyer will be willing to pay for
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bitcoin decreases (and vice versa). This insight, coupled with the belief that breaches and

frauds are less likely to occur when blocks are full, leads to our second hypothesis.

H2. The price of bitcoin is positively related to bitcoin block fullness.

We analyze the available data to assess the empirical validity of these two hypotheses

below.

2 Empirical Approach and Data

As indicated in H1, we expect breaches and frauds are less likely to occur when bitcoin

blocks are full. To test this hypothesis, we estimate a logistic regression model that controls

for potentially-confounding factors. Specifically, we estimate the general equation:

log

(
Pr(Yt = 1)

1− Pr(Yt = 1)

)
= β0 + β1Ft + β2Pt + β3Nt + εt, (1)

where Yt ∈ {Incident,Breach,Fraud}, Ft is block fullness, Pt is the log price of bitcoin, Nt

is the log network size, and εt is an error term, all at time t. We use Huber-White standard

errors in all regressions to mitigate heteroskedasticity concerns.

As indicated in equation 1, we estimate the model using three distinct dependent vari-

ables. Incident is a dummy variable equal to 1 on each day where a breach or fraud involving

bitcoin occurred. Breach is a dummy variable equal to 1 on each day where a breach involving

bitcoin occurred. Fraud is a dummy variable equal to 1 on each day where a fraud involving

bitcoin occurred. All of the dependent variables are constructed using the breach and fraud

data provided by Crystal Intelligence (2021) and discussed above. The first incident occurs

on January 7, 2011. The last incident occurs on August 20, 2021.14 Correspondingly, we

14Crystal Intelligence (2021) records incidents through the end of 2021, but none involving bitcoin occur
between August 21, 2021 and December 31, 2021.
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limit the analysis window to January 1, 2011 to December 31, 2021.

Block fullness is the variable of interest. It is measured as the average daily weight

of bitcoin blocks divided by the block limit, 4 million weight units. We construct this

measure by collecting the entire population of Bitcoin block data from the Bitcoin Core

Client software.15

The decision to commit a breach or fraud depends, in part, on the value of the bitcoin

that might be acquired by breach or fraud. As Luther (2016) explains, the value of bitcoin

depends on the non-network and network benefits of bitcoin. We include the daily price of

bitcoin reported by CoinCodex and proxies for network size, all in log form.16 Following Liu

and Tsyvinski (2021), we employ four proxies for network size:

• total number of unique addresses used on the bitcoin blockchain that have a non-zero

balance, which we denote Unique;

• total number of transactions, excluding those involving the networks 100 most popular

addresses, which we denote Unpopular ;

• median time for a transaction with miner fees to be included in a mined block and

added to the public ledger, which we denote Confirmed ; and

• total value of all transaction outputs per day, including coins returned to the sender

as change, which we denote Volume.

All of the proxies for network size are collected from Blockchain.com. Three of these

variables—Unique, Unpopular, and Confirmed—are only available once every three days.

We interpolate backward and by average. The method of interpolation does not change the

results. Average interpolation results are reported.

15We used Google Cloud Services BigQuery program to extract the data, which contains the hash code,
size, stripped size, weight, number, version, merkle root, timestamp, nonce, bits, and transaction count for
each block.

16CoinCodex calculates the daily close price as a volume-weighted average of all close prices reported for
each market, where volume is measured as the value of all bitcoin trades occurring on a given market during
a 24-hour period.
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Table 2: Summary Statistics

Mean Median SD Min Max N

Incident 0.0222 0.0000 0.1472 0.0000 1.0000 4018
Breach 0.0174 0.0000 0.1309 0.0000 1.0000 4018
Fraud 0.0050 0.0000 0.0704 0.0000 1.0000 4018
Fullness 0.5540 0.6581 0.3641 0.0010 0.9989 4018
Price 6.5118 6.4900 2.9460 -1.2208 11.1199 4018
Unique 12.1266 12.8669 1.4860 6.7358 13.7935 4015
Unpopular 11.5225 12.1689 1.3540 6.3439 13.0619 4018
Volume 14.1043 14.1072 0.7425 10.9208 18.0255 4018
Confirmed 2.2174 2.1558 0.2953 1.2139 3.3656 3684

As indicated in H2, we expect the price of bitcoin is positively related to block fullness.

To test this hypothesis, we estimate an ordinary least squares regression that controls for

network size. Specifically, we estimate the general equation:

Pt = β0 + β1Ft + β2Nt + µt, (2)

where µt is an error term and Pt, Ft, and Nt are measured as described above. As noted pre-

viously, we use Huber-White standard errors in all regressions to mitigate heteroskedasticity

concerns.

Summary statistics are presented in Table 2. An incident occurs on 2 percent of the

days in our sample. The vast majority of these incidents are breaches, whereas instances are

fraud are very rare. On an average day, blocks are 55 percent full. The standard deviation

of block fullness is 36 percent and, on some days, blocks are completely full.

3 Results

The results of the baseline logistic model used to test H1 are presented in Table 3. Incident

is the dependent variable in columns (1) - (5). Breach is the dependent variable in columns

(6) - (10). Fraud is the dependent variable in columns (11) - (15). In general, we find that
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Table 3: Logistic Regression Results for Block Fullness on Bitcoin Exchange Incidents

Incident Breach Fraud

(1) (2) (3) (4) (5) (6) (7) (8) (9) (10) (11) (12) (13) (14) (15)

Fullness -1.317** -1.609*** -1.862*** -1.195* -1.602*** -1.326** -1.959*** -2.208*** -1.336* -1.653*** -1.222 -0.596 -0.743 -0.409 -1.282
(0.529) (0.586) (0.594) (0.658) (0.554) (0.611) (0.690) (0.694) (0.769) (0.631) (0.989) (1.116) (1.156) (1.143) (1.099)

Price 0.077 -0.006 -0.025 0.040 0.086 0.074 -0.095 -0.080 0.033 0.085 0.059 0.302** 0.186 0.014 0.060
(0.054) (0.083) (0.073) (0.080) (0.054) (0.064) (0.097) (0.085) (0.094) (0.063) (0.093) (0.131) (0.117) (0.141) (0.095)

Unique 0.235 0.490** -0.620***
(0.172) (0.209) (0.204)

Unpopular 0.385** 0.606*** -0.401
(0.176) (0.209) (0.285)

Confirmed 0.255 0.414 -0.597
(0.507) (0.538) (1.332)

Volume 0.269** 0.307** 0.060
(0.130) (0.148) (0.217)

Pseudo R-squared 0.009 0.011 0.014 0.011 0.013 0.010 0.014 0.019 0.015 0.014 0.007 0.015 0.011 0.004 0.007
Observations 4018 4015 4018 3684 4018 4018 4015 4018 3684 4018 4018 4015 4018 3684 4018

Robust standard errors are reported in parentheses. ***, **, and * denote significance at the 1, 5, and 10 percent levels, respectively.

fuller blocks are associated with a smaller likelihood of an incident, breach, and fraud. The

coefficient on block fullness is consistently negative. It is statistically significant for regres-

sions in which incidents or breaches are considered. The lack of statistical significance with

respect to fraud might be explained by their rare occurrence: there are only 20 incidences

of fraud in the entire sample. Hence, standard errors are large when fraud serves as the

dependent variable.

To get a sense of the magnitude of theses estimates, consider the marginal effects from

the estimation of equation (1) in column (2) of Table 3 (Petersen 1985, Hoetker 2007).

The predicted probability that an incident occurs on a day where the average block is 55

percent full is 2.2 percent. A one standard deviation increase in block fullness from the mean

(i.e., when the block is 91 percent full) reduces the predicted probability that an incident

occurs by 41 percent, from 2.2 percent to 1.3 percent. A one standard deviation decrease in

block fullness from the mean (i.e., when the block is 19 percent full) increases the predicted

probability that an incident occurs by 77 percent, from 2.2 percent to 3.9 percent. Hence,

the magnitude of the effect is far from trivial.

The results of the baseline OLS model used to test H2 are presented in Table 4. In

general, we find that fuller blocks are associated with a higher price. The coefficient on

block fullness is consistently positive and statistically significant. However, the magnitude
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Table 4: OLS Regression Results for Block Fullness on Price

(1) (2) (3) (4) (5)

Fullness 6.901∗∗∗ 0.862∗∗∗ 2.398∗∗∗ 6.573∗∗∗ 6.986∗∗∗

(0.066) (0.099) (0.103) (0.056) (0.057)

Unique 1.661∗∗∗

(0.025)

Unpopular 1.384∗∗∗

(0.022)

Confirmed -2.290∗∗∗

(0.070)

Volume -0.095∗∗

(0.047)

Constant 2.688∗∗∗ -14.109∗∗∗ -10.769∗∗∗ 8.114∗∗∗ 3.979∗∗∗

(0.047) (0.253) (0.199) (0.156) (0.666)

R-squared 0.728 0.874 0.823 0.740 0.728
Observations 4018 4015 4018 3684 4018

Robust standard errors are reported in parentheses. ***, **, and * denote significance at the 1, 5, and 10 percent levels.

of the coefficient on block fullness varies considerably—from 0.862 to 6.986—depending on

the proxy for network size employed.

4 Instrumental Variables Analysis

Our baseline model is subject to at least three criticisms. First, it is possible that block

fullness is related to some omitted variable, such as prevailing cybersecurity, that affects

criminal incidents. Second, it is possible that we have the causation reversed (i.e. reverse

causality or simultaniety). For example, it could be the case that breaches and scams lead

to emptier blocks. Third, the measure of block fullness is potentially measured with error,

leading to attenuation bias. To deal with these issues, we exploit the activation of SegWit

in August 2017 to conduct an instrumental variables analysis.

As noted above, the SegWit upgrade segregated the witness data from the sender and
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receiver data in a block and replaced the 1 MB block size limit with a 4 million weight unit

limit. To make SegWit backwards compatible, the weight of all blocks was set equal to three

times the stripped size of the block plus the total size of the block. Prior to activation of

SegWit, both witness data and sender and receiver data contributed to the stripped size.

Hence, block weight is equal to four times block size prior to block number 478,559, when

SegWit activated. Beginning with block number 478,559, only sender and receiver data

contributed to stripped size. Hence, SegWit reduced the contribution of witness data to the

block limit.

The immediate effect of the SegWit upgrade on block fullness can be seen in Figure

1. Recall that block fullness is measured as the average daily weight of bitcoin blocks

divided by the block limit, 4 million weight units. For comparison, we also include a legacy

measure of block fullness, which is constructed as if the witness data had not been removed

from the stripped size. Prior to the activation of SegWit, the two series are identical.

After the activation of SegWit, block fullness falls relative to our legacy measure of block

fullness. Indeed, the legacy measure typically exceeds 1 following the introduction of SegWit,

suggesting a counterfactual where blocks are more than completely full. That would not

technically be possible. Instead, the failure to activate SegWit would have likely resulted in

completely full blocks and a long queue of transactions waiting in the mempool. By reducing

the contribution of witness data to the block limit, SegWit permitted more transactions to

be processed per day and, correspondingly, reduced block fullness.

We use the activation of SegWit as an instrumental variable. A valid instrument must

influence block fullness exogenously and therefore not be related to the error term (mitigating

omitted variable bias) or dependent variable (mitigating simultaneity) through any other

channel other than the variable of interest, including (and therefore mitigating) measurement

error. In order to serve as a valid instrument, SegWit must satisfy two conditions: relevance

and exclusion(Roberts and Whited 2013). The relevance condition requires that the partial

correlation between the instrument (SegWit) and the endogenous variable (block fullness)

14



0
.5

1
1

.5

Ja
n 

20
11

Ja
n 

20
12

Ja
n 

20
13

Ja
n 

20
14

Ja
n 

20
15

Ja
n 

20
16

Ja
n 

20
17

Ja
n 

20
18

Ja
n 

20
19

Ja
n 

20
20

Ja
n 

20
21

Date

Legacy Block Fullness Block Fullness

Fullness Over Time

Figure 1: Block Fullness and Segregated Witness Data

not be equal to zero. The exclusion condition requires that the covariance between the

instrument and the error term is equal to zero.

To test for relevance, we estimate the following first-stage regression:

Ft = α0 + α1St + α2Pt + α3Nt + vt, (3)

where St is a dummy variable equal to 0 prior to the activation of SegWit and 1 otherwise

and vt is an error term. The predicted sign, significance, and a model F-statistic greater

than 10 should ameliorate concerns of weak instrument bias.

The exclusion restriction is violated when the instrument is correlated with both the

causal variable of interest and other determinants of the dependent variable (Angrist and

Pischke 2009). The exclusion condition cannot be tested because εt is unobservable. How-

ever, it is reasonable to believe the activation of SegWit satisfies the exclusion restriction.

The activation of SegWit exogenously altered the capacity of the bitcoin protocol. It did

not impact any other determinants of breaches and fraud, such as hacking technology or

15



Table 5: First Stage Results

(1) (2) (3) (4) (5)

SegWit -0.139∗∗∗ -0.124∗∗∗ -0.137∗∗∗ -0.124∗∗∗ -0.120∗∗∗

(0.021) (0.021) (0.021) (0.022) (0.021)

Price 0.200∗∗∗ 0.120∗∗∗ 0.158∗∗∗ 0.167∗∗∗ 0.251∗∗∗

(0.031) (0.036) (0.033) (0.033) (0.035)

Unique 0.225∗∗∗

(0.059)

Unpopular 0.148∗∗

(0.059)

Confirmed 0.083∗∗∗

(0.028)

Volume 0.158∗∗∗

(0.050)

Observations 121 121 121 121 121
R-squared 0.25 0.31 0.29 0.29 0.32
F-statistic 25.64 21.58 17.92 18.36 19.91

Robust standard errors are reported in parentheses. ***, **, and * denote significance at the 1, 5, and 10 percent levels.

exchange-related procedures. Hence, SegWit is not related to incidents of breaches or fraud

other than through its effect on block fullness.

We estimate our two-stage least squares model on the sample 60 days before and after the

activation of SegWit. Limiting the analysis to a tight window around the exogenous shock

reduces the chance that confounding factors are driving the results. The smaller sample size

from the narrow window reduces statistical power, increasing the risk of type 2 error (i.e.,

false negative). It does not lead to an increased risk of type 1 error (i.e., false positive).

Therefore, in this context, marginally significant results can be compelling.

The results of our first stage regression are presented in Table 5. The coefficient on the

SegWit dummy is statistically significant and negative in the first stage regression, consistent

with our contention that SegWit reduced block fullness by increasing the capacity of the

bitcoin protocol to process transactions. The estimated coefficient ranges from -13.9 percent

16



Table 6: Instrumental Variable Regression of Block Fullness on Incidents

(1) (2) (3) (4) (5)

Fullness -0.565 -0.456 -0.575∗ -0.510 -0.739∗

(0.344) (0.346) (0.349) (0.335) (0.409)

Price 0.008 0.070 -0.021 0.015 0.108
(0.048) (0.086) (0.058) (0.045) (0.069)

Unique -0.233
(0.239)

Unpopular 0.109
(0.091)

Confirmed -0.043
(0.061)

Volume 0.202
(0.153)

Observations 121 121 121 121 121

Robust standard errors are reported in parentheses. ***, **, and * denote significance at the 1, 5, and 10 percent levels.

to -12.0 percent across regressions. Hence, the magnitude of the effect of SegWit on block

fullness is meaningful. Moreover, concerns about weak instrument bias are ameliorated by

the high F-statistics, all of which exceed 10.

The results of the second stage regression are shown in Table 6. The estimated coefficient

on block fullness is consistently negative, which is consistent with our hypothesis. However,

the coefficient is only statistically significant in two of the five specifications. Given the

low power of the test, evidence of statistical significance is strong evidence in favor of our

hypothesis.

5 Conclusion

The vast sums of wealth held on centralized exchanges make them an attractive target for

cybercriminals, who might gain unauthorized access to an exchange’s wallet (breach) or pose

17



as a legitimate exchange (fraud) to steal customer funds. To profit from an attack, however,

a cybercriminal must launder the ill-gotten gains quickly and at a sufficiently low cost.

Network congestion makes this difficult. Just as robbing a bank during rush hour reduces

the odds of a speedy getaway, network congestion undermines a cybercriminal’s ability to

abscond with stolen bitcoin.

We have explained how block fullness—that is, the weight of bitcoin blocks relative to the

block limit—reduces transaction times and, hence, should discourage incidents of breaches

and frauds involving bitcoin. Moreover, since those accepting bitcoin when blocks are full

can be more confident that the bitcoin received was not obtained by breach or fraud, the

price of bitcoin should tend to rise and fall with block fullness.

We have also offered some evidence for our view. In our baseline model, we find that

a one standard deviation increase in block fullness reduces the predicted probability of an

incident of breach or fraud by roughly 41 percent. Similarly, a one standard deviation

decrease in block fullness increases the predicted probability of an incident by roughly 77

percent. Furthermore, changes in block fullness coincide with price changes, as predicted.

Finally, we have exploited the activation of SegWit to show that the aforementioned

relationship between block fullness and breach or fraud incidents is causal. Specifically, we

have conducted an instrumental variable analysis using SegWit as an instrument. Despite

the low statistical power of our test, we find evidence that an increase in block fullness

reduced incidents of breaches or frauds.
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