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DATA PROCESSING AGREEMENT

Between
[CUSTOMER FULL LEGAL NAME]
("Customer" / "Controller")
and
ENSEMBLE LABS INC. d/b/a TRUEFOUNDRY
A Delaware Corporation  |  Processor
Effective Date:  ___________________________
Underlying Agreement Date:  ___________________________


DATA PROCESSING AGREEMENT
This Data Processing Agreement ("DPA") is entered into between:

[CUSTOMER FULL LEGAL NAME], a [entity type] organised under the laws of [jurisdiction] ("Customer" or "Controller");

and

ENSEMBLE LABS INC. d/b/a TRUEFOUNDRY, a corporation organised under the laws of the State of Delaware, United States, having its registered office at 355 Bryant Street, Suite 403, San Francisco, CA 94107 ("TrueFoundry" or "Processor").

Each of Customer and TrueFoundry is referred to herein individually as a "Party" and collectively as the "Parties."

This DPA is effective as of the Effective Date set out on the cover page above and supplements and forms part of the Master Services Agreement / Subscription Agreement entered into between the Parties (the "Agreement").

RECITALS
A. Customer wishes to use TrueFoundry's platform and services for the deployment of applications, machine learning models, and large language models (the "Services").
B. In the course of providing the Services, TrueFoundry may Process Personal Data on behalf of Customer as a data processor or service provider under Applicable Data Protection Laws.
C. The Parties wish to set out their respective rights and obligations with respect to the Processing of Personal Data in accordance with Applicable Data Protection Laws.

NOW, THEREFORE, in consideration of the mutual covenants and agreements set forth herein, and for good and valuable consideration, the receipt and sufficiency of which are hereby acknowledged, the Parties agree as follows:
1. DEFINITIONS
1.1 Capitalised terms used but not defined in this DPA have the meanings given in the Agreement. The following terms have the meanings set out below:
(a) "Applicable Data Protection Laws"  means all applicable laws, regulations, and governmental requirements relating to the privacy, security, confidentiality, or Processing of Personal Data that apply to either Party, including without limitation: (a) the EU General Data Protection Regulation (EU) 2016/679 ("EU GDPR"); (b) the UK General Data Protection Regulation and Data Protection Act 2018 ("UK GDPR"); (c) the California Consumer Privacy Act of 2018 as amended by the California Privacy Rights Act of 2020 ("CCPA/CPRA"); (d) the Digital Personal Data Protection Act, 2023 of India ("DPDP Act"); (e) the U.S. Gramm-Leach-Bliley Act ("GLBA"), to the extent applicable; and (f) any other applicable data protection, privacy, or security laws, as amended or updated from time to time.
(b) "Controller"  has the meaning given in Applicable Data Protection Laws and, for purposes of this DPA, refers to Customer.
(c) "Controller Affiliate"  means an Affiliate of Customer that is a beneficiary of the Agreement.
(d) "Covered Data"  means Personal Data and other data that is: (a) provided by or on behalf of Customer to TrueFoundry in connection with the Services; or (b) obtained, developed, produced, or otherwise Processed by TrueFoundry, or its agents or Sub-processors, for the purpose of providing the Services.
(e) "Data Protection Authority" means any competent supervisory authority or regulatory body responsible for enforcing Applicable Data Protection Laws.
(f) "Data Subject"  means a natural person whose Personal Data is Processed under this DPA.
(g) "Data Subject Request"  means a request made by a Data Subject to exercise any right available to them under Applicable Data Protection Laws.
(h) "De-identified Data"  means data derived from Covered Data that cannot reasonably be used to infer information about, or be linked to, a particular individual.
(i) "EEA"  means the European Economic Area.
(j) "InfoSec Programme"  has the meaning given in Article 7.1 of this DPA.
(k) "Personal Data"  means any data or information that identifies, relates to, describes, is reasonably capable of being associated with, or could reasonably be linked, directly or indirectly, to an identified or identifiable natural person, as further defined under Applicable Data Protection Laws.
(l) "Personal Data Breach" or "Security Incident"  means any breach of security leading to the accidental or unlawful destruction, loss, theft, alteration, corruption, unavailability, unauthorised disclosure of, or access to, Covered Data transmitted, stored, or otherwise Processed by TrueFoundry or its Sub-processors.
(m) "Processing"  means any operation or set of operations performed on Covered Data, whether or not by automated means, including collection, recording, organisation, structuring, storage, adaptation, retrieval, consultation, use, disclosure by transmission, dissemination or otherwise making available, alignment, combination, restriction, erasure, or destruction. "Process," "Processes," and "Processed" shall be construed accordingly.
(n) "Processor"  has the meaning given in Applicable Data Protection Laws and, for purposes of this DPA, refers to TrueFoundry.
(o) "Services"  means the platform and professional services provided by TrueFoundry to Customer under the Agreement, including the deployment of applications, machine learning models, large language models, and all related ancillary services.
(p) "Standard Contractual Clauses" or "SCCs"  means: (a) the standard contractual clauses for the transfer of personal data to third countries adopted by the European Commission pursuant to Commission Implementing Decision (EU) 2021/914 (Module 2: Controller-to-Processor), as may be amended from time to time; and (b) any equivalent approved mechanism under UK GDPR or other Applicable Data Protection Laws, as applicable.
(q) "Sub-processor"  means any Processor engaged by TrueFoundry (or by any other Sub-processor of TrueFoundry) to Process Covered Data on TrueFoundry's behalf in connection with the Services.
2. RELATIONSHIP TO THE AGREEMENT
2.1. This DPA is incorporated into and forms an integral part of the Agreement. In the event of any conflict or inconsistency between this DPA and the Agreement with respect to the Processing of Covered Data, this DPA shall prevail.
2.2. Any Processing operation described in the Agreement, in Article 4 (Details of Data Processing), or in Schedule 1 to this DPA shall be subject to this DPA.
2.3. Controller Affiliates may be beneficiaries under this DPA and shall, through Customer, be entitled to enforce rights in relation to Covered Data provided by or on behalf of such Affiliate. Customer shall ensure that all obligations applicable to Customer under this DPA are communicated to and complied with by the respective Controller Affiliate.
2.4. Customer warrants that it is duly mandated by any Controller Affiliates on whose behalf TrueFoundry Processes Covered Data to: (a) enforce the terms of this DPA on behalf of such Controller Affiliates; and (b) receive and respond to any notices or communications under this DPA on behalf of such Controller Affiliates.
2.5. Customer shall be the sole point of contact for all communications between Controller Affiliates and TrueFoundry under this DPA.
3. ROLES OF THE PARTIES
3.1. The Parties acknowledge and agree that:
(a) for purposes of Applicable Data Protection Laws, TrueFoundry acts as a "Processor," "service provider," or the substantial equivalent thereof in connection with its performance of the Services; and
(b) for purposes of Applicable Data Protection Laws, Customer acts as a "Controller," "business," or the substantial equivalent thereof in connection with its obligations under the Agreement and this DPA.
3.2. Where TrueFoundry Processes Covered Data for its own independent business purposes (such as maintaining billing records, ensuring system security, or preventing fraud), it does so as an independent Controller for those purposes, and this DPA shall not apply to such Processing.

4. DETAILS OF DATA PROCESSING
4.1. The details of the Processing of Covered Data under this DPA — including subject matter, nature, purpose, types of Personal Data, categories of Data Subjects, and duration — are set out in Schedule 1 to this DPA.
4.2. TrueFoundry shall only Process Covered Data on behalf of, and in accordance with the documented instructions of, Customer, and shall comply with all Applicable Data Protection Laws. The Agreement, this DPA, and Schedule 1 constitute the primary documented instructions for the Processing of Covered Data. Customer may issue further written instructions in accordance with this DPA.
4.3. TrueFoundry is expressly prohibited from:
(a) selling Covered Data or otherwise making Covered Data available to any third party for monetary or other valuable consideration;
(b) sharing Covered Data with any third party for cross-context behavioural advertising or targeted advertising;
(c) retaining, using, or disclosing Covered Data for any purpose other than the purposes specified in Schedule 1, or as otherwise expressly permitted by Applicable Data Protection Laws;
(d) retaining, using, or disclosing Covered Data outside the direct business relationship between the Parties; and
(e) combining Covered Data with Personal Data received from other persons or collected from TrueFoundry's own interaction with Data Subjects, except as permitted by Applicable Data Protection Laws.
(f) retaining, using, or disclosing Covered Data for any commercial purpose (as that term is defined under the California Consumer Privacy Act of 2018 as amended by the California Privacy Rights Act of 2020) or for any purpose other than performing the Services on Customer's behalf. TrueFoundry hereby certifies that it understands the restrictions applicable to service providers under the CCPA/CPRA and will comply with them.
4.4. TrueFoundry shall limit access to Covered Data to personnel with a legitimate business need, and shall ensure that all such personnel are bound by appropriate confidentiality obligations at least as protective as this DPA.
4.5. If TrueFoundry believes Customer's instructions infringe Applicable Data Protection Laws, it shall promptly notify Customer. TrueFoundry may suspend the relevant Processing until Customer provides lawful instructions and shall not be in breach of this DPA for doing so.
4.6. TrueFoundry shall provide Customer with such information as is available to it to enable Customer to conduct any data protection impact assessments required under Applicable Data Protection Laws.
4.7. A failure by TrueFoundry to comply with this Article 4 shall constitute a material breach of the Agreement.
5. TRUEFOUNDRY'S OBLIGATIONS AS PROCESSOR
5.1. Instructions.  TrueFoundry shall Process Covered Data only in accordance with Customer's documented instructions, as set out in the Agreement, this DPA, and Schedule 1, unless required to do otherwise by Applicable Data Protection Laws (in which case TrueFoundry shall, unless prohibited, notify Customer before such Processing).
5.2. Confidentiality.  TrueFoundry shall ensure that all personnel authorised to Process Covered Data are bound by appropriate confidentiality obligations (whether by contract or statute) and are informed of the confidential nature of Covered Data.
5.3. Security.  TrueFoundry shall implement and maintain appropriate technical and organisational measures to protect Covered Data against Personal Data Breaches, as described in Article 7 of this DPA.
5.4. Sub-processors.  TrueFoundry shall comply with the Sub-processor management obligations set out in Article 8 of this DPA.
5.5. Data Subject Rights Assistance.  TrueFoundry shall provide reasonable technical and organisational assistance to enable Customer to respond to Data Subject Requests within applicable statutory timeframes. TrueFoundry shall, within five (5) business days of receipt, forward to Customer any Data Subject Request received directly by TrueFoundry and advise the Data Subject to submit their request to Customer.
5.6. Impact Assessments.  Upon Customer's reasonable written request, TrueFoundry shall provide reasonable assistance to Customer in conducting data protection impact assessments and carrying out prior consultations with Data Protection Authorities.
5.7. Deletion and Return.  Upon expiry or termination of the Agreement, or earlier at Customer's written request, TrueFoundry shall delete or return all Covered Data in accordance with Article 14.
5.8. Audit.  TrueFoundry shall make available to Customer all information reasonably necessary to demonstrate compliance with this DPA and shall permit audits in accordance with Article 12.
5.9. Inability to Comply.  TrueFoundry shall promptly notify Customer if it determines it can no longer meet its obligations under this DPA or Applicable Data Protection Laws, and shall cooperate to address such inability.
6. CUSTOMER'S OBLIGATIONS
6.1. Customer warrants that: (a) it has a valid and lawful basis for Processing Personal Data; and (b) its instructions to TrueFoundry are and shall remain lawful.
6.2. Customer is solely responsible for ensuring Data Subjects have been provided with appropriate notices regarding the Processing of their Personal Data by TrueFoundry on Customer's behalf.
6.3. Customer shall not upload or submit special categories of Personal Data (including health data, biometric data, racial or ethnic origin, political opinions, religious beliefs, genetic data, sexual orientation, or financial account information) without prior written agreement with TrueFoundry and, where required, appropriate additional safeguards.
6.4. Customer shall promptly notify TrueFoundry of any changes to its documented instructions that may affect TrueFoundry's Processing or compliance obligations.
6.5. Customer may take reasonable steps — including audits and technical testing under Article 12 — to verify that TrueFoundry uses Covered Data consistently with Customer's Applicable Data Protection Law obligations.
7. INFORMATION SECURITY
7.1. InfoSec Programme.  TrueFoundry shall create, implement, and maintain a comprehensive information security programme ("InfoSec Programme") including appropriate administrative, technical, and physical safeguards to protect the confidentiality, integrity, and availability of Covered Data. The InfoSec Programme shall be reviewed, updated, and tested at least annually.
7.2. Minimum Security Measures.  Without limiting Article 7.1, TrueFoundry implements and maintains the following:
(a) Encryption.  Covered Data encrypted at rest (AES-256 or equivalent) and in transit (TLS 1.2+). Encryption standards are maintained in conformance with TrueFoundry’s SOC 2 Type II certification, HIPAA Security Rule requirements (where applicable), and OWASP cryptographic guidelines.
(b) Access Controls.  Role-based, least-privilege access controls. Access privileges reviewed and re-authorised at least twice annually and promptly revoked when no longer required.
(c) Authentication.  Multi-factor authentication required for all access to internal and customer-facing systems. Account lockout after a reasonable number of failed attempts.
(d) Audit Logging.  Logs recording: timestamp, IP address of actor, username/API token, event outcome, and event description. Logs cover user activity, access control events, configuration changes, and data access events.
(e) Vulnerability Management.  Periodic penetration testing and vulnerability scanning. Critical findings remediated within thirty (30) days of discovery.
(f) Incident Response.  Documented incident response programme with regular training, at least annual tests and exercises, and annual reviews, aligned with industry best practices.
(g) Technical Controls.  Firewall protection, identity lifecycle and access management automation, antivirus/malware protection, security patch management, and intrusion detection/prevention systems.
(h) Physical Security.  Physical access to data storage and Processing locations restricted to authorised personnel with a demonstrable need.
(i) Personnel Security.  Background screening prior to access to Covered Data. Ongoing security training and awareness programmes for all personnel.
(j) Business Continuity.  Documented backup and disaster recovery policies to ensure availability, integrity, and recoverability of Covered Data.
7.3. Certification.  TrueFoundry maintains a SOC 2 Type II audit programme and operates in accordance with HIPAA Security Rule requirements and OWASP security standards. Current SOC 2 Type II reports are available to Customer under NDA upon written request. Where Customer requires HIPAA compliance, execution of a Business Associate Agreement (BAA) is a condition precedent to processing Protected Health Information.
7.4. Periodic Assessment.  TrueFoundry shall conduct annual risk assessments consistent with its SOC 2 Type II audit programme and HIPAA risk analysis obligations (where applicable). TrueFoundry shall engage an independent third party to review and validate information security controls pertaining to the Processing of Covered Data, with results made available to Customer under NDA upon written request.
7.5. Material Breach.  A systemic or persistent failure to implement and maintain the controls in this Article 7, which failure is not remediated within thirty (30) days of written notice from Customer specifically identifying the deficiency, shall constitute a material breach of the Agreement.
8. SUB-PROCESSORS
8.1. General Authorisation.  Customer grants TrueFoundry general authorisation to engage Sub-processors for the Processing of Covered Data, subject to this Article 8. TrueFoundry's current approved Sub-processors are listed in Schedule 2 and maintained at https://trust.truefoundry.com/subprocessors.
8.2. Due Diligence.  Before engaging any Sub-processor to access Covered Data, TrueFoundry shall evaluate the Sub-processor's technical and organisational capabilities through a documented Third Party Risk Management programme. TrueFoundry shall be liable for any breach by a Sub-processor to the extent such breach would not have occurred had TrueFoundry complied with its due diligence obligations under Article 8.2 and its Sub-processor agreement obligations under Article 8.3.
8.3. Sub-processor Agreements.  TrueFoundry shall: (a) enter into a written agreement with each Sub-processor imposing data protection obligations no less protective than this DPA; and (b) remain fully liable for Sub-processor acts and omissions.
8.4. Notification of Changes.  TrueFoundry shall notify Customer at least fourteen (14) days before adding, replacing, or removing a Sub-processor that Processes Covered Data.
8.5. Right to Object.  If Customer objects to a new Sub-processor on reasonable data protection grounds, Customer shall notify TrueFoundry in writing within ten (10) days of notification. The Parties shall negotiate in good faith. If unresolved within thirty (30) days, Customer may terminate the Agreement (or affected portion) on thirty (30) days' written notice without penalty.
8.6. Sub-processor Audits.  TrueFoundry shall audit Sub-processors at least annually and shall, upon Customer's written request, confirm their compliance with Applicable Data Protection Laws and their obligations under Article 8.3.
8.7. Further Sub-processing.  TrueFoundry shall not permit Sub-processors to engage further sub-processors without TrueFoundry's prior written consent, subject to equivalent data protection obligations.
8.8. Upon Customer's written request, TrueFoundry shall provide reasonable details of Sub-processor agreements relevant to Customer's Processing activities, subject to redaction of commercially sensitive terms.
9. DATA SUBJECT RIGHTS
9.1. As between the Parties, Customer has sole discretion and responsibility for responding to Data Subject Requests under Applicable Data Protection Laws.
9.2. TrueFoundry shall, within five (5) business days of receipt, forward to Customer any Data Subject Request received by TrueFoundry or any Sub-processor and advise the Data Subject to submit their request to Customer.
9.3. TrueFoundry shall provide Customer with reasonable technical and organisational assistance to fulfil its obligations in responding to Data Subject Requests, including requests to access, rectify, erase, restrict, object to, or port Covered Data, within applicable statutory deadlines.
9.4. TrueFoundry shall not respond to any Data Subject Request on behalf of Customer except: (a) as required by Applicable Data Protection Laws; or (b) with Customer's prior written consent.
10. PERSONAL DATA BREACH NOTIFICATION
10.1. Programme.  TrueFoundry shall implement, maintain, and follow a programme for managing Personal Data Breaches, including detection, containment, assessment, notification, and remediation procedures.
10.2. Notification Timeline.  TrueFoundry shall notify Customer without undue delay, and in any event within seventy-two (72) hours of becoming aware of a Personal Data Breach affecting Covered Data. Where complete information is unavailable within 72 hours, TrueFoundry shall provide an initial notification within that period and supplement it as information becomes available — no less than weekly for uncontained Breaches and no less than once every two (2) weeks for contained Breaches — until fully remediated.
10.3. Notification Content.  Notifications shall include, to the extent known at the time:
(a) the nature of the Personal Data Breach;
(b) the categories and approximate number of Data Subjects affected;
(c) the categories and approximate volume of Covered Data records affected;
(d) the identity and contact details of TrueFoundry's data protection contact;
(e) the likely consequences of the Breach; and
(f) the measures taken or proposed to address the Breach and mitigate its effects.
10.4. Cooperation.  TrueFoundry shall: (a) act immediately, at its own expense, to investigate, contain, and remediate the Breach; (b) cooperate fully with Customer's investigation; (c) provide all assistance required for Customer to fulfil its notification obligations under Applicable Data Protection Laws; and (d) promptly respond to any status requests from Customer or law enforcement.
10.5. No Admission.  Notification of a Personal Data Breach shall not constitute an admission of fault or liability by TrueFoundry.
11. RECORDS
11.1. TrueFoundry shall maintain complete, accurate, and up-to-date records of its data processing activities carried out on behalf of Customer, including: (a) categories of Processing activities performed; (b) security measures implemented; (c) backup, disaster recovery, and business continuity policies; (d) Sub-processor agreements and due diligence documentation; and (e) any other information relevant to compliance with this DPA.
11.2. Such records shall be maintained in accordance with applicable statutory requirements and made available to Customer or relevant Data Protection Authorities upon reasonable written request.
12. AUDITS AND INSPECTIONS
12.1. Third-Party Reports.  TrueFoundry shall, upon written request, provide Customer with its most recent third-party audit report (SOC 2 Type II or equivalent) under NDA. Where such report covers the relevant controls and TrueFoundry confirms no material changes since the report date, Customer shall accept it in lieu of an on-site audit for those controls.
12.2. On-Site Audits.  Customer (or a qualified, independent third-party auditor appointed by Customer, not being a competitor of TrueFoundry) may conduct an on-site audit of TrueFoundry's operations, facilities, books, and records to confirm compliance with this DPA, subject to:
(a) at least twenty-one (21) days' prior written notice including a detailed proposed audit plan;
(b) no more than once per calendar year, except where: (i) a prior audit revealed a material breach; or (ii) required by a Data Protection Authority;
(c) conducted during normal business hours with minimal disruption to TrueFoundry's operations; and
(d) Customer bearing the cost of the audit, unless the audit reveals a material breach by TrueFoundry, in which case TrueFoundry bears its reasonable direct costs of facilitating the audit.
12.3. Remediation.  Customer shall promptly notify TrueFoundry of any non-compliance discovered during an audit. TrueFoundry shall remedy such non-compliance within thirty (30) days at its own cost. Failure to do so entitles Customer to terminate the Agreement (or affected portion) on written notice.
13. INTERNATIONAL DATA TRANSFERS
13.1. TrueFoundry shall not transfer Covered Data outside the EEA, UK, Switzerland, or any jurisdiction with an adequate level of protection, without an appropriate transfer mechanism in place, which may include: (a) an adequacy decision; (b) Standard Contractual Clauses; or (c) binding corporate rules.
13.2. SCCs.  Where SCCs are used: (a) the SCCs (Module 2: Controller-to-Processor, EU Decision 2021/914) are incorporated into this DPA by reference; (b) the Annexes shall be completed by reference to Schedule 1 and Article 7 of this DPA; and (c) in the event of conflict, the SCCs prevail to the extent necessary.
13.3. UK Transfers.  For transfers under UK GDPR, the UK International Data Transfer Addendum to the EU SCCs (as issued by the UK ICO) applies and is incorporated by reference.
13.4. Indian Transfers.  Transfers of Covered Data subject to the DPDP Act shall be conducted in accordance with the DPDP Act and any rules, regulations, or orders issued thereunder by the Government of India.
13.5. TrueFoundry shall promptly notify Customer of any legal or regulatory requirement that prevents compliance with this Article 13.
14. DATA RETENTION AND DELETION
14.1. Retention During Term.  During the Agreement term, TrueFoundry shall retain Covered Data only as necessary to provide the Services or as required by Applicable Data Protection Laws.
14.2. Return or Deletion.  Upon expiry or termination of the Agreement, or earlier at Customer's written request, TrueFoundry shall, within ninety (90) days, at Customer's election: (a) return all Covered Data in a commonly used, machine-readable format; or (b) securely delete all Covered Data from TrueFoundry's systems and those of its Sub-processors. TrueFoundry shall provide written certification of deletion upon request.
14.3. Destruction Standard.  Covered Data shall be destroyed through cryptographic erasure or media sanitisation in accordance with NIST Special Publication 800-88 Rev. 1 (or equivalent). The secure method of return shall be determined by Customer.
14.4. Legal Retention.  TrueFoundry may retain Covered Data beyond Article 14.2 only as required by law. Such data shall be: (a) isolated from active Processing; (b) used only for the applicable legal obligation; and (c) subject to the security measures in Article 7.
14.5. Sub-processors.  TrueFoundry shall cause all Sub-processors to comply with this Article 14.
15. DE-IDENTIFIED DATA
15.1. If TrueFoundry receives or creates De-identified Data from Covered Data, TrueFoundry shall:
(a) take reasonable measures to ensure the De-identified Data cannot be associated with or re-linked to a Data Subject;
(b) Process De-identified Data solely in de-identified form and not attempt to re-identify such data; and
(c) contractually obligate any recipients of De-identified Data to comply with this Article 15 and Applicable Data Protection Laws.

16. TERM
16.1. This DPA commences on the Effective Date and continues for the duration of the Agreement and thereafter until TrueFoundry completes the return or deletion of all Covered Data under Article 14, upon which it automatically expires.
16.2. Obligations that by their nature survive expiry or termination (including those in Articles 7, 10, 11, 14, and 17) shall continue in full force and effect.
17. GENERAL PROVISIONS
17.1. Governing Law.  This DPA is governed by and construed in accordance with the governing law specified in the Agreement. Disputes shall be subject to the dispute resolution mechanism and jurisdiction in the Agreement. Notwithstanding the foregoing, to the extent the Standard Contractual Clauses apply to any transfer of Covered Data, the governing law and choice of courts applicable to the SCCs shall be as specified in Schedule 3 of this DPA.
17.2. Entire Agreement.  This DPA, together with its Schedules and the Agreement, constitutes the entire agreement between the Parties with respect to the Processing of Covered Data and supersedes all prior agreements on that subject.
17.3. Liability and Remedies.  The liability, indemnification, and remedies framework applicable to any breach of this DPA, including any claims arising out of or in connection with the Processing of Covered Data, shall be governed by and subject to the terms of the Agreement, including any limitations of liability, exclusions, caps, and indemnification provisions set out therein.
17.4. Change of Control.  TrueFoundry shall provide Customer with written notice as soon as reasonably practicable (and in any event within five (5) Business Days of public announcement or consummation, whichever is earlier) of any publicly announced or consummated change of control of TrueFoundry (including any merger, acquisition, consolidation, sale of all or substantially all assets, or change in majority ownership). Upon receipt of such notice, Customer shall have the right to terminate this DPA and the Agreement on thirty (30) days’ written notice given within sixty (60) days of TrueFoundry’s notification, without penalty. TrueFoundry shall not assign this DPA or its obligations hereunder without Customer’s prior written consent (not to be unreasonably withheld), except to a successor entity in connection with a change of control where Customer does not elect to terminate pursuant to this Article 17.10.
17.5. Amendments.  No amendment to this DPA is valid unless in writing and signed by duly authorised representatives of both Parties, except that TrueFoundry may update Schedule 2 in accordance with Article 8.4.
17.6. Severability.  If any provision is held invalid or unenforceable, the remaining provisions continue in full force.
17.7. Notices.  All notices shall be in writing to the contact details in the Agreement, unless otherwise agreed.
17.8. Precedence.  This DPA prevails over any inconsistent term in the Agreement with respect to the Processing of Covered Data.
17.9. Counterparts.  This DPA may be executed in counterparts, each an original. Electronic or digital signatures are valid and binding.
17.10. No Waiver.  No failure or delay by either Party in exercising any right under this DPA operates as a waiver.

17.11. Government Access Requests.  If TrueFoundry receives a request, demand, order, subpoena, or other legal process from any law enforcement authority, government agency, regulatory body, or court requiring the disclosure of, or access to, Covered Data (each, a “Government Request”), TrueFoundry shall:
(a) notify Customer of the Government Request promptly and in any event within five (5) business days of receipt, to the extent permitted by applicable law;
(b) disclose only the minimum Covered Data strictly required to comply with a legally binding Government Request;
(c) use reasonable legal means, at Customer’s reasonable request and expense, to challenge or seek to limit any Government Request that TrueFoundry reasonably believes to be overbroad, unlawful, or inconsistent with Applicable Data Protection Laws;
(d) treat any Covered Data disclosed pursuant to a Government Request as subject to the confidentiality obligations applicable to Covered Data under this DPA; and
(e) keep a record of all Government Requests received and make such record available to Customer upon reasonable written request.
Where TrueFoundry is legally prohibited from notifying Customer of a Government Request, TrueFoundry shall use reasonable legal means to seek to have such prohibition lifted or varied, and shall notify Customer of the existence of a Government Request (without disclosing its content) as soon as it is legally permitted to do so.

IN WITNESS WHEREOF, the Parties have caused this Data Processing Agreement to be executed by their duly authorised representatives as of the Effective Date.


	CUSTOMER (CONTROLLER)
Authorised Signature:  _____________________________
Print Name:  _____________________________
Title:  _____________________________
Date:  _____________________________
Legal Entity Name:  _____________________________
	ENSEMBLE LABS INC. d/b/a TRUEFOUNDRY (PROCESSOR)
Authorised Signature:  _____________________________
Print Name:  _____________________________
Title:  _____________________________
Date:  _____________________________




SCHEDULE 1 — DETAILS OF PROCESSING

A.  List of Parties
Controller:  As set forth in the preamble to this DPA.
Processor:  Ensemble Labs Inc. d/b/a TrueFoundry, a corporation organised under the laws of the State of Delaware, United States.

B.  Description of Processing

1.  Subject Matter and Nature of Processing
The subject matter is the provision of TrueFoundry's platform and professional services, including deployment of applications, machine learning models, and large language models. The nature of Processing includes: collection, storage, retrieval, organisation, use, disclosure by transmission, and erasure of Personal Data.

2.  Purpose(s) of Processing
TrueFoundry Processes Covered Data for the following purposes:
(a) to provide, maintain, and improve the Services under the Agreement;
(b) to provide customer support and respond to Customer enquiries;
(c) to comply with TrueFoundry's legal and regulatory obligations; and
(d) as otherwise expressly agreed in writing between the Parties.

3.  Categories of Data Subjects
Covered Data may relate to:
(a) Customer's employees, contractors, and agents who access or use the Services;
(b) Customer's customers and end users whose data is uploaded to or Processed via the Services; and
(c) other individuals whose Personal Data is Processed by Customer through the Services.

4.  Categories of Personal Data
Covered Data may include:
(a) Identification data: name, username, employee or user ID;
(b) Contact data: email address, telephone number, business address;
(c) Authentication and access data: login credentials, access logs, IP addresses;
(d) Technical and usage data: device identifiers, system logs, API call logs; and
5.  Special Categories of Personal Data
Unless otherwise agreed in writing, TrueFoundry shall not Process special categories of Personal Data (including health data, biometric data, racial or ethnic origin, political opinions, religious beliefs, or financial account data).

6.  Frequency of Processing
Processing shall occur on a continuous basis throughout the term of the Agreement, as required for the provision of the Services.

7.  Duration of Processing
Processing shall continue for the duration of the Agreement. Upon expiry or termination, Article 14 governs retention, return, and deletion.

8.  Competent Supervisory Authority (EEA/UK Transfers)
To be determined by reference to the Controller's primary place of establishment within the EEA or UK, as applicable.


SCHEDULE 2 — APPROVED SUB-PROCESSORS

The following Sub-processors are authorised to Process Covered Data on TrueFoundry's behalf. An up-to-date list is maintained at https://trust.truefoundry.com/subprocessors. TrueFoundry shall notify Customer of any additions or changes in accordance with Article 8.4.

	Sub-processor
	Country / Region
	Processing Activity
	Data Transferred

	Amazon Web Services, Inc.
	United States (global AWS regions as applicable)
	Cloud infrastructure, hosting, data storage, and compute
	Covered Data as required for the Services

	FusionAuth, Inc.
	United States
	Authentication and identity management for the Services
	Authentication credentials, user identifiers, session tokens

	PostHog, Inc.
	United States
	Product analytics, usage analytics, and data analysis
	Usage logs, anonymised product telemetry, IP addresses






SCHEDULE 3 — STANDARD CONTRACTUAL CLAUSES

A.  Incorporation of SCCs
Where required by Applicable Data Protection Laws for international data transfers from the EEA or Switzerland, the Standard Contractual Clauses (Module 2: Controller-to-Processor), as adopted by the European Commission pursuant to Commission Implementing Decision (EU) 2021/914 of 4 June 2021, are incorporated into this DPA by reference and apply between Customer (as data exporter) and TrueFoundry (as data importer). The Parties make the following elections for the purposes of the SCCs: (a) Clause 7 (Docking Clause): the optional Clause 7 is not incorporated. (b) Clause 9(a) (Sub-processors — General Written Authorisation): Option 2 is selected; the prior notice period for Sub-processor changes is fourteen (14) days as set out in Article 8.4 of this DPA. (c) Clause 11 (Redress): the optional redress language in Clause 11 is not incorporated. (d) Clause 17 (Governing Law): the SCCs shall be governed by the law of the Republic of Ireland. (e) Clause 18 (Choice of Courts): disputes under the SCCs shall be submitted to the courts of the Republic of Ireland.

B.  SCC Annex Cross-Reference

	SCC Annex
	Cross-Reference in this DPA

	Annex I-A  (List of Parties)
	Preamble and Schedule 1, Section A of this DPA

	Annex I-B  (Description of Transfer)
	Schedule 1, Sections B.1–B.8 of this DPA

	Annex I-C  (Competent Supervisory Authority)
	Schedule 1, Section B.8 (determined by Controller's place of establishment in EEA/UK)

	Annex II  (Technical & Organisational Measures)
	Article 7 of this DPA



C.  UK Addendum
For transfers governed by UK GDPR, the UK International Data Transfer Addendum to the EU SCCs (as issued by the UK Information Commissioner's Office) applies and is incorporated by reference. The Parties are deemed to have completed the Addendum consistently with the information in this DPA.

D.  Indian Cross-Border Transfers
For transfers subject to the DPDP Act, any cross-border transfer shall be conducted in accordance with the DPDP Act and rules or orders issued thereunder, including any restrictions on transfers to countries notified by the Government of India.
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