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01 Executive summary

Security is ho longer just about control.
For quant teams, it is also about
proving reliable execution at scale.

We break down the forces reshaping quant research, why legacy infrastructure fails,
andwhat it takes to scale securely.

Mission-critical has expanded

Fordecades, quant research defaulted to on-prem
infrastructure forgoodreasons. Control, isolation, deterministic
performance, and trust in results mattered more than
convenience. That foundation did not disappear, but the
workloads running on top of it now operate at very different
scale, duration, and levels of complexity.

Why legacy models break down

Training and backtesting can scale to hundreds of GPUs, with
some teams operating even larger fleets. Hardware innovation
outpaces traditional on-premrefresh cycles. As scale increases,
reliability becomes harderto sustain, visibility degrades, and
reproducibility suffers.

On-prem environments reach operational limits precisely
asresearchintensity peaks. General-purpose clouds offer
elasticity, butintroduce performance variability and opaque
execution that quant teams cannot accept.

The new requirement for quant security

Modern quant security requires more thanisolation. It requires
reliable execution, provable behavior, and continuous visibility
across every workload. At scale, security and reliability are
inseparable. Observability is what makes both verifiable.
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02 Redefining mission-critical

The Al eraleaves
on-prem-only
teams atrisk

Fordecades, quantresearch teamsrelied on on-prem
clusters to deliver security by design. Elite engineering
teams could observe the full system, tune performance
precisely, and trust that execution would remain
consistent overtime.

That modelwas sustainable as long as the workloads
were predictable and manageable.

However, Al-driven quant workloads changed those
boundaries for good, exceeding the physical and
operational limits of on-prem environments and
challenging traditional security assumptions. Quant
teams pushing the limits of scale, duration, and iteration
speed felt the shift first.

The shifts that redefined mission-critical

O1 Larger, longer-runningjobs

Training workloads increasingly span thousands

of GPUs andrunfordays orweeks atatime. Asjob
duration and scale increase, even small performance
inconsistencies or hardware issues can materially

impact outcomes.

03 Bursty demand and frequentiteration
Researchdemand isincreasingly bursty and

unpredictable. Teams need to scale experimentation
rapidly as hypotheses change, market conditions
shift, ornew models emerge, without waiting on

fixed capacity.
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02 Highly distributed training and
backtesting

Backtesting has evolvedinto large-scale,
continuous simulation. Distributed execution
is now the norm, not the exception, increasing
sensitivity tojitter, failures, and uneven
performance across nodes.

04 Hardware innovation outpacing
on-premcycles
GPU innovation now moves faster than
traditional procurement and refresh cycles.
Forteams operating at the leading edge,
staying competitive requires access to new
architectures that are difficult to deploy and
sustain on-prem.
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02 Redefining mission-critical

When scale redefines what
security means

The shifts reshaping quant workloads do more than
straininfrastructure capacity. They challenge the
assumptions that once defined security.

Scale introduces more operational fragility

Long-running, distributed jobs introduce more
opportunities for small failures to accumulate.
Performance degrades unevenly. Jobs stall or slowin
ways that are difficult to detect without deep visibility.
What once felt deterministic becomesfragile.

When critical workloads fail or degrade, the impact
goes beyond wasted compute. Results become harder
toreproduce. Confidencein outcomes erodes. And
without a clearrecord of how workloads behaved,
governance and validation break down.

Mission-critical infrastructure must now do more than
protect dataand models. It must ensure that execution
itself can be trusted.

The new security imperative: reliability

Mission-critical did not disappear. It simply expanded.

Formodern quant teams, mission-critical infrastructure
is defined by reliable execution, provable behavior,

and continuous visibility at cloud scale. Reliability is no
longerimplicit. It must be engineered, observed, and
continuously validated across every workload, across
the full stack.

Thisis the new security imperative for quantresearch.

The questionis: How to modernize infrastructure without
sacrificing the control and reliability that made on-prem
the defaultinthe first place?
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03 Infrastructure shortfalls

Traditional models
fail modern quant
workloads

Most quant teams assume they have two viable
options forrunning mission-critical workloads:
on-preminfrastructure ora general-purpose cloud.
However, neitherwas designed for the scale, execution
characteristics, andreliability requirements of modern,
Al-driven quant research.

As workloads grow larger, longer-running, and more
distributed, the limitations of bothmodels become
hardertoignore.
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On-prem shortfalls

Forteams operating on-prem environments, the
infrastructure that once protectedresearch velocity
now becomes the constraint slowing it down. As scale
and complexity exponentially increase, reliability
degrades precisely whenresearchintensity is highest.

Common challengesinclude:

0'| Fixed capacity ceilings

On-prem clusters cannot easily absorb sudden
spikesintraining or backtesting demand, forcing
teams to queue work or limit experimentation.

02 Hardware procurement

Long procurement and deployment cycles
canmake it difficult to keep up with the latest
hardware generations and innovations.

03 Operational fragility at scale

As clusters grow larger and jobs runlonger, small
failures become more frequent and harder to
isolate, increasing operational fragility.

04 Limited operational visibility

Many on-prem environments rely on manual
diagnostics and fragmented tooling, increasing
overhead and slowing root-cause analysis.
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03 Infrastructure shortfalls

General-purpose cloud weaknesses

General-purpose clouds promise elasticity, but they
were not built forthe execution guarantees quant
workloads require. For quant research, trading capacity
forconsistency and controlintroduces execution risk
that teams cannot tolerate.

Key limitationsinclude:

0'| Multi-tenant performance variability

Virtualizationlayers introduce jitter, noisy-
neighboreffects, and unpredictable
performance that undermine deterministic
execution.

02 Opaque infrastructure behavior

Limited visibility into underlying infrastructure
restricts auditability and makes root-cause
analysis difficult.

03 Inconsistent execution outcomes

Performance variability directly affects
backtesting fidelity and model reproducibility.

04 Lack of operational proof

Teams oftenlack verifiable records of
how workloads actually ran, complicating
governance and validation.

Neither model provides the combination
quantsrequire; isolation + elasticity + real-time
operational proof.
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How much of animpactdoes a
new GPU generationhave?

10X 12X

overall performance better performance
improvement (at 25 perdollarvs.
tokens/sec/user)for NVIDIAH200
NVIDIA GB200O NVL72 (factoring pricing
vs. previous generation  difference)

Accesstothe latest hardware generations
canhave a profoundimpact on quant
researchers’ ability to scale, iterate, and
stay cost-competitive.

“From Dense to Mixture of Experts: The New Economics of Al Inference,”

Signalé5, Ryan Shrout, December 29,2025.
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04 The new security standard

What’s required
for quant security
at cloud-scale?

Asworkloads grow larger, longer-running,
and more distributed, neither traditional on-
prem nor general-purpose clouds were built
forthis new Al reality.

What quant teams need s infrastructure that
deliversreliable, deterministic execution at
cloud scale, paired with the visibility required
to proveit.

This evolution demands a new
architectural approach

Meeting this mission-critical baseline requires
infrastructure purpose-built for Alworkloads
from the ground up.

Inthis model, reliability is not separate from
security—itis a prerequisite forit. Isolation
must persist at scale, execution must be
deterministic, and observability must provide
operational proof, notjust logs afterthe fact.

Thisis the gap modern quant teams are
leftto navigate.

Thisis the gap purpose-built Al clouds are
designedtoclose.
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The new baseline for mission-critical execution

Maintainisolation
and performance
consistency

Execution must remain predictable
as workloads scale rapidly across
hundreds or thousands of GPUs.

Tolerate failure
without cascading
disruption

Small failures are inevitable at scale.
Infrastructure must contain them
without compromising running
jobsorresults.

Detect and explain
issuesinreal time

Problems must be surfaced,
diagnosed, and addressed while
workloads are still running, not after
results are invalidated.

Provide continuous
operational visibility

Teams need auditableinsightinto
how workloads run, where they run,
and how resources are used across
every execution.
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05 TheAlcloud

Security at scale.

Delivered by the Al cloud.

Secure quantresearch at cloud scale is not achieved by layering controls ontolegacy infrastructure.

It requires an Al cloud designed to deliver reliable execution, enforce isolation, and provide continuous
operational proof as workloads scale. These three pillars are inseparable. Reliability enables trust in results.
Isolation preserves control. Observability turns guarantees into proof. Together, they define what security

means for quant research at scale.

(G IE] of1[14Y

Deterministic, predictable,
jitter-free execution makes
results reproducible and
verifiable acrosslong-running,
distributed workloads. At
scale, infrastructure must
tolerate failure without
cascading disruption. When
reliability breaks down,
reproducibility suffers,
governance erodes, and trust
inresults disappears.
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Isolation

Secure quantresearch
requires clear, enforceable
boundaries at both the
physical and logical layers.
Those boundaries must
persistunderload and at
scale. Multi-tenant ambiguity
introduces security and
governancerisk by making
execution environments
hardertoreasonabout,
control, and protect.

Observability

Quantteamsneed
continuous, real-time
visibility into every job, GPU,
node, and performance
pattern. They must be able
to explainwhatran, where
itran,and howitbehaved.
Without workload-level
telemetry, execution cannot
be validated and security
becomes anassumption
ratherthanafact.
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06 CoreWeave architecture

Inside the Al cloud built for
secure quantresearch

Delivering security at scale requires more than individual controls. It requires an Al cloud designed as a single,
integrated system—where reliability, isolation, and observability are built into every layer of the stack.

Where general-purpose clouds abstractinfrastructure behind shared layers, CoreWeave integrates compute,
networking, storage, orchestration, and operations into a unified Al cloud stack. The result: reliability, isolation,
and observability built directly into the architecture.

Together, these layers deliver secure execution that remainsreliable, isolated, and observable as demand scales.

Mission
Control

Agent gE—— Security
Devel t / \
evelopmen Talent Services

{ , — N\ Observability

AlOps I~ -

Control

Infrastructure [
1

Dataand
Storage

Foundational
Infrastructure

For Training For Inference For Specialized
Workloads

Designed as a system, not a collection of services.
The CoreWeave Al cloudintegrates infrastructure, orchestration,
and operationsinto a system designed for secure executive at scale.
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06 CoreWeave architecture

How CoreWeave delivers security at scale

CoreWeave’s purpose-built Al cloud is designed to deliver secure, elastic quant research without sacrificing
performance, control, orgovernance.

This architecture gives quant teams on-prem-level sovereignty with cloud-scale fiexibility. Execution remains
deterministic and reproducible, failures are contained rather than amplified, and every workload is observable
and auditable as scale increases.

Reliable performance
Infrastructure designed for predictable execution
[J Kubernetes on bare metal with Slurmintegration for consistent scheduling and execution
[] Greaterthan 99.9 percent uptime across production environments
[ Proximity to global trading hubs to support latency-sensitive workloads
[1Predictable, jitter-free execution environments for trusted backtesting and distributed training

(] Deep observability integrated into the execution layer

Trueisolation
Security built at the architectural layer

[ Physically and logically isolated single-tenant clusters
[J DPU-enforced network segmentation with EVPN/VXLAN per-tenant virtual networks

[0 No hypervisors, no noisy neighbors, no shared L2 or L3 network surfaces

Elasticity without exposure
Scale securely without changing your security posture

[J Securely scale to accommodate tenfold workload spikes
[J Access to next-generation GPUs without procurement or deployment delays
[J Maintain consistentisolation, performance, and governance while scaling

[J Integration with experiment tracking and governance platforms used by quant teams

€Y CoreWeave n
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07 CoreWeave
Mission Control

Mission Control:
making security
actionable

CoreWeave Mission Controlis the
operational layer of the purpose-built
Al cloud. It turns architectural
guaranteesinto observable,
governable, and auditable reality.
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GPU Straggler Detection

Surface performanceissues
beforeresults are compromised.
By identifyingroot causesin
distributedjobs, teams can
intervene early and prevent silent
degradationthatundermines
outcomes.

Telemetry Relay

Streamreal-time operational
and audit signals out of the
platform. Workload telemetry
flows directly into customer
systems and SIEMs without
post-hoc reconstruction.

Governance built
into workflows

Make auditability a byproduct
of execution. Mission Control
integrates with tools such

as Weights & Biases to
support experiment tracking,
governance, and compliance
across distributed workflows.

Direct-to-expert support

Resolve mission-criticalissues
without delay. Execution-level
signalsroute incidents directly to
CoreWeave engineers, reducing
time toresolutionand limiting
research disruption.

Execution-level
observability

Understand how workloads
actually behaved. Mission Control
provides continuous visibility

into GPU, node, job, and network
behavioracross every run.

Reproducibility and
drift detection

Validate consistency across runs
and overtime. Teams can detect
drift, compare executions, and
maintainreproducible results as
models and scale evolve.
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08 Quantuse principles

The force multiplier for quants

Across high-frequency trading and systematic strategies, CoreWeave Mission Control powers
productionresearch workflows where execution behavior must be trusted, validated, and repeatable.

PRINCIPLE 1

Large-scale signal discovery

GPUs accelerate feature generation, factor
evaluation, and model training across massive
historical datasets. Teams run thousands of
experimentsin parallel to surface weak signals
that only emerge at scale.

Mission Controlimpact:

Provides execution-levelvisibility across parallel
experiments, allowing teams to detect drift,
validate performance consistency,and c
ompare results with confidence.

PRINCIPLE 2

High-frequency model training

Latency-sensitive models are trained and
retrained continuously as market conditions
evolve. Deterministic executionis essential so
training outcomes translate reliably into live
environments.

Mission Controlimpact:

Detects performance anomalies and GPU
stragglers during distributed training runs,
keeping long-running jobs stable and
results reproducible.
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PRINCIPLE 3

Massively parallel backtesting

Distributed GPU clusters enable continuous simulation across
decades of tick-level data. Results directly inform high-stakes
capital allocation decisions and must be auditable.

Mission Controlimpact:

Delivers end-to-end traceability into how simulations ran,
where theyran, and how resources were used—without
manuallog reconstruction.

PRINCIPLE 4

Intraday strategy optimization

GPUs powerrapidintraday retraining and parameter tuning as
markets shift. Teams need elastic capacity without introducing
execution variability.

Mission Controlimpact:

Surfaces real-time performance signals across rapidly scaling
workloads, helping teams validate results as experimentation
velocityincreases.

PRINCIPLE 5

Risk modeling and stress testing

Firms use GPUs to runlarge-scale scenario analysis and stress
testing across portfolios. These workloads demand predictable
execution and clear governance trails.

Mission Controlimpact:

Streams audit and operational telemetry into customer
systems, supporting governance, review, and reproducibility
across risk workflows.
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09 Actionguide

Modernize security
without compromise

Quant teams no longerhave to choose
between on-prem sovereignty

and cloud-scale flexibility. The right
infrastructure makes security, reliability,
and velocity mutually reinforcing rather
than mutually exclusive.

Use the following principles to guide
secure modernization of quant
researchinfrastructure.
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O1

02

03

04

05

Treat reliability as a security requirement

If reliability degrades, reproducibility and governance
degrade withit. Long-running, distributed workloads must
behave predictably under sustained load, with failures
detected and contained before results are compromised.

Preserve control throughisolation

Elasticity only mattersif isolation holds at scale. Clear,
enforceable boundaries at the physical andlogical layers are
essential to protect proprietary models, data, and research
workflows.

Demand operational proof, not assumptions

Mission-critical research requires more thanlogs and post-
hoc analysis. Observability is what turns infrastructure
guaranteesinto auditable reality, providing quant teams with
continuous, real-time visibility into how workloads run, where
theyrun,and how resources are used.

Scale without sacrificing governance

Modern quant research depends onrapid iteration across
thelatest hardware. Infrastructure should make it possible to
scale securely while maintaining reproducibility, auditability,
andintegration with existing research and governance tools.

Choose a platform built for quant security at scale

Infrastructure must be designed fortoday’s Al-accelerated
quant strategies. CoreWeave combinesisolated, high-
performance infrastructure with Mission Control’s
transparency and operationalintelligence to delivera secure,
governable, and elastic research environment.
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10 Nextsteps

Put secure executioninto practice

Modern quant research now operates at a scale where infrastructure behavior directly shapes
outcomes. The next step is to move from principle to practice by evaluating platforms built to deliver
reliable, observable execution under sustainedload.
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Explore CoreWeave Jane Street Scales, Securely Redefining Mission Critical Infra
Mission Control

Learnhow Jane Street gained Seehowquantteamsare
Discoverwhat makes aflexible, full-stack solution reevaluating theirinfrastructure
Core\Weave Mission Control the through CoreWeave. forthe Al era.
operating standard forlarge-scale
Alworkloads.
Download - Read more > Read more >
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