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This Data Privacy and Protection Policy ("Policy") establishes guidelines for ZIM Laboratories 
Limited ("ZIM") to ensure the responsible collection, processing, storage, and sharing of 
personal data in compliance with applicable data protection laws and regulations, including 
the Information Technology Act, 2000 (IT Act) and the Information Technology (Reasonable 
Security Practices and Procedures and Sensitive Personal Data or Information) Rules, 2011. 
It applies to all employees, contractors, business partners, and third parties who handle 
personal data on behalf of the Company. 

 

 

 

  
 

 
 

 
 

 

 

 

 



ZIM LABORATORIES LIMITED 
B21/22  MIDC AREA KALMESHWAR 441501 IT PRIVACY POLICY 

 

 
 

 

  

  

  

  

 

 

 

 

 
 

  

  

  

  

  

  

  

  

  

  

  

  

  

 Sensitive Personal Data Information (SPDI) 
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 All 
personal data collected under this Policy shall be retained only for as long as necessary to 
fulfil the purpose for which it was collected, or as may be required under applicable laws and 
internal policies. Upon the expiry of the retention period, the data shall be securely deleted, 
anonymized, or archived in accordance with the Company's data disposal procedures. 

Only authorized personnel shall be permitted to collect, access, process, or store personal 
data. Authorized personnel shall include designated members of the IT Department, Data 
Protection Officer (if appointed), and other relevant departments as determined by 
internal access control protocols. The assignment of authorization shall be role-based and 
strictly on a need-to-know basis. 

The Company shall implement and regularly review internal controls, including access logs, 
audit trails, and system permissions, to ensure that personal data is handled in compliance 
with applicable data protection laws and to prevent unauthorized access, alteration, or misuse. 

Any breach of access control protocols or misuse of data by authorized personnel will result 
in disciplinary and/or legal action as per Company policy and applicable law. 
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 Any data breach shall be reported immediately to the Data Protection Officer (DPO) 
or relevant authorities, as required by law. 

 The ZIM shall take prompt action to mitigate risks and notify affected individuals 
where necessary. 

 The breach response process shall align with the IT Act's cybersecurity and data 
protection provisions. 

 

Grievance Redressal Mechanism 

In accordance with the scope of this Policy, all grievances or concerns related to the 
processing, handling, or security of personal data shall be addressed in a timely and structured 
manner. The Grievance Officer for this Policy shall be the Head of Information 
Technology (IT Head), who shall serve as the primary point of contact for all data 
protection-related complaints. 

Upon receipt of a grievance, the Grievance Officer shall acknowledge the complaint within 3 
(three) working days and initiate a review. Depending on the nature and complexity of the 
grievance, the IT Head may redirect the matter to the appropriate internal department or 
function (e.g., Legal, HR, Compliance, etc.) for further investigation and resolution. 

All grievances shall be addressed and resolved within 30 (thirty) days from the date of 
receipt. In cases requiring more time, the complainant shall be informed of the expected 
timeline and reason for the delay. 

For any concerns, complaints, or requests regarding personal data or privacy matters, 
individuals may write to: 

Grievance Officer 
Vikrant Ambhore 
Deputy Manager-EDP 
grievanceit@zimlab.in 
 
Grievance Officer: 
Email     :- grievanceit@zimlab.in 
Address :-  A: B-21/22, MIDC Area, Kalmeshwar, PIN: 441 501, Nagpur, MS, India 

According to Rule 5(9) of the Act, the Grievance Officer must acknowledge and act on a 
complaint regarding the handling of personal or sensitive personal data within one month 
(30 days) from the date of receiving the complaint. 
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13. LEGAL COMPLIANCE 

The ZIM shall comply with all applicable provisions of the IT Act, including Section 43A 
(Compensation for failure to protect data) and Section 72A (punishment for disclosure 
of information in breach of a lawful contract). 

The ZIM shall ensure that any cross-border data transfer aligns with the IT Act and relevant 
international data protection frameworks. 

14. International Transfers of Data 

 If the personal data may be transferred to and stored on servers located outside country of 
residence of the Data subject. The organisation shall ensure that appropriate safeguards are 
in place to protect Personal data of the data subject, in compliance with applicable laws and 
regulations. 

a) Cross-Border Transfers: 

While transferring data internationally, the organisation shall comply with the necessary legal 
requirements, including data protection agreements and contractual clauses. 

 

 

 

 

 

 

For any inquiries or concerns regarding this Policy, data subjects may contact: 
Data Protection Officer (DPO) 
Name: ZIM Laboratories Limited: 
 

 
  

 

 

 

 


