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Subscription PIN Flow Guide -

with success page

For multi-content services Grophic/Artwork must NOT focus
on only on piece of service content and should show the
range of content in the service

Price in this format only, with Free
for 24 hours’ first

Language Button must be present
reasonably prominently on page

Clear and prominent Service
Name

Clear and highly prominent
factual service description, not
part of the T&Cs and should be in
reasonably close proximity to the
CTA or MSISDN entry

CTA Buttons must contain as the
most prominent word “subscribe”
or “subscription” and refence OTP
or PIN if not explicit in other
adjacent text

Price in this format only, with ‘Free
for 24 hours’ first

Exit button, returning user to
homepage or original website

No white space between CTAs and
Terms

Mandatory T&Cs text and
formatted as shown in bullet
points with high contrast between
text and background — see next
slide for official translations

Links to full service terms and
conditions and privacy policy

EN/AR Free for 24 hours then XXX AED/week (VAT inclusive)

I

GRAPHICS/ARTWORK

[service description]

ENTER YOUR MSISDN

SUBSCRIBE
via OTP
Free for 24 hours then X.XX AED/week (VAT inclusive)

EXIT

TERMS AND CONDITIONS:

By Clicking on Subscribe, you agree to the below terms and conditions:

You will start the paid subscription after the free period
automatically

+ No commitment, you can cancel your subscription at any time by
sending XYXYX to 1234

+ Togetsupport, please contact XYXYXYXYXYX

« Thefreetrial is valid only for new subscribers

[+ Enjoy your Free trial for 24 hours

« Please make sure that your browser is not using any 3rd-party
blocking technologies and you have a healthy internet connection
for swift access to the content.

+ Further Terms and conditions click here & Privacy Policy click here

« By proceeding, you are acceptinggptl Terms and Conditions of the
service and agree to receive updates about your subscription on
your registered mobile n;

Landing Page

< Etisalatinf

A Ll @ 09:33

@

Enter PIN 1234 to
confirm your
subscription to
Gameshub. This code
is ONLY for the purpose
of completing the
subscription and not
related to any
prize/raffle draw

PIN Message

GRAPHICS/ARTWORK

[service description]

1

! ENTER YOUR PIN

I
: SUBSCRIBE
1
1
1
I

Free for 24 hours then X.XX AED/week (VANnclusive)

EXIT

By Clicking on Subscribe, you agree to the below terms and conditions:

«  You will start the paid subscrij n after the free period
automatically

«  No commitment, you cgrcancel your subscription at any time by

sending XYXYX to 12
« Togetsupport, pleGse contact XYXYXYXYXYX
~— The free trial isalid only for new subscribers
H H v, |Enjoy your Ffee trial for 24 hours
Th Is section may Plejﬂ);g ake sure that your browser is not using any 3rd-par
also bein

swift access to the content.

your registered mobile number.

conditions,
product name
and header are

still legible
PIN Entry Page

behind

EN/AR Free for 24 hours then X.XX AED/week (VAT inclusive

Second CTA

blogking technologies and you have a healthy internet conanSt also be
. A
||g htbox so lon Q- [Further Terms and conditions click here & Privacy Policy dlick r%%bscrl be
+ |By proceeding, you are accepting all Terms and Conditiohsof the:
as the terms andservice and agree to receive updates about your subscription on

GRAPHICS/ARTWORK

SUCCESS DETAILS, INCLUDING:

Statement confirming
subscription
Confirmation SMS sent
Access link

Cancellation options (link
and STOP command)

TERMS AND CONTIONS / PRIVACY POLICY LINKS

CJ

Success Page

Terms at least down to CS details here must be
designed to be visible on a single page without

scrolling on the majority of handset types 3 " infomedia



Subscription PIN Flow Guide -
with success page

For multi-content services Grophic/Artwork must NOT focus
on only on piece of service content and should show the
range of content in the service

Price in this format only, with Free
for 24 hours’first

Language Button must be present
reasonably prominently on page

Clear and prominent Service
Name EN/AR Free for 24 hours then XXX AED/week (VAT inclusive)

Clear and highly prominent \
factual service description, not

part of the T&Cs and should be in
reasonably close proximity to the
CTA or MSISDN entry

A Ll @ 09:33

i

Enter PIN 1234 to
confirm your
subscription to
Gameshub. This code
is ONLY for the purpose
of completing the
subscription and not
related to any
prize/raffle draw

GRAPHICS/ARTWORK

CTA Buttons must contain as the
most prominent word “subscribe”
or “subscription” and refence OTP
or PIN if not explicit in other
adjacent text

[service description]

ENTER YOUR MSISDN

SUBSCRIBE
via OTP

Free for 24 hours then X.XX AED/week (VAT inclusive)

Price in this format only, with ‘Free
for 24 hours’ first

Exit button, returning user to EXIT
homepage or original website [LERMSIANDCONDITIONS]

By Clicking on Subscribe, you agree to the below terms and conditions:

+ You will start the paid subscription after the free period

. automatically

No white space between CTAs and -+ No commitment, you can cancel your subscription at any time by

sending XYXYX to 1234

Terms -+ Togetsupport, please contact XYXYXYXYXYX

« Thefreetrial is valid only for new subscribers

[+ Enjoy your Free trial for 24 hours

« Please make sure that your browser is not using any 3rd-party
blocking technologies and you have a healthy internet connection
for swift access to the content.

+ Further Terms and conditions click here & Privacy Policy click here

« By proceeding, you are acceptinggptl Terms and Conditions of the
service and agree to receive updates about your subscription on
your registered mobile n;

Mandatory T&Cs text and
formatted as shown in bullet
points with high contrast between
text and background — see next
slide for official translations

Links to full service terms and
conditions and privacy policy

Landing Page

PIN Message

Terms at least down to CS details here must be
designed to be visible on a single page without
scrolling on the maijority of handset types

GRAPHICS/ARTWORK

Click heve If yay b

Enter the code below

SUCCESS DETAILS, INCLUDING:

Statement confirming
subscription

(Merchant Namel Confirmation SMS sent
: . Access link
Cancellation options (link
and STOP command)

AED [Price/Freq] | 1free day | Auto renews

TERMS AND CONTIONS / PRIVACY POLICY LINKS

CJ

PIN Entry Page Success Page

(Carrier Hosted)
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Approved \E\hglj,sh"’éxhd Arabic translations for key items and

prescribed terms and conditions

Free for 24 hours then AED ***/day (VAT Inclusive)

ALl Lall Ay jum Slels o sall 8 L) jla) Laa yo **%* Lanal) e (o jifi o5 1 Aol 24 50aP UL

SUBSCRIBE

eyl

Exit

After clicking 'Subscribe’ you will receive PIN message to Confirm your
subscription.

IS 515 ASH PIN ey Slo (s sind Al Ak o gas ' jadl" e Larally

Free for 24 hours then AED *****/day (VAT Inclusive)

Adlia) Aall Ay pin Slali o sall 8 L) jla) L o #%%%% Gt e (g i o3 | Aol 24 3ad Ulae

TERMS AND CONDITIONS:

By Clicking on Subscribe, you agree to the below terms and conditions:

A ALY 5 Ja s il e 38l 55 el odle @ sl g e harally

You will start the paid subscription after the free period automatically

Alaal) Ay il 5y aey Lol & ol @l 1Y) Tay o s

No commitment, you can cancel your subscription at any time by sending
XYXYX to 1234

1234 5 (&) 1234 I XYXYX Ju] Giok oo <5 sl (& 81 a8 olal] dliCay ecibal 53 gl (50
(e&)

To get support, please contact XYXYXYXYXYX

XYXYXYXYXYX ole Juai¥) o ¢ aedl Lo J puanll

The free trial is valid only for new subscribers

3 30 JsY oS iiall Jah dadlia dyilacal) 4y il

Enjoy your Free trial for 24 hours

Aol 24 324l Ailaal) 4 jaill 5 53y aladul

Please make sure that your browser is not using any 3rd-party blocking

content.

technologies and you have a healthy internet connection for swift access to the

e ) Juail 2 sa s e SU  ladiaia e AN ol (e Cana il o aladinl aae e U sy

Further Terms and conditions click here & Privacy Policy click here

Ua Jaxaall ela y dpa geadll a5 s azuall gl 4L alSaY) 5 ha g il

By proceeding, you are accepting all Terms and Conditions of the service and
agree to receive updates about your subscription on your registered mobile
namlber.

e dIS) jial Ja it 23ul e 381 555 daaally Aalal) ASaY) g da g il paen e 381 55 il dalialy
sl Jlsall A8
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One Time Payment PIN Flow Guide -
with success page

Language Button must be present
reasonably prominently on page

Clear and prominent Service
Name

Clear and highly prominent
factual service description, not
part of the T&Cs and should be in
reasonably close proximity to the
CTA or MSISDN entry

CTA Buttons must contain as the
most prominent word “Buy Now” or
“Buy” and refence OTP or PIN if not
explicit in other adjacent text

Exit button, returning user to
homepage or original website

No white space between CTAs and
Terms

Mandatory T&Cs text and
formatted as shown in bullet
points with high contrast between
text and background

For multi-content services Grophic/Artwork must NOT focus
on only on piece of service content and should show the

range of content in the service

X.XX AED

GRAPHICS/ARTWORK

[service description]

ENTER YOUR MSISDN

BUY NOW

X.XX AED
EXIT

TERMS AND CONDITIONS:

By clicking on Buy Now, you agree to the below terms and conditions:
To get support, please contact XYXYXYXYXYX

* Please make sure that your browser is not using any 3rd-party blocking
technologies and you have a healthy internet connection for swift access to
the content.

* Further Terms and conditions click here & Privacy Policy click here

* By proceeding, you are accepting all Terms and Conditions of the service
and agree to receive updates about your subscription on your registered
mobile number.

(J

Landing Page

A Ll @ 09:33

<  Etisalatinf P i

Enter PIN 1234 to
confirm your purchase
of 20 Gameshub
credits. This code is
ONLY for the purpose of
completing the
subscription and not
related to any
prize/raffle draw

X.XX AED

GRAPHICS/ARTWORK

[service description]

ENTER YOUR PIN

BUY NOW
X.XX AED

TERMS AND CONDITIONS:

By clicking on Buy Now, you agree togiiie below terms and conditions:
To get support, please contac! XYXYXYX

* Please make sure that yo rowser is not using any 3rd-party blocking
technologies and you xdve a healthy internet connection for swift access to
the content.
Further Terms4nd conditions click here & Privacy Policy click here

ThIS SeCt|On mQy By proceesfng, you are accepting all Terms and Conditions of the service

also be in

and agree to receive updates about your subscription on your registered

lightbox so long
as the terms and

conditions,
product name

and header are @

still legible

behind

PIN Message

Terms at least down to CS details here must be
designed to be visible on a single page without

scrolling on the majority of handset types

PIN Entry Page

GRAPHICS/ARTWORK

SUCCESS DETAILS, INCLUDING:

Statement confirming
payment
Confirmation SMS sent
Access link

TERMS AND CONTIONS / PRIVACY POLICY LINKS

CJ

Success Page

infomedia



One Time Payment PIN Flow Guide -
with success page

Language Button must be present
reasonably prominently on page

Clear and prominent Service
Name

Clear and highly prominent
factual service description, not
part of the T&Cs and should be in
reasonably close proximity to the
CTA or MSISDN entry

CTA Buttons must contain as the
most prominent word “Buy Now” or
“Buy” and refence OTP or PIN if not
explicit in other adjacent text

Exit button, returning user to
homepage or original website

No white space between CTAs and
Terms

Mandatory T&Cs text and
formatted as shown in bullet
points with high contrast between
text and background

For multi-content services Grophic/Artwork must NOT focus
on only on piece of service content and should show the

X.XX AED

GRAPHICS/ARTWORK

[service description]

ENTER YOUR MSISDN

BUY NOW

X.XX AED
EXIT

TERMS AND CONDITIONS:

By clicking on Buy Now, you agree to the below terms and conditions:

* To get support, please contact XYXYXYXYXYX

* Please make sure that your browser is not using any 3rd-party blocking
technologies and you have a healthy internet connection for swift access to
the content.

* Further Terms and conditions click here & Privacy Policy click here

* By proceeding, you are accepting all Terms and Conditions of the service
and agree to receive updates about your subscription on your registered
mobile number.

(J

Landing Page

range of content in the service

A Ll @ 09:33

< Etisalatinf P i

Enter PIN 1234 to
confirm your purchase
of 20 Gameshub
credits. This code is
ONLY for the purpose of
completing the
subscription and not
related to any
prize/raffle draw

PIN Message

Terms at least down to CS details here must be
designed to be visible on a single page without

scrolling on the maijority of handset types

[Service Name]

Y Dy

Enter the code below

AED [Price]

- Service by [Merchant Name]
+ You will receive an activation confirmation SMS.

+ Charges will be added to your monthly bill or deducted from your prepaid

credit.

+  Data Charges Apply.

+  Price is inclusive of VAT.

PIN Entry Page
(Carrier Hosted)

GRAPHICS/ARTWORK

SUCCESS DETAILS, INCLUDING:
Statement confirming
payment

Confirmation SMS sent
Access link

TERMS AND CONTIONS / PRIVACY POLICY LINKS

CJ

Success Page

infomedia



Advertising Rules

Ads must not use any sort of styles that could be misinterpreted as a
functional part of a webpage or app (e.g. ‘download’ ‘start now’ button
appearance and similar).

To comply with Etisalat’s policy on advertising, all adverts for services Examples of compliant banner ads:

must:
. clearly identify the service they are advertising by name;

2. be relevant to the service content; and Over 200 Bollywood films

3. include a statement of the cost of the service to the end user and free
period

4. be designed to ensure the advert is clearly distinct from placement
locations, for example by using a border and unambiguous wording,
and not use the word 'download’ or associated download imagery; : -
and Qo " BetOFIT

5. make all reasonable efforts to exclude the display of Ads in i B AR
educational or children’s apps and websites, unless with Infomedia's
consent where the service being advertised is itself primarily
educational or aimed at children.

3AED/week, 1day free

Affiliate marketing networks, where individuals promote services for third-
party companies in exchange for commissions, must not be used. All N R
service advertising must be via direct media buying from Google, Social —— P
Media services or similar direct owners of inventory.

el
gﬂsy RPG Mobile Adventure, 1 day free the oA
: 3AED/day - 1

All other ‘Content and Ad Rules’ on our compliance framework at
hitps:/{/www.infomedia.co.uk/compliance must also be followed.

infomedia


https://www.infomedia.co.uk/compliance

Web Security Checks -

All Landing Pages and Service website must pass checks from both Virus Total and Immuniweb

https://www.virustotal.com/gui/home/url

Pass = 0O risks found

Q =

(¥ Reanalyze Q Search % Graph @

DETECTION DETAILS COMMUNITY

Security vendors' analysis O Do you want to automate checks?

Abusix

ADMINUSLabs

Bfore.Ai PreCrime

https://www.immuniweb.com/websee/

Pass = at least ‘A’ rated

Login: Client | Partner

I for Application Security

Community Edition Total Tests: 330,980,089 ThisWeek: 1159,919 Today: 169,953

Al Platform  Compliance Services Community Edition Company Partners Demo

Website Security Test of github.com

+ GDPR & PCI DSS Test + Website CMS Security Test Free online tool to test website security
+/ CSP & HTTP Headers Check + WordPress & Drupal Scanning 162,009,523 websites tested for security

https://github.com/google

running

Hide'from

Summary of github.com [Desktop version] Website Security Test

qitt the last 12 months

Your final s

~N
L =4

Refresh Test



https://www.virustotal.com/gui/home/url
https://www.immuniweb.com/websec/

Additional Notes/Common Issues

« Service Description should be factual not promotional, e.g.:

« Full Terms and Conditions must not be drafted as a form of legal contract — must be limited to basic terms of use and
references to laws or jurisdiction must be for the UAE.

- Privacy Policy may reference other jurisdiction’s laws, but must make it clear the applicable law for UAE consumers is UAE
data protection law

« Service access links must not link the user back to the subscription page — the subscription flow cannot be used as a
service login function — a sperate login function/page must be provided. A raw MSISDN must not appear in the service
access link url. Best practice is to provide a unique access url or send an auto-created username and password for service
access.

« Account Creation: Services that require the user to create an account / login credentials for access must either:

-« Automatically generate a username and password and send to the user via SMS (whether or not the user can then
change these credentials afterwards); or

« Automatically churn any subscribed user who has not created an account after 1 month.

- - User Data Storage: Services that store user generated data (user generated images or content, tracking users progress on
a fitness app or learning courses) should use a username/password for service login (MSISDN/PIN is acceptable)

infomedia



Appendix: Prohibited Page/Ad Designs

It is prohibited to design pages and/or adverts that focus on ‘download now’, ‘download is ready’ * ‘Start to Continue’ or similar designs.that may
mislead customers into believing the payment experience is related to the functionality of the location of advertising placements, examples of
prohibited styles are below

Visual Games, Free for 24 hours then AED 3.25/ day (VAT Inclusive) ree for 24 hours then AED 11 ) 2313 m0@ -

o -

Get Fabulous Content

Your download is ready

Your file is ready to download sl Your download is ready

Examples:
Prohibited
Landing Page - —"
Designs il

Your download is ready!

Enter your Etisalat or DU number to .
received OTP: Enter your mobile number to start Mobile Number

dowloading now: D o71

05
D Enter your phone number

D971 XXXXXX

CONTINUE
to subscribe with PIN

CONTINUE

AR@

EXCImp|eS: SIARI Your file is ready & Register to

1) Click START Download Now § continue

S 2 ; Sim get started
| P ro h I b Ite d 2) Activate your account : Safe and verified 4 . . . ‘ -
] Complete the
s Download Now

3) Access your content

' Ad Designs *

Your file is ready

" entertainme -ae
Download Lo are.mobiogames.com I

moxlera.com

‘ infomedia
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