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PRIVACY POLICY

The protection of your personal data is important to us. You can expect us to handle your data sensitively and carefully
and to ensure a high level of data security.

We collect and use your personal data exclusively in accordance with the applicable data protection regulations.

This privacy policy applies to personal data that we have received from natural persons through various sources
(websites, mobile apps, social media, customers, suppliers, business partners).

CONTACTS

NAME AND ADDRESS OF THE RESPONSIBLE PERSON
The person responsible within the meaning of the Basic Data Protection Regulation and other national data protection
laws of the Republic Of Serbia as well as other data protection regulations is:

Network Solutions d.o.o.

Bulevar Jna 121A

11222 Beograd Vozdovac
Belgrade

Tel: +381 1144 188 24

E-Mail: info@network-solutions.rs

Website: https://network-solutions.rs

SCOPE AND PURPOSE OF COLLECTION, PROCESSING AND USE OF PERSONAL DATA

YOUR PERSONAL DATA

We process your personal data for the following purposes:
Contact

Applications

Arrangement of an appointment

Newsletter subscription

Opening of a customer account

Optimisation of the website (adapting the website to your needs)
Defense and recording of hacking attacks

Production of usage statistics

For the fulfillment of our contractual obligations with customers, suppliers and service providers

VISIT TO THE WEBSITE

When you visit our website, our servers temporarily save the following data in a log file, the so-called server log files.
IP address of the requesting computer

Date and time of access/retrieval

Name and URL of the retrieved data

Operating system of your computer and the browser you use

Country from which our website is accessed

Name of your Internet access provider

Time zone difference to Greenwich Mean Time (GMT)
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Content of the request (concrete page)

Access status/HTTP status code

Amount of data transmitted in each case

Last visited website

Browser settings

Language and version of the browser software

Activated browser plug-ins

We consider the temporary storage of personal data and log files to be of legitimate interest.
The legitimate interest exists to:

To enable the use of our website

To ensure the long-term security and stability of the system

Provide law enforcement authorities with the information necessary for law enforcement in the event of a cyber attack
To further improve our offer and our Internet presence

Collect statistical data

This data will not be stored together with other personal data. The data will be deleted as soon as they are no longer
required for the purpose for which they were collected. In the case of the collection of your personal data for the
purpose of providing the website, this is the case when the respective session has ended.

CONTACT

When you fill out our contact form for existing customers or prospective customers, your details are stored by us so
that we can grant you access to our internal platform, where you can find price lists, a demo system and, for example,
answers to more detailed technical questions. The following information is (*mandatory) required. The other details
are voluntary:

Company name
First name*
Last name*
Phone*

E-mail address*

The mandatory data is necessary to process your request. In order to provide you with even more targeted information,
we also collect and process information provided voluntarily.

The personal data you provide will not be merged with other data.

The legal basis for processing your personal data is our legitimate interest in this service. If the purpose of contacting
us is the fulfillment of a contract to which you are a party or the implementation of pre-contractual measures, this is an
additional legal basis for the processing of your personal data.

BLOG

You have the possibility to subscribe to our blog via our website. To do so, we need your email address and your
declaration that you agree to receive the blog.

We use the so-called double-opt-in procedure for the registration. This means that after you have entered your email
address, we will send you a confirmation email to the e-mail address you have provided, in which we ask you to
confirm that you wish to subscribe. The confirmation is made by clicking on an activation link contained in the
confirmation email.

We will store your data until you unsubscribe from the blog. You have the opportunity to unsubscribe from the blog at
any time and revoke the consent you have given. To do so, please click on the corresponding button on the blog or on
our website or send your revocation to the following e-mail address: info@network-solutions.rs.
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IN CONNECTION WITH INTERESTED PARTIES, CUSTOMERS, SUPPLIERS, SERVICE PROVIDERS

We process inventory data (e.g. names and addresses as well as your contact data), contract data (e.g. services used,
names of contact persons, payment information and your online access data) in order to fulfill our contractual
obligations and services.

The legal basis for the processing of your data is the fulfillment of a contract to which you are a party or the
implementation of pre-contractual measures or our legitimate interest in providing you with our services.

If we store your data on the basis of a contractual relationship, this data will be stored at least as long as the
contractual relationship exists and at most as long as the limitation periods for possible claims from us run or statutory
or contractual storage obligations exist.

SETTING UP A CUSTOMER ACCOUNT

We offer you the opportunity to register on our website for the purpose of opening a customer account. By opening a
customer account, you will receive password-protected direct access to your inventory data stored with us (e.g. name
and address).

To open a customer account, you must provide the following information (*mandatory). The other details are voluntary:

Your e-mail address*
Password*

First name*

Last name*

Mobile number*

If you close your user account, the associated data will be deleted, subject to legal retention obligations. It is your
responsibility to save this data before the end of the contract if you terminate it. We are entitled to irretrievably delete
all data stored during the contract period.

Within the scope of registration and renewed logins and use of our online services, we store the IP address and the
time of the respective user action. The storage is based on our legitimate interests, as well as the user's need for
protection against misuse and other unauthorized use. As a matter of principle, this data is not passed on to third
parties unless it is necessary to pursue our claims or there is a legal obligation to do so.

ONLINE APPLICATIONS

If you apply for a job with us, we process your details to process your application. During the application process, in
addition to title, surname, first name, date of birth and nationality, the usual correspondence data such as postal
address, e-mail address and telephone numbers are stored in the applicant database. In addition, all documents
submitted by you in connection with the application will be recorded. This data is stored, evaluated, processed or
forwarded internally exclusively in connection with your application. The data can be processed for statistical purposes
(e.g. reporting). No conclusions can be drawn about individual persons.

The processing can also be carried out electronically. This is particularly the case if you send us the relevant
application documents electronically, for example by email.

The legal basis for processing is the common interest in processing your application or pre-contractual measures taken
in response to your application.

If we conclude an employment contract with you, the transmitted data will be stored for the purpose of processing the
employment relationship in compliance with the applicable regulations. If the application procedure ends without
employment, your personal data will be stored for six months for documentation purposes and then deleted unless
you have given us permission to use your data for further application procedures with us.

Irrespective of the above, you have the option of having your electronic data deleted at any time. You can send your
request for deletion to the person named as contact person in the job advertisement or to info@network-solutions.rs.
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DELETION

We process and store your personal data only for the period of time required to achieve the purpose of storage or if this
is provided for in laws or regulations to which we are subject. If the storage purpose ceases to apply or if a prescribed
retention period expires, your data will be blocked or deleted routinely and in accordance with the applicable
regulations.

In addition, we will delete your data if you request us to do so at info@network-solutions.rs and we have no legal or
contractual obligation to retain or otherwise secure this data.

TRANSFER TO THIRD PARTIES

We will only pass on your personal data if you have expressly agreed to this, if we are legally obliged to do so or if this
is necessary in the context of using the website or for the possible provision of services requested by you. The use of
the forwarded data by the third parties is strictly limited to the contractually agreed purposes.

We will disclose your personal data to the following categories of recipients in addition to the recipients already
mentioned:

Service operator

Commercial partners

Companies for credit assessment
Logistics Partner

Debt collection partner
Authorities

Furthermore, we may also transfer your personal data to third companies (commissioned service providers) abroad,
provided this is appropriate for the data processing described in this data protection declaration. In doing so, the
applicable regulations for the transfer of personal data to third parties will of course be observed. These third parties
are obliged to the same extent as we ourselves to protect data. If the level of data protection in a country does not
comply with data protection law, we will contractually ensure that the protection of your personal data is equivalent to
that in The Republic of Serbia at all times.

If we use subcontractors to provide our services, we will take appropriate measures to ensure legal precautions as well
as appropriate technical and organizational measures to ensure that your personal data is protected in accordance
with the relevant regulations.

COOKIES

We use so-called cookies on our website on the basis of legitimate interests. These are small text files which are
stored on your end device with the help of the browser. When you access a website, a cookie may be stored on your
operating system. This cookie contains a characteristic string of characters that enables the browser to be uniquely
identified when you return to the website.

By means of a cookie, information and offers on our website can be optimized in your interest. Cookies enable us to
recognise visitors. The purpose of this recognition is to make it easier for you to use our website.

Only pseudonymous data is stored in the cookies we use. When the cookie is activated, it is assigned an identification
number. Your personal data is not assigned to this identification number. Your name, your IP address or similar data
that would allow the cookie to be directly assigned to you are not stored in the cookie. On the basis of cookie
technology, we only receive pseudonymised information.

We use temporary cookies that store a so-called session ID, which can be used to assign various requests from your
browser to the common session. This enables your computer to be recognised when you return to the website. We use
this type of cookie to ensure the operation and functionality of our website.

We use security cookies to identify and avoid security risks. For example, we may use these cookies to store
information about your web session. This allows us to prevent others from changing your password without your
username and password.
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Insofar as other cookies (e.g. cookies for analyzing your surfing behavior) are stored, these are dealt with separately in
this privacy policy.

Accepting cookies is not a prerequisite for visiting our websites.

Most Internet browsers automatically accept cookies. If you do not wish this, you can set your browser to inform you
when cookies are set and to allow cookies only in individual cases, to exclude the acceptance of cookies for certain
cases or in general, and to activate the automatic deletion of cookies when closing the browser. Furthermore, cookies
that have already been set can be deleted at any time via an internet browser or other software programs.

The website About Cookies provides step-by-step instructions on how to check and delete cookies in most browsers.

GOOGLE ANALYTICS

Based on our legitimate interests, we use Google Analytics, a web analysis service of Google Inc. ("Google") (1600
Amphitheater Parkway Mountain View, CA 94043, USA). Google uses cookies.

The information generated by the cookie about your use of this website (including your IP address) is transferred to a
Google server in the USA and stored there. Google is certified under the Privacy Shield Agreement and thus offers a
guarantee to comply with European data protection law.

Google uses this information on our behalf to evaluate your use of our website, to compile reports on website activity
and to provide us with further services related to website and internet use. The IP address transmitted by your browser
within the framework of Google Analytics is not combined with other data from Google.

We only use Google Analytics with activated IP anonymisation. This means that the IP address of users is shortened by
Google within member states of the European Union or in other states which are party to the Agreement on the
European Economic Area. Only in exceptional cases is the full IP address transferred to a Google server in the USA and
shortened there.

You can prevent the collection and transmission of the data generated by the cookie and relating to your use of the
website (including your IP address) to Google and the processing of this data by Google by downloading and installing
the browser plugin available at the following link. An opt-out cookie is set, which prevents the future collection of your
data when visiting this website. However, we would like to point out that in this case you may not be able to use all the
functions of this website to their full extent.

You can find more detailed information on terms of use and data protection at Google Website.

YOUR RIGHTS

You can object to the future processing of your personal data in accordance with the statutory provisions at any time.
Similarly, you can revoke your consent to certain data processing at any time with effect for the future.

In addition, you are entitled to the rights of information, correction, deletion, restriction and data transfer with regard
to your personal data. If you believe that the processing of your personal data violates data protection law or your data
protection rights have otherwise been violated in any way, you can also complain to the supervisory authority.

DATA SECURITY

We take technical and organizational security measures to protect your personal data against manipulation, loss,
destruction or access by unauthorized persons and to ensure the protection of your rights and compliance with the
applicable data protection regulations.

The measures taken are intended to guarantee the confidentiality and integrity of your data and to ensure the
availability and resilience of our systems and services when processing your data in the long term. They are also
intended to ensure the rapid restoration of the availability of your data and access to it in the event of a physical or
technical incident.

Our security measures also include the encryption of your data. When your data is transmitted to us, it is encrypted
using Transport Layer Security (TLS) / HTTPS encryption. All information that you enter online is transmitted via an
encrypted transmission path. This means that this information cannot be viewed by unauthorized third parties at any
time.

Our data processing and security measures are continuously improved in line with technological developments.
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If you register with us as a user, access to your user account is only possible after entering your personal password.
You should always treat payment and access information confidentially and close the browser window when you have
finished communicating with us, especially if you share a computer with others.

We also take our own internal company data protection seriously. Our employees and the service companies we
commission are obliged to maintain secrecy and to comply with data protection regulations. Furthermore, they are only
granted access to personal data to the extent necessary.

LINKS TO WEBSITES OF OTHER PROVIDERS

Our websites may contain links to websites of other providers to which this data protection declaration does not
extend. Once the link has been clicked on, we have no influence on the processing of any data transferred to the third
party when the link is clicked on (such as the IP address or the URL on which the link is located), as the behavior of
third parties is naturally beyond our control. We cannot therefore accept any responsibility for the processing of your
data by third parties. If the use of other providers' websites involves the collection, processing or use of personal data,
please refer to the data protection information of the respective providers.

CHANGES TO THE PRIVACY POLICY
We reserve the right to adapt these data protection declarations if necessary. Current status is 01.10.2022.



