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1

Summary1

The 21st century has already seen the emergence of four pandemic 
viruses (chikungunya virus, Zika virus, 2009 H1N1 influenza virus, and 
severe acute respiratory syndrome coronavirus 2 [SARS-CoV-2]), several 
viral epidemics (e.g., 2003 SARS, 2012 Middle East respiratory syndrome 
[MERS-CoV], 2014 Ebola virus in West Africa, and 2018 Ebola virus in the 
Democratic Republic of the Congo), and intermittent sporadic outbreaks 
of other viruses such as H7N9 influenza. At the time of this writing, SARS-
CoV-2 had spread worldwide, infecting at least 10 million people with an 
estimated 500,000 deaths within 6 months. Multiple outbreaks suggest that 
preparedness and response strategies need modernization. New advances in 
metagenomics, epidemiology, and big data analyses provide new paradigms 
for tracing symptomatic and asymptomatic transmission networks, thereby 
enabling our capacity to break or delay virus transmission to reduce mor-
bidity and mortality. Recognizing this need, the U.S. Department of Health 
and Human Services’ Office of the Assistant Secretary for Preparedness and 
Response and Office of Science and Technology Policy requested that the 
National Academies of Sciences, Engineering, and Medicine convene an ad 
hoc committee to lay out a framework to define and describe the data needs 
for a system to track and correlate viral genome sequences with clinical 
and epidemiological data. Such a system would help ensure the integration 
of data on viral evolution with detection, diagnostic, and countermeasure 
efforts.

1  This Summary does not include references. Citations for the discussion presented in the 
Summary appear in the subsequent report chapters.
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2	 GENOMIC EPIDEMIOLOGY DATA INFRASTRUCTURE NEEDS FOR SARS-CoV-2

Previous efforts to integrate genomic, clinical, and epidemiological 
data have led to new insights around the transmission and pathogenesis 
of disease, including for previous outbreaks of SARS-CoV, Ebola virus, 
Zika virus, seasonal influenza, mumps, foodborne illnesses, and antibiotic-
resistant bacteria. The most successful approaches to date have involved 
multipronged approaches and the timely collaboration of public and private 
stakeholders. 

CURRENT GENOMIC EPIDEMIOLOGY EFFORTS FOR SARS-CoV-2

Several ongoing efforts are leveraging the power of genomic epidemi-
ology in response to the coronavirus disease 2019 (COVID-19) pandemic. 
In the United States, the U.S. Centers for Disease Control and Preven-
tion’s SARS-CoV-2 Sequencing for Public Health Emergency Response, 
Epidemiology, and Surveillance consortium is working to coordinate a 
nationwide genomic sequencing effort. The National Institutes of Health 
supports the National COVID Cohort Collaborative (N3C), a secure 
portal for patient-level COVID-19 clinical data, and the National Center 
for Biotechnology Information’s reference sequence database. Several 
regional initiatives have emerged as well, integrating data sharing through 
existing global efforts like the Global Initiative on Sharing All Influenza 
Data and Nextstrain. Even as new efforts are being established, the com-
mittee found that several limitations blunt their effectiveness, such as 
insufficient funding, poor coordination, limited capacity for data integra-
tion, unrepresentative data, and lack of an adequately trained workforce 
with the multifaceted expertise needed to conduct this work. Fundamental 
governance and collaboration issues extending from the top down have 
led to the fragmentation of approaches and varying capacities at local 
and national levels.

Conclusion: Current sources of SARS-CoV-2 genome sequence 
data, and current efforts to integrate these data with relevant epide-
miological and clinical data, are patchy, typically passive, reactive, 
uncoordinated, and underfunded in the United States. As a result, 
currently available data are unrepresentative of many important 
population features, biased, and inadequate to answer many of 
the pressing questions about the evolution and transmission of the 
virus, and the relationships of genome sequence variants with viru-
lence, pathogenesis, clinical outcomes, and the effectiveness of 
countermeasures. Thus, the viral sequence data and associated data 
needed are not being collected.

http://www.nap.edu/25879
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SUMMARY	 3

RECOMMENDATION 1. The U.S. Department of Health and Human 
Services should ensure the generation of representative, high-quality 
full genome sequences of SARS-CoV-2 across the United States, and in 
the future, from emerging epidemic or pandemic pathogens, in order 
that these data can be used to meet key needs for genomic surveillance. 
•	� Pathogen samples must be obtained from individuals who represent 

a broad diversity of factors such as race and ethnicity, gender, age, 
geography, and other demographic features such as housing type, 
clinical manifestations and outcomes, and transmissibility. 

•	� Capacity for genomic sequencing should be developed and sup-
ported at many geographically distributed sites performing testing, 
including public health laboratories and academic and medical 
centers.

•	� Representative SARS-CoV-2 clinical samples from across the 
United States should be collected and sequenced on an ongoing 
basis to provide baseline data and facilitate near-real-time transmis-
sion tracking.

•	� Genome sequences should be shared openly on publicly accessible 
databases, such as the National Center for Biotechnology Informa-
tion linked to the Global Initiative on Sharing All Influenza Data.

BUILDING A FRAMEWORK TO TRACK AND 
CORRELATE VIRAL GENOME SEQUENCES WITH 

CLINICAL AND EPIDEMIOLOGICAL DATA

To understand the evolution of SARS-CoV-2 and the implications for 
transmission and clinical manifestations, the interpretation of genomic data 
(see Recommendation 1) is reliant on linked clinical and epidemiological 
data. Table S-1 briefly outlines how viral genome sequence data, when 
combined with other types of data, can be used to inform questions related 
to transmission, evolution, and clinical disease. 

In order to answer the questions outlined in Table S-1, development of 
data integration will be crucial. Currently, no central repository exists for 
the collection and curation of infectious disease outbreak data from mul-
tiple sources such as federal, state, and local public health agencies; health 
care networks; and public health and clinical laboratories. In order to cre-
ate a more integrated data system, insights can be gleaned from existing 
efforts to integrate data. Leveraging and expanding existing infrastructure 
and planning—through programs such as N3C—will be crucial to address-
ing the data infrastructure challenge in a way that is strategic, innovative, 
and iterative.
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Genomic Epidemiology Data Infrastructure Needs for SARS-CoV-2: Modernizing Pandemic Response ...

Copyright National Academy of Sciences. All rights reserved.

4	 GENOMIC EPIDEMIOLOGY DATA INFRASTRUCTURE NEEDS FOR SARS-CoV-2

TABLE S-1  Summary Table of Considerations for Transmission, 
Evolution, and Clinical Disease

Goal Question
Viral Genomic 
Sequence Data Needs

Clinical and/or 
Epidemiological Data 
Needsa

Transmission 
patterns

Is outbreak 
due to multiple 
introductions? Where 
is the virus coming 
from?

Pathogen samples 
from individuals 
who represent 
broad diversity from 
outbreaks and many 
regions/countries

Time and place of virus 
isolation and travel 
history of cases

Is outbreak due 
to local spread? 
How and/or where 
is the virus being 
transmitted?

Sequences from local 
groups/areas with 
increased incidence 
rates

Local population-based 
information on sites of 
exposure, gatherings, 
isolated communities, 
and congregate living 
(long-term care 
facilities, hospitals, 
prisons)

Is there evidence of 
super-spreading events 
and how important 
are they?

Sequences of virus 
from groups of people 
infected in the same 
setting

Information on sites of 
exposure, gatherings

Evolution/
influence 
of selective 
pressures

Is the virus changing 
in transmissibility?

Changes in viral 
genome sequence 
associated with 
increased spread

Calculations of R0 
(contact tracing data–
number of people 
infected)

Is resistance to 
antiviral drugs or 
other treatments 
changing?

Changes in viral 
genome associated 
with failure to 
respond to treatment 

Hospital or health care 
center data on patients 
who do not respond to 
therapy or show failure 
of treatment

Is there altered escape 
from the host immune 
response/within host 
evolution?

Changes in viral 
genome associated 
with persistence 

Hospital data on 
patients who show 
prolonged shedding

Is there changed 
protection from 
vaccine-induced 
immunity?

Changes in virus 
that affect epitopes 
important for 
protective immunity 
and sequences of 
viruses associated with 
vaccine failure

Vaccine trial databases 
and post-marketing 
vaccine failures
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SUMMARY	 5

Goal Question
Viral Genomic 
Sequence Data Needs

Clinical and/or 
Epidemiological Data 
Needsa

Clinical 
disease

Are there strains/
mutations associated 
with changes in 
disease severity?

Sequences of viruses 
from patients with 
different disease 
severity

Severity of symptoms, 
ICU, ventilation, 
mortality, length 
of hospitalization, 
co-infections

Are there strains/
mutations that 
affect virus loads or 
clearance? 

Sequences of viruses 
from patients with 
viral load data

RT-PCR data to 
measure viral load of 
respiratory secretions, 
blood, and feces over 
time

Are there strains/
mutations that affect 
response to different 
treatments?

Sequences of viruses 
from before and after 
treatment

Treatment type, 
duration, and outcome

Are there strains/
mutations that are 
associated with 
response to different 
treatments?

Sequences of viruses 
from different body 
sites and patients with 
and without specific 
complications

Clinical data on 
complications related 
to different organ 
systems (e.g., kidney, 
liver, nervous system)

Are there strains/
mutations that 
predispose to MIS-C?

Sequences of 
viruses from 
children in the same 
community/family 
with and without 
MIS-C

Clinical data over time 
on immune response, 
viral load, treatment, 
and response

NOTE: ICU = intensive care unit; MIS-C = multisystem inflammatory syndrome in children; 
R0 = basic reproduction number; RT-PCR = reverse transcription polymerase chain reaction.
	 a The committee recognizes that clinical and epidemiological data often come from very dif-
ferent data collection sources and efforts, but for the purposes of this table these data needs 
have been incorporated into one column.

RECOMMENDATION 2. The U.S. Department of Health and Human 
Services should develop and invest in a national data infrastructure sys-
tem that constructively builds on existing programmatic infrastructure 
with the ability to accurately, efficiently, and safely link genomic data, 
clinical data, epidemiological data, and other relevant data across mul-
tiple sources critical to a public health response such as the current 
SARS-CoV-2 outbreak. Such a system should: 
•	� Allow for the linkage of genomic data, clinical data, epidemiological 

data, and other relevant data in a way that is not overly burdensome 
to laboratories that collect data regularly.

TABLE S-1  Continued
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6	 GENOMIC EPIDEMIOLOGY DATA INFRASTRUCTURE NEEDS FOR SARS-CoV-2

•	� Create and foster safe data-sharing practices to ensure that indi-
viduals’ personal identifying information remains unexposed when 
data are being used and shared across the system.

•	� Be grounded in the pursuit of standardization, interoperability, 
flexibility, and the practical linkage of data, including consideration 
of a potential national patient identifier.

•	� Consider not only the data required to create such a system, but 
also investment in mechanisms supporting the collection and analy-
sis of such data, including promoting formal education in “data 
wrangling” at the intersection of data science and infectious disease 
epidemiology.

•	� Conduct regular annual reviews—including scenario-based 
simulations—to identify capacity gaps, promote process improve-
ment (based on existing U.S. infrastructure to assess the annual 
risk of seasonal influenza, work could improve usability and 
coverage of health information exchanges, and other initiatives), 
and ensure inclusion of entities with supporting functions across 
scales—including private health care systems that provide data 
or state and local public health laboratories that collect data—in 
ongoing system development and evaluation. 

GOVERNANCE AND LEADERSHIP

In the United States, federal or state laws do not protect or mandate 
sharing of samples of viral sequence data. As such, any sharing of such 
data and samples is done voluntarily and generally without concerns about 
possible regulatory barriers. Conversely, federal and state laws protect 
clinical and epidemiological data, including through the Health Insurance 
Portability and Accountability Act and the Common Rule at the federal 
level. The sharing of viral sequence data and associated information should 
be guided by national-level leadership to create supportive legal or strategic 
frameworks that instill principles of good governance. These data-sharing 
and reporting processes should be clearly established and resourced as 
an urgent matter, and prior to an emergency. Without a clear and urgent 
public health rationale, changing reporting processes during an emergency 
should be avoided, and emergencies should not justify not complying with 
principles of good governance, including data transparency. Principles and 
elements of good governance include accountability processes that clarify 
authorities and responsibilities, as well as maintenance of transparency, 
equity, participation, and clear and certain legal protections for public 
health agencies, researchers, and individuals’ rights. 
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SUMMARY	 7

RECOMMENDATION 3. The U.S. Department of Health and Human 
Services should establish an effective and sustainable science-driven 
leadership and governance structure for the use of SARS-CoV-2 genome 
sequences in addressing critical national public health and basic science 
issues, develop a national strategy, and ensure the funding needed for 
successful execution of the strategy. 
•	� Leaders of this effort must have sufficient authorities and respon-

sibilities to ensure that key issues are identified and prioritized, 
representative data are generated, and barriers to data sharing are 
diminished. 

•	� A national strategy for SARS-CoV-2 genome sequences linked to 
clinical and epidemiological data should be developed that articu-
lates goals, priorities, and a path for achieving them.

•	� A board with diverse relevant expertise should be established 
with broad authority to oversee and advise the national strategy 
for SARS-CoV-2 genome sequences linked to clinical and epide-
miological data, and the delivery of actionable data for related 
investigations.
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In December 2019, new cases of severe pneumonia were first detected in 
Wuhan, China, and the cause was determined to be a novel beta coronavirus 
related to the severe acute respiratory syndrome (SARS) coronavirus that 
emerged from a bat reservoir in 2002 (Wu et al., 2020). Within 6 months, 
this new virus—SARS coronavirus 2 (SARS-CoV-2)—has spread world-
wide, infecting at least 10 million people with an estimated 500,000 deaths. 
Coronavirus disease 2019 (COVID-19), the disease caused by SARS-CoV-2, 
was declared by the World Health Organization a public health emergency 
of international concern on January 30, 2020, and a pandemic on March 11, 
2020 (WHO, 2020b). To date, there is no approved effective treatment 
or vaccine for COVID-19, and it continues to spread in many countries. 
COVID-19 has caused unprecedented global economic and social disrup-
tion. In the United States alone, 25 million people have become unemployed 
and the real gross domestic product contracted 4.8 percent at an annual rate 
during the first quarter of 2020, with projected losses increasing moving 
forward (CBO, 2020). Surging numbers of severely ill patients have strained 
health systems, and population lockdowns to curtail virus transmission have 
disrupted social interactions, education, and businesses small and large.

Clearly, multiple outbreaks suggest that preparedness and response 
strategies need modernization. Modern advances in DNA sequencing, 
genomics, epidemiology, and big data analyses provide new paradigms for 
tracing symptomatic and asymptomatic transmission networks and identify
ing sites of spread and at-risk populations, thereby enabling the capacity 
to break or delay virus transmission to mitigate social and economic dis-
ruption and reduce morbidity and mortality. Doing so also allows limited 

1

Introduction
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resources to be targeted to key sites of disease expansion, such as long-term 
care facilities or specific places of work. Another advantage of these 21st-
century pathogen disease-tracing methods is that they provide critical time 
for the implementation of public health intervention strategies, medical 
countermeasure development, and disease control. As the 21st century has 
already seen the emergence of four pandemic viruses (chikungunya virus, 
Zika virus, 2009 H1N1 influenza, and SARS-CoV-2), several viral epi
demics (2003 SARS, 2012 Middle East respiratory syndrome [MERS]-CoV, 
2014 Ebola virus in West Africa, and 2018 Ebola virus in the Democratic 
Republic of the Congo), and intermittent sporadic outbreaks of other 
viruses such as H7N9 influenza (WHO, 2020a), global health dictates a 
critical need for modernization and integration of public, private, and fed-
eral public health response efforts designed for rapid deployment to protect 
the health of populations and the economy.

CORONAVIRUS EVOLUTION AND SARS-CoV-2

Coronaviruses demonstrate the capacity for continuous emergence to 
cause significant and potentially pandemic disease in humans and animals. 
In the 21st century, three new human coronaviruses have emerged to cause 
epidemic or pandemic disease outbreaks including SARS-CoV in 2003, 
MERS-CoV in 2012, and SARS-CoV-2 in 2019 (WHO, 2020a). Con-
comitantly, three novel coronaviruses have emerged in the 21st century to 
cause major pandemics in swine, including porcine epidemic diarrhea virus, 
porcine delta coronavirus, and severe acute diarrhea disease virus in China 
(Vlasova et al., 2020). The continual emergence of coronavirus epidemics 
and pandemics underscores the critical importance of developing robust 
metrics of genome evolution, which could be used to inform the medical 
and public health communities of high-impact mutations and changes in 
evolutionary trajectories that might impact spread to human or domesti-
cated animals.

Coronaviruses have large (28–32 kb), message-sense RNA genomes. The 
replicative machinery of the virus is encoded in the first 20 kb of the genome 
as two large open reading frames. Downstream of this machinery, all corona
viruses encode essential structural proteins, membrane (M), envelope (E), 
spike (S), and nucleocapsid (N). For SARS-CoV-2, the best characterized 
human epithelial cell receptor is angiotensin-converting enzyme 2, which 
is bound by the virus’s spike protein. This S protein contains the receptor-
binding domain that is the target for neutralizing antibody and the focus of 
vaccine development efforts. RNA viruses depend on an RNA-dependent 
polymerase (RdRp) to replicate the viral genome. Much of the reason for 
the high mutation rates in RNA viruses is the error-prone nature of RdRp 
enzymes. To compensate for their large genome size, coronaviruses have 
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adapted to mutate less frequently by encoding a novel proofreading 3′-to-5′ 
exoribonuclease that associates with the polymerase complex to improve 
genome replication fidelity (Smith et al., 2015).

Although coronavirus mutation rates are slower than for many other 
RNA viruses, recombination, insertion, and deletion events also produce 
changes in the viral genome. Genetic recombination drives the creation 
of viral diversity in many positive-strand RNA viruses by the formation of 
novel chimeric genomes. During controlled mixed infections in vitro, rates 
of coronavirus genome RNA recombinations approach 25 percent or more 
and can be accompanied by deletions and insertions. Intergenic and intra
genic recombination allow for rapid acquisition of novel functions and 
modular exchange of functional components between viruses. Under natu-
ral conditions, recombination-based processes have resulted in viruses with 
altered host range as well as altered immunogenicity and virulence, and thus 
provide a rapid approach to escape antibody neutralization (Ballesteros et 
al., 1997; Gallagher et al., 1990; Sánchez et al., 1992). 

These processes provide extensive opportunities to overcome reductions 
due to population bottlenecks caused by antiviral drugs, host immunity, 
or human-to-human and animal-to-human transmission events. Monitor-
ing RNA virus genomic change is an important step for anticipating viral 
emergence, predicting disease severity, evaluating drug and vaccine perfor-
mance, and tracing symptomatic and asymptomatic transmission networks 
throughout a host population. An important consideration for any genetic 
epidemiology study is an understanding of the basic factors and selective 
pressures influencing viral evolution. Monitoring the evolution of genetic 
diversity in SARS-CoV-2 has the potential to inform targets for counter-
measures, such as antiviral drugs and vaccines, and to improve diagnostics 
(van Dorp et al., 2020). 

Phylogenetic studies estimate that SARS-CoV-2 spilled over to humans 
in late 2019 (Dawood, 2020; van Dorp et al., 2020; Wu et al., 2020). One 
study of more than 7,000 sequences found 198 sites at which the SARS-
CoV-2 genome appeared to have already undergone recurrent independent 
mutations (van Dorp et al., 2020). Analysis of genomic sequences from the 
Global Initiative on Sharing All Influenza Data database found eight novel 
recurrent mutations and potentially coexistent European, North American, 
and Asian strains characterized by different mutation patterns (Pachetti et 
al., 2020).

THE POWER OF GENOMICS IN UNDERSTANDING SARS-CoV-2

Viral genome sequence data are an increasingly important tool for 
detecting and understanding the spread of infectious diseases in real time 
and for mounting effective responses. Advances in the speed, granularity, 
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affordability, and portability of genomic sequencing technologies have cre-
ated transformative potential for widespread rapid genomic surveillance 
during infectious disease outbreaks, particularly when data from genomic 
sequencing are integrated with and analyzed alongside patient-based clini-
cal and population-based epidemiological data (Ladner et al., 2019). The 
rapidly advancing field of phylodynamics uses Bayesian statistical frame-
works to obtain both epidemiological and evolutionary information from 
pathogens to trace their history, infer transmission dynamics, and construct 
phylogenetic trees (Baele et al., 2016; Grenfell et al., 2004). Prior to the 
advent of viral genome sequencing and phylodynamics, estimates of critical 
epidemic parameters to inform the public health response to an outbreak, 
such as the basic reproductive number (R0), relied exclusively on epide-
miological incidence data (Grubaugh et al., 2019). Today, the ability to 
collectively harness genomic, epidemiological, and clinical data contributes 
to enhanced, multidimensional understanding of an outbreak and enables 
molecularly precise and targeted responses that were not previously pos-
sible. Sequencing of viral genomes can help to answer—and in some cases, 
may provide the only way to answer—questions that are foundational to 
understanding, mitigating, and controlling a virus outbreak: the identity 
and novelty of the causal virus; its origin in terms of reservoir host and 
geography; its introduction in humans; its linkages with other outbreaks; 
and its potential to evolve and locally adapt (Grubaugh et al., 2019). 

When combined with epidemiological information, genomic sequencing 
can be particularly useful for investigating outbreaks of RNA viruses, such 
as SARS-CoV-2. Calls have already been made to enhance the response 
to the COVID-19 pandemic by integrating genomic, epidemiological, and 
clinical data (Koks et al., 2020). Rapidly developing and deploying precise 
and targeted interventions and countermeasures will require a more granu-
lar understanding of exposure and infection by virus variants within and 
across populations, as well as the genetic, comorbidity, social, and environ-
mental cofactors that modulate disease severity. 

Virus genome sequencing is a cornerstone of the emerging field of 
“genomic epidemiology,” which leverages phylodynamic approaches to 
clarify pathogen transmission patterns and events in greater detail than is 
possible with traditional epidemic investigations (Gardy and Loman, 2018; 
Grubaugh et al., 2019) (see Box 1-1). 

Increasing evidence supports the value of viral genome sequence data 
across all stages of an infectious disease outbreak. During the initial stages 
of an outbreak, unbiased DNA sequencing of infected tissue can help to 
genetically identify the causative novel pathogen from which rapid screen-
ing tests can be developed. The data can also contribute to identifying the 
reservoir host and geographic location of the virus’s origin. Compared to 
traditional approaches, such as interview-based contact tracing, approaches 

http://www.nap.edu/25879


Genomic Epidemiology Data Infrastructure Needs for SARS-CoV-2: Modernizing Pandemic Response ...

Copyright National Academy of Sciences. All rights reserved.

INTRODUCTION 	 13

that integrate genomics offer quicker and more comprehensive methods to 
build an understanding of a virus’s transmission chain and dynamics (e.g., 
human-to-human or zoonotic) (Grubaugh et al., 2019; Houldcroft et al., 
2017). When integrated with other sets of contextual metadata, genomic 
epidemiology has transformed the ability to map the spatiotemporal pat-
terns, social drivers, and transmission chains through which cases are 
emerging as an outbreak continues to unfold (Grubaugh et al., 2019). For 
example, genomic data and location can serve as proxies for estimating 
epidemiological connections (Wohl et al., 2020). Understanding the spatio-
temporal characteristics of virus transmission—within and across different 
populations—as well as the virus’s genetic changes over time can inform 
the design of more effective, targeted interventions and countermeasures 
(Ladner et al., 2019). During periods between outbreaks, genomic epidemi-
ology also contributes to tracking the evolution and transmission dynamics 
of viruses in both humans and reservoir species (Grubaugh et al., 2019).

The use of genomic data has substantial practical implications for 
public health practice around infectious disease control by improving the 
capacities for ongoing surveillance, rapid diagnosis, and real-time disease 
tracking (Gardy and Loman, 2018). In situations where there is prior 
knowledge of mutations that affect specific characteristics of the virus such 
as virulence, drug susceptibility and antigenicity, whole genome sequenc-
ing (WGS) of pathogens—which can now be conducted in (near) real time 
directly from clinical samples—can provide this information during an 
outbreak (Koks et al., 2020; Ladner et al., 2019). This information can 
also enable point-of-care molecular diagnostics and inform individualized 
treatment regimens akin to the use of human genetic data in precision medi-
cine (Gardy and Loman, 2018; Houldcroft et al., 2017) (see Figure 1-1). 
At the population level, WGS combined with epidemiological data can 
use pathogen mutations as markers of transmission events to “reveal pat-
terns of epidemic transmission at a fine-scale resolution” to inform more 
precise and targeted large-scale public health interventions than traditional 
approaches (Ladner et al., 2019). WGS of pathogens fits within the broader 

BOX 1-1 
Defining Genomic Epidemiology 

Genomic epidemiology is defined as the use of pathogen genome sequencing to 
understand infectious disease transmission and epidemiology. 

SOURCE: Adapted from Gardy and Loman, 2018.
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paradigm of the One Health approach, which considers human, animal, 
and environmental health as a whole. Given that most emerging infectious 
diseases have zoonotic origins and they often spillover to humans in settings 
of high biological diversity, the application of genomic epidemiology across 
all three domains could bolster the One Health approach to surveillance, 
prevention, and control of those diseases (Gardy and Loman, 2018).

STUDY CHARGE

After a rapid telephonic consultation on May 7, 2020,1 with the U.S. 
Department of Health and Human Services’ Office of the Assistant Secre-
tary for Preparedness and Response and Office of Science and Technology 
Policy, the National Academies of Sciences, Engineering, and Medicine 
convened an ad hoc committee to lay out a framework to define and 

1  See https://www.nationalacademies.org/event/05-07-2020/standing-committee-on-emerging-
infectious-diseases-and-21st-century-health-threats-expert-call-on-genotypic-drift-and-potential-
phenotypic-manifestations-of-sars-cov-2 (accessed June 25, 2020).

FIGURE 1-1 Pathogen sequencing during infectious disease outbreaks can inform 
precise interventions. 
SOURCES: Reprinted by permission from Springer Nature: Springer Nature, Nature 
Medicine, Precision epidemiology for infectious disease control; Ladner et al., 2019.
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describe the data needs for a system to track and correlate viral genome 
sequences with clinical and epidemiological data. Such a system would 
help ensure the integration of data on viral evolution with detection, 
diagnostic, and countermeasure efforts. The full charge to the commit-
tee is presented in Box 1-2. The committee comprises experts in the 
fields of infectious disease and epidemiology; clinical care; immunology, 
evolutionary biology, microbiology, and molecular genetics; data sharing 
and genomic surveillance; legal and regulatory issues; and therapeutic and 
diagnostic development. The biographies of the committee members are 
presented in Appendix A. 

BOX 1-2 
Statement of Task 

The National Academies of Sciences, Engineering, and Medicine will estab-
lish an ad hoc committee to lay out a framework to define and describe the data 
needs for a system to track and correlate viral genome sequences with clinical 
and epidemiological data. This system would help ensure the integration of data 
on viral evolution with detection, diagnostic, and countermeasure efforts. Issues 
to be considered include 

•	 �Data collection mechanisms to ensure a representative global sample set 
of all relevant extant sequences, with respect to geography, time since 
beginning of pandemic, patient subpopulations, and sample type, among 
other potential sources of sequence diversity.

•	 �Challenges and opportunities for coordination across existing domestic, 
global, and regional data sources.

•	 �Rates and mechanisms of genome evolution as a function of geography, 
time since introduction into human population, and host features such as 
immune status. 

•	 �Correlation of viral genotype with clinical outcomes. 
•	 �Correlation of variant viral sequence features with viral escape from host 

immune recognition or vaccine-induced immunity, therapeutic beneficial 
effects, or detection by currently deployed methods.

•	 �Identification of features of viral genome evolution most relevant to the 
design and development of therapeutics and vaccines.

•	 �Potential for viral evolvability in response to selection pressure.

The ad hoc committee will produce a short consensus report with recom-
mendations to address these issues.
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ABOUT THIS REPORT 

Study Approach 

As the nation is in the midst of the pandemic, the committee deliberated 
and developed this report and the recommendations presented herein on 
a compressed timeline. The committee held three virtual meetings in June 
2020, two of which included public information-gathering sessions that 
allowed the committee to hear from the study sponsors and other experts 
and stakeholders. At the first meeting, a representative of the U.S. Centers 
for Disease Control and Prevention’s SARS-CoV-2 Sequencing for Public 
Health Emergency Response, Epidemiology, and Surveillance initiative spoke 
about the program. At the second meeting, the public session included sev-
eral speaker panels covering scientific principles of viral evolution (including 
genomic epidemiology and phylodynamics), policy and ethical concerns, and 
examples from prior and ongoing initiatives. The public meeting agendas 
can be found in Appendix B. Staff and committee members conducted tar-
geted searches of literature to ensure adequate background knowledge of 
the issue at the time of this writing. Given the rapidly evolving nature of the 
work around SARS-CoV-2, the committee closely monitored ongoing initia-
tives and concurrent, complementary work throughout the study process. 

Organization of the Report 

The report is organized into five chapters. Chapter 2 discusses appli-
cations of genomic epidemiology in previous infectious disease outbreaks 
and Chapter 3 highlights current efforts related to SARS-CoV-2. Together, 
these chapters explore the evolution of genomic epidemiology to present 
day. Chapter 4 presents a framework to track and correlate viral genome 
sequences with clinical and epidemiological data and Chapter 5 discusses 
regulatory and governance considerations. 
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When genomic, clinical, and epidemiological data analyses are inte-
grated, they can provide a real-time picture of an outbreak that is more 
nuanced, precise, and rich than any of the data types considered in iso-
lation. Genomic epidemiology can inform rapid deployment of targeted 
interventions to protect the public as an outbreak unfolds. Previous efforts 
to combine and analyze viral genome sequence data with clinical and epi-
demiological data have demonstrated the value of this approach and have 
indicated its potential to transform the response to infectious disease out-
breaks in the future.

PREVIOUS EFFORTS TO INTEGRATE ANALYSES OF 
GENOMIC, CLINICAL, AND EPIDEMIOLOGICAL DATA 

SARS-CoV

The severe acute respiratory syndrome coronavirus (SARS-CoV) out-
break was among the first epidemics characterized by extensive genome 
sequencing and was defined by a chronological set of sequence changes, 
providing a unique opportunity to identify the genetic basis for zoonotic 
virus transmission and pathogenesis across species during a growing epi-
demic (Chinese SARS Molecular Epidemiology Consortium, 2004; Kan et 
al., 2005; Lu et al., 2004; Ruan et al., 2003). First, direct sequencing of 
clinical samples from the index patients identified a novel coronavirus as 
the microbial origin of disease, which led to rapid development of diag
nostic tests. Sequence analyses and epidemiological data demonstrated that 

2

Application of Genomic Epidemiology in 
Previous Infectious Disease Outbreaks
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several independent zoonotic strain introductions caused human cases and 
this predated the expanding outbreak in early fall 2002. Second, hospitals 
were epicenters for disease expansion events characterized by sequential 
mutation and super-spreading events, leading to travelers seeding cases and 
hospitals in Hong Kong, Taiwan, and Vietnam and then globally. Sequence 
comparisons with SARS-like CoV in open markets rapidly identified civets 
and raccoon dogs as potential reservoirs for human infections, leading to the 
rapid closure of open markets and suppression of the expanding outbreak 
(Guan et al., 2003). In general by comparing the early, middle-, and late-
phase human isolates (GZ02, CHUK-W1, and Urbani, respectively) to the 
civet isolates SZ16 or HZ/SZ/61/03, sequencing revealed 9–12 amino acid 
changes in ORF1a and ORF1b, 6–17 in the S glycoprotein, 3–4 in ORF3a, 
1 in the M glycoprotein, and the ORF8 29 nucleotide deletion. Insufficient 
patient metadata usually prevented definitive association of any particular 
mutation with cross-species transmission, person-to-person transmission, 
and increased pathogenesis and virulence. In the S glycoprotein, changes 
at K479N and to a lesser extent S487T were shown to be essential for effi
cient hACE2 recognition and human infection, while the change G5S in 
the M glycoprotein appears to enhance virus yields per cell (Li et al., 2005; 
Pacciarini et al., 2008). The functions of the other mutations that evolved 
during the expanded SARS-CoV 2003 epidemic remain unknown. Thus, 
genomic sequencing led to identification of the source of human infection 
and mutations that facilitated human infection.

Ebola Virus 

The power of genomic epidemiology to shape the response to an infec-
tious disease outbreak became increasingly evident during the Ebola virus 
epidemic in West Africa (Gardy and Loman, 2018; Ladner et al., 2019). 
In studies published around the outbreak’s peak, large-scale whole genome 
sequencing efforts using portable sequencing platforms and real-time analy-
ses were able to elucidate transmission dynamics and trends. For instance, 
viral genomic sequencing was used to establish the outbreak’s origin in 
a single spillover event—rather than multiple zoonotic transmissions—
followed by sustained human-to-human transmission (Holmes et al., 2016).1 
Crucially, analyses of genomic and epidemiological data later established 
that there was transmission through breast milk (Holmes, 2017) and that 
sexual transmission was possible for asymptomatic survivors long after they 
had recovered (Christie et al., 2015; Diallo et al., 2016; Mate et al., 2015), 

1  In contrast to the transmission dynamics for Ebola virus, genomic epidemiology efforts were 
able to establish that human cases of Lassa fever, which is endemic in areas of West Africa, have 
been caused by multiple distinct spillover events from rodents rather than extensive human-to-
human transmission (Andersen et al., 2015; Ladner et al., 2019; Siddle et al., 2018). 
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a previously unknown factor that contributed to both the initial epidemic 
and subsequent flare-ups (Whitmer et al., 2018). This led to immediate 
changes in policy and guidance for male survivors to include the recom-
mendation that they have repeated semen tests for the presence of Ebola 
virus RNA after recovery (Ladner et al., 2019), as well as the implementa-
tion of behavior modifications to reduce transmission. Genome sequencing 
studies during the epidemic were able to identify mutations that were later 
determined to be likely instances of novel adaptation to human hosts (Diehl 
et al., 2016; Dietzel et al., 2017; Urbanowicz et al., 2016). More exhaustive 
post hoc genomic sequencing reconstructed the geographic spread of the 
virus across the region, suggesting possible missed interventions that could 
be incorporated for future preparedness planning (Dudas et al., 2017). 
Ebola virus demonstrated the critical role for genomic–epidemiological 
analyses to span local, regional, and national levels, integrated as a real-
time response during an epidemic that included transmission from asymp-
tomatic carriers (Gardy and Loman, 2018). 

Zika Virus 

During the 2015–2016 epidemic of the Zika virus in the Americas, 
whole genome sequencing, phylogenetic molecular clock analysis, and epi-
demiological data for this mosquito-borne virus revealed that viral strains in 
the Americas share a common ancestor with strains in French Polynesia and 
that the virus was likely circulating in Brazil more than 1 year earlier than 
initially believed (Faria et al., 2016, 2017; Metsky et al., 2017). Genomic 
surveillance also revealed a previously unreported 2017 outbreak of Zika 
in Cuba based on viral sequencing of samples collected in the United States 
and Europe from travelers to Cuba. Genomics indicated viral introduction 
from neighboring islands in 2016, 1 year after peak transmission elsewhere 
in the Caribbean, indicating that aggressive anticipatory mosquito control 
measures by Cuban public health authorities likely delayed the outbreak 
(Grubaugh et al., 2019). Sequencing of Zika virus genomes from humans 
and mosquitoes in Florida suggested that hundreds of introductions of the 
virus may have been necessary to drive that outbreak (Grubaugh et al., 
2017, 2018). Therefore, genomic data can inform outbreak response and 
mitigation efforts through traveler education and surveillance (Ladner et 
al., 2019). 

Seasonal Influenza 

Existing domestic and international networks for tracking the epidemi-
ology of seasonal influenza have leveraged genomic epidemiology to track 
strain variants and understand vaccine responses in ways that are directly 

http://www.nap.edu/25879


Genomic Epidemiology Data Infrastructure Needs for SARS-CoV-2: Modernizing Pandemic Response ...

Copyright National Academy of Sciences. All rights reserved.

22	 GENOMIC EPIDEMIOLOGY DATA INFRASTRUCTURE NEEDS FOR SARS-CoV-2

applicable to SARS-CoV-2. Influenza viruses evolve constantly, making 
surveillance crucial for vaccine development and modification over time. 
Because annual seasonal influenza vaccines are developed and produced 
ahead of flu season based on expert predictions, ongoing data collection is 
critical for rapidly identifying the major strain(s) circulating in humans dur-
ing influenza season and assessing the antigenic properties of new strains. 
The U.S. Centers for Disease Control and Prevention’s (CDC’s) FluView2 
is a robust surveillance tool for tracking the prevalence of influenza viruses 
over time and in different population groups. The system collects data from 
state, local, tribal, and territorial health departments about the location and 
timing of influenza activity, viruses that are circulating and how they are 
changing, and clinical outcomes such as outpatient illness, hospitalization, 
and death (CDC, 2020). The Global Initiative on Sharing All Influenza Data 
(GISAID) is a network launched by scientists to enable broader sharing of 
the genetic sequences of influenza viruses (GISAID, 2020). GISAID plays 
a key role in facilitating data sharing among World Health Organization 
Collaborating Centers and National Influenza Centers, as well as contrib-
uting to vaccine recommendations (GISAID, 2020). In the context of the 
coronavirus disease 2019 (COVID-19) pandemic, similar collection of viral 
genetic sequence data, clinical data, epidemiological data, geographic data, 
and animal virus data could be harnessed to help researchers understand 
how SARS-CoV-2 is evolving and spreading (GISAID, 2020).

Mumps

Mumps, which is an infectious disease caused by a paramyxovirus, 
has been well controlled in the United States with a 99 percent decline in 
incidence since a vaccine was introduced in 1967 (CDC, 2019). However, 
from 2016–2017, hundreds of cases were reported to the Massachusetts 
Department of Public Health by 18 colleges and universities, as well as 
other close-contact settings (Wohl et al., 2020). Viral genomic sequencing 
of 158 cases from Massachusetts and 43 cases from other states, collected 
contemporaneously, revealed that a single viral lineage has been circulat-
ing since 2006 mostly within the United States, rather than globally (Wohl 
et al., 2020). Finer scale genomic analyses demonstrated that multiple 
introductions of individuals (some with travel history to other regions) 
onto college campuses started smaller clusters of transmission. Importantly, 
this study demonstrated how clinical metadata such as “contact links” 
(e.g., dormitories) or “activity links” (e.g., sports teams or clubs) could 
be aggregated and combined with genomic data to identify risk factors, 
untangle, and stem a local–national outbreak of mumps (Wohl et al., 2020).

2  See https://www.cdc.gov/flu/weekly/fluviewinteractive.htm (accessed June 25, 2020).
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Antibiotic-Resistant Bacteria

Genomic epidemiology studies of multidrug-resistant bacteria have 
demonstrated the capacity for sequencing within hospitals and public health 
labs to generate clinically actionable data with which to optimize strategies 
to prevent transmission within hospitals. As the evolution of resistance 
continues to outpace the development of new antibiotics, preventing trans-
mission of multidrug-resistant bacteria is critical to the mitigation of this 
threat. Controlling the spread of multidrug-resistant bacteria has required 
regions and localities to develop systems to integrate patient movement and 
genomic data. For example, as carbapenem-resistant Klebsiella pneumoniae 
was expanding its hold in U.S. hospitals, one center undertook genomic 
sequencing combined with epidemiology to reconstruct its earliest trans-
mission events and articulate specific surveillance and clinical practices, 
which helped to stem an outbreak (Snitkin et al., 2012). Similarly, expanded 
genomic–epidemiological analyses demonstrated how the transmission of 
carbapenem-resistant Klebsiella pneumoniae across a four-county area 
of Illinois was linked by a patient-sharing network of hospitals, nursing 
homes, and long-term acute care facilities (Snitkin et al., 2012, 2017). 
As part of the National Action Plan for Combating Antibiotic-Resistant 
Bacteria, a national strategy was established that included the Antibiotic 
Resistance Laboratory Network to perform and coordinate genomic–
epidemiological studies.3 Genomic sequence data have made it easier for 
facilities to communicate about possible undetected transmissions. 

Also in response to the escalating threat from multidrug-resistant bac-
teria, the U.S. Department of Defense (DoD) launched in 2009 the Anti
microbial Resistance Monitoring and Research (ARMoR) Program, its 
own global network to track and characterize multidrug-resistant bacteria 
(Lesho et al., 2014, 2016). The ARMoR Program is an enterprise-wide 
initiative, consisting of epidemiologists, bioinformaticists, microbiology 
researchers, policy makers, hospital-based infection preventionists, and 
health care providers, that implemented next-generation sequencing across 
the DoD health care system and surveillance network to gain insight into 
the molecular epidemiology of carbapenemase-producing bacteria to elicit 
more accurate and actionable data for infection control (see Figure 2-1). 
Through this program, outbreaks and emerging pathogens were detected 
earlier, adjustments were made in clinical standard operating procedures 
and patient care policies, and advances were made in diagnostic assay and 
software development. 

3  See https://aspe.hhs.gov/pdf-report/national-action-plan-combating-antibiotic-resistant-
bacteria-progress-report-year-3 (accessed June 25, 2020).
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Outbreaks of Foodborne Pathogenic Bacteria

The value of genomic epidemiology is most evident for outbreaks of 
foodborne pathogenic bacteria. Genomic epidemiology is helpful for food 
safety regulators and is integrated into many surveillance systems such as 
the U.S. Food and Drug Administration’s (FDA’s) GenomeTrakr Network4 
(Ladner et al., 2019). This is demonstrated by one of many examples: a 
year-long investigation of 56 patients from 24 states who were identified 
by a national surveillance network as infected with shiga-toxin produc-
ing E. coli (Crowe et al., 2017). A lengthy diet questionnaire revealed an 
enrichment of patients who baked during the week before illness onset, eat-
ing or tasting homemade batter or dough. Across multiple states, patients 
provided the dry ingredients used in the recipe. It was found that the flour 
came from the same large domestic producer, E. coli was cultivated from 
this flour, and genome sequencing confirmed the match between patient 
and ingredient (Crowe et al., 2017). The ease of sharing and the richness 
and precision of genomic sequence data has catalyzed greater coordination 
across local, state, and national levels.

BEST PRACTICES AND KEYS TO FUTURE SUCCESS

Efforts to date to apply genomic epidemiology to infectious disease out-
breaks demonstrate the value of a multipronged, overlapping approach in 
which data from multiple sources—genomic, clinical, and epidemiological—
are overlaid upon each other (Grubaugh et al., 2019; Houldcroft et al., 
2017; Ladner et al., 2019). Collective use of this type of approach can 
enhance communication between different entities (e.g., public health labo-
ratories, regional medical centers, academic hospitals, national organiza-
tions, and federal agencies) and provide a richer and more nuanced picture 
of the epidemiological landscape of an infectious disease outbreak, enabling 
the investigation and potential confirmation of hypotheses that would be 
difficult to pursue without the integration of genomic information into the 
approach. An instructive example is the surveillance framework developed 
to evaluate the circumstances of mosquito-borne transmission of yellow 
fever virus (Faria et al., 2018). By integrating rapid viral genomic sur-
veillance with epidemiological and spatial data—from both humans and 
animals—it was shown that the outbreak originated from multiple sylvatic 
(forest-dwelling mosquito) transmission events from animals to humans, 
rather than urban human-to-human transmission by mosquitoes (Faria et 
al., 2018). Therefore, this type of framework can help to estimate the risk 

4  See https://www.fda.gov/food/whole-genome-sequencing-wgs-program/genometrakr-network 
(accessed June 25, 2020).
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of human viral exposure across space and time while also monitoring the 
likelihood of different routes of transmission. 

Collaboration among stakeholders across multiple sectors is one of 
the keys for future success of these types of multipronged approaches. One 
established effort in this vein is FDA’s GenomeTrakr, a distributed network 
of public, private, and academic laboratories that utilizes precision epide-
miology, including whole genome sequencing for pathogen identification 
(Ladner et al., 2019). The network supports several real-time collaborative 
projects currently under way, including for analyzing samples of Listeria 
monocytogenes bacteria and Salmonella enteritidis bacteria (FDA, 2020). 
In total, GenomeTrakr has sequenced more than 462,000 isolates across 
a network spanning 15 federal laboratories and 25 state and university 
laboratories (FDA, 2020). As noted in the E. coli example described above, 
foodborne disease outbreaks can benefit from genomic analysis to allow 
the linking of cases to a point source of infection. The genomic data asso
ciated with the outbreaks, however, must be combined with relevant epi-
demiological data to identify risk that allow for specific interventions to 
be meaningful (Hill et al., 2017). As one 2016 review noted, despite the 
progress made around the use of whole genome sequencing in foodborne 
disease outbreaks and public health responses, there remains significant 
work to be done to ensure methodological consistency and standardization 
of sequencing approaches used by public health laboratories (Deng et al., 
2016). In addition, even as collaboration across stakeholders in foodborne 
disease detection has advanced, the continued improvement of real-time, 
data-gathering efforts and incorporation of machine learning to inform 
predictive efforts represent the next frontier (Hill et al., 2017). By bring-
ing together key stakeholders across the government and private sectors, 
the network is able to expedite real-time investigation of foodborne illness 
outbreaks and mitigate their effects on the public. 

Expanding the global scope of genomic epidemiology as a practical 
method for timely and effective outbreak response will require building the 
technical capacities for genome sequencing and analysis in public agencies 
and private facilities. In particular, this will require collaborating with and 
supporting lower-resource settings that are disproportionately impacted by 
outbreaks of infectious diseases. Initiatives currently under way to support 
such efforts include the Association of Public Health Laboratories–CDC 
bioinformatics fellowship program,5 the H3Africa initiative,6 and public–
private partnerships such as EcoHealth Alliance7 and Metabiota8 (Ladner 
et al., 2019). 

5  See https://www.aphl.org/fellowships/Pages/Bioinformatics.aspx (accessed June 25, 2020).
6  See https://h3africa.org (accessed June 25, 2020).
7  See https://www.ecohealthalliance.org/program/wab-net (accessed June 25, 2020).
8  See https://metabiota.com (accessed June 25, 2020).
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A collection of loosely affiliated and competing networks are acquiring 
and sharing genomic, clinical, and epidemiological data related to severe 
acute respiratory syndrome coronavirus 2 (SARS-CoV-2). Data are being 
generated at an escalating pace around the world, while networks for rapidly 
sharing those data are being established at the regional, national, and global 
levels. This chapter provides an overview of select SARS-CoV-2 data sources, 
identifies limitations of those sources, and highlights breakthrough efforts 
to combine and analyze genomic sequence data with clinical and epide-
miological data for SARS-CoV-2. The proceeding chapter sets out the key 
considerations for such a framework to bring these data sources together. 

CURRENT SARS-CoV-2 DATA SOURCES

U.S. Centers for Disease Control and Prevention SARS-CoV-2 Sequencing 
for Public Health Emergency Response, Epidemiology, and Surveillance

The U.S. Centers for Disease Control and Prevention’s (CDC’s) SARS-
CoV-2 Sequencing for Public Health Emergency Response, Epidemiology, 
and Surveillance1 (SPHERES) consortium was initiated in May 2020 to 
improve public health by coordinating a large-scale nationwide genomic 
sequencing effort across the United States. SPHERES aims to accelerate the 
generation and sharing of high-quality viral sequencing data from clinical and 

1  See https://www.cdc.gov/coronavirus/2019-ncov/covid-data/spheres.html (accessed June 25, 
2020).

3
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public health laboratories as well as to set standards to streamline the collec-
tion of consistent metadata for integrated analyses. All 50 states now have 
next-generation sequencing capacity, but the scale up of genomic research 
efforts has been hampered by lack of workforce capacity and limited coordi-
nation of stakeholders across academia, nonprofit, private, and public enti-
ties. Using a crowdsourced model, SPHERES hopes to gather sequencing data 
in a high-quality, representative, and consistent manner that can be used to 
establish a national baseline needed to monitor trends and inform evidence-
based public health responses to the public health emergency; current efforts 
are built with the architecture designed for influenza surveillance. SPHERES 
aims specifically to (1) maintain high-level monitoring, (2) use sequencing 
data to set national and regional baselines, (3) conduct sustainable, longi-
tudinal data collection, (4) use sequencing data to support contact tracing 
efforts, (5) monitor viral genetic diversity over time, and (6) foster new col-
laborations and innovation through the public–private partnership model.

SPHERES currently has a patchwork funding environment, with 
sources including federal funding from CDC and the National Institutes of 
Health (NIH), academic laboratories, philanthropy, and other private part-
ners, raising concerns of sustainability. In the context of uneven testing and 
sequencing practices across the country, SPHERES consortium sampling 
has been patchy and largely passive, with 21 states having submitted no 
sequencing data as of early June 2020. Consequently, the sampling is non-
representative in terms of geography and likely also viral genomic diversity. 
A further limitation is that SPHERES is not focused on collection and 
linkage of clinical data, in part because many laboratories do not provide 
detailed patient-level clinical metadata beyond a minimum set of identifiers. 

National Center for Biotechnology Information

The National Center for Biotechnology Information (NCBI)2 at NIH 
serves as a primary repository for all genomic sequencing. In accordance 
with NIH Data Sharing policies, genomic scientists rapidly deposit and 
release assembled SARS-CoV-2 genomes and raw metagenomic reads in 
NCBI’s GenBank and SRA databases, linked under BioProjects. NCBI pro-
vides a resource that includes links to SARS-CoV-2 reference sequences and 
several methods to explore the data. While different experimental methods 
have been established to obtain viral genomes, standards for complete-
ness are in place. Standardization could be bolstered with SARS-CoV-2 
samples distributed by the National Institute of Standards and Technology 
for sequencing and submission, thus benchmarking across centers. NCBI 
also runs a Pathogen Detection program that integrates bacterial pathogen 

2  See https://www.ncbi.nlm.nih.gov/sars-cov-2 (accessed June 25, 2020).
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genomic sequences from patients, food, and environmental sources to track 
foodborne disease outbreaks, assess virulence, and detect antimicrobial 
resistance. This program might help to inform a similar integrated model 
for detecting and tracking viruses using genomic sequencing.

Global Initiative on Sharing All Influenza Data

As described in Chapter 2, the Global Initiative on Sharing All Influenza 
Data3 (GISAID) is a major global platform for rapidly and openly sharing 
data on all influenza viruses, and has been adapted to include SARS-CoV-2. 
GISAID collects geographical and species-specific genomic, clinical, and 
epidemiological data to contribute to understanding how viruses evolve 
and spread during outbreaks. The initial SARS-CoV-2 genome sequences 
from China were posted to GISAID; nearly every major SARS-CoV-2 study 
utilizes GISAID.

Nextstrain

Nextstrain4 is an open-source platform designed to harness the potential 
of genomic data from a variety of infectious disease pathogens to support 
epidemiological research and outbreak response. It hosts a GISAID-enabled 
interface of publicly available sequence data from every continent5 and pro-
vides powerful analytic and visualization tools that can be used to explore 
data at various scales (e.g., global, continent, country, region). Nextstrain’s 
work on SARS-CoV-2 has largely focused on identifying major clades—
defined as clades that have reached 20 percent global frequency—as well 
as emerging clades. The Nextstrain tool can address questions about which 
regions of the genome are most variable, estimate the rate of infection, and 
apply some use of metadata (e.g., coloring sequences on the phylogenetic 
tree based on age of the person infected).

National COVID Cohort Collaborative

The National COVID Cohort Collaborative (N3C)6 is a centralized 
and secure portal for patient-level COVID-19 clinical data and a platform 

3  See https://www.gisaid.org (accessed June 25, 2020).
4  See https://nextstrain.org (accessed June 25, 2020). 
5  See https://nextstrain.org/ncov/global (accessed June 25, 2020).
6  The National COVID Cohort Collaborative is a collaboration among National Center 

for Advancing Translational Sciences–supported Clinical and Translational Science Awards 
Program hubs, the National Center for Data to Health, and distributed clinical data networks, 
with overall stewardship by NIH’s National Center for Advancing Translational Sciences. 
More information is available at https://covid.cd2h.org/N3C (accessed June 25, 2020).
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for deploying and evaluating methods and tools for clinicians, researchers, 
and health care professionals. N3C is a collaboration under the auspices of 
NIH’s National Center for Advancing Translational Sciences7 in response 
to COVID-19, joining resources of the National Center for Data to Health8 
and the Clinical and Translational Science Awards.9 It also serves as a 
resource for clinicians and researchers with granular and complex clinical 
questions. N3C was developed to improve efficiency and accessibility of 
analyses with COVID-19 clinical data, to expand the ability to analyze 
coronavirus diseases, and to demonstrate novel approaches for collabora-
tive data sharing. It is governed by a single, central Institutional Review 
Board (IRB) and has five workstreams: data partnership and governance; 
phenotype and data acquisition; data ingestion and harmonization; collab-
orative analytics; and synthetic data. The collaborative is currently building 
a dataset of patients with COVID-19 that can be securely linked to external 
datasets using coded identifiers in an enclave model that enables linking 
without the sharing of overtly identifiable health information.

Examples of Regional Initiatives 

Broad Institute

The Broad Institute10 in Boston, Massachusetts, has been a lead inno-
vator in genomic research for 15 years through its Genomics Platform,11 
which aims to create foundational genomics resources and to facilitate 
large-scale, pioneering projects to understand the genomic basis of diseases. 
Currently, the viral genomics group at the Broad Institute is collaborating 
with Massachusetts General Hospital and the Massachusetts Department of 
Public Health to investigate the introduction and spread of COVID-19 in 
the Boston area. Their work suggests that more than 30 introduction events 
from both domestic and international sources occurred in the area (see 
Figure 3-1), with subsequent super-spreader events that involved rapid and 
initially asymptomatic transmission in a congregate living facility as well as 
widespread transmission at a pharmaceutical conference that underpinned 
the outbreak in the state (Virological, 2020). 

Since 2016, the Broad Institute has partnered with the Massachusetts 
State Public Health Laboratory and CDC to build distributed capacity for 
genomic sequencing through a train-the-trainer program for regional- and 

7  See https://ncats.nih.gov (accessed June 25, 2020).
8  See https://cd2h.org (accessed June 25, 2020).
9  See https://ncats.nih.gov/ctsa (accessed June 25, 2020).
10  See https://www.broadinstitute.org/coronavirus/epidemiology-surveillance#top (accessed 

June 25, 2020).
11  See https://www.broadinstitute.org/genomics (accessed June 25, 2020).
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FIGURE 3-1  A radial phylogenetic tree of a global set of 10,000 SARS-CoV-2 
genomes available on GISAID, with distance from the center and color reflecting 
when and where the sample was collected, respectively.
NOTES: 331 complete SARS-CoV-2 genomes from Massachusetts (red) were 
sequenced at the Broad Institute and are spread throughout the tree. At least 30 
putative introductions to the Boston area are posited based on the phylogenetic 
distribution of the earliest (most central) samples. The earliest documented case in 
Massachusetts was a subject who returned from Wuhan on January 29, 2020, with 
symptoms (single red dot located in Western inner circle of tree) with no detected 
transmissions (no descendent viruses observed). By contrast, clusters of SARS-
CoV-2 genomic sequences seen in Southern and Eastern quadrants in February/
March, together with epidemiologic data, support multiple local transmissions 
derived from single sources (super-spreading event).
SOURCES: Virological, 2020 (graphic), through adaptation from Nextstrain and 
data from GISAID. 
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state-level laboratory personnel. These programs could serve as a model for 
developing national coordination among state public health laboratories.

Chan Zuckerberg Biohub

The Chan Zuckerberg Biohub12 has three ongoing COVID-19 efforts 
being carried out in partnerships with the University of California, San 
Francisco; the California Department of Public Health; and local- and 
county-level departments of public health (DPHs). CLIAHUB is a Clinical 
Laboratory Improvement Amendments–certified laboratory that provides 
COVID-19 testing to counties and clinics across California. Samples from 
positive tests are routed directly for full genomic sequencing. COVID-
Tracker is a minimum viable product built on Nextstrain by the Biohub for 
the visualization of data and importation of epidemiological metadata 
for use by county DPH officials. Last, COVIDNet is a collaboration with 
the state and county DPHs, academic partners, and commercial laboratories 
through which partners send positive samples to the Biohub, commercial 
laboratories, and other academic laboratories in California for the viral 
genomes to be sequenced. As of July 7, 2020, these efforts have yielded more 
than 650 genomes from 10 California counties deposited in GISAID, with 
an estimated 40,000 genomes expected to be completed over the next year.

Wadsworth Center

The Wadsworth Center,13 the public health laboratory for the New 
York State Department of Health, was the first laboratory in New York 
to receive Emergency Use Authorization for SARS-CoV-2 testing. While 
rapidly expanding its own capacity, Wadsworth supported other com-
mercial and hospital laboratories in the state to develop and ramp up 
testing capacities for SARS-CoV-2. Building on its investment in state-
wide surveillance of antibiotic-resistant bacteria, food- and water-borne 
pathogens, and influenza virus, Wadsworth deployed a genomic epide-
miological model to track the SARS-CoV-2 caseload in New York State. 
Thus far, more than 300 genomes from different time periods during the 
pandemic and covering many regions of the state—including New York 
City (NYC), the initial epicenter—have been identified. The Wadsworth 
Center is working closely with the NYC public health laboratory and 
regional academic and hospital laboratories to collect and integrate clini-
cal metadata. The Governor of New York Andrew Cuomo utilized this 
genomic epidemiological data, along with daily analysis of the regional 

12  See https://www.czbiohub.org (accessed June 25, 2020).
13  See https://www.wadsworth.org (accessed June 25, 2020).
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test positivity rate, as part of the approach to manage New York State’s 
response to SARS-CoV-2.

Other Initiatives 

COVID-19 Genomics UK Consortium

The COVID-19 Genomics UK (COG-UK) Consortium14 was established 
with £20 million ($25 million) of funding to increase the capacity to collect, 
sequence, and analyze whole genomes of SARS-CoV-2 virus samples collected 
in the United Kingdom with an explicit commitment to open science and 
data sharing. COG-UK was created to deliver clinically actionable data to 
local medical centers and the UK government to guide health interventions 
and policies. Collaborating partners include public health agencies, university 
laboratories, regional university hubs and health organizations, and sequenc-
ing centers, including the Wellcome Sanger Institute. More than 20,000 
sequences have been published thus far on the COG-UK website, which 
includes links to all samples and metadata as well as protocols developed by 
consortium members for preparing, conducting, and analyzing sequences. 
COG-UK also regularly submits data to GISAID and can be viewed in 
Nextstrain. Among several workstreams, the project includes a working 
group on metadata, patient linkage, epidemiology, and health informatics. 
The UK Academy of Medical Sciences also launched an open-access data-
base15 to map and share UK preclinical research on COVID-19 therapies, as 
well as informing strategic decision making by policy makers and funders.

Global Alliance for Genomics and Health

The Global Alliance for Genomics and Health16 is a policy-framing 
and technical standards-setting organization seeking to enable responsible 
genomic data sharing within a human rights framework. Its actions to 
facilitate rapid sharing of high-quality data by the human genetics com-
munity can support timely and effective responses during global disease 
outbreaks. Composed of more than 500 organization members, including 
COG-UK, other members of the alliance include

•	 Canadian COVID Genomics Network,17 a national collaboration 
to coordinate data sharing and analyses across the country and to 

14  See https://www.cogconsortium.uk (accessed June 25, 2020). 
15  See https://covidpipeline.acmedsci.ac.uk (accessed June 25, 2020). 
16  See https://www.ga4gh.org/covid-19 (accessed June 25, 2020).
17  See https://www.genomecanada.ca/en/news/genome-canada-leads-40-million-genomics-

initiative-address-covid-19-pandemic (accessed June 25, 2020).
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accelerate genome sequencing to inform clinical and public health 
approaches;

•	 COVID-19 Beacon,18 a tool to integrate sequencing data, identify 
specific genetic mutations, and create visualizations of the geo-
graphic and evolutionary origins of pathogens;

•	 COVID-19 Portal,19 a European portal dedicated to the rapid 
collection and sharing of genomic data from the global research 
community;

•	 Galaxy COVID-19,20 a resource that compiles best practices, infra
structure, and workflows to support genomic analyses of SARS-
CoV-2 data; and

•	 Public Health Alliance for Genomic Epidemiology,21 a global coali-
tion working to develop consensus standards, share best practices, 
and advocate for open science and data sharing in public health 
microbial bioinformatics.

Partnerships Among the Private Sector, 
Academia, and Public Health Agencies

New partnerships among the private sector, academia, and public health 
agencies are also collaborating to support data collection and genomic 
analysis of SARS-CoV-2. In Washington State, Microsoft’s data science team 
is working with the Washington State Department of Health to build more 
efficient systems for collecting and managing large volumes of data about 
disease incidence and hospitalization (Edmond, 2020). This partnership 
was catalyzed when the Washington State Electronic Laboratory Report-
ing System was overwhelmed by the influx of negative SARS-CoV-2 test 
results reported early in the pandemic. In California, Amazon Web Services 
is partnering with the University of California, San Francisco, to perform 
genomic sequencing on samples from people with COVID-19 in the Bay 
area (Kent, 2020). 

18  See https://covid-19.dnastack.com/app/workspace/eyJrIjoiY292aWQtcHVibGljIiwi 
ciI6ImFwcCIsImMiOiIwIn0/resource/sequences--eyJrIjoiY292aWQtcHVibGljIiwiciI6Im 
FwcCIsImMiOiIwIiwibiI6IjEifQ?filter=eyJmaWx0ZXJzIjp7fSwib3JkZXIiOlt7ImZpZW 
xkIjoiYWNjZXNzaW9uIiwiZGlyZWN0aW9uIjoiQVNDIn1dfQ%3D%3D (accessed June 25, 
2020).

19  See https://www.covid19dataportal.org (accessed June 25, 2020).
20  See https://covid19.galaxyproject.org (accessed June 25, 2020).
21  See https://pha4ge.github.io (accessed June 25, 2020).
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CURRENT EFFORTS TO INTEGRATE  
SARS-CoV-2 GENOME SEQUENCE DATA WITH 

CLINICAL AND EPIDEMIOLOGICAL DATA

The committee identified several breakthrough efforts to combine and 
analyze SARS-CoV-2 genome sequence data with clinical and epidemiologi-
cal data that were conducted in Wuhan (China), NYC (United States), and 
Iceland. These efforts demonstrate the value of integrating data to support 
transmission tracking in real time as an outbreak unfolds.

In late 2019, a critically ill 41-year-old male presented at the Central 
Hospital of Wuhan, Hubei province, central China, with lung infiltrates 
and tested negative for all common respiratory pathogens. To identify the 
etiologic agent, direct metatranscriptomics were performed on broncho
alveolar lavage fluid with de novo assembly, which yielded a 30-kilobase 
genome with 89 percent sequence identity to a group of SARS-like corona-
viruses previously identified in bats (Wu et al., 2020). Concurrently, criti-
cally ill patients with unidentified severe pneumonia disease were admitted 
to the intensive care unit of another hospital in Wuhan; it was noted that 
many worked at the same local seafood market. Because the outbreak was 
occurring with similar epidemiological features to SARS infections (e.g., 
occurring in winter, patients having links to a food market), researchers first 
tested and identified a positive signal for a coronavirus. Next, they used 
direct metagenomic sequencing of bronchoalveolar lavage fluid to identify 
non-human microbial DNA. With some additional targeted sequencing and 
analysis, they independently identified the complete SARS-CoV-2 genome 
(Zhou et al., 2020). Foreshadowing zoonotic investigations, both scientific 
research teams noted the genomic similarity of SARS-CoV-2 to the 2003 
SARS-CoV and to published bat coronaviruses and epidemiological links 
of early cases to the indoor market selling seafood and other live wild ani-
mals. Importantly, both groups submitted SARS-CoV-2 genomes to NCBI/
National Library of Medicine GenBank and GISAID, which immediately 
became the reference for an international effort to screen for new cases (Wu 
et al., 2020; Zhou et al., 2020).

In early 2020, increasing numbers of patients with clinical conditions 
consistent with a diagnosis of SARS-CoV-2 presented globally, including in 
the United States; as screening capacity increased, so too did the number of 
reported cases. NYC became an epicenter of SARS-CoV-2 infections—with 
172,000 cases and 13,000 deaths reported in March and April 2020—
prompting the Icahn School of Medicine at Mount Sinai in NYC to activate 
its extant Pathogen Surveillance Program,22 which had been established 
the previous year to generate real-time genetic information on pathogens 

22  See https://icahn.mssm.edu/research/genomics/research/pathogen-surveillance (accessed 
June 25, 2020).
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found to cause disease in its patients (Gonzalez-Reiche et al., 2020). With 
IRB approval, patient consent, and biospecimen handling already in place, 
investigators acquired clinical samples from 84 patients who tested positive 
for SARS-CoV-2 in the first weeks of March 2020. Its genome scientists 
accessed the reference genome and rapidly acquired full genome sequences 
of these clinical cases. Phylogenetic analyses were performed using the 
2,363 other SARS-CoV-2 genomic sequences deposited in GISAID in March 
2020. The NYC isolates were distributed throughout the phylogenetic 
tree, suggesting multiple independent introductions (Gonzalez-Reiche et al., 
2020). By standardizing to Nextstrain’s clade nomenclature, 87 percent of 
these NYC isolates were assigned to a clade that was the dominant clade 
in Europe at the time and suggested that travel from Europe accounted for 
the majority of those cases. Machine learning and Bayesian phylodynamic 
analyses generated an estimated period of untracked global transmission 
from late January to mid-February 2020. A few of the genomes closely 
matched strains from Washington State, which supported independent 
domestic introductions. These 84 patients were NYC residents from 21 
neighborhoods across 4 boroughs in NYC and 2 towns in Westchester 
County. Based on zip code information, two monophyletic clusters—of 17 
and 4 cases, respectively—were distributed across the NYC region, which 
suggested extensive, local, undetected transmission (Gonzalez-Reiche et 
al., 2020). As described previously in this chapter, many other academic 
centers, including the Broad Institute in Cambridge, Massachusetts, and 
the Chan Zuckerburg Biohub in San Francisco, California, established 
similar genomic tracking programs to identify the initial seeding and the 
subsequent spread of SARS-CoV-2 in their communities.

Many countries mounted a national response to control the spread of 
SARS-CoV-2, but Iceland’s response was notable in that it immediately and 
actively leveraged genomic–epidemiological technology to develop inno
vative solutions. Although Iceland is geographically isolated and has a 
relatively small population of 360,000, the country welcomes 2 million 
tourists per year (Stofa, 2019). Importantly, deCODE Genetics-Amgen23 
of Iceland has been performing human population-level genomic sequenc-
ing to discover genetic risk factors for disease for 25 years. Iceland was 
able to conduct targeted testing on 9,199 persons at high risk for infection 
based on symptoms or recent travel history as well as population-based 
screening of 13,000 residents (Gudbjartsson et al., 2020). In total, 6 per-
cent of the population was screened, with 13.3 percent of the targeted 
patients testing positive and 0.6–0.8 percent of the random-population 
screening testing positive. GenBank and GISAID received 581 genomes that 
were sequenced from these clinical samples. By leveraging the sequences in 

23  See https://www.decode.com (accessed June 25, 2020).
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the GISAID repository, these genomes were assigned to 42 distinct clades, 
which provides a lower bound on the number of introductions to Iceland 
(Gudbjartsson et al., 2020). Genomic sequences revealed early virus impor-
tations followed by community and family spread of distinct viruses indi-
cating other sources. Genomic sequencing also revealed some unanticipated 
links, such as a cluster of 14 people who were subsequently found to be 
linked through missing intermediates, which helped to explain community 
spread. Although the United States is 1,000 times more populous than 
Iceland and has 10 cities with populations greater than 1 million, Iceland 
provides an example of integration across sectors and entities, leading to 
improved public health surveillance and disease control.

CONCLUDING REMARKS

The committee identified multiple limitations to current sources of 
genomic, clinical, and epidemiological data on SARS-CoV-2. Key limita-
tions include insufficient funding, poor coordination, limited capacity for 
data integration, unrepresentative data, and lack of an adequately trained 
workforce with the multifaceted expertise needed to conduct this work. 
Funding to support these platforms and databases is inadequate both dur-
ing and between outbreaks, and the funding that is available is not dis-
tributed uniformly across efforts. A passive and non-strategic system like 
SPHERES is inadequate. Fundamental governance and collaboration issues 
extending from the top down have led to the fragmentation of approaches 
and varying capacities at local and national levels. Many state public health 
laboratories are siloed, with disparate methods and widely varying levels of 
expertise in genomic sequencing for disease surveillance. Local jurisdictions 
are disproportionately resourced and have wide variability in their capaci-
ties to use data during an outbreak. Data architecture is similarly limited 
and fragmented at the local, state, and national levels, which is a barrier to 
rapid and open data sharing. Public health personnel often have no formal 
degree training in public health and thereby lack sufficient training in data 
science; more trainers in genomic epidemiology are needed to develop 
actionable interventions.

Robustly integrating genomic data with clinical and epidemiological 
data would require a health care and public health system with sufficient 
infrastructure, coordination, and capacity to integrate and analyze the data. 
However, integrating genomics with medical records, diagnostic outputs, 
and public health data is difficult in the United States due to fragmented 
record keeping as well as institutional and regulatory hurdles. Improving 
the representativeness of sampling will require greater local-level capacity 
and improving baseline surveillance, as the current reliance on cluster 
investigations is inadequate to identify viral genetic diversity. Data requests 
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often pose further challenges to already overburdened clinical and reference 
laboratories, which conduct a majority of sample testing. Building national 
capacity to integrate genomic, clinical, and epidemiological data would 
have immediate impact for the nation’s response to SARS-CoV-2 and posi-
tion the United States to respond to any future microbial threat.

Conclusion: Current sources of SARS-CoV-2 genome sequence 
data, and current efforts to integrate these data with relevant epide-
miological and clinical data, are patchy, typically passive, reactive, 
uncoordinated, and underfunded in the United States. As a result, 
currently available data are unrepresentative of many important 
population features, biased, and inadequate to answer many of 
the pressing questions about the evolution and transmission of the 
virus, and the relationships of genome sequence variants with viru-
lence, pathogenesis, clinical outcomes, and the effectiveness of 
countermeasures. Thus, the viral sequence data and associated data 
needed are not being collected.

RECOMMENDATION 1. The U.S. Department of Health and Human 
Services should ensure the generation of representative, high-quality 
full genome sequences of SARS-CoV-2 across the United States, and in 
the future, from emerging epidemic or pandemic pathogens, in order 
that these data can be used to meet key needs for genomic surveillance. 
•	� Pathogen samples must be obtained from individuals who represent 

a broad diversity of factors such as race and ethnicity, gender, age, 
geography, and other demographic features such as housing type, 
clinical manifestations and outcomes, and transmissibility. 

•	� Capacity for genomic sequencing should be developed and sup-
ported at many geographically distributed sites performing testing, 
including public health laboratories and academic and medical 
centers.

•	� Representative SARS-CoV-2 clinical samples from across the 
United States should be collected and sequenced on an ongoing 
basis to provide baseline data and facilitate near-real-time transmis-
sion tracking.

•	� Genome sequences should be shared openly on publicly accessible 
databases, such as the National Center for Biotechnology Informa-
tion linked to the Global Initiative on Sharing All Influenza Data.
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To inform public health analysis of an infectious disease outbreak, 
the genomic sequence of the pathogen obtained from an infected person 
must be accurate and be linked with sufficient metadata for context. In 
this chapter, the committee lays out a framework to describe the types of 
clinical and epidemiological data that need to be linked to viral genome 
sequence data to answer specific questions related to transmission, evolu-
tion, treatment, and prevention of the severe acute respiratory syndrome 
coronavirus 2 (SARS-CoV-2), and in the future, new emerging epidemic or 
pandemic pathogens. It concludes with a discussion about the data integra-
tion and infrastructure considerations for a system to track and correlate 
genomic, clinical, and epidemiological data. Demographic factors, such as 
age or occupation, are also important components to understand disease 
transmission and data collection needs for specific populations.

CONSIDERATIONS FOR TRANSMISSION, 
EVOLUTION, AND CLINICAL DISEASE

Overarching Data Collection Considerations 

Acquisition of genomic data is one piece (see Recommendation 1 in 
Chapter 3) but will also be reliant on clinical and epidemiological data to 
understand the evolution of SARS-CoV-2 and the implications for transmis-
sion and clinical manifestations. The collection of clinical data is exceed-
ingly important but also one of the biggest hurdles. 

4

Framework to Track and Correlate 
Viral Genome Sequences with 

Clinical and Epidemiological Data 
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Temporal and geographic information (date and location of specimen 
collection) are essential for assessing spread of the pathogen in time and 
space throughout the epidemic, establishing transmission chains, developing 
predictions, and identifying clusters of similar sequences as an indication of 
a super-spreading event, for example. Similarly, any recent travel to places, 
gatherings, or events that might currently or subsequently be recognized 
as areas of high disease activity is fundamentally important for mitigation. 
Residence in a long-term care facility, recent (especially inpatient) clinical 
encounters, and close contact with a person known to have coronavirus 
disease 2019 (COVID-19) would be key variables for downstream use. 
Comorbid disease, immunosuppression, and disease severity may reveal 
associations with viral evolution that would otherwise be undecipherable. 
Preceding receipt of antiviral treatment, episode(s) of COVID-19, and any 
prior SARS-CoV-2 vaccination, are likely to become increasingly relevant in 
the future to contextualize SARS-CoV-2 evolution in response to selective 
pressure such as escape from antiviral responses.

A critical overarching consideration will be in ensuring representation 
through participatory parties (Gould et al., 2017). To ensure that epidemio-
logical sampling is representative of populations at risk, basic demographics 
should be linkable with the genomic sequence. A mixture of public health, 
health care, tribal leaders, bioethics, community health leaders, and those 
working in genomic epidemiology would be beneficial to help determine 
how best to represent all critical parties. In fact, it may be helpful to estab-
lish a proactive “push” team that helps resource-challenged areas—such 
as tribal territories and critical access hospitals—ensure they are afforded 
representation. Adequate representation should go beyond geographical 
considerations, and should also include gender, race, ethnicity, living situ-
ation, and occupation. 

Table 4-1 briefly outlines how viral genome sequence data, when com-
bined with other types of data, can be used to inform questions related to 
transmission, evolution, and clinical disease.

Transmission

Data on viral genomic sequences can answer questions related to the 
source(s) of the virus causing an outbreak. The “simplest use of genomic 
data” is used to show how viral spread happens when combined with 
phylogeographic approaches where it can be used to detect transmission 
hot spots and help direct interventions (Holmes et al., 2016). For the cur-
rent situation with SARS-CoV-2, such data can determine how the virus 
is spreading between individuals and within a community. Once a vaccine 
is available, these data can determine whether new cases are due to virus 
importation or to local spread. For instance, genomic epidemiology with 
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TABLE 4-1  Summary Table of Considerations for Transmission, 
Evolution, and Clinical Disease

Goal Question
Viral Genomic 
Sequence Data Needs

Clinical and/or 
Epidemiological Data 
Needsa

Transmission 
patterns

Is outbreak 
due to multiple 
introductions? Where 
is the virus coming 
from?

Pathogen samples 
from individuals 
who represent 
broad diversity from 
outbreaks and many 
regions/countries

Time and place of virus 
isolation and travel 
history of cases

Is outbreak due 
to local spread? 
How and/or where 
is the virus being 
transmitted?

Sequences from local 
groups/areas with 
increased incidence 
rates

Local population-based 
information on sites of 
exposure, gatherings, 
isolated communities, 
and congregate living 
(long-term care 
facilities, hospitals, 
prisons)

Is there evidence of 
super-spreading events 
and how important 
are they?

Sequences of virus 
from groups of people 
infected in the same 
setting

Information on sites of 
exposure, gatherings

Evolution/
influence 
of selective 
pressures

Is the virus changing 
in transmissibility?

Changes in viral 
genome sequence 
associated with 
increased spread

Calculations of R0 
(contact tracing data–
number of people 
infected)

Is resistance to 
antiviral drugs or 
other treatments 
changing?

Changes in viral 
genome associated 
with failure to 
respond to treatment 

Hospital or health care 
center data on patients 
who do not respond to 
therapy or show failure 
of treatment

Is there altered escape 
from the host immune 
response/within host 
evolution?

Changes in viral 
genome associated 
with persistence 

Hospital data on 
patients who show 
prolonged shedding

Is there changed 
protection from 
vaccine-induced 
immunity?

Changes in virus 
that affect epitopes 
important for 
protective immunity 
and sequences of 
viruses associated with 
vaccine failure

Vaccine trial databases 
and post-marketing 
vaccine failures

continued

http://www.nap.edu/25879


Genomic Epidemiology Data Infrastructure Needs for SARS-CoV-2: Modernizing Pandemic Response ...

Copyright National Academy of Sciences. All rights reserved.

50	 GENOMIC EPIDEMIOLOGY DATA INFRASTRUCTURE NEEDS FOR SARS-CoV-2

Goal Question
Viral Genomic 
Sequence Data Needs

Clinical and/or 
Epidemiological Data 
Needsa

Clinical 
disease

Are there strains/
mutations associated 
with changes in 
disease severity?

Sequences of viruses 
from patients with 
different disease 
severity

Severity of symptoms, 
ICU, ventilation, 
mortality, length of 
hospitalization, and 
co-infections

Are there strains/
mutations that 
affect virus loads or 
clearance? 

Sequences of viruses 
from patients with 
viral load data

RT-PCR data to 
measure viral load of 
respiratory secretions, 
blood, and feces over 
time

Are there strains/
mutations that affect 
response to different 
treatments?

Sequences of viruses 
from before and after 
treatment

Treatment type, 
duration, and outcome

Are there strains/
mutations that are 
associated with 
response to different 
treatments?

Sequences of viruses 
from different body 
sites and patients with 
and without specific 
complications

Clinical data on 
complications related 
to different organ 
systems (e.g., kidney, 
liver, nervous system)

Are there strains/
mutations that 
predispose to MIS-C?

Sequences of viruses 
from children in the 
same community/
family with and 
without MIS-C

Clinical data over time 
on immune response, 
viral load, treatment, 
and response

NOTE: ICU = intensive care unit; MIS-C = multisystem inflammatory syndrome in children; 
R0 = basic reproductive number; RT-PCR = reverse transcription polymerase chain reaction.
	 a The committee recognizes that clinical and epidemiological data often come from very dif-
ferent data collection sources and efforts, but for the purposes of this table these data needs 
have been incorporated into one column.

TABLE 4-1  Continued

knowledge of viral sequences from different regions is regularly used to 
determine whether cases of measles virus infection are due to introduction 
from countries with continued endemic measles or to chains of transmission 
within the community due to inadequate population immunity (Harvala et 
al., 2015; Penedos et al., 2015). 

Where Is the Virus Coming From? 

As described in Chapter 3, sequencing 87 SARS-CoV-2 genomes from 
infected patients early in the spread of COVID-19 in New York City dem-
onstrated multiple independent introductions of dominant strains circulat-
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ing in Europe followed by undetected local transmissions (Gonzalez-Reiche 
et al., 2020). In a hypothetical scenario, the reader should imagine the first 
group of college students arriving to a college campus in August 2020. If 
cases of COVID-19 begin to be detected in the days and weeks that follow, 
administrators and health care providers will need to respond in near real 
time. Important to their mitigation strategy will be distinguishing multiple 
independent introductions from local transmission. To understand what 
proportion of students came to campus carrying SARS-CoV-2 strains from 
their home regions will require national and international baseline data. 
Moreover, to know which events to discourage, students will need to pro-
vide accurate data of their activities and contacts—many of whom they 
will not know.

Genomic data linked to time, place, and exposure history will help to 
cluster cases, delineate local transmissions, and illuminate which epidemio-
logical links need not be investigated further.

Where Is the Virus Being Transmitted? 

Of particular epidemiological importance for SARS-CoV-2 is identifica-
tion of route of transmission, asymptomatic spread, and super-spreading 
events. Virus sequence data can help identify transmission via differ-
ent pathways, both expected and unexpected (Holmes et al., 2017). For 
instance, SARS-CoV-2 RNA is frequently found in stool samples as well 
as respiratory secretions with more persistent shedding from the gastro
intestinal tract (Xu et al., 2020). Viral RNA in stool and as aerosols in the 
toilet areas of communal living facilities (Liu et al., 2020) may or may not 
represent infectious virus (Wölfel et al., 2020). Identification of fecal–oral 
transmission will require epidemiological information on exposures linked 
to virus sequence information and could have a substantial effect on public 
health interventions. Likewise, knowledge of transmission from sites of 
virus persistence (particularly semen as now recognized for Zika and Ebola 
viruses) provides opportunities for late transmission to reignite outbreaks 
after apparent control, which affect public health interventions.

Super-spreading events and identification of the settings where they 
occur are of particular epidemiological importance. These events can only 
be identified with viral sequence data from multiple individuals involved in 
an outbreak linked to information on participant activities, such as religious 
services, sporting events, or concerts (Holmes et al., 2016). 

Evolution and Influence of Selective Pressures 

To better understand the evolution of SARS-CoV-2 in the United 
States or elsewhere, it would be ideal to integrate patient clinical data and 
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genomic sequence data, with representation of both abundant and rare viral 
genotypes, representative of geographic, gender, racial, ethnic, and other 
demographics. Of course, the difficulty of this goal is the challenge in obtain
ing such data, given the current lack of an efficient and reliable network to 
connect data drawn from local regions across the United States. Thus, it 
remains challenging to elucidate how the virus is currently evolving, which 
suggests poor ability to predict its future potential for evolution in the face 
of ongoing and novel selection pressures, such as vaccine development. 

A brief comparison of the evolution patterns of SARS-CoV, Middle East 
respiratory syndrome (MERS)-CoV, and SARS-CoV-2 reveals interesting 
similarities and differences. Although SARS-CoV-2 studies suggest an emer-
gence event involving single lineage, it is clear that multiple introductions 
of SARS-CoV and MERS-CoV occurred early in the expanding epidemic 
(Liya et al., 2020). During the SARS-CoV epidemic, distinct mutations in 
the receptor-binding domain were critically associated with the emergence 
of middle- and late-phase isolates that spread geographically, but transiently 
throughout the world (Hu et al., 2017). Other interesting differences in-
clude the high transmissibility of SARS-CoV-2, prior to disease symptom 
onset, while both SARS-CoV and MERS-CoV are primarily transmitted 
after clinical disease onset. Mortality rates of the three emerging corona
viruses are estimated at 1, 10, and 35 percent for SARS-CoV-2, SARS-CoV, 
and MERS-CoV, respectively. While asymptomatic infections were and 
are rare in the 2003 SARS-CoV epidemic and the ongoing MERS-CoV 
outbreak, asymptomatic infections are common in SARS-CoV-2 infections, 
recently estimated to represent 40–50 percent of all cases (Feaster and 
Goh, 2020). What are the genetic differences between SARS-CoV and 
SARS-CoV-2 that regulate these fundamental differences in transmissibil-
ity, virulence, and pathogenesis? Could highly virulent, highly transmissible 
coronavirus strains emerge from zoonotic sources or during an expanding 
epidemic or pandemic? How does virulence evolve after a zoonotic emer-
gence event? What is the relationship between the evolution of virulence 
and coronavirus transmissibility? Using model organisms, the evolution-
ary relationships between virulence and transmissibility are thought to 
be complex traits and include examples of synergistic and antagonistic 
relationships (Geoghegan and Holmes, 2018). Given the large diversity of 
novel coronaviruses harbored in bats and other animals, it is therefore con-
ceivable that many worse highly transmissible and highly virulent zoonotic 
coronaviruses may exist in nature that threaten human populations in the 
future. Consequently, fundamental insights into the evolutionary trade-offs 
and genetic relationships between SARS-CoV-2 evolution, virulence, and 
transmissibility may better inform global preparedness efforts, designed to 
minimize the impact of consequential coronavirus disease outbreaks of the 
future (Messenger et al., 1999).
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For example, if the mutation rate (replication fidelity) changes such 
that more allele substitutions occur per round of genome replication, it 
would indicate that greater variation and adaptive potential is available to 
the virus as raw fuel for evolution by natural selection (Duffy et al., 2008; 
Elena and Sanjuán, 2007). In turn, this scenario could lead to adaptive 
change whereby the major virus variants become either more or less dan-
gerous (virulent), such that increased or decreased mortality risk becomes 
associated with COVID-19. Thus, evolution of a higher mutation rate 
in the virus may not be necessarily problematic from a clinical or public 
health perspective, because viral adaptation may coincide with greater or 
lesser host morbidity and mortality. The adaptive potential of any bio-
logical system relies on a positive correlation between increased mutation 
rate and a larger number of useful (beneficial) mutations occurring in the 
population (Orr, 2000). That is, mutation rate can create more changes 
per unit of time, but there is no guarantee that this will also create a larger 
fraction of beneficial mutations, because the latter is determined by how 
well spontaneous mutations provide an adaptive match to the selective chal-
lenges faced by the population. Nevertheless, even if the mutation rate of 
SARS-CoV-2 remains unchanged, the short generation times of the virus—
coupled with the very large number of infected human hosts—create ample 
opportunity for rare spontaneous mutations to arise and spread over short 
periods of time, indicating enormous virus evolutionary potential. 

Is Virus Transmissibility Changing? 

To date, about a dozen mutations in the gene encoding the spike 
protein are accumulating and being evaluated for positive selection. A 
prominent D614G mutation identified both in China and Europe in January 
2020 is expanding in geographic range and frequency across the world 
(Korber et al., 2020). The mutation is located on the interface between 
spike protomers where it may alter stability that enhances infectivity. Iden-
tification of this mutation is leading to more detailed studies aimed at 
unraveling the importance of this mutation in the biology of SARS-CoV-2 
and its relationship to other mutations in the genome that may contribute 
to the selective sweep of this genotype across the globe. In addition to the 
in vitro data on competitive cell entry and growth rates that have been 
released recently (Grubaugh et al., 2020; Hu et al., 2020; Korber et al., 
2020; Zhang et al., 2020), it will be important to examine the time course 
and natural history of mutant and isogenic parental strain experimental 
infections in relevant whole animal models, as well as in naturally infected 
humans, and households.

In addition, several other spike mutations have been observed in smaller 
clusters of cases. However, none have risen to global prominence. For 
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example, signal peptide mutations (L5F and L8V) could potentially affect 
posttranslational modifications, folding, abundance, and glycosylation, 
while residue changes V367F, G476S, and V483A are found within 
the RBD domain. However, only G476S is located at the RBD binding 
interface. The functional significance of these mutations in mammalian 
angiotensin-converting enzyme 2 interaction networks (primate and animal) 
remain unknown and warrant additional study. Finally, several other muta-
tions occur in regions of unknown function (H49Y, Y145H/del, Q239K) 
and appear to be diminishing, or are remaining stable in the population 
and located in and about the fusion machinery (A831V and D839Y/N/E) or 
c-terminal end (P1263L). Other mutations have been recorded in ORF1ab 
and ORF8 regions, although their functional significance remains unknown 
(Chang et al., 2020). 

Is the Virus Evolving in Response to Selective Pressures?

Many selective pressures could lead to evolved changes in viral traits 
that improve the success and spread of SARS-CoV-2 infection. For instance, 
increased virus particle stability in aerosols or on surfaces could promote 
transmission opportunities (van Doremalen et al., 2020) and methods exist 
to interrogate how spontaneous mutations can improve virus stability against 
environmental degradation (Ogbunugafor et al., 2013). Relatedly, increased 
time between transmission events should select for infectious viruses with 
increased particle stability, although evolution of increased particle stability 
tends to trade-off with rate of genome replication, such that more durable 
viruses suffer slower reproduction (Goldhill and Turner, 2014). However, it is 
unclear whether the stability–reproduction trade-off would reduce viral load 
in an infected human as examined in influenza virus (Handel et al., 2014), a 
highly relevant clinical concern for COVID-19. Therefore, prolonged social 
distancing could select for SARS-CoV-2 variants with increased particle sta-
bility that may or may not affect viral load during infection. If genomic 
epidemiology studies point to virus evolution at loci that affect SARS-CoV-2 
particle stability, it would provide motivation to closely study whether clini-
cal symptoms in infected patients are changing as well.

Additional selective pressures (e.g., antiviral and immune modulating 
treatments and eventually vaccination) are being introduced with unknown 
consequences for virus evolution. Antibody responses and drug activi-
ties are dependent on specific regions of the viral proteins. For instance, 
the drug remdesivir requires certain regions of the viral RNA-dependent 
polymerase and exoribonuclease (Agostini et al., 2018), and the receptor-
binding domain of the spike protein is the main target for neutralizing 
antibody and most vaccines in development (Premkumar et al., 2020). 
Mutation in these proteins could affect treatment and vaccine efficacy. 
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More recently, host susceptibility loci on human chromosomes 3 and 9 
may be unevenly distributed globally, potentially selecting for new variants 
of SARS-CoV-2 that interacts specifically well with this human genotype 
(Ellinghaus et al., 2020). Identification of these viral changes and their 
importance requires linkage of patient metadata to genome sequencing, to 
determine response to treatments and identify instances of vaccine failure. 
It will be critical to the control of this pandemic to recognize both types of 
evolution in real time to be able to institute corrective action.

Together, these data reveal a critical need for reverse genetic strategies 
and well-developed models to investigate the role of these mutations in 
SARS-CoV-2 biology and disease. Moreover, these data reveal the criti-
cal need for linkage of patient metadata to genome sequencing, without 
which definitive causal epidemiological associations between genotype and 
phenotype cannot be determined.

Clinical Disease 

There has been relatively little sequence variability among human 
SARS-CoV-2 isolates so far, so compelling associations between sequence 
variant/mutations and specific clinical outcomes or features have not yet 
been identified. Nonetheless, identification of virus strains with differ-
ent clinical features would provide insights into disease pathogenesis and 
potentially identify patients requiring specific interventions. Linking virus 
sequence data with data on patient demographics, hospitalization, dura-
tion of hospitalization, clinical complications, intensive care unit (ICU) 
stay, co-infections, ventilation/duration, use of extracorporeal membrane 
oxygenation (MacLaren et al., 2020), duration of positive reverse transcrip-
tion polymerase chain reaction tests for SARS-CoV-2 RNA, and exposure/
response to experimental treatments (e.g., remdesivir, convalescent plasma, 
dexamethasone, immune modulators) would facilitate identification of:

•	 Strains/mutations associated with changes in disease severity, viral 
loads, and viral shedding periods 

•	 Strains/mutations associated with more co-infections or response 
to certain medical interventions, such as convalescent plasma

•	 Strains/mutations associated with specific complications, for exam-
ple, neurologic manifestations (Wood, 2020), vascular complica-
tions (Ackermann et al., 2020; Lang et al., 2020), hypercoagulable 
states, gastrointestinal manifestations (Ong et al., 2020), or fecal 
shedding

	 o	� A question that underlies all of these organ system compli-
cations: Are there SARS-CoV-2 mutations that affect organ 
tropism in humans?
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•	 Strains or mutations associated with the pediatric multisystem 
inflammatory syndrome (Feldstein et al., 2020)

OPPORTUNITIES TO SUPPORT DATA INTEGRATION 

An essential component of all of this involves the timely integration of 
data. Information flows comprising viral genomic data, as well as associ-
ated clinical and epidemiological aspects, will be useless unless there are 
proactive efforts to distill the data into the most useful components and 
then to organize the data into an integrated format that can be used by 
researchers, health care providers, public health practitioners, and policy 
makers. Given the potential large scale of the universe of data that might be 
available, it will be important to determine what types of information are 
thought to be the most relevant. Given the uncertainty as to how the current 
or future pandemics might progress, however, it will also be important to 
build flexibility and expansion capability in the resultant data management 
system in order to accommodate additional sources and types of data.

A national system for integrating genomic, clinical, and epidemiological 
data collected during an infectious disease outbreak would receive large 
volumes of data coming in from multiple sources, including federal, state, 
and local public health agencies; health care networks; and public health 
and clinical laboratories. Currently, no central repository exists for these 
different types of data and the entities contributing the information do 
not have dedicated staff to curate the data. Efforts to build an infrastruc-
ture to facilitate integration will likely face multiple challenges related to 
coordination, interoperability, flexibility, and privacy. For instance, inter
operability may be a challenge because incoming data will likely be shared 
in a range of different formats. Constraints across existing databases, such 
as differences in the content fields for inputting information, can preclude 
the ability to record and share the full range of relevant data. Laws and 
regulations that govern data sharing and privacy—as well as their local-
level interpretations—can also potentially impact the data in variable ways, 
depending on the data source, relevant regulatory or legal restrictions, and 
concerns related to protected health information. Regulatory and gover-
nance considerations are discussed further in Chapter 5.

In terms of encouraging participation, tying participation into existing 
Medicare and Medicaid financial incentives—similar to the efforts of the 
BioSense Platform (Gould et al., 2017)—can ensure a wide group of par-
ticipants, including those in ambulatory settings. This effort would link into 
hospital data and help answer several important clinical questions. Hospital 
grants could also be made available for data agreements. With competing 
data reporting requirements, and the fact that a new system may create 
new expectations for laboratories that would normally dispose of samples, 
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data collection must find a middle ground with a return on the investment. 
Providing real-time data pushes to participating parties, such as infection 
prevention programs or hospitals, is also an important consideration. 

A prime opportunity to address these barriers is to develop agreed-
upon standard data packages for submission to the system. Importantly, 
these packages should allow for some degree of variation for different 
sources and types of data. For example, a hospital laboratory would sub-
mit a comprehensive package of clinical and diagnostic data, while a com-
mercial clinical laboratory would submit a larger population-based data 
package lacking clinical details. State and local public health agencies 
would likely have a variety of data types. To support this work, scoping of 
those data packages should be factored into any analytical plans. An actual 
data repository, along with the requisite support and analytical staff, also 
needs to be established. A key component of building this repository is to 
establish countrywide reporting relationships across all levels to ensure that 
comprehensive data are being submitted. This data repository should be 
flexible—for example, it should ensure ease of adding new data types and 
fields—as well as be accessible for advanced analytical methods, such as 
machine learning and artificial intelligence analyses to inform disease and 
epidemiology models.

INFRASTRUCTURE NEEDS

Most previous efforts to integrate genomic, clinical, and epidemiologi-
cal data in response to viral or microbial outbreaks have been conducted 
on a small scale. To optimize the application of integrated data to inform 
the response to SARS-CoV-2 and future outbreaks, these efforts will need 
to be scaled up to nationwide infrastructure through which data can be 
shared and reported. A primary role of the U.S. Centers for Disease Control 
and Prevention (CDC) is epidemiological surveillance. The agency has links 
to each state-level health department as well as a global network of other 
national agencies, in which CDC serves as the country’s representative in 
international cooperation to fight emerging infectious diseases. The fields 
of clinical microbiology and epidemiology have now largely embraced 
genomic sequencing. Although there have been successful efforts in apply-
ing genomic epidemiology to influenza and outbreaks of foodborne bacteria 
(see the case studies in Chapter 2), CDC has lagged behind in incorporating 
genomics to its full potential. CDC is responsible for funding public health 
laboratories nationwide to facilitate the integration of data; however, most 
of those laboratories remain substantially under-resourced. 

To enable larger-scale collaboration and coordination of data in a 
national system, insights can be gleaned from the innovative elements 
and constraints of CDC’s ongoing efforts and from other existing regional 
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networks of data integration. CDC’s PulseNet,1 established in 1996, 
allows members of the network to compare whole genome sequenc-
ing of bacterial DNA to help detect and mitigate foodborne outbreaks. 
The National Action Plan for Combating Antibiotic-Resistant Bacteria2 

(CARB), a national strategy (PCAST, 2014) to track antibiotic-resistant 
bacteria, led to the establishment of CDC’s Antibiotic Resistance Labora-
tory Network.3 The network strengthens national laboratory capacity to 
rapidly perform genomic epidemiological studies, as well as providing a 
mechanism for coordination and reporting. This served as the impetus 
for the coordination of all reporting across New York State that was 
leveraged for SARS-CoV-2.

Enclave Model in the National COVID Cohort Collaborative 
to Enable Linkage of Detailed Clinical Metadata

The National COVID Cohort Collaborative (N3C) embodies a mas-
sive, scalable collection of medical record data from people infected with 
SARS-CoV-2 in a centralized, secure enclave (see Chapter 3).4 N3C uses a 
project-specific hashed identifier constructed using data security standards 
to support linking data from disparate sources without revealing the per-
sonal identifiers used to generate the hashed ID (N3C, 2020). To support 
linking SARS-CoV-2 genome sequences to clinical metadata in N3C, viral 
genome sequences, or links (e.g., accession numbers) to their records in 
GenBank or the Global Initiative on Sharing All Influenza Data, would need 
to be deposited into N3C.

N3C is expected to contain data from 2–3 million people with con-
firmed SARS-CoV-2 infection by the end of 2020, and is designed with the 
potential to accommodate data from the U.S. population. Data in N3C are 
converted to the Observational Medical Outcomes Partnership (OMOP) 
standard (version 5.3.1, currently) after ingestion, mapping, and harmoni-
zation from multiple supported data standards. Because data accessible in 
the N3C are a limited dataset under terms preventing re-identification, im-
portant epidemiological activities such as contact tracing are not supported; 
nonetheless, inclusion of SARS-CoV-2 genomic data into N3C would rep-
resent a clinically phenotyped collection of viral genomic sequences that 
could scale to the U.S. population.

1  See https://www.cdc.gov/pulsenet/index.html (accessed June 25, 2020).
2  See https://aspe.hhs.gov/pdf-report/national-action-plan-combating-antibiotic-resistant-

bacteria-progress-report-year-3 (accessed June 25, 2020).
3  See https://www.cdc.gov/drugresistance/solutions-initiative/ar-lab-network.html (accessed 

June 25, 2020).
4  See https://ncats.nih.gov/news/releases/2020/NIH-launches-analytics-platform-to-harness-

nationwide-COVID-19-patient-data-to-speed-treatments (accessed June 25, 2020).
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Using Influenza Infrastructure to Integrate SARS-CoV-2 Data

Linking genomic data for SARS-CoV-2 with clinical and epidemio-
logical data might be possible by utilizing pre-existing systems for tracking 
changes in the genomic structure of the influenza virus. CDC collabo-
rates with many partners in state, local, and territorial health depart-
ments and laboratories, offices of vital statistics, health care providers, 
clinics, and emergency departments to monitor influenza on an annual basis 
(CDC, 2020). The U.S. influenza surveillance system is designed to find out 
when and where influenza activity is occurring; determine what influenza 
viruses are circulating; detect changes in influenza viruses; and measure the 
impact influenza is having on outpatient illness, hospitalizations, and deaths 
(CDC, 2020). These goals are in line with what the committee proposes for 
the use of genomic data on SARS-CoV-2.

Approximately 100 public health and 300 clinical laboratories in all 
50 states, Puerto Rico, Guam, and the District of Columbia participate 
in surveillance for influenza viruses through either the U.S. World Health 
Organization Collaborating Laboratories System or through the National 
Respiratory and Enteric Virus Surveillance System.

Data from clinical laboratories provide useful information on the tim-
ing and intensity of influenza activity from respiratory specimens largely 
obtained for diagnostic purposes. Public health laboratories provide data 
useful to understand what influenza virus types, subtypes, and lineages are 
circulating and the age groups being affected as test specimens are collected 
primarily for the purposes of surveillance. For genetic characterization, all 
influenza-positive surveillance samples are submitted for genomic sequenc-
ing by CDC to determine the genetic characteristics of circulating influenza 
viruses and to monitor the course of evolution of viruses circulating in the 
population under surveillance. Phylogenetic analysis classifies virus gene 
segments into genetic clades or subclades. CDC also tests a sample of the 
influenza viruses collected by public health laboratories for susceptibility 
to antiviral, such as neuraminidase inhibitors using genomic sequencing 
analysis and/or a functional assay.

The U.S. Outpatient Influenza-like Illness Surveillance Network 
(ILINet) collects information on outpatient visits to health care providers 
in all 50 states, Puerto Rico, the District of Columbia, and the U.S. Virgin 
Islands for influenza-like illness (ILI). More than 2,500 outpatient health 
care providers around the country report data to CDC every week record-
ing the total number of patients seen, including specifically the number of 
those patients with ILI by age group (0–4 years, 5–24 years, 25–49 years, 
50–64 years, and ≥65 years). 

The Influenza Hospitalization Surveillance Network (FluSurv-NET) 
monitors laboratory confirmed influenza-associated hospitalizations in 
children younger than 18 years of age (since the 2003–2004 influenza 
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season) and adults (since the 2005–2006 influenza season). High-risk 
medical conditions are extracted from patient medical charts at the time 
of hospitalization, including cardiovascular disease, chronic lung disease, 
immunocompromised condition, obesity, and pregnancy status that match 
similar underlying conditions of interest in patients with COVID-19.

Health Information Exchanges 

In the wake of the Health Information Technology for Economic and 
Clinical Health Act of 20095 and continuing financial incentives from the 
Centers for Medicare & Medicaid Services, there is widespread adoption 
of electronic medical records systems by hospitals and physician practices 
(CDC, 2019). In addition, health information exchanges, built largely to 
facilitate the exchange of digital health information for clinical treatment 
purposes, exist across the country; according to one survey, 7 out of 10 
hospitals in the United States belong to at least one nationwide health data 
sharing network (Johnson et al., 2018). 

In the 21st Century Cures Act, the U.S. Congress required the U.S. 
Department of Health and Human Services (HHS) to establish a volun-
tary network to facilitate nationwide digital sharing of electronic health 
information, and a public–private partnership has been launched, led 
by the Sequoia Project, to create a national health information shar-
ing “trusted exchange framework” pursuant to a common agreement 
(HealthIT.gov, 2020b). In addition, on May 1, 2020, the HHS Office of 
the National Coordinator for Health Information Technology finalized 
rules to prohibit health care providers, certified electronic medical record 
vendors, and health information exchanges from “blocking” the sharing 
of information, including for public health purposes; these rules will go 
into effect on November 2, 2020 (HealthIT.gov, 2020a). Although this 
national network is still in formation, certified electronic medical record 
vendors and health information exchanges across the country could be 
leveraged today to facilitate the sharing of clinical metadata that will help 
public health departments and researchers answer critical questions related 
to SARS-CoV-2 and COVID-19. Implementation of interoperable health 
records systems must be cognizant of the potential for sensitive and private 
personal health information to be inadvertently shared, en masse. This not 
only risks violating individuals’ rights to privacy and non-discrimination, 
but also undermines public trust and as a result, the potential accuracy of 
public health data gathered. Upgrading existing records systems will likely 
be necessary to allow for options to protect privacy such as segmentation 

5  See https://www.govinfo.gov/content/pkg/PLAW-111publ5/pdf/PLAW-111publ5.pdf (ac-
cessed June 25, 2020).
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of data in a manner that achieves both the goals of sharing and irrelevant 
or sensitive individual personal health data (Rothstein and Tovino, 2019). 
While unrestricted access to shared data would incur privacy risks, the 
enclave model of N3C described above illustrates sharing of national-scale 
health data with strong privacy protections. 

Participatory Surveillance 

The growing field of participatory surveillance allows individuals to 
report symptoms of illness through crowd-sourced, voluntary systems that 
allow for community-level health monitoring (Smolinski et al., 2017). A 
number of participatory surveillance systems already exist worldwide. 
Most of these systems collect epidemiological data that are provided to 
public health authorities and research institutions and used to analyze 
trends and broaden surveillance beyond the traditional, sentinel surveil-
lance approach. For instance, participatory surveillance provides a mech-
anism to collect information on influenza in the community at large. 
Because the majority of persons with influenza each year do not seek 
medical care (Biggerstaff et al., 2014; Van Cauteren et al., 2012; van Noort 
et al., 2007), a large number of self-reporting systems collect information 
on ILI. Boston Children’s Hospital’s Flu Near You6 is a self-reported ILI 
system that has combined laboratory testing for diagnosis of influenza or 
other respiratory pathogens with the epidemiological data collected by the 
open-source GoViral Study (Li, 2016). Individuals who report symptoms 
of illness compatible with influenza are provided with a home test kit and 
asked to collect a sputum sample for testing; the results of the test are then 
compared to the symptom data shared in the open-source system. Such 
participatory surveillance systems could potentially be expanded through 
the use of home test kits that would allow for genomic sequencing of 
pathogens in the community.

Numerous community-based surveillance systems have arisen during 
the COVID-19 pandemic. For example, the Flu Near You system was 
adapted with expanded symptoms related to SARS-CoV-2 infection into 
the COVID Near You7 system. Other systems have arisen as longitudinal 
research projects that are collecting epidemiological data along with testing 
results for COVID-19. All of these systems offer opportunities to incorpo-
rate genomic sequencing, which could target data collection from specific 
subsets of the population or from people in specific geographic regions. 
Genomic sequencing could be added to existing systems for COVID-19 
symptom reporting, tracking, and contact tracing in the United States. 

6  See https://flunearyou.org (accessed June 25, 2020).
7  See https://www.covidnearyou.org/us/en-US (accessed June 25, 2020).
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PARTNERSHIPS, COORDINATION, AND 
CAPACITY CONSIDERATIONS 

Fostering partnerships across laboratories in different sectors and at 
different levels—from state and local public health to clinical, academic, 
and commercial laboratories—will be critical for developing capacity and 
facilitating coordination necessary for national-level genomic data that can 
be integrated with clinical and epidemiological data. These efforts should 
seek to partner with a range of different laboratories to better represent 
the entire population. CDC’s SARS-CoV-2 Sequencing for Public Health 
Emergency Response, Epidemiology, and Surveillance will likely cover a 
large proportion of the population, but better coverage could be achieved 
by partnering with the third-party private laboratories that are often con-
tracted with health care systems (e.g., LabCorp or Quest Diagnostics). 
Hospital and clinical laboratories are also valuable sources of information, 
especially in rural or critical access areas. Tests are going unused in many 
of these settings, where facilities often lack laboratory capacity and local 
health systems face multiple barriers to utilizing their samples (Maxmen, 
2020). In such settings, partnerships can also provide access to important 
data on hard-to-reach patient populations. These same partnerships should 
exist with academic and commercial laboratories, albeit with an awareness 
of capacity considerations. 

Data usability, capacity considerations, and key outputs—to include 
content and periodicity of reports—are important aspects of coordinating 
partnerships, particularly for smaller hospital and public health laboratories 
operating with limited resources. For example, close support, coordination, 
and capacity building are all valuable for mitigating the stress experienced 
by laboratories in the context of an infectious disease outbreak. Many of 
these laboratories may have valuable data on vulnerable patient popula-
tions that are not being reported into broader databases or larger systems 
due to a range of barriers, such as bureaucratic red tape, dependency on 
limited resources, and often outdated tools for communication and data 
sharing (e.g., faxing). Tying data collection and integration into hospitals’ 
meaningful use standards could be a beneficial approach for biosurveillance. 
Ultimately, however, the utilization of a low-cost approach that mitigates 
such barriers to collecting, analyzing, and sharing data is critical. Systems 
should be in place that enable hospitals to seamlessly push data to their key 
stakeholders, such as public health agencies, infection prevention programs, 
and clinical partners. Furthermore, partnerships can help to ensure these 
data are presented in a way that is beneficial to the end user. For instance, 
genomic data are of great value for many purposes, but clinical and epide-
miological data may be relevant and applicable to patient care and public 
health outcomes. 
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Workforce Capacity Development for Genomic Epidemiology

An important consideration in the development of such a system is 
the building of genome sequencing and analysis capabilities within public 
health agencies and health care systems. Even with advancing technology, 
multidisciplinary and highly trained teams remain the most valuable asset 
for combining genomic, clinical, and epidemiological data into actionable 
knowledge (Lesho et al., 2016). Since 2016, the Broad Institute has part-
nered with the Massachusetts State Public Health Laboratory and CDC 
to build distributed capacity for genomic sequencing through a train-the-
trainer program for regional- and state-level laboratory personnel. This 
program, for example, could serve as a model for developing national 
coordination among state public health laboratories. 

CONCLUDING REMARKS

There remains no central repository to house the large volume of indi-
vidually identifiable data from various actors involved in the public health 
response to SARS-CoV-2 in the United States, just as none existed for prior 
infectious disease outbreaks or for hypothetical future outbreaks. While it 
is important to learn from several of the smaller scale examples described 
in this report, building out successful elements from these success stories 
remains a major challenge at the national scale. The committee recognizes 
that advancing beyond the current small-scale efforts to a national or even 
global repository is a challenging undertaking, but the current pandemic 
puts the lack of such a system in stark relief. Incremental efforts, such as 
establishing regional repositories, can be taken now and leveraged in the 
future for a large-scale effort. As noted above, leveraging and expanding 
existing infrastructure and planning—through programs such as N3C, 
PulseNet, CARB, ILINet, and health information exchanges—will be cru-
cial to addressing the data infrastructure challenge in a way that is both 
innovative and iterative. The creation of a system of data infrastructure 
built on a standard data package could cultivate a more interoperable data 
environment, a challenge of paramount importance when principles such 
as flexibility and privacy remain priorities. Ultimately, a data manage-
ment and infrastructure system with investment in the proper resources, 
staff, and storage will be critical for the coordination of data needs in 
response to SARS-CoV-2 and future outbreak responses. 

RECOMMENDATION 2. The U.S. Department of Health and Human 
Services should develop and invest in a national data infrastructure sys-
tem that constructively builds on existing programmatic infrastructure 
with the ability to accurately, efficiently, and safely link genomic data, 
clinical data, epidemiological data, and other relevant data across 
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multiple sources critical to a public health response such as the current 
SARS-CoV-2 outbreak. Such a system should: 
•	� Allow for the linkage of genomic data, clinical data, epidemiologi-

cal data, and other relevant data in a way that is not overly burden-
some to laboratories that collect data regularly.

•	� Create and foster safe data-sharing practices to ensure that indi-
viduals’ personal identifying information remains unexposed when 
data are being used and shared across the system.

•	� Be grounded in the pursuit of standardization, interoperability, 
flexibility, and the practical linkage of data, including consideration 
of a potential national patient identifier.

•	� Consider not only the data required to create such a system, but 
also investment in mechanisms supporting the collection and analy-
sis of such data, including promoting formal education in “data 
wrangling” at the intersection of data science and infectious disease 
epidemiology.

•	� Conduct regular annual reviews—including scenario-based 
simulations—to identify capacity gaps, promote process improve-
ment (based on existing U.S. infrastructure to assess the annual 
risk of seasonal influenza, work could improve usability and 
coverage of health information exchanges, and other initiatives), 
and ensure inclusion of entities with supporting functions across 
scales—including private health care systems that provide data 
or state and local public health laboratories that collect data—in 
ongoing system development and evaluation. 
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In the United States, federal or state laws do not protect or mandate the 
sharing of viral sequence data or virus samples—hence, any sharing of such 
data and samples is done voluntarily and without concerns about possible 
regulatory barriers. In contrast, there are federal and state laws protecting 
clinical and epidemiological data. This chapter addresses governance and 
regulatory considerations related to these data, both in the United States 
and globally.

U.S. federal law does not currently require the sharing of clinical and 
epidemiological data with federal agencies to fight the pandemic. This is a 
consequence of the United States as a federal system, with primary public 
health legal authority inherent to states’ police powers. Depending on the 
jurisdiction, state law may require certain specified entities—such as health 
care professionals and laboratories—to report certain diseases to public 
health agencies and the form of the reports. While all states and territories 
regularly share aggregate data with the U.S. Centers for Disease Control 
and Prevention (CDC) for national public health surveillance purposes, 
sharing such data is voluntary and is typically limited to epidemiological 
data, not viral sequence data. 

Consequently, absent a state law mandate, such sharing takes place 
voluntarily. Without funding to support the costs associated with gathering 
and preparing data to be disclosed to others (e.g., public health authorities 
and researchers), and without clear regulatory pathways and established 
infrastructure to support sharing, the sharing of data and biosamples is 
suboptimal. Additional potential barriers exist when obtaining or sharing 
information or biosamples from—and with—international sources. 

5

Governance and  
Regulatory Considerations 
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Entities often cite privacy laws as a barrier to the sharing of data and 
biospecimens. However, as explained below, federal law expressly permits 
the sharing of data and biospecimens for public health and research pur-
poses. Nevertheless, misconceptions and confusion about the law, hesitation 
to seek legal advice due to perceived or actual time or financial constraints, 
as well as general risk aversion, can create obstacles to sharing. Clear guid-
ance on what federal law permits with respect to sharing, and examples of 
how sharing of data and biospecimens to fight coronavirus disease 2019 
(COVID-19) in the United States is already occurring pursuant to these 
existing legal pathways can help eliminate those obstacles. 

In addition to clarity, removing barriers to rapid and comprehensive 
clinical, epidemiological, and sequence data and biosamples will be depen-
dent on national-level leadership and governance. This will likely require 
national-level leadership and planning to create supportive legal or strategic 
frameworks that instill principles of good governance, including account-
ability (clarifying authorities and responsibilities), transparency, equity, 
participation, and clear legal protections for individuals’ rights, including 
privacy and non-discrimination, and certainty as to their scope. This chal-
lenge is not only one faced by the United States. As COVID-19 has demon-
strated, the rapid and comprehensive sharing of clinical, epidemiological, 
and sequence data is vital to global response.

FEDERALISM BARRIERS AND OPPORTUNITIES

The need for rapid and comprehensive viral sequence sharing may 
also serve as an opportunity for addressing barriers inherent in the federal 
system to data sharing. Given the national and interstate threat posed by a 
pandemic like COVID-19, there is an important rationale for shifting shar-
ing from purely intrastate and voluntary to federal authorities, to interstate 
and federal data sharing, either through formalized voluntary agreements 
contingent on state consent (similar to arrangements in other federations), 
or through the U.S. Congress passing legislation that can be appropriately 
fixed under an enumerated federal head of power. Alternatively, this may 
be facilitated by terms of federal funding requirements for needed systems 
and infrastructure for data sharing or federal data sharing floor preemption 
laws, limited to the period during a public health emergency (explored in 
greater detail in the section on governance below).

INTERNATIONAL SHARING BARRIERS

The International Health Regulations (IHR, 2005) is a legally binding 
treaty that sets out countries’ obligations for preventing, detecting, and 
responding to international public health threats. Under the IHR, coun-
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tries have the obligation to share with the World Health Organization 
(WHO) “timely, accurate, and sufficiently detailed public health informa-
tion” including “case definitions, laboratory results, source and type of 
the risk, number of cases and deaths, [and] conditions affecting the spread 
of the disease” about potential public health emergencies of international 
concern (WHO, 2005). While not expressly required, in practice countries 
may interpret public health information to include viral genome sequences. 
At minimum, and as demonstrated in the first 2 weeks of January during the 
emergence of COVID-19, there is a normative expectation that countries 
share the genetic sequence of pathogens that may constitute a potential 
public health emergency of international concern (Rourke et al., 2020). The 
United States is a State Party to the IHR; however, it adopted a reservation 
that its obligations under the IHR are subject to the limitations of federal-
ism, where obligations fall within state jurisdictions (Rourke et al., 2020). 
However, under international law this is unlikely to displace the federal 
government’s obligations under the IHR. 

While the IHR do not currently contain an express obligation to share 
virus genome sequences, likely reforms of the IHR following the COVID-19 
pandemic may serve as an opportunity for crystalizing potential obligations 
to share virus genome sequence data among countries and WHO (Rourke et 
al., 2020). In addition, ongoing negotiations in other international forums 
may have future implications for viral genome sharing, namely discussions 
at the Meeting of Parties for the Nagoya Protocol on Access to Genetic 
Resources and the Fair and Equitable Sharing of Benefits Arising from 
Their Utilization (2010).1 Researchers should be aware that more than 30 
countries have implemented access and benefit-sharing legislation, which 
may include some countries’ requirements to obtain prior informed consent 
and negotiate mutually agreed terms for benefit sharing in exchange for 
access to pathogen samples, and may increasingly require similar arrange-
ments for sequence data sharing (WHO, 2020). 

Under the IHR, a country is required to keep confidential and process 
anonymously any information it collects or receives from another country 
or WHO, which refers to an identified or identifiable person, as required by 
national laws. The IHR permit countries to disclose and process personal 
data when it is essential for “assessing and managing” a public health risk, 
but countries must ensure that any personal data are processed fairly, law-
fully, and consistently with a public health purpose; adequate, relevant, 
and not excessive; accurate; and not retained longer than necessary for the 
public health purpose. The IHR, including obligations to conduct surveil-
lance, share information, and implement control measures, must also be 

1  See https://www.cbd.int/abs/about (accessed June 25, 2020).
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implemented in a manner consistent with human rights, which indirectly 
include the right to privacy and non-discrimination. 

PERCEIVED VERSUS ACTUAL DOMESTIC LEGAL BARRIERS

While there is no federal obligation to share virus genome sequences, 
there is a range of perceived and actual legal barriers under U.S. domestic 
law regarding clinical and epidemiological data sharing. Clarifying the 
application of these laws and communication with potential stakeholders 
(including public health departments and researchers) should be a priority. 
Below, the committee examines two federal laws commonly cited as barriers 
to data sharing—the Health Insurance Portability and Accountability Act 
(HIPAA) and the Common Rule—and clarifies the scope of their applica-
tion as it relates to viral sequence sharing. 

THE HEALTH INSURANCE PORTABILITY 
AND ACCOUNTABILITY ACT (HIPAA)

The regulations under HIPAA apply to many of the sources of data 
identified in this report. For example, HIPAA “covered entities” include 
most physician practices, hospitals, clinics, clinical laboratories, pharma-
cies, and health plans (CMS, 2020).2 HIPAA also covers contractors to 
those covered entities (also known as “business associates”) who also may 
be potential sources of data identified in this report (HHS, 2020d). Examples 
of potential business associate sources of clinical and epidemiological data are 
electronic medical record vendors and health information exchanges. 

The HIPAA Privacy Rule establishes rules for the use and disclosure 
of identifiable health information (known as protected health informa-
tion [PHI]). (Of note: HIPAA does not govern biospecimens; however, 
HIPAA would cover any PHI associated with such biospecimens.) 
The HIPAA Security Rule requires that any digital PHI be stored and 
transmitted securely, among other security safeguards; the Privacy Rule 
calls for the adoption of reasonable safeguards to protect PHI not subject 
to the Security Rule (e.g., paper PHI). 

Disclosures to Public Health Authorities

The rules expressly permit the disclosure of PHI—identifiable 
information—to public health authorities (or contractors working on their 
behalf), without the need to first obtain the consent or authorization of the 

2  Health Insurance Portability and Accountability Act of 1996, H.R. 3103, 110 Stat. 1936, 
104 P.L. 191. 45 CFR § 160.103.
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data subject. Specifically, covered entities may use or disclose PHI to “public 
health authorities authorized by law to collect or receive such information 
for preventing or controlling disease, injury, or disability, including but 
not limited to, … the conduct of public health surveillance, public health 
investigations, and public health interventions.”3 When the public health 
authority is also a HIPAA-covered entity, the authority is expressly permit-
ted to use PHI for the above purposes.4 Ordinarily, business associates may 
similarly disclose PHI to public health authorities if their contracts with 
covered entities (known as business associate agreements) permit them to do 
so; however, the U.S. Department of Health and Human Services’ (HHS’s) 
Office for Civil Rights (OCR) recently exercised enforcement discretion to 
enable business associates to disclose information related to COVID-19 
for public health purposes notwithstanding conflicting or unclear terms in 
their business associate agreements (HHS, 2020c). This announcement from 
OCR led to a private-sector effort to facilitate the collection and reporting 
of COVID-19-relevant data to public health authorities by a type of busi-
ness associate—health information exchanges (HIEs)—across the country 
(HIEs across the nation largely facilitate the exchange of clinical informa-
tion among health care providers for treatment purposes) (McClellan and 
Mostashari, 2020). 

Uses and disclosures of PHI to public health authorities must meet the 
HIPAA Privacy Rule’s “minimum necessary” standard. Covered entities are 
required to make “reasonable efforts” to use, disclose, or request “only 
the minimum amount of PHI needed to accomplish the intended purpose 
of the use, disclosure, or request.”5 Covered entities must develop policies 
to define what constitutes the minimum necessary for routine disclosures, 
or requests for information; however, entities are permitted to reasonably 
rely on requests from public officials as meeting the minimum necessary 
standard. Consequently, if public health authorities request PHI for CO-
VID-19 purposes, covered entities (or business associates) may disclose PHI 
consistent with those requests.

Although HIPAA expressly permits the disclosure of identifiable PHI to 
public health authorities, many entities still feel more comfortable disclos-
ing information stripped of identifiers out of an abundance of caution (or 
potentially due to a misunderstanding of what HIPAA allows). The HIPAA 
Privacy Rule also permits the use and disclosure of a limited dataset, which 
is still PHI but has been rendered less identifiable by the removal of 16 com-

3  Health Insurance Portability and Accountability Act of 1996, H.R. 3103, 110 Stat. 1936, 
104 P.L. 191. CFR § 164.512(b)(1). 

4  Health Insurance Portability and Accountability Act of 1996, H.R. 3103, 110 Stat. 1936, 
104 P.L. 191. 45 CFR § 164.512(b)(2).

5  Health Insurance Portability and Accountability Act of 1996, H.R. 3103, 110 Stat. 1936, 
104 P.L. 191. 45 CFR § 164.502(b) and 164.514(d). 
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mon identifiers, for public health purposes.6 The recipient must enter into a 
data use agreement that establishes the permitted uses and disclosures of the 
information and prohibits re-identification or contact of individuals in the 
dataset. The committee heard testimony of one example of sharing of data 
for COVID-19 efforts using a HIPAA limited dataset. 

Data that have been “de-identified” in accordance with the HIPAA 
Privacy Rule are no longer covered by HIPAA and can be used and dis-
closed without limitation. As a result, entities often seek to meet the HIPAA 
de-identification standards prior to disclosing data, even to public health 
authorities. HIPAA establishes two methodologies for de-identifying PHI. 
The safe harbor methodology requires the removal of 18 categories of iden-
tifiers and no actual knowledge that the recipient of the data can re-identify 
it. The statistical or expert methodology requires someone with statisti-
cal expertise to determine that the dataset, in the hands of the intended 
recipient, is at very low risk of re-identification. De-identification per either 
methodology does not require execution of a data use agreement. 

The committee heard testimony regarding the challenges of reliably 
linking data across multiple sources when the data are de-identified using 
the safe harbor methodology. Because the safe harbor requires the removal 
of fields that can be useful for linking data, this suggests that the disclo-
sure of limited datasets, or identifiable PHI, may be more effective for shar-
ing data to combat COVID-19. Also, linking of data, de-identified using 
statistician or expert methodology, may facilitate linking (Datavant, 2018).

Disclosures Required by Law

HIPAA also expressly permits PHI to be disclosed where such disclo-
sure is required by another state or federal law.7 For example, if a state 
or locality were to enact an order mandating disclosure of information 
related to severe acute respiratory coronavirus 2 (SARS-CoV-2), a covered 
entity (or business associate) could make such a disclosure to the extent 
consistent with such law. The minimum necessary standard does not apply 
to such disclosures;8 as a result, entities may disclose in accordance with 
legal mandates without needing to consider whether such disclosure meets 
the minimum necessary standard.

6  Health Insurance Portability and Accountability Act of 1996, H.R. 3103, 110 Stat. 1936, 
104 P.L. 191. 45 CFR § 164.514(e). 

7  Health Insurance Portability and Accountability Act of 1996, H.R. 3103, 110 Stat. 1936, 
104 P.L. 191. 45 CFR § 164.512(a). 

8  Health Insurance Portability and Accountability Act of 1996, H.R. 3103, 110 Stat. 1936, 
104 P.L. 191. 45 CFR § 164.514(d). 
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Uses and Disclosures for Research 

HIPAA permits PHI to be used or disclosed for “research” purposes.9 
“Research” is defined as a “systematic investigation, including research 
development, testing, and evaluation, designed to develop or contribute 
to generalizable knowledge.”10 Disclosures of PHI for research typically 
require prior authorization of the individual; however, this requirement can 
be waived or altered by a Privacy Board or an Institutional Review Board 
(IRB) if the following conditions are met:

•	 The use or disclosure of PHI involves no more than minimal risk 
to individual privacy;

•	 The research could not practicably be conducted without the 
waiver or alteration; and 

•	 The research could not practicably be conducted without access to 
and use of PHI.11 

HIPAA also permits limited datasets (see above) to be used or disclosed 
for research purposes, as long as the researcher has executed the required 
data use agreement. Similarly, data de-identified per HIPAA’s standards can 
be used or disclosed for any purpose, including research. The same issues 
identified above regarding linking de-identified data across data sources 
could apply here as well. 

Distinction Between Public Health and Research

Although HIPAA defines what constitutes a “research” use or disclo-
sure, HIPAA does not define what constitutes a “public health” use or 
disclosure. This could cause obstacles due to confusion over which rules to 
follow in disclosing data related to COVID-19 and SARS-CoV-2. However, 
OCR, which has oversight over the HIPAA privacy and security regulations, 
has issued guidance making clear that any disclosures to public health 
authorities (which includes the National Institutes of Health)—whether for 
public health practice or for research purposes—would be permitted under 
the Privacy Rule provisions governing disclosures to public health authori-
ties (HHS, 2020a). As a result, HIPAA’s research provisions would govern 
uses or disclosures of information of COVID-19-related data for analytics 
purposes when those disclosures are for “generalizable knowledge” and 

9  Health Insurance Portability and Accountability Act of 1996, H.R. 3103, 110 Stat. 1936, 
104 P.L. 191. 45 CFR § 164.512(i). 

10  Health Insurance Portability and Accountability Act of 1996, H.R. 3103, 110 Stat. 1936, 
104 P.L. 191. 45 CFR § 164.501. 

11  Health Insurance Portability and Accountability Act of 1996, H.R. 3103, 110 Stat. 1936, 
104 P.L. 191. 45 CFR § 164.512(i)(2)(ii). 
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to entities other than public health authorities or contractors working on 
their behalf.

COMMON RULE 

The federal rules governing research on human subjects—otherwise 
known as the Common Rule—apply to research using identifiable bio
specimens and data.12 The Common Rule applies to federally funded human 
subjects research but also governs health care entities that receive federal 
funding for some research and have agreed to follow the Common Rule for 
all research on human subjects, regardless of funding source (HHS, 2020b). 

The Common Rule applies only to research—defined similarly as that 
term is defined in HIPAA; it does not apply to uses and disclosures of 
data to public health authorities (or their contractors) for “public health 
surveillance.”13 Unlike with respect to HIPAA, the definition of “public 
health surveillance” is not interpreted to mean any activity conducted by a 
public health authority, including research activities. However, the defini-
tion of public health surveillance is quite broad and arguably supports the 
collection and analysis of data and biospecimens by public health authori-
ties. Public health surveillance includes

The collection and testing of information or biospecimens, conducted, 
supported, requested, ordered, required, or authorized by a public health 
authority. Such activities are limited to those necessary to allow a public 
health authority to identify, monitor, assess, or investigate potential public 
health signals, onsets of disease outbreaks, or conditions of public health 
importance (including trends, signals, risk factors, patterns in diseases, or 
increases in injuries from using consumer products). Such activities include 
those associated with providing timely situational awareness and priority 
setting during the course of an event or crisis that threatens public health 
(including natural or man-made disasters).

To the extent it is necessary for data sources or recipients to distinguish 
between public health surveillance or practice and research for purposes of 
compliance with law, resources exist to help inform this distinction (Hodge 
and Gostin, 2004). 

The Common Rule requires that research using identifiable bio
specimens and data be approved by an IRB. In general, the Common Rule 
also requires prior informed consent for research uses of identifiable bio-
specimens and data—but the requirement can be waived or altered by an 
IRB using criteria similar (but not the same as) those for HIPAA:

12  The Common Rule. 45 CFR § 46. 
13  The Common Rule. 45 CFR § 46.102(1)(2). 
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•	 The research involves no more than minimal risk to the participants;
•	 The research could not practicably be carried out without the 

waiver or alteration;
•	 If the research involves identifiable information, the research could 

not practicably be carried out without the identifiable information;
•	 The waiver will not adversely affect the rights and welfare of the 

participants; and
•	 Whenever appropriate, the participants will be provided with addi

tional pertinent information after participating.14

Under the Common Rule certain types of secondary research uses of 
identifiable biospecimens and data are exempt from the requirements of the 
Common Rule (although an IRB determines whether the conditions for 
these exemptions have been met). Secondary research involves research 
on biospecimens or data that were originally collected or generated for a 
non-research purpose—such as for clinical purposes and/or for reporting 
to public health (the information collected to study SARS-CoV-2 is likely to 
all be secondary data, not generated solely for purposes of SARS-CoV-2 
research). As a result, these exemptions may be particularly useful for 
conducting SARS-CoV-2 and COVID-19 research. For example, secondary 
research uses of identifiable information or biospecimens are exempt if:

The information (including information about biospecimens) is recorded 
by the investigator in such a manner that the identity of the human sub-
jects cannot readily be ascertained directly or through identifiers linked 
to the subjects, the investigator does not contact the subjects, and the 
investigator will not re-identify the subjects.15 

Also exempt is research using identifiable information that is governed by 
HIPAA (e.g., research conducted by a covered entity).16

The Common Rule was recently revised to include a new pair of 
exemptions that allow for the creation of research-ready databases of iden-
tifiable biospecimens and information under a broad consent; then subse-
quent research uses would need to be submitted for IRB review but would 
not require re-consent of the participants.17 The researcher must obtain a 
limited IRB determination that: 

•	 The researcher has obtained broad consent meeting new Common 
Rule requirements;

14  The Common Rule. 45 CFR § 46.117. 
15  The Common Rule. 45 CFR § 46.111(4)(ii). 
16  The Common Rule. 45 CFR § 46.111(4)(iii). 
17  The Common Rule. 45 CFR § 46.111(7)–(8). 
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•	 Such consent is documented (or the need for documentation is 
waived by the IRB); and 

•	 If there is a change made in the way the identifiable information 
is stored and maintained, there are adequate measures taken to 
protect participants’ privacy and the confidentiality of the data.18

The broad consent for storing and maintaining identifiable informa-
tion or biospecimens for secondary research must meet the following 
requirements:

•	 Provides a general description of the types of research that may be 
conducted with data or biospecimens from the participant (which 
must be sufficient that a reasonable person would expect the types 
of research to be conducted with the data);

•	 Describes the information or biospecimens that might be used in 
research, whether the information or biospecimens might be shared 
for research purposes, and the types of institutions or researchers 
who might conduct the research;

•	 Describes the period of time the database is to be maintained;
•	 Includes a statement that the participant will not be informed of 

the details of any specific research studies using his or her data or 
biospecimens, including purposes that he or she might not have 
chosen to consent to if he or she had the option to do so;

•	 Includes a statement that no clinically relevant research results will 
be shared with the participant unless it is certain that such results 
will always be shared;

•	 Includes a statement that participation in the database is volun-
tary and that there is no penalty or loss of benefits for refusal to 
participate (and that the individual can discontinue participation 
prospectively at any time);

•	 Includes disclosure of any reasonably foreseeable risks or discom-
forts, as well as disclosure of any benefits to the subject or others;

•	 Includes the extent to which confidentiality of records will be main-
tained; and

•	 Includes information about whom to contact with further ques-
tions or if the participant thinks he or she may have suffered a 
research-related injury.19 

If identifiable biospecimens are collected, the broad consent must 
include the following (if appropriate):

18  The Common Rule. 45 CFR § 46.111(a)(8). 
19  The Common Rule. 45 CFR § 46.116(d)(1). 
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•	 A statement that the participant’s biospecimens (even if identifiers 
are removed) may be used for commercial profit and whether the 
participant will or will not share in this profit; and 

•	 Whether the research might include whole genome sequencing 
(i.e., sequencing of a human germline or somatic specimen with 
the intent to generate the genome or exome sequence of that speci-
men). Note that this requirement refers to the sequencing of human 
DNA, not the sequencing of viral genetic material.

Once these data are stored and maintained pursuant to the above exemp-
tion, subsequent research uses of that data are also exempt from the Common 
Rule, so long as an IRB, under limited review, determines that the research 
to be conducted is within the scope of the broad consent obtained for stor-
age and maintenance (or approves a waiver or alteration of consent), and 
the investigator does not include return of research results in the study plan 
(although such individual results can be returned where required by law).20 

Finally, data and biospecimens that are not identifiable—for example, 
where the identity of the participant cannot be readily ascertained—are not 
considered to be human subjects research under the Common Rule.21 The 
Common Rule did not adopt the HIPAA de-identification standards; con-
sequently, there is often some question about when data and biospecimens 
are not considered to be subject to the Common Rule. Researchers will typi-
cally seek a determination from an IRB regarding whether research is not 
covered by the Common Rule. (Of note: the Common Rule calls for federal 
departments and agencies covered by the Common Rule to reexamine the 
meaning of identifiable information and identifiable biospecimens,22 but no 
additional guidance has been issued.)

Atypical Data Sources and State Law

Other sources of information on SARS-CoV-2 and COVID-19 may be 
useful sources of data, albeit less likely for sources of genomic informa-
tion on SARS-CoV-2. The ability of these other data sources (e.g., private 
laboratories not subject to HIPAA or applications used by consumers) to 
share information for either public health or research purposes is likely 
to depend on the privacy policies or terms of use for these sources. State 
laws may also govern the ability of these atypical data sources—as well as 
sources covered by HIPAA and the Common Rule—to share data. State 
health privacy laws typically cover more sensitive types of information such 
as mental health, human genome, substance abuse treatment, and repro-

20  The Common Rule. 45 CFR § 46.111(8). 
21  The Common Rule. 45 CFR § 46.101–102. 
22  The Common Rule. 45 CFR § 46.102(7).
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ductive and sexual health data—information that may be less important 
to studying SARS-CoV-2 and COVID-19 (of note: federal law provides 
heightened privacy protections for identifiable substance abuse treatment 
information when maintained by federally supported substance abuse treat-
ment programs), requiring informed consent prior to disclosure for most 
purposes.23 California’s new privacy law—the California Consumer Privacy 
Act24—covers a broad scope of information (not just particularly sensitive 
types of data); however, its applicability is limited to for-profit companies 
that meet certain thresholds for data collection or monetization (Gold and 
Hennessey, 2019; Wolf et al., 2019). 

GOVERNANCE

Sharing of data and viral genome sequences is crucial during a national 
public health emergency. There is a critical role for the federal govern-
ment to play in coordinating and leading the sharing of such data between 
states and to the federal government. Given the interstate threat posed by 
a national public health emergency, this could serve as a moment to shift 
sharing from purely intrastate and voluntary to federal authorities, to in-
terstate and federal sharing—through state consent and agreement (similar 
to arrangements in other federations like Australia and Canada) or if such 
an arrangement would appropriately fit under the scope of constitutionally 
granted federal authorities. An example potential trigger for this shift is the 
declaration of a federal public health emergency by the Secretary of HHS 
under 42 USC § 319, which waives certain other laws as the U.S. Congress 
determines to enable a national response to a public health emergency. 
These data-sharing and reporting processes should be clearly established 
and resourced as an urgent matter, and prior to an emergency. Without a 
clear and urgent public health rationale, changing reporting processes dur-
ing an emergency should be avoided, and emergencies should not justify 
not complying with principles of good governance, including data trans-
parency. Current examples include the release of goods from the national 
stockpile, permitting emergency use authorizations for medications, or 
waivers of Medicaid requirements. This would require the U.S. Congress 
to adopt legislation enabling this and could be an opportunity to provide 
a legislative framework, cognizant of states’ public health powers and the 
constitutional limits on the federal government’s law-making powers, that 
streamlines data sharing.

The sharing of viral sequence data and associated information should 
be guided by national-level leadership to create supportive legal or strategic 

23  Confidentiality of Substance Use Disorder Patient Records. 42 CFR § 2. 
24  See https://oag.ca.gov/privacy/ccpa (accessed June 25, 2020).
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frameworks that instill principles of good governance. This includes embed-
ding clear accountability processes that clarify authorities and responsibili-
ties; the principles of transparency, equity, and participation; and clear and 
certain legal protections for public health agencies, researchers, and indi
viduals’ rights.

RECOMMENDATION 3. The U.S. Department of Health and Human 
Services should establish an effective and sustainable science-driven 
leadership and governance structure for the use of SARS-CoV-2 genome 
sequences in addressing critical national public health and basic science 
issues, develop a national strategy, and ensure the funding needed for 
successful execution of the strategy.
•	� Leaders of this effort must have sufficient authorities and respon-

sibilities to ensure that key issues are identified and prioritized, 
representative data are generated, and barriers to data sharing are 
diminished. 

•	� A national strategy for SARS-CoV-2 genome sequences linked to 
clinical and epidemiological data should be developed that articu-
lates goals, priorities, and a path for achieving them.

•	� A board with diverse relevant expertise should be established 
with broad authority to oversee and advise the national strategy 
for SARS-CoV-2 genome sequences linked to clinical and epide-
miological data, and the delivery of actionable data for related 
investigations.

CONCLUDING REMARKS

Although federal law permits the sources of data and biospecimens 
to disclose these materials to public health authorities, and to make them 
available for research—often without the need to obtain an individual’s 
consent—confusion about the law, and conservative interpretations due to 
fear of running afoul of the law, translate into genuine obstacles to shar-
ing. This includes how shared data, or public health research findings from 
shared data, are managed, reported, and described. This is particularly 
relevant where such information may contribute to stigma or discrimina-
tion against individuals (such as when a case is the first identified in an 
outbreak) or groups of individuals (such as individuals from one geographic 
location or population group).

The committee heard testimony about the reluctance to collect “identi-
fiable” data and biospecimens due to concerns about being responsible for 
stewarding such highly sensitive data. At the same time, the committee also 
heard testimony about the challenges of linking data across data silos due 
to lack of a universal patient identifier and because methods to de-identify 
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data (e.g., the HIPAA safe harbor method) can impact data utility and also 
create obstacles to linkage. In a pandemic, when time is of the essence, un-
certainty provides an unacceptable drag on our national response.

As noted above, federal law already provides HHS with authority to 
waive certain aspects of HIPAA when the Secretary of HHS declares a 
public health emergency (ASPR, 2019a). However, the HIPAA provisions 
that are permitted to be waived largely impact the delivery of clinical care; 
waiver of such provisions will not create more efficient reporting of data or 
sharing of biospecimens. In response to the limitations on its waiver author-
ity, HHS has instead selectively issued enforcement discretion to facilitate 
greater data sharing to fight the pandemic; for example, OCR issued guid-
ance to permit HIPAA business associates to share PHI with public health 
authorities, notwithstanding any conflicting terms in their business associ-
ate agreements (HHS, 2020c). 

Detailed guidance from HHS—both with respect to the application of 
HIPAA and the Common Rule—has the potential to significantly improve 
sharing of data and biospecimens. Official communications from regula-
tors can significantly reduce uncertainty about how such sharing can occur. 
Ideally, such guidance should be detailed, describing clear pathways for 
data and biospecimen sharing and providing illustrative examples, and be 
updated promptly over time to respond to new questions and concerns. 
In the absence of the U.S. Congress granting broader waiver authority to 
HHS, the department could use its enforcement discretion more broadly 
to cut through red tape to achieve greater sharing of clinical data and bio-
specimens to power the national response to threats posed by SARS-CoV-2 
and COVID-19 in the short term—and to establish pathways that enable 
the sharing of biospecimens and data to combat the next national infectious 
disease threat. Such enforcement discretion should have a clear trigger—and 
an end point. 

For example, upon a triggering event such as the declaration of a 
national public health emergency by the Secretary of HHS, sharing of 
a limited dataset of PHI with public health authorities or their designees, 
by covered entities or business associates, could be expressly deemed to 
be in compliance with the HIPAA Privacy Rule, either without the need 
for a data use agreement or upon execution of a single standard data use 
agreement provided by HHS, and without regard to contrary provisions in 
a business associate agreement. Such disclosures need to be required to be 
done securely, including by leveraging existing secure pathways for public 
health and clinical data reporting (e.g., HIEs and certified electronic medi-
cal records). To assure the data that are shared are sufficient (and to meet 
minimum necessary determinations), CDC could publish from time to time 
the minimum datasets to be shared—and OCR should deem these datasets 
to constitute “minimum necessary” for purposes of the Privacy Rule.
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Similarly, the HHS Office for Human Research Protections could issue 
written guidance to confirm such reporting and disclosures of biospecimens 
or viral sequence data to public health authorities (or their designees) 
pursuant to a declared public health emergency to be not human subjects 
research (and thus not covered by the Common Rule). These are but two 
examples; HHS could work with SARS-CoV-2 experts to determine needed 
sharing pathways and issue guidance that facilitates such sharing.

Public health authorities (or contractors acting on their behalf) could 
subsequently make available de-identified (per HIPAA standards) data for 
the further conduct of research by public and private entities into SARS-
CoV-2 and COVID-19. To enable such data to be linkable across data 
silos, HHS could work with the private sector to quickly disseminate best 
practices on linking data in privacy protective ways, such as through the 
use of one-way hashing techniques. 

To assure that such data are handled in ways that can be trusted by the 
public, public health authorities should commit to abiding by applicable 
privacy, confidentiality, security, non-discrimination, and civil rights laws, 
and be transparent with the public about their data collection initiatives 
(while still being allowed to take advantage of the waiver of the Paperwork 
Reduction Act requirements that is frequently granted during national emer-
gencies) (ASPR, 2019b). There is also an important opportunity to assess 
whether other existing federal laws insufficiently enable viral sequence shar-
ing with a federal authority, and appropriate voluntary agreements between 
states and the federal government, federal funding requirements, or federal 
data sharing floor preemption laws, during a public health emergency.
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study of coronaviruses and is single-handedly responsible for the Univer-
sity of North Carolina at Chapel Hill’s world leadership in coronavirus 
research. For these past three decades, Dr. Baric has warned that the emerg-
ing coronaviruses represent a significant and ongoing global health threat, 
particularly because they can jump, without warning, from animals into 
the human population, and they tend to spread rapidly. The Baric Lab uses 
coronaviruses as models to study the genetics of RNA virus transcription, 
replication, persistence, pathogenesis, genetics, and cross-species transmis-
sion. He has used alphavirus vaccine vectors to develop novel candidate 
vaccines. Dr. Baric has led the world in recognizing the importance of 
zoonotic viruses as a potentially rich source of new emerging pathogens 
in humans, with detailed studies of the molecular, genetic, and evolution-
ary mechanisms that regulate the establishment and dissemination of such 
a virus within a newly adopted host. Specifically, he works to decipher 
the complex interactions between the virion and cell surface molecules 
that function in the entry and cross-species transmission of positive-strand 
RNA viruses. In 2017, 2018, and 2019, Dr. Baric was named to Clarivate 
Analytics’ Highly Cited Researchers list, which recognizes researchers from 
around the world who published the most widely cited papers in their field. 
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opment of a promising new drug in the fight against deadly coronaviruses, 
which is currently in clinical trials to reverse coronavirus disease 2019 in 
humans. In this collaboration, he continued his partnership between the 
Gillings School and Gilead Sciences Inc. to focus on an experimental anti-
viral treatment that he had previously shown to prevent the development 
of severe acute respiratory syndrome coronavirus in mice. The drug was 
also shown to inhibit Middle East respiratory syndrome coronavirus and 
multiple other coronaviruses, suggesting that it may actually inhibit all 
coronaviruses. He continues to work with this drug.

Kent Kester, M.D., is currently the vice president and the head of transla-
tional science and biomarkers at Sanofi Pasteur. In this capacity, he leads 
a team of more than 200 research and clinical professionals in the United 
States and France focused on the translational development of new vac-
cines. During a 24-year career in the U.S. Army, he worked extensively 
in clinical vaccine development and led multiple research platforms at the 
Walter Reed Army Institute of Research, the U.S. Department of Defense’s 
(DoD’s) largest and most diverse biomedical research laboratory with a 
major emphasis on emerging infectious diseases, an institution he later led 
as its Commander/Director. His final military assignment was as the associ-
ate dean for clinical research in the School of Medicine at the Uniformed 
Services University of the Health Sciences (USUHS). During his military 
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service, Dr. Kester was appointed as the lead policy advisor to the U.S. 
Army Surgeon General in both infectious diseases and in medical research 
and development. In these capacities, he worked extensively in the inter-
agency environment and developed a variety of U.S. Army and DoD medical 
policies related to infectious diseases, both clinical and research aspects. Dr. 
Kester holds an undergraduate degree from Bucknell University and an M.D. 
from Jefferson Medical College, completing his internship and residency in 
internal medicine at the University of Maryland and a research fellowship 
in infectious diseases at the Walter Reed Army Medical Center. Currently 
a member of the U.S. Government Presidential Advisory Council on Com-
bating Antibiotic-Resistant Bacteria and the U.S. Department of Veterans 
Affairs Health Services Research & Development Service Merit Review 
Board, he previously chaired the Steering Committee of the National Insti-
tute of Allergy and Infectious Diseases (NIAID)/USUHS Infectious Disease 
Clinical Research Program, and has served as a member of the U.S. Food 
and Drug Administration’s Vaccines & Related Biologics Products Advisory 
Committee, the NIAID Advisory Council, and the U.S. Centers for Disease 
Control and Prevention’s Office of Infectious Diseases Board of Scientific 
Counselors. He is the vice chair of the National Academies of Sciences, 
Engineering, and Medicine’s Forum on Microbial Threats. Board-certified 
in both internal medicine and infectious diseases, Dr. Kester holds faculty 
appointments at USUHS and the University of Maryland; and is a fellow 
of the American College of Physicians, the Royal College of Physicians of 
Edinburgh, the Infectious Disease Society of America, and the American 
Society of Tropical Medicine and Hygiene. He is a member of the clinical 
faculty at the University of Maryland Shock Trauma Center in Baltimore.

Deven McGraw, J.D., M.P.H., is the general counsel and the chief regula-
tory officer for Ciitizen, a consumer health technology start-up. Previously 
she directed U.S. health privacy and security as the deputy director of health 
information privacy at the U.S. Department of Health and Human Services’ 
Office for Civil Rights and the chief privacy officer (acting) of The Office of 
the National Coordinator for Health Information Technology. Widely rec-
ognized for her expertise in health privacy, she directed the Health Privacy 
Project at the Center for Democracy & Technology for 6 years and led the 
privacy and security policy work for the Health Information Technology 
for Economic and Clinical Health Health IT Policy Committee. She also 
served as the chief operating officer of the National Partnership for Women 
and Families. She advised health industry clients on Health Information 
Portability and Accountability Act compliance and data governance while 
a partner at Manatt, Phelps & Phillips, LLP. She graduated magna cum 
laude from the Georgetown University Law Center and has an M.P.H. from 
Johns Hopkins University.
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Georgetown University Law Center. Dr. Phelan works on legal and policy 
issues related to infectious diseases, with a particular focus on emerging 
and reemerging infectious disease outbreaks and international law. She 
has worked as a consultant for the World Health Organization, the World 
Bank, and Gavi, the Vaccine Alliance, and has advised on matters includ-
ing international law and pathogen sharing, human rights law and Zika, 
intellectual property law, and contract law. She previously worked for a 
number of years as a solicitor at a firm in Melbourne, Australia, and was 
admitted to practice to the Supreme Court of Victoria and High Court of 
Australia in 2010. Dr. Phelan’s doctorate examined how overlap between 
fields of international law—in particular, global health law, international 
human rights law, and international environmental law—can serve as the 
catalyst to progressively develop international law to prevent and respond 
to infectious diseases. She also holds a Master of Laws, specializing in 
international law, from the Australian National University and a Bachelor 
of Biomedical Science/Bachelor of Laws (Honours) double degree from 
Monash University. She also holds a Diploma of Languages (Mandarin 
Chinese). Dr. Phelan is a General Sir John Monash Scholar and was recog-
nized as an associate fellow of the Royal Commonwealth Society in 2015 
for her human rights advocacy during the 2013–2016 Ebola outbreak.

Saskia Popescu, Ph.D., is an infectious disease epidemiologist and a senior 
infection preventionist. In her current role at HonorHealth, she is respon-
sible for high-consequence disease preparedness for a five-hospital system 
with dozens of clinics. She performs daily surveillance, risk assessments 
and review of microbiology reports, investigates outbreaks and health 
care–associated infections, and guides policy to ensure safety for patients 
and staff during medical care. More recently, she has been spearheading 
the coronavirus disease 2019 response for the hospital system and worked 
on the frontlines to ensure health care workers have the proper training 
and supplies needed to safely care for infectious patients. During these 
efforts, she was made a 2017 fellow of the Johns Hopkins Center for 
Health Security Emerging Leaders in Biosecurity Initiative and has served 
as an external expert for the European Centre for Disease Control. More 
recently, Dr. Popescu also serves as an adjunct professor for the University 
of Arizona’s Mel and Enid Zuckerman College of Public Health Epidemi-
ology and Biostats program. Prior to joining HonorHealth, Dr. Popescu 
was an infection preventionist at Phoenix Children’s Hospital, where she 
led its Ebola readiness and communicable disease surveillance efforts. Dr. 
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Popescu’s graduate studies began with an M.P.H. in epidemiology from the 
University of Arizona, where she was awarded the Frontier Interdisciplinary 
eXperience Homeland Security Career Development Grant in Food Protec-
tion and Defense for her research and thesis on food system vulnerability 
to terrorism. Her research also focused on infectious disease modeling and 
the airborne transmission of microorganisms, like smallpox, in pressurized 
air cabins. Following this, she completed an M.A. in international security 
studies from the University of Arizona, where her research addressed the 
roadblocks for non-state actors to build bioweapons. This research assessed 
tacit knowledge and manufacturing barriers, as well as dispersal and diag-
nostic limitations. Following her master’s degree, Dr. Popescu received her 
Ph.D. in biodefense from George Mason University. Her honors include 
receiving the Presidential Scholarship, the Outstanding Doctoral Student 
award, the Frances Harbour Award, and serving as a George Mason Global 
Health Security Ambassador for the 5th Annual Global Health Security 
Agenda Ministerial meeting in Bali, Indonesia. Dr. Popescu’s research and 
doctoral dissertation examined the political and economic obstacles for 
U.S. hospitals to invest in infection prevention and control efforts and the 
resulting impact on national biodefense. Her analysis included case studies 
including outbreaks of Middle East respiratory syndrome coronovirus, 
severe acute respiratory syndrome coronavirus, Ebola virus disease, and 
health care–associated infections. Dr. Popescu has served as a health care 
liaison for the Arizona Department of Health Services BioSense efforts to 
ensure the syndromic surveillance system is effectively adapted to health 
care. She has published several peer-reviewed articles and book chapters 
on the importance of infection prevention and biopreparedness. She is a 
certified infection preventionist through the Certification Board of Infection 
Control and Epidemiology.

Stuart Ray, M.D., FACP, FIDSA, serves as the vice chair of medicine for 
Data Integrity and Analytics and as a professor in the Division of Infectious 
Diseases within the Department of Medicine, with secondary appointments 
in viral oncology and health sciences informatics, at the Johns Hopkins 
University (JHU) School of Medicine. He directs the virology laboratory 
and is a clinical investigator in the Center for Viral Hepatitis Research in 
the Division of Infectious Diseases. He is a faculty member of the gradu-
ate immunology program, the graduate pharmacology program, and of 
the Janeway Firm of the Osler Medical Service. Dr. Ray received his M.D. 
from the Vanderbilt University School of Medicine in 1990. After an intern-
ship and residency at Johns Hopkins Hospital, he continued there as the 
assistant chief of service in medicine (1995–1996) and completed a fellow-
ship in infectious diseases. In 1997, Dr. Ray joined the JHU faculty. His 
laboratory work has focused on viral sequence variation during acute and 
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chronic infections, developing and applying computational and molecular 
biology tools to underlying mechanisms including stochastic variation, im-
mune selection, and viral fitness. He continues to care for inpatients and 
outpatients with HIV, hepatitis C virus, and other infectious diseases. He is 
an elected member of the American Society for Clinical Investigation, and 
a fellow of the American College of Physicians and the Infectious Diseases 
Society of America. During the coronavirus disease 2019 (COVID-19) 
pandemic, Dr. Ray has served as an attending physician on a dedicated 
COVID-19 ward at Johns Hopkins Hospital, and as a leader of JHU’s 
severe acute respiratory syndrome coronavirus 2 viral genomic sequencing 
efforts.

David Relman, M.D., is the Thomas C. and Joan M. Merigan Professor 
in Medicine, a professor of microbiology and immunology, and a senior 
fellow at the Freeman Spogli Institute for International Studies at Stanford 
University. He is also the chief of infectious diseases at the Veterans Affairs 
Palo Alto Health Care System in Palo Alto, California. Dr. Relman was 
an early pioneer in the modern study of the human indigenous microbiota 
(microbiome). A landmark paper in 1999 and another in 2005 were among 
the first to describe the human oral and gut microbiota, respectively, with 
modern molecular methods. Most recently, his work has focused on human 
microbial community assembly, and community stability and resilience. 
Principles of disturbance and landscape ecology are tested in clinical studies 
of the human microbiome. Previous work included the development of 
methods for pathogen discovery, and the identification of several histori-
cally important and novel microbial disease agents. He has advised the U.S. 
government on emerging infectious diseases, human–microbe interactions, 
and future biological threats. He is a member of the Intelligence Commu-
nity Studies Board at the National Academies of Sciences, Engineering, and 
Medicine, and served as the chair of the Boards of Scientific Counselors at 
the National Institute of Dental and Craniofacial Research and the National 
Center for Biotechnology Information, both at the National Institutes of 
Health, and as the president of the Infectious Diseases Society of America 
(2012–2013). He is a fellow of the American Academy of Microbiology and 
a member of the National Academy of Medicine.

Julie Segre, Ph.D., is a senior investigator at the National Human Genome 
Research Institute within the National Institutes of Health (NIH) Intramural 
Research Program, and a newly elected member of the National Academy 
of Medicine. She is an expert in microbial genomic sequence and analysis, 
with a focus on emerging infectious disease and antimicrobial resistance. 
Dr. Segre integrated bacterial genomic sequencing methods into hospital 
epidemiological investigations to track a carbapenem-resistant Klebsiella 
pneumoniae outbreak at the NIH Clinical Center in 2011. She served on the 

http://www.nap.edu/25879


Genomic Epidemiology Data Infrastructure Needs for SARS-CoV-2: Modernizing Pandemic Response ...

Copyright National Academy of Sciences. All rights reserved.

APPENDIX A	 91

2014 President’s Committee of Advisors in Science and Technology com-
missioned report to address combating antimicrobial resistance. She serves 
on the Board of Directors for the American Society of Microbiology and 
the National Insitute of Allergy and Infectious Diseases’ executive commit-
tee overseeing the antimicrobial resistance program. She has spent the past 
2 years collaborating with U.S. Centers for Disease Control and Prevention 
colleagues and hospital epidemiologists to track the spread of the human 
fungal pathogen Candida auris in U.S. nursing homes.

Mark Smolinski, M.D., M.P.H., currently serves as the president of Ending 
Pandemics. Dr. Smolinksi brings 25 years of experience in applying innova-
tive solutions to improve disease prevention, response, and control across 
the globe. Dr. Smolinski is leading a well-knit team, bringing together 
technologists; human, animal, and environmental health experts; and key 
community stakeholders to co-create tools for early detection, advanced 
warning, and prevention of pandemic threats. Since 2009, he has served as 
the chief medical officer and the director of global health at the Skoll Global 
Threats Fund (SGTF), where he developed the Ending Pandemics in Our 
Lifetime Initiative in 2012. His work at SGTF created a solid foundation 
for the work of Ending Pandemics, which branched out as an independent 
entity on January 1, 2018. Prior to SGTF, Dr. Smolinksi developed the 
Predict and Prevent Initiative at Google.org, as part of the starting team at 
Google’s philanthropic arm. Working with a team of engineers, Google Flu 
Trends (a project that had tremendous impact on the use of big data for 
disease surveillance) was created in partnership with the U.S. Centers 
for Disease Control and Prevention (CDC). Dr. Smolinski has served as 
the vice president for biological programs at the Nuclear Threat Initiative 
(NTI), a public charity directed by CNN founder Ted Turner and former 
U.S. Senator Sam Nunn. Before NTI, he led an 18-member expert com-
mittee of the Institute of Medicine on the 2003 landmark report Microbial 
Threats to Health: Emergence, Detection, and Response. Dr. Smolinksi 
served as the sixth Luther Terry Fellow in Washington, DC, in the Office of 
the U.S. Surgeon General and as an epidemic intelligence officer with CDC. 
He received his B.S. in biology and M.D. from the University of Michigan 
in Ann Arbor. He is board-certified in preventive medicine and public health 
and holds an M.P.H. from the University of Arizona.

Paul Turner, Ph.D., is the Rachel Carson Professor of Ecology and Evolu-
tionary Biology at Yale University and a faculty member in microbiology 
at the Yale School of Medicine. He studies the evolutionary genetics of 
viruses, particularly bacteriophages that specifically infect bacterial patho-
gens, and RNA viruses that are vector-transmitted by mosquitoes. Dr. 
Turner received a biology degree (1988) from the University of Rochester 
and a Ph.D. (1995) in zoology from Michigan State University. He did post-
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doctoral training at the National Institutes of Health (NIH), the University 
of Valencia in Spain, and the University of Maryland, College Park, before 
joining Yale’s Ecology and Evolutionary Biology Department in 2001. His 
service to the profession includes chair of the American Society for Micro-
biology (ASM) Division on Evolutionary and Genomic Microbiology, as 
well as membership on the National Science Foundation’s (NSF’s) Biologi-
cal Sciences Advisory Committee, ASM Committee on Minority Education, 
and multiple National Research Council advisory committees. Dr. Turner 
was elected a member of the National Academy of Sciences, fellow of the 
American Academy of Arts & Sciences, fellow of the American Academy 
of Microbiology, councilor of the American Genetic Association, chair of 
the Gordon Research Conference on Microbial Population Biology, and 
chair of the Jacques Monod Conference on Viral Emergence. He chaired 
the Watkins Graduate Research Fellowship award committee for ASM, and 
received the E.E. Just Endowed Research Fellowship and William Townsend 
Porter Award from the Marine Biological Laboratory, and fellowships from 
the Woodrow Wilson Foundation, NSF, NIH, and the Howard Hughes 
Medical Institute. Dr. Turner has served as the director of graduate studies 
and as the chair of the Ecology and Evolutionary Biology Department at 
Yale, as well as Yale’s dean of science and chair of the Biological Sciences 
Advisory and Tenure Promotion Committees.

Deborah Zarin, M.D., is the program director, Advancing the Clinical 
Trials Enterprise, as part of the Multi-Regional Clinical Trials Center of 
Brigham and Women’s Hospital and Harvard. Dr. Zarin was the direc-
tor of ClinicalTrials.gov at the National Library of Medicine, National 
Institutes of Health (NIH), between 2005 and 2018. In that capacity, she 
oversaw the world’s largest clinical trials registry, as well as the develop-
ment and implementation of the first public database for summary clinical 
trial results. She played a major role in the development and implementa-
tion of key legal and policy mandates for clinical trial reporting, including 
regulations under the Food and Drug Administration Amendments Act (42 
CFR Part 11) and the NIH trial reporting policy. Dr. Zarin’s current focus 
is on the quality and reporting of clinical trials, as well as related efforts to 
improve the functioning of the clinical research enterprise overall. Previous 
positions held by Dr. Zarin include the director of the Technology Assess-
ment Program at the Agency for Healthcare Research and Quality and the 
director of the Practice Guidelines program at the American Psychiatric 
Association. In these positions, Dr. Zarin conducted systematic reviews and 
related analyses in support of evidence-based clinical and policy recom-
mendations. Dr. Zarin graduated from Stanford University and received 
her doctorate in medicine from Harvard Medical School. She completed a 
clinical decision-making fellowship and a pediatric internship, and is board-
certified in general psychiatry as well as in child and adolescent psychiatry.
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The committee held three virtual meetings in June 2020, and portions 
of two of the meetings were open to the public. The agendas for these open 
sessions are included in this appendix. To inform the committee’s delibera-
tions, various information-gathering mechanisms were used throughout the 
study: 

1.	 The committee’s first virtual meeting in June 2020 included an 
open session where a representative from the U.S. Centers for Dis-
ease Control and Prevention’s severe acute respiratory syndrome 
coronavirus 2 (SARS-CoV-2) Sequencing for Public Health Emer-
gency Response, Epidemiology, and Surveillance Program provided 
its perspectives on the charge to the committee and state and local 
monitoring of SARS-CoV-2 in order to provide additional back-
ground information and context for the study.

2.	 The committee’s second virtual meeting in June 2020 included 
a public session where the committee heard from researchers 
operating in three major areas: (1) those studying genomic data, 
precision epidemiology, and the intersection of emerging infectious 
disease data sources; (2) those with in-depth knowledge regard-
ing the considerations around the sharing, linkage, and public 
health application of genomic, epidemiologic, and clinical data; 
and (3) those who can speak to the lessons learned from previous 
approaches and existing initiatives. These helped the committee to 
better understand the nature of the data needs space, as well as the 
challenges experienced. 

Appendix B

Public Committee Meeting Agendas
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PUBLIC AGENDAS

Friday, June 12, 2020
Virtual Meeting

OPEN SESSION

SESSION III	 Sponsor Briefing: Discussion of the Committee’s Charge
Objective: 	� To hear from the sponsors of the study regarding their per-

spectives on the charge to the committee. 

4:15 p.m.	 Welcome and Introductions
		  Diane Griffin, Committee Chair
		  Vice President
		  National Academy of Sciences
		  University Distinguished Service Professor
		  W. Harry Feinstone Department of Molecular Microbiology 

and Immunology
		  Johns Hopkins Bloomberg School of Public Health

4:20 p.m.	 Sponsor Perspective on Charge to the Committee 
		  David (Chris) Hassell, Sponsor
		  Acting Principal Deputy Assistant Secretary
		  Office of the Assistant Secretary for Preparedness and 

Response
		  U.S. Department of Health and Human Services

4:30 p.m.	 Discussion with Committee

4:40 p.m.	� SARS-CoV-2 Sequencing for Public Health Emergency 
Response, Epidemiology, and Surveillance (SPHERES) Program 

		  Duncan MacCannell 
		  Chief Science Officer
		  Office of Advanced Molecular Detection
		  National Center for Emerging and Zoonotic Infectious 

Diseases
		  U.S. Centers for Disease Control and Prevention

4:50 p.m.	 Discussion with Committee

5:00 p.m.	 ADJOURN OPEN SESSION
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Friday, June 19, 2020
Virtual Meeting

OPEN SESSION

3:15 p.m.	 Welcome and Introductions
		  Diane Griffin, Committee Chair
		  Vice President
		  National Academy of Sciences
		  University Distinguished Service Professor
		  W. Harry Feinstone Department of Molecular Microbiology 

and Immunology
		  Johns Hopkins Bloomberg School of Public Health

3:20 p.m.	� Speaker Session 1: Genomic Data, Precision Epidemiology, 
and Working at the Intersection of Emerging Infectious 
Disease Data Sources 

		  Joseph DeRisi
		  Professor, Biochemistry and Biophysics
		  University of California, San Francisco 
		  Co-President
		  Chan Zuckerberg Biohub

		  Alex Greninger
		  Assistant Professor, Laboratory Medicine 
		  University of Washington School of Medicine 
		  Assistant Director, Clinical Virology Laboratory
		  University of Washington Medical Center

3:30 p.m.	 Discussion with Committee

3:50 p.m.	� Speaker Session 2: Considerations Around the Sharing, 
Linkage, and Public Health Application of Genomic, 
Epidemiological, and Clinical Data 

		  Theresa Colecchia
		  Senior Associate General Counsel
		  Office of the Vice President and General Counsel
		  Johns Hopkins University 
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		  Christopher Chute
		  Bloomberg Distinguished Professor of Health Informatics
		  Professor of Medicine, Public Health, and Nursing
		  Chief Research Information Officer, Johns Hopkins 

Medicine
		  Deputy Director, Institute for Clinical and Translational 

Research
		  Division of General Internal Medicine 
		  Johns Hopkins University 

		  Jill Taylor
		  Director, Wadsworth Center
		  New York State Department of Health 

4:05 p.m.	 Discussion with Committee 

4:30 p.m.	� Speaker Session 3: Learning from Previous Approaches and 
Existing Initiatives

		  Pardis Sabeti
		  Professor, Immunology and Infectious Diseases 
		  Harvard T.H. Chan School of Public Health 
		  Professor, Harvard FAS Center for Systems Biology
		  Department of Organismic and Evolutionary Biology 
		  Institute Member, Broad Institute
		  Investigator, Howard Hughes Medical Institute 

		  Emil Lesho
		  Infectious Disease Specialist
		  Rochester Regional Health 
		  Professor of Medicine 
		  Uniformed Services University of the Health Sciences

4:40 p.m.	 Discussion with Committee

5:00 p.m.	 ADJOURN OPEN SESSION
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