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CloudSEK Threat Actor Directory - Handala Profile Showing Top Targeted Countries and Industries 

• Scattered Spider / Scattered Lapsus$ Hunters ecosystem reflects a highly capable

intrusion cluster known for identity-driven compromise, including social engineering and

manipulation of enterprise access workflows. This ecosystem is strongly associated with

"access-as-a-service" style operations, where compromised identities and third-party

integrations can be abused at scale. Their relevance is global because the approach is not

sector-specific, it targets organisations with complex support processes, Saas

dependence, and high exposure to identity compromise. We wrote an in-depth analysis of

the parent group called the COM, which can be found here.

• Crimson Collective gained major attention after publicly claiming responsibility for

breaching Red Hat's consulting-related internal development environment. The breach

involved exposure of internal repositories and consulting-related datasets, raising concern

because such material can contain client-facing documentation, infrastructure details,

and embedded secrets that may be reused for follow-on attacks. This case highlights

how threat actors increasingly target environments that aggregate sensitive customer and

enterprise data .
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https://www.cloudsek.com/blog/the-com-anatomy-of-an-english-speaking-cybercriminal-ecosystem-and-the-origins-of-scattered-lapsus-hunters
https://www.cloudsek.com/blog/the-com-anatomy-of-an-english-speaking-cybercriminal-ecosystem-and-the-origins-of-scattered-lapsus-hunters






























































https://2021-2025.state.gov/office-of-the-spokesperson/releases/2025/01/u-s-takes-action-against-prc-linked-cyber-actors-for-treasury-hack-and-salt-typhoon/
https://2021-2025.state.gov/office-of-the-spokesperson/releases/2025/01/u-s-takes-action-against-prc-linked-cyber-actors-for-treasury-hack-and-salt-typhoon/
https://www.trmlabs.com/resources/blog/the-bybit-hack-following-north-koreas-largest-exploit
https://thehackernews.com/2025/02/bybit-confirms-record-breaking-146.html


https://www.bankinfosecurity.com/russias-destructive-wiper-attacks-on-ukraine-rise-again-a-29945
https://www.picussecurity.com/resource/blog/romcom-threat-actor-evolution
https://www.wiz.io/vulnerability-database/cve/cve-2025-6218
https://securityaffairs.com/179146/security/china-linked-group-salt-typhoon-breached-satellite-firm-viasat.html
https://www.cloudsek.com/blog/investigation-report-apt36-malware-campaign-using-desktop-entry-files-and-google-drive-payload-delivery
https://www.extrahop.com/blog/anatomy-of-an-attack-line-cisa-alert-on-salt-typhoon
https://www.genians.co.kr/en/blog/threat_intelligence/deepfake
https://www.esecurityplanet.com/threats/north-korean-hackers-weaponize-chatgpt-in-ai-driven-phishing-attack/
https://www.secpod.com/blog/archive-terror-dissecting-the-winrar-cve-2025-6218-exploit-apt-c-08s-stealth-move/
https://www.scworld.com/brief/crypto-heist-against-upbit-linked-to-private-key-vulnerability
https://www.securityweek.com/china-admitted-to-us-that-it-conducted-volt-typhoon-attacks-report/


https://www.cloudsek.com/blog/silver-fox-targeting-india-using-tax-themed-phishing-lures
https://www.cloudsek.com/blog/reborn-in-rust-muddywater-evolves-tooling-with-rustywater-implant
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