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MASTER SERVICES AGREEMENT



This Master Services Agreement (“Agreement”) is entered into by and between:

	
Party
	
GXI

	
SERVICE PROVIDER
(together with GXI, the “Parties”)


	
Legal Name
	
G-XCHANGE, INC.
	
[NAME]


	
Jurisdiction and 
type of entity

	
A Philippine corporation
	

	
Address
	
8th Floor, W Global Center 
9th Avenue corner 30th Street 
Bonifacio Global City, Taguig City
Metro Manila, Philippines

	
[Complete Address]

	
Name and Designation of Contact Person

	
[NAME]
[Designation]

	
[NAME]
[Designation]

	
Email Address

	
	

	
Contact Number

	
	

	
Effective Date

	




PRINCIPLES

1. This Agreement establishes a framework for the Services to be provided by the Service Provider to GXI under one or more Statement of Work (“SOW”), with each SOW covering a particular Service. 

2. This Agreement includes the body of the Agreement below and all attachments, appendices, and schedules attached hereto; (b) incorporates by reference the [list of policies/terms to be put on microsite]  

3. This Agreement shall be valid for a period of one (1) year from Effective Date (“Initial Period”) and shall automatically renew for one (1) year periods after the expiration of the Initial Term (each, a “Renewed Term”), unless terminated by the Parties in accordance with Section 5 [Termination] of this Agreement.

4. This Agreement is non-exclusive.

5. The Mutual Confidentiality and Non-Disclosure Agreement executed between the Parties, this Agreement, the SOWs, and the following annexes constitute the entire agreement of the Parties and their relationship:

· Annex 1: Definition of Terms and Interpretation - (link)
· Annex 2: Terms and Conditions 
· Annex 3: Security Provisions  (link)
· Annex 4: Business Continuity Plan
· Annex 5: Scope of Work No. 1  


ACCORDINGLY, the Parties execute this Agreement on the date indicated below.

	
Signed for and on behalf of GXI

	
Signed for an on behalf of Service Provider


	


[NAME]
[Designation]
Date: ____________________

	


[NAME]
[Designation]
Date: ____________________

	
Signed in the presence of: 


	

[NAME]
[Designation]
Date: ____________________

	

[NAME]
[Designation]
Date: ____________________



































ANNEX 1
DEFINITION OF TERMS & INTERPRETATION





DEFINITIONS. The following terms, unless the context requires otherwise, shall have the following meanings: 

1.1 “Affiliate” means a natural or legal person that controls, is controlled by, or is under common control with, a Party. The terms “control”, “controlled by”, or “under common control with” means legal and/or beneficiary ownership, directly or indirectly, of more than fifty percent (50%) of the voting securities of such person, whether by operation of law, by contract or otherwise.

1.2 “Agreement” means this Agreement, including its Annexes, SOWs, and other documents referred to in this Agreement which may be agreed upon by the Parties to form part of this Agreement, as may be amended and supplemented from time to time, in accordance with this Agreement. 

1.3 “Applicable Laws” means all national or local legislation, statutes, rules, regulations, codes, ordinances, Required Approvals, orders, issuances, and mandates of any Governmental Authority applying to the Agreement.

1.4 “Application Program Interface (API)” is a set of routine, protocols, and tools created by the Parties, which are used to perform and deliver specific transactions involving their respective products or systems.

1.5 “Business Day” means any day except Saturday, Sunday, and gazetted public holiday in the Philippines.  

1.6 “Calendar Day” means each day shown on the calendar beginning at 12:00 midnight, including Saturday, Sundays, and holidays. 

1.7 “Change of Control” means (i) a transaction or series of related transactions in which a third party, together with his, her or its affiliates, becomes the beneficial owner of fifty percent (50%) or more of the combined voting power of the outstanding securities of a Party or otherwise acquires the power to direct the management and policies of such Party, or (ii) the sale of all or substantially all the assets of a Party to a third Party.

1.8 “Claims” means claims, demands, suits, actions, losses, liabilities, assessments, judgments, damages, costs, expenses, payments, fines, charges, and penalties arising from the Agreement.

1.9 “Confidential Information” means all information, specifications, or documentation such as, but not limited to, products or planned products, processes and/or procedures, technological achievements and interests, customers and potential customers, marketing information, business prospects, financial statements and information, financial situation and corporate plans, internal activities, future plans of both Parties, and other information deemed proprietary or confidential by either of the Parties and imparted in the course of the Agreement.

1.10 “Force Majeure” Force Majeure includes without limitation, acts of God, flood, fire, earthquake, war, embargo, invasion or hostilities, terrorist acts, riot, national emergency, revolution, insurrection, epidemic, pandemic, government regulation (except those related to COVID-19), strike, hacker attack or intrusion or outbreak of a computer virus (except where the Party is at fault), loss of information or records or inability of the Service Provider to perform the obligations under this Agreement due to the destruction, breakdown, or malfunction of the platforms or systems that is not caused by the Service Provider, material effect caused by technological adjustment made by third Service Provider having impact to the Service Provider’s obligations hereunder, temporary shutdown caused by governmental authorities, fraudulent acts committed by third Service Provider (except where the Party is at fault); any other reasons not attributable to any Party; provided, that such event or circumstance prevents the either or both Service Provider from performing their obligations under this Agreement.  

1.11 “Fraud” means an intentional deception made by Party Group, its clients or customers, whether acting individually, or together, or in collusion with a third party, for personal gain, profit, or some unfair or dishonest advantage, or to damage the other Party Group, relating to the processing of illegal, illegitimate, abusive, or fictitious transactions not consistent with the intended purpose of the Main Agreement.

1.12 “Fraudulent Transactions” means activities or transactions involving Fraud which are processed and/or approved by the Service Provider or the member of the Service Provider Group.

1.13 “Governmental Authority” means any government, governmental department, commission, board, bureau, agency, regulatory authority, instrumentality, legislative, judicial, or administrative body; whether domestic or foreign, having jurisdiction over the Agreement.

1.14 “Intellectual Property Rights” means any and all intellectual property rights and interests, including any patents, trademarks, service marks, rights in designs, trade names, copyright, utility models, eligible layout rights, inventions, innovations, discoveries and/or improvements, trade secrets, know how, formulae, processes, methodology, technology, applications for, or right to apply for registration for any of them, rights under licenses and consents in relation to any of them, and other forms of protection of an equivalent nature or having equivalent effect to any of them, in the Philippines and the world, whether registered or unregistered, for the duration of the rights and interests.

1.15 “Material Breach” means a violation or non-performance of the terms and conditions of the Agreement that adversely affect the nature of the obligation that the Defaulting Party committed to perform or deliver pursuant to this Agreement, the benefits that the Non-defaulting Party expects to receive after full compliance, and the extent that the non-performance defeated the purposes of the Agreement.

1.16 “Service” means the service or services to be rendered by the Service Provider to GXI, as specified in the pertinent SOWs.

1.17 “Service Levels” means the levels of service required for the performance of the Service, as specified in the relevant SOW. 


INTERPRETATION. The following terms shall, unless the context requires, shall have the following meanings:

2.1 Except where the context otherwise requires, words denoting:

(a) the singular includes the plural and vice versa;
(b) any gender includes all genders; and 
(c) persons include firms and corporations and vice versa. 

2.2 References in this Agreement to any enactment, directive, order, regulation, or other similar instrument shall be construed as a reference to the enactment, order, regulation, or instrument as amended. 

2.3 	The headings of this Agreement are for convenience of reference only and shall not affect the interpretation of any of the terms and conditions of this Agreement. 

2.4 This Agreement shall not be construed in favor or against any Party, but shall be construed equally as to both GXI and Service Provider.  

2.5 Unless otherwise stated, a reference to a Section, Schedule, or Appendix is a reference to a section, schedule or appendix to this Agreement.  



























ANNEX 2
TERMS AND CONDITIONS


1. SERVICES

1.1. Provision of Services. GXI, relying on the Service Provider’s representations and warranties that it possesses the necessary skills, resources, expertise, and technical competence, engages the Service Provider to provide the Services to GXI, as described in the service description in the pertinent Statement of Work (“SOW”) attached to this Agreement, in accordance with (a) the terms of this Agreement and (b) Applicable Laws. The Services will include all ancillary services required for the Service Provider to provide the Services, including all those that are inherent, necessary, and customary to provide the Services. 

1.2. Specifications and Service Levels. The Service Provider will provide the Services in accordance with the specifications as stated in the relevant SOW and shall ensure that the Services meets or exceeds the Service Levels specified in the relevant SOW, or as amended from time to time in accordance with this Agreement. 

1.3. No Subcontracting. The Service Provider will not subcontract any part of this Agreement or the Services. 

1.4. Reporting. The Service Provider will provide GXI with accurate and complete reports, in a form, format, and cadence as agreed between the Parties. 

1.5. Continued Performance. The Service Provider acknowledges that the timely and complete performance of its obligations under this Agreement is critical to the business and operations of GXI and that time is of the essence, and the Service Provider will perform its obligations accordingly. Except if prohibited by Applicable Law, during any dispute resolution proceedings, whether informal or formal, the Service Provider will continue to provide the Services in accordance with this Agreement, and waives any right to suspend, delay, or diminish its performance, and GXI may continue to exercise its rights in accordance with this Agreement. 


2. FEES, PAYMENT TERMS, AND TAXES

2.1. Service Fees, Invoicing, and Payment Schedule. GXI shall only pay to the Service Provider fees and charges that are expressly set forth in the pertinent SOW (“Service Fees”). 

2.2. Invoicing and Payment. The Service Provider’s invoicing and GXI’s mode and manner of payment shall be in accordance with the requirements set forth in the applicable SOW.

2.3. Service Fee Disputes 

(a) If GXI disputes any amounts in connection with the Services, GXI may provide the Service Provider with a written notice of such dispute (“Dispute Notice”) within five (5) Business Days of receipt of invoice from the Service Provider. 

(b) Within ten (10) Business Days from receipt of the Dispute Notice, the Service Provider will use its best efforts to resolve the issue and communicate its position in writing to GXI. 

(c) While the dispute remains unresolved, GXI may withhold payment of the disputed amounts in good faith. 

(d) If after thirty (30) days and the dispute subject of the Dispute Notice remains unresolved, then the Parties shall proceed to resolve the dispute in accordance with Section 18 [Governing Law and Dispute Resolution] of this Agreement.  

2.4. Taxes 

(a) The Service Fees under this Agreement exclude Value-Added Tax (“VAT”). The Service Provider shall pay all taxes arising from its obligations under this Agreement, including, but not limited to, charging, collecting, and remitting VAT. The Service Provider shall issue VAT-registered invoices and official receipts to GXI.

(b) GXI shall withhold taxes that Applicable Laws require it to withhold from the Service Fees and shall remit the same to the Bureau of Internal Revenue (“BIR”). Upon the Service Provider’s written request, GXI will provide supporting documents for the withheld taxes. 


3. ADVERTISING AND MARKETING

3.1. The Parties shall mutually agree on all advertising and promotional materials using each other’s name and any of its trademarks.

3.2. The Service Provider shall submit, for GXI’s approval, all promotional and advertising materials using GXI’s branding or trademarks. The Service Provider, likewise, shall only use and/or produce promotional and advertising materials that has been approved by GXI.

3.3. The Service Provider shall display GXI’s branding with any name, logo, trade name, or service that GXI may designate upon mutual agreement.


4. REPRESENTATIONS AND WARRANTIES 

4.1 Each Party represents and warrants to the other Party that:

(a) it is duly organized, validly existing, and in good standing under the laws of its jurisdiction of incorporation or organization;

(b) it has the authority to execute, deliver, and perform its obligations under this Agreement;  

(c) entering into and performing this Agreement will not violate Applicable Laws or any judgments or materially default any binding contract; and 

(d) There are no litigations or any legal proceedings pending or contemplated or threatened by or against any Party hereto, that would materially or adversely affect and/or deter performance under the Agreement.

4.2 The Service Provider represents and warrants that: 

(a) It shall perform the Service in a diligent, orderly, and workman-like manner, and compliant with the terms and specifications under this Agreement; 
 
(b) its business activities are regulated by its own internal business rules or Corporate Governance policies which are compliant with Applicable Laws;

(c) It is not under any disability, or prohibition, contractual or otherwise, which might prevent it from effectuating any provision of the Agreement; and

(d) it will not infringe the intellectual property rights of any third party in performing its obligations in this Agreement;

(e) it has sufficient resources, including, but not limited to, intellectual property rights and technology, to deliver and perform its obligations in accordance with this Agreement; and

(f) it shall, at all times, comply with all Applicable Laws and shall perform its obligations in this Agreement in good faith. 


5. TERMINATION

5.1 Either Party to this Agreement may immediately terminate this Agreement by providing a written notice to the other Party for any of the following reasons: 

(a) the other Party commits a material breach of this Agreement; 

(b) the other Party commits a breach of this Agreement and failed to cure such breach within thirty (30) Calendar Days from receipt of written notice of such breach; 

(c) the other Party is insolvent, has generally failed to pay its debts as they become due, or is unable to meet its obligations under this Agreement regardless of a petition for bankruptcy is filed or a receiver is appointed;     

(d) if a Governmental Authority with competent jurisdiction over a Party directs such Party to cease or materially limit its performance under this Agreement; and

(e) if a Party’s performance under this Agreement is or becomes unlawful, or poses a reasonable risk of being unlawful. 

5.2 GXI may terminate this Agreement: 

(a) At any time and for any reason by providing the Service Provider with at least thirty (30) Calendar Days prior written notice; and  

(b) If the Service Provider is subject to a Change in Control. The Service Provider shall give a written notice to GXI within five (5) Business Days after: (i) signing an agreement that will result in a Change in Control; or (ii) a Change in Control, if such Change in Control is not the result of an agreement. 

5.3 Effect of Termination. Upon the Agreement’s termination:  

(a) All rights and licenses granted under this Agreement shall immediately cease.

(b) Each Party shall return or destroy all Confidential Information of the other Party in its possession or 

(c) Both Parties shall cease using any trademarks, logos, or other intellectual property of the other Party.

(d) Neither Party shall make any negative or adverse public announcements, statements, or admissions with regard to the other party or to the Services; and

(e) Neither Party shall be liable to the other for any damages resulting solely from the termination of this Agreement in accordance with its terms.

5.4 Survival after Termination. The provisions on Intellectual Property Rights, confidentiality, data privacy, audit, compliance with Applicable Laws, representations and warranties, indemnification, limitations of liability, and other provisions of this Agreement, which by their nature and sense necessarily require survival after termination, shall survive the termination of this Agreement.


6. FRAUD

6.1 The Fraud and Illegal Activity Terms and Conditions (“FIATC”) shall govern all fraud and illegal activity handling pursuant to this Agreement. The latest FIATC are available at [link] (“GXI Website”), which shall be deemed incorporated into this Agreement. It shall supersede all previously executed versions between the Parties.

6.2 The latest FIATC on the GXI Website, as may be periodically amended, shall govern all matters concerning fraud and illegal activity handling. It shall supersede all previously executed versions between the Parties.

6.3 The Service Provider shall be afforded a sixty (60) day grace period from the receipt of any future amendment to the FIATC to achieve full compliance with its terms, unless a longer period is mutually agreed upon by both Parties.


7. INTELLECTUAL PROPERTY

7.1 Retention of Rights. Each Party shall retain all rights, titles, and interests in and to its pre-existing intellectual property, including but not limited to patents, trademarks, copyrights, trade secrets, and proprietary know-how (“Background IP”). 

7.2 No Transfer. Nothing in this Agreement shall be construed as transferring ownership of any intellectual property rights from one Party to the other. Neither Party shall acquire any right, title, or interest in the other Party’s Background IP through this Agreement or the provision of Services under this Agreement.


8. CONFIDENTIALITY

8.1. Confidential information excludes information that is:

(a) already public or becomes public through no fault of the recipient;

(b) 	already in recipient’s possession without confidentiality restrictions;

(c) 	provided by a third party without breach of confidentiality;

(d) 	independently discovered or created by the recipient; and

(e) 	disclosed with the discloser’s written consent.

8.2. The discloser retains exclusive ownership of all confidential information. The recipient must not use it in any way that harms the discloser and must treat it as strictly confidential unless authorized by the discloser in writing.

8.3. The recipient may share confidential information only with employees, consultants, or agents on a “need-to know” basis and agree in writing to the same confidentiality terms.

8.4. The recipient is responsible for any breach of confidentiality by themselves or their representatives.

8.5. If legally required to disclose confidential information, the recipient must promptly notify the discloser to allow for protective action. Only the minimum necessary information should be disclosed.

8.6. Unauthorized disclosure may cause irreparable harm, entitling the discloser to injunctive relief and other damages.


9. DATA PRIVACY











10. INDEMNIFICATION

10.1. 	Each Party shall defend, indemnify, and hold harmless the other Party and its directors, officers, employees, agents, and representatives from any losses, liabilities, costs, expenses (including litigation and attorney’s fees), damages, claims, or suits arising from the Indemnifying Party’s performance or breach of this Agreement, except in cases of gross, willful, or inexcusable negligence or intentional breach of the other Party. This indemnification is in addition to any other rights available under Applicable Laws.


11. LIMITATION OF LIABILITY

11.1. 	Except for liability arising from personal injury or death, breach of confidentiality, intellectual property rights infringement, fraud, and violation of Applicable Laws, either Party will only be liable for actual and direct damages.


12. FORCE MAJEURE 

12.1. Neither Party shall be liable to the other Party, nor be deemed to have breached this Agreement, for any failure or delay in performing any term of this Agreement when such failure or delay is caused by Force Majeure, provided that such exceptional event or circumstance directly and materially affect the Parties’ performance of their obligations under the Agreement. 

12.2. The Party prevented by Force Majeure, as mentioned above, shall immediately notify the other Party of the same in writing, inform the details thereof within fifteen (15) Business Days, provide relevant proof stating the reason for its inability to perform, inability to fully perform, or delay in performing, this Agreement, and actively take measures to avoid the aggravation of losses. The other Party shall then decide whether or not to suspend or terminate this Agreement depending on the extent of the effect of such Force Majeure event on the performance of this Agreement. 

12.3. Notwithstanding anything to the contrary in this Agreement, if a Party is prevented for a continuous period which total more than sixty (60) Calendar Days by reason of Force Majeure which notice has been given to the other Party, or for multiple periods which total more than the aggregate number of ninety (90) Calendar Days, or such period otherwise agreed upon by the Party, then a Party may terminate this Agreement in accordance with Section 5 [Termination] of this Agreement. 

12.4. Notwithstanding anything to the contrary, each Party, shall bear their respective losses arising from Force Majeure event. 


13. COMPLIANCE

13.1.	The Service Provider shall comply with all applicable provisions of: 

(a) Republic Act No. 9160 [Anti-Money Laundering Act] and the Bangko Sentral ng Pilipinas (BSP) Circular No. 706, Series of 2011 [Updated Anti-Money Laundering Rules and Regulations] (“AMLA Laws”); 

(b) Republic Act No. 10168 [The Terrorism Financing Prevention and Suppression Act of 2012]; 

(c) Republic Act No. 11479 [The Anti-Terrorism Act of 2020]; 

(d) Batas Pambansa Blg. 881 [The Omnibus Election Code of the Philippines]; 

(e) Act No. 3815 [The Revised Penal Code of the Philippines]; and 

(f) their respective amendments and implementing guidelines, rules, and regulations. 

13.2.	GXI reserves its rights and remedies under the Agreement and Applicable Laws for any violation of these laws as determined during audit conducted by GXI or its authorized third-party representative, the BSP, and/or authorized Governmental Agencies.


14. CORPORATE GOVERNANCE

14.1. As a condition precedent to the execution of the Agreement, the Parties agree to exchange their relevant Corporate Governance policies for review to ensure that entering into the Agreement will not conflict with, violate or contravene any of these policies. 

14.2. To the extent applicable to the implementation of the Agreement, the Parties will comply with their respective internal business rules or Corporate Governance policies. The Parties shall: 

(a) advise or inform each other about any violation, whether actual or potential, by any person of their respective and/or each other’s policies in relation to the Agreement; 

(b) address or resolve such violation in accordance with their own internal business rules or Corporate Governance policies; and 

(c) inform the other Party of the action taken thereon. 

14.3. If the Agreement is later found to be violative of the internal business rules or Corporate Governance policies of either Party, the Parties shall negotiate in good faith to amend and revise the Agreement to make it compliant with the internal business rules or Corporate Governance policies found to have been violated. 


15. AUDIT AND RECORD RETENTION

15.1. The Service Provider shall preserve all hard copies and electronic transaction records for a period of ten (10) years from the date of the last transaction or for the period required by Applicable Laws, whichever is longer. If the customer or transaction is under regulatory or internal investigation, the Service Provider shall preserve the records until it receives a written notice from GXI and/or the relevant Governmental Authority confirming that the case has been resolved and that the records may be closed.  

15.2. Not later than twenty-four (24) hours upon receipt of GXI’s request, the Service Provider shall give GXI access to such records, in whatever form they may be presented and kept (paper, electronic, or otherwise), and if so required, shall turn over such records to GXI. Moreover, if GXI is required by the BSP or other Governmental Authority to provide access to the money transfer transaction records in the custody of the Service Provider, the Service Provider shall promptly grant the representatives of BSP or Governmental Authority such requested access.


16. ANTI-CORRUPTION AND BRIBERY 

16.1. 	Each Party shall not make or receive, and shall not authorize any third party to make or receive, any bribes, gifts or other improper payments (including disproportionate corporate hospitality) to, for or from any individual, company, or government authority or official in order to induce any person to take any improper action or any authority or official to act or to grant any permission, license or approval in connection with this Agreement. Each Party shall ensure that none of its employees, directors, delegates, representatives or agents makes, solicits, accepts or receives any bribes, gifts or other improper payments relating to this Agreement or the offering of the Service.


17. BUSINESS CONTINUITY PLAN   

17.1. 	The Service Provider shall develop and provide a Business Continuity Plan (“BCP”) that illustrates how it shall, under exceptional circumstances, be in a position to perform its obligations under this Agreement. The BCP shall include continuity of service and disaster recovery plans that minimize the probability and impact of interruptions to GXI’s business. Particularly, the BCP shall include, but not limited to, the following safeguards:

(a) Data Restoration. Provide plans and procedures for the recovery of critical technology systems, and restoring business operations at the primary location or at a designated recovery site, if necessary. 

(b) Backup Facility. The Service Provider should ensure back-up capability, which is equipped to handle data center processing in the event that disaster recovery is needed. 

(c) Testing. Provide tests of its disaster recovery capabilities at least once per calendar year and provide the BCP testing results to each other. 

(d) Notification of Events. Provide mechanisms for notifying each other within twenty (24) hours upon discovery of an event that will likely result in service interruption. Following such a communication, each Party shall provide updates on an hourly basis as to whether or not a disaster will be declared. 


18. GOVERNING LAW AND DISPUTE RESOLUTION

18.1. The validity, interpretation, and performance of this Agreement shall be governed by the laws of the Republic of the Philippines.

18.2. Disputes regarding the interpretation and performance of this Agreement shall be resolved amicably through mutual consultations. Any legal action must be filed in the appropriate courts of Taguig City, Metro Manila, Philippines, to the exclusion of all other courts. Regardless of any dispute, each Party must continue to fulfill its obligations under this Agreement.


19. MISCELLANEOUS PROVISIONS

19.1. Notices 

(a) Any communication to be made under, or in connection with, this Agreement shall be in writing and delivered personally or transmitted by registered mail or electronic mail to the Contact Persons of this Agreement. Upon actual receipt by a Party, any communication or document made or delivered by one Party to another under this Agreement shall be deemed received by such Party.

(b) All notices shall be deemed duly given on the date of receipt, if personally delivered; the date fifteen (15) days after posting, if mailed; or receipt of transmission, if by electronic mail. Either Party may change its address by giving a written notice to the other Party. 

19.2. Non-Solicitation. Neither Party will, without the prior written consent of the other Party, directly or through a Third Party, intentionally solicit or entice away (or seek or attempt to entice away) from the employment of the other Party’s employees. This Section will not apply to unsolicited responses by employees to general recruitment advertising.

19.3. Relationship. The Parties are independent contractors. There is no relationship of agency, partnership, joint venture, franchise, or employment created between the Parties.

19.4. Assignment. This Agreement shall be binding on the Parties and their respective successors and permitted assignees; provided, however, that this Agreement shall not be assignable by a Party without the prior written consent and approval of the other Party.

19.5. Severability. If any term or provision of this Agreement or any of the relevant annexes should be declared invalid by a court of competent jurisdiction, the remaining terms and provisions of this Agreement or the relevant annex shall remain unimpaired and in full force and effect.

19.6. Good Faith. Whenever this Agreement requires or contemplates any action, consent, or approval, each Party will act reasonably and in good faith and will not unreasonably withhold or delay such action, consent, or approval, unless the Agreement expressly establishes some other standard, such as the exercise of a Party's sole discretion.

19.7. Further Assurances. Each Party will perform such acts, including providing such documents or instruments, as required by the other Party as may be reasonably necessary or desirable to give effect to this Agreement and to carry out its provisions.

19.8. Cumulative Remedies. The rights and remedies expressly provided herein are cumulative, and not exclusive, of any rights or remedies that any of the Parties would otherwise have.

19.9. Waiver & Amendment. A Party’s failure to insist upon the strict performance of any term or condition of this Agreement shall not be construed a waiver of such Party's rights or remedies, including the right to insist on the strict performance of the same. Any waiver or other modification to this Agreement must be in writing and signed by both Parties to be valid.

19.10. Publicity. Neither Party shall make any press announcements or publicize this Agreement or any matters relating to any of the transactions contemplated hereby without the prior written consent of the other Party.

19.11. Counterparts. This Agreement may be executed in any number of counterparts but all such counterparts, together, shall constitute one and the same agreement.

19.12. Entire Agreement. This Agreement constitutes the entire contract and understanding between the Parties with respect to the subject matter hereof and supersedes any prior agreements thereon, whether written or otherwise. 

19.13. Electronic Signature. This Agreement may be signed electronically, which will have the same legal effect as a handwritten signature. If the Parties choose to execute this Agreement or any of its amendments electronically:

(a) they will the use the GXI-designated third-party electronic signature service; and 

(b) they confirm that the individuals signing on behalf of each Party has the authority to do so and that the provided email address for electronic signatures is exclusive to that individual.  
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ANNEX 3
SECURITY PROVISIONS

Service Provider shall implement the information security requirements prescribed under this Annex to the extent applicable to the business or operations of Service Provider. 


1. INFORMATION SECURITY MANAGEMENT FRAMEWORK. Service Provider shall implement and maintain an information security management system or process covering Service Provider’s organization that conforms with industry recognized standards (e.g. ISO 27001, ISO 27002, PCI-DSS), the applicable requirements set forth in this agreement, and any other applicable requirements or specifications required by laws applicable to Service Provider and Company.


2. INFORMATION SECURITY ORGANIZATION. Service Provider’s organization must have an Information Security Officer appointed by Senior Management. The Information Security Officer must have adequate knowledge, skills, and experience as well as a position and a team in Service Provider’s organization to enable effective implementation of an enterprise wide information security management in Service Provider’s organization.


3. INFORMATION SECURITY PROGRAM. Service Provider shall establish and maintain a documented information security program that covers the data or information shared by Company. Service Provider’s information security program shall be designed in such a way that it considers the protection of the confidentiality, integrity, and availability of Company’s shared data, confidential information, platforms, systems, and services against any undesirable events (e.g., malware, insider threats, physical security hazards, destruction, loss, unauthorized access). Service Provider must ensure that adequate resources, organizational functions, management oversight, policies, standards, and procedures including the appropriate security infrastructure or tools are available to effectively implement the information security program in Service Provider’s organization. The information security program should include, but is not limited to the following:

3.1 [bookmark: _heading=h.iuel8gljky84]Information Security Risk Assessment. Service Provider's information security risk assessment process shall be established, implemented and monitored within its organization. The information security risk assessment process should be performed at least annually to be able to identify the critical assets, especially those which would be used to deliver the products and services to Company, risks and threats to such, including vulnerabilities. A formal report on the result of analyses of information security risks must be documented.

3.2 Review of Information Security Management Documents. Service Provider should establish and review its information security management documents such as policies, standards, guidelines at least annually and/or as need arises.

3.3 Information Security Awareness Training. Service Provider shall perform information security related awareness and training for its employees at least annually.

3.4 Information Security Roles and Responsibilities. Service Provider shall have a clearly defined information security roles & responsibilities for all personnel in Service Provider’s organization.

3.5 Secure Handling of Information. Service Provider must have Information Classification, Protection, Retention and Disposal policies, standards, and procedures established and implemented within its organization.

3.6 Personnel Hiring. Service Provider shall perform a full background check to verify the identity of Service Provider personnel prior to hiring. Part of the checking is to ensure that no conflict of interest will exist in the position that will be assumed by the personnel providing the services to Company. In the event of a conflict, Service Provider shall immediately notify Company in writing for proper disposition or handling of the matter.
3.7 Backup and Recovery. Service Provider shall establish and maintain a Business Continuity (BC) and Disaster Recovery Plan (DRP) that should cover the services being provided to Company and the BC/DRP plan must be exercised and tested at least once a year.

3.8 Change Control. Service Provider shall have formal procedures to evaluate, test, and approve the changes to be made to its network infrastructure, in IT/Network/Application/System environments or zones used to deliver the products and services to Company that will help ensure that proposed changes will not introduce information security risks without the appropriate security controls.

3.9 Identity and Access Management. Service Provider shall maintain a documented and an appropriate access control policy and access management procedures, which at a minimum requires proper authentication, logging and periodic reviews on all accesses granted. Access to systems and other components that may store, process, and transmit Company related data or information must be restricted only to authorized personnel, with legitimate business need to have an access. The access must be granted only based on a "need-to-know" basis and "Least Privilege" principle to ensure that no excessive access rights will be provided to authorized personnel. Conduct of logical access review must be performed on a quarterly basis to ensure that access to the system is appropriate to the role of user and given only to an authorized and active personnel.

3.10 Secure System Development and Maintenance. Service Provider shall establish and maintain a process ensuring that information security will be an integral part of any projects or initiatives including changes to Service Provider’s organization. The process must include conduct of activities intended to provide assurance on the adequacy of security controls that may be needed to address foreseen security risks that may be introduced by a particular project, initiative, or changes initiated by Service Provider. This may include formal process for conduct of project-based security risk assessment, defining the appropriate information security requirements, implementation of the defined security requirements, conducting security testing to validate proper implementation of security requirements, deployment of latest security patches and fixes, conduct of vulnerability scanning and secure configuration checking, performing remediation to close out security issues before cut over to the production. Furthermore, Service Provider shall perform its secure software/application development process including security testing based on industry recognized methodology, framework, or lifecycle (e.g. OWASP, NIST).

3.11 Vulnerability Management. Service Provider must have an established and implemented process to check its internal and external Systems/IT/Network environment at least on a quarterly basis to identify security vulnerabilities using industry recognized and up to date vulnerability scanning tools. The identified security vulnerabilities must be assessed and remediated within a reasonable period based on criticality. Vulnerabilities classified as Critical and High must be resolved within two (2) days and thirty (30) days respectively.

3.12 Periodic Secure Configuration Testing. Service Provider shall perform secure configuration checking on a quarterly basis at least to check system security settings and security configurations to verify its compliance with industry recognized security hardening or baseline configuration standards (e.g., SANS, NIST, CIS Benchmarks).

3.13 Internal and External Penetration Testing. Service Provider shall establish and follow a penetration testing methodology that is aligned with industry recognized standards or methods (e.g., NIST SP800-115, ISO 27001, ISO 27002, PCI DSS). The penetration testing must cover systems and IT/Network components that may process, store, transmit data or information of Company and the testing must be performed at least on an annual basis or as needed. Any detected vulnerabilities shall be remediated without undue delays.

3.14 Security Administration and Monitoring. Monitoring of security related events covering IT/Network systems or infrastructure of Service Provider shall be performed on a 24/7 basis to proactively detect and respond to any suspicious looking events such as through manual or automated review or correlation of events found on the system logs and alerts from security monitoring systems, including but not limited to intrusion-detection, intrusion-prevention, firewalls, and file-integrity monitoring systems.

3.15 Threat Management. Service Provider must deploy, maintain and keep up to date a cyber threat management system to detect, contain, and prevent occurrence of common and advanced persistent threats through use of relevant technologies and documented procedures to aid threat monitoring, detection, and response.

3.16 Security Incident Management & Response. Service Provider should establish and implement a Security Incident Management and Response plan, such that it covers the following at a minimum, (i) identification of roles, responsibilities, and communication and contact strategies in the event of a security incident, (ii) incident specific response procedures based on top cyber threats applicable to Service Provider, (iii) recovery and continuity procedures, (iv) Reporting and notification of stakeholders.

3.17 Compliance Management Reviews. Service Provider shall periodically monitor and evaluate the information security performance and the effectiveness of the information security management system. Service Provider should have an appropriate oversight structure and process in place to ensure that Service Provider’s Information Security Program is implemented and operated in accordance with the organizational policies of Service Provider including applicable legal and regulatory requirements.


4. INFORMATION SECURITY MEASURES. Service Provider shall implement appropriate and adequate technical, physical, and organizational security measures or controls to protect Company’s shared data or information against undesirable events (e.g., unauthorized use, access or disclosure, intentional or unintentional destruction, modification, accidental loss, unlawful and unauthorized processing, selling of data, violation of regulatory requirements) and comply with applicable laws. Service Provider’s security measures or controls must conform with industry accepted standards (e.g., SANS CIS Controls, ISO 27001, ISO 27002, PCI-DSS) and must be sufficient to meet the requirements of laws or regulations applicable to both parties (e.g. BSP Circulars on Information Security, Data Privacy Act and its IRR).  If found to have access to cardholder-related data or determined to be in-scope for PCI-DSS, Service Provider shall be required to obtain certification to the latest PCI-DSS requirements through a qualified PCI assessor company within twelve (12) months (from contract signing) and submit an Attestation of Compliance issued by a PCI Qualified Security Assessor. Information Security Measures should cover but not be limited to the following:

4.1 [bookmark: _heading=h.gy4u7op4359f]Data Protection and Encryption. Service Provider shall implement necessary data protection measures to protect the confidentiality, integrity, and authenticity of data or information that it may process, store, transmit for Company. Specifically, data or information considered as confidential such as but not limited to sensitive personal information must be protected using industry recognized and accepted strong encryption solutions both at rest and in transit.

4.2 [bookmark: _heading=h.5eduqpdz4l7c]Network Security Controls. Service Provider must establish, implement, document and disseminate to all concerned parties network security related policies and secure configuration standards including implementation of network-based security controls to ensure the protection of data or information in Service Provider’s network and its supporting data processing facilities. In addition, Service Provider shall implement the following, but not limited to:

(a) Service Provider shall ensure that controls and procedures for all network services and components are implemented based on industry accepted standards, whether such services are provided in-house or outsourced.
(b) Service Provider shall disclose to Company their ownership and/or control of all public-facing IP addresses identified as involved or utilized by Service Provider to deliver the products and/or services to Company when requested.
(c) Service Provider shall implement firewalls at each Internet connection and between any DMZ, as well as any internal network zone.
(d) Service Provider shall define and assign descriptions of groups, roles, and responsibilities in the management and administration of network devices and components.
(e) Service Provider shall deploy and configure intrusion-detection and/or prevention (IDS/IPS) techniques and file-integrity monitoring (FIM) systems in environments or zones used to deliver the products and services to Company to monitor, detect, and respond to anomalous traffic and unauthorized modifications to critical system files.
(f) Service Provider shall deploy time-synchronization technology, such as that of an NTP server to synchronize all systems' clocks and times. The time-synchronization technology should be configured to receive time settings from industry-accepted time sources or servers.
(g) Service Provider must have implemented automated audit trails to reconstruct events on all individual user access to all data.
(h) Service Provider’s networks shall be adequately managed and controlled to be protected from threats and maintain security for the systems and applications using the network, including information in transit.

4.3 [bookmark: _heading=h.nvztebfr1sei]Remote Access Control. Service Provider’s remote access to IT/Network systems is only permitted on authorized personnel and remote devices. In addition, Service Provider’s remote access to internal resources should be subjected to more than one form of strong authentication (e.g., multi-factor authentication).

4.4 [bookmark: _heading=h.ufw8b2wwdw2y]Malicious Code Prevention. Service Provider shall implement its secure coding guidelines and practices to address common coding vulnerabilities such as, but not limited to, injection flaws, buffer overflows, cryptographic flaws, insecure communications, force browsing, cross-site request forgeries and broken authentication configurations to protect the integrity of software and information that provide products and/or services to Company.
[bookmark: _heading=h.x2u3f4zanq4w]
4.5 Vulnerability Assessment and Penetration Testing (VAPT). Service Provider shall run internal and external network vulnerability scans at least quarterly, or after any significant changes in the network infrastructure, systems, and data processing/storage environment that provide support to the products and/or services of Company. In addition, Service Provider must also implement and observe the following:

(a) Service Provider shall conduct an application-layer and network-layer vulnerability assessment and penetration testing in external and internal environments or zones used to deliver the products and services to Company. The VAPT activity must cover Service Provider’s assets storing, transmitting, and processing Company’s shared data or information
(b) Service Provider should perform VAPT, at least annually, or after any significant changes in its IT/Network infrastructure and environment that is based on industry-accepted penetration testing approaches, e.g. NIST SP 800-115,
(c) Service Provider shall address and remediate all "high-risk" vulnerabilities within 30 days and perform re-scans to verify whether they have been successfully resolved.
(d) Service Provider shall provide a copy of the result of the VAPT activity to Company upon request without undue delay.

4.6 [bookmark: _heading=h.kzc51hz352v0]System and Application Security Controls. Service Provider must establish, implement and maintain a secure systems development process, including, but not limited to, secure software development lifecycle standards, and secure coding practices. In addition, Service Provider shall implement the following, but not limited to:

(a) Service Provider shall write custom codes in accordance with secure coding guidelines and practices and shall review custom codes, apply necessary corrections on code level security flaws, and be approved by management prior to release to production.
(b) Service Provider shall train its developers at least annually in up-to-date secure coding techniques.
(c) Service Provider shall change all vendor-supplied and unnecessary defaults on all systems and applications prior to deployment or go-live.
(d) Service Provider’s secure system development framework, policies, procedures and standards consistent with industry-accepted standards (e.g. CIS, ISO, SANS, NIST, OWASP). This shall apply to web application, mobile application, embedded software, and firmware development as appropriate.
(e) Service Provider must have identified security requirements before implementing any initiatives that may involve creating or enhancing information assets like information systems that include operating systems, infrastructure, business applications, off-the-shelf products, services, and self-developed applications.
(f) In case Service Provider is providing application, system, or software development related services to Company, Service Provider shall allow Company or its designated Assessor Company to evaluate the security posture over Service Provider’s software development and testing processes including the adequacy of security controls implemented over it.
i. 
4.7 [bookmark: _heading=h.9ajz4773qkmg]Endpoints and Server Security Controls. Service Provider shall implement appropriate security measures (e.g. USB port disabling, Data Leakage Protection tool) to prevent unauthorized access and copying of data from any endpoint device that may contain information shared by Company to Service Provider. Service Provider shall also configure and maintain their endpoints/servers (processing/storing information shared by Company) in accordance with industry standards on system hardening or secure configuration (e.g. NIST, CIS, etc.). Secure access path shall be established by Service Provider to ensure secure remote access (e.g., VPN, bastion host) to their endpoints and servers. In addition, Service Provider should implement endpoint/server security and protection related controls such as but not limited to the following:

(a) File Integrity Monitoring (FIM) software
(b) Security Information & Event Management (SIEM) solution
(c) Anti-Malware software
(d) Endpoint Security Threat Detection and Response (EDR) solution
(e) Host level Firewall solution
(f) Disk Encryption solution
(g) Multi-Factor Authentication for all remote access to critical systems
(h) Vulnerability scanning tool or detection solution
(i) Patch management solution to ensure installation of updated patches
(j) Use of hardened images representing hardened versions of the underlying operating systems and other applications installed on the platform/device

4.8 [bookmark: _heading=h.oe375ks4ynrr]Backup of Information. Service Provider’s backup strategy and policy shall be defined, and routine backup procedures shall be established and carried out to maintain the protection of data and information processing and communication services (including information shared by Company) against undesirable events (e.g. destruction of data, unauthorized disclosure). At the minimum, the backup strategy must include encryption when backup data is stored and transmitted across networks. This requirement also applies to remote backups and cloud services.

4.9 [bookmark: _heading=h.9s010r4o7y5k]Physical and Environmental Controls. Service Provider’s physical security policies and practices shall be established, implemented and monitored within Service Provider organization. Physical security controls shall include, but not limited to, guards, locks and keys, authorized badges or cards and readers, CCTV security system, and environment controls (e.g. fire safety, temperature, humidity, battery backup) in areas or facilities from where the products and services would be delivered to Company.




5. SECURITY ASSESSMENT. Company shall have the right to perform security and data privacy related compliance assessments covering Service Provider’s existing security program and security measures implemented, which may involve onsite inspections, review of documents, interview of personnel, accomplishment of security questionnaires, online meetings, email inquiries, and other methods to facilitate the conduct of compliance evaluation. Service Provider shall complete, upon the request of Company and on an annual basis, in a timely and accurate manner, a third-party security review checklist given by Company to Service Provider, in order to verify Service Provider’s compliance with its security-related obligations specified on this Annex. Refer to the related Annexure for the Third-Party Security Review checklist. A reasonable advance written notice shall be issued by Company to Service Provider prior to the start of the assessment. Service Provider shall fully cooperate with Company or its designated Assessor Company during the conduct of security and data privacy related compliance assessment and shall provide the necessary information, documents, and records (e.g. Policies, Security Reports, Attestation of Compliance, etc.) necessary to demonstrate its compliance and satisfy the objectives of Company’s assessment as long as it is relevant to the products/services agreed by both parties.


6. SECURITY INCIDENT AND BREACH. Service Provider shall establish and maintain a security and privacy related incident response plan that must cover Service Provider’s assets storing, transmitting, and processing Company shared data or information and conduct periodic incident response exercises to determine Service Provider’s overall preparedness in the event of an incident. Service Provider shall notify Company within two (2) hours from discovery of any occurrence of an incident that may endanger or jeopardize the confidentiality, integrity, and availability of information or system affecting Service Provider’s assets that store, process, and transmit Company’s shared data or information and within twenty-four (24) hours from the time of discovery of an incident, a follow up report containing details about the incident must be sent to Company. In addition, Service Provider shall implement containment measures to minimize further damage and perform remedial measures to secure the affected assets. A copy of the incident report based on the result of an investigation shall be provided to Company upon its request without undue delay. The incident response plan shall include, but not limited to:

6.1 Review and test of incident response plan at least annually.

6.2 Designated specific personnel to be available on a 24/7 basis to respond to alerts and incidents.

6.3 Appropriate training to staff with security breach response responsibilities.

6.4 Process to modify and evolve the incident response plan according to lessons learned and to incorporate industry developments.

6.5 Responds to alerts from security monitoring systems, including but not limited to intrusion-detection, intrusion-prevention, firewalls, and file-integrity monitoring systems.


7. SECURITY IN SUB-CONTRACTING. In case Service Provider will engage in subcontracting that will involve the processing of and/or access to Company’s shared data or information by a subcontractor, Service Provider shall seek prior permission from Company before engaging a subcontractor and ensure that its subcontractor shall:

7.1 Only process and/or access Company shared data or information based on the instructions of Service Provider that do not violate any of the terms and conditions set forth in this document.

7.2 Have the appropriate technical, physical, and organizational security measures (that conform with industry accepted standards like ISO27001) to protect Company’s shared data or information against undesirable events (e.g. unauthorized disclosure or access to Company’s data) and unlawful acts (e.g. unauthorized data processing, selling of information) and shall be no less rigorous than Company’s security measures.

7.3 At all times, keep Company’s shared data or information with utmost confidentiality, not disclose such shared data or information to any individual except there is prior written consent from Service Provider, and restrict access to authorized individuals only within the Subcontractor’s organization only who need access in order to perform tasks necessary to provide the contracted services.
7.4 Immediately notify and inform Service Provider of any occurrence of security incidents impacting the contracted services wherein Company’s shared data or information may be involved or affected.

7.5 Perform secure data erasure to render all data unrecoverable when subcontracting arrangement is about to be terminated or when a Company’s shared data or information being processed or accessed to by the Subcontractor is no longer needed or required to be retained for the delivery of services agreed between Service Provider and its Subcontractor. A certification on the completion of secure data erasure must be retained by Service Provider for record purposes.

7.6 Strictly adhere to the industry accepted standards for information security management and data protection including relevant regulatory requirements so that the subcontractor will not place Service Provider and Company in breach of any applicable laws.


8. SECURITY ISSUES. In case Company determines that Service Provider has inadequate security measures in place or gaps to protect Company’s shared data or information, Service Provider shall seek to remediate the gaps identified and raised by Company in a timely manner within the schedule mutually agreed by both parties. To facilitate tracking, Service Provider shall agree to submit a written action plan to Company within thirty (30) days following the completion of the security and privacy related assessment. In addition, Company reserves the right to temporarily suspend Service Provider’s access to Company including the transfer or exchange of data in the event that Company in its reasonable discretion, discovers adverse security issues in Service Provider’s organization.































ANNEX 4
BUSINESS CONTINUITY PLAN



























































ANNEX 5
SCOPE OF WORK NO. 1


	
SERVICE DESCRIPTION

	
SERVICE DESCRIPTION

	
SCOPE 
OF SERVICE

	
SCOPE OF SERVICE

	
TERM

	
TERM

	
PLACE OF
ASSIGNMENT

	

	
BACKGROUND CHECK
REQUIREMENTS

	

	
ESCALATION PROCEDURE

	

	
RESOURCES

	
A. Replacement of Resources
B. Adding or Reducing of Resources


	
PENALTIES 
	
A. Penalties for Non-Performing Resource or Unsatisfactory Work of Resource
B. Penalty for Security Breaches


	
FEES, INVOICE & PAYMENT SCHEDULE

	
A. Fees
B. Invoice
C. Payment Schedule


	
ABSORPTION & WARRANTY

	















ANNEX 5-A 
[FORM] 























































































































































































image1.png
@) GCash




