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As heterogeneous integration (HI) and advanced pack-
agingbecomeincreasingly prevalent for achieving the next
wave of performance improvements, conventional elec-
trical failure analysis (EFA) techniques are facing growing
challenges in meeting industry demands.*? Emerging
trends like wafer-to-wafer and chip-to-wafer bonding,
through-silicon vias, and backside power delivery are
significantly increasing interconnect complexity. Because
interconnects are critical to the performance gains in
state-of-the-art devices, ensuring their electrical integrity
is crucial for ramping up production and maintaining high
yields. However, many traditional EFA techniques struggle
to cope with weak signals, multiple metallization layers,
and stacked dies. Moreover, the increasing adoption of
wide band-gap materials such as GaN and SiC results in
further complicationsin current EFA.P Thereis a dire need
for new methods that can localize faults that are deep
below the surface and surrounded by complex metalliza-
tion, with three-dimensionalinformation, high resolution,
and short measurement times.

One of the emerging EFA techniques addressing these
problemsis quantum sensing with nitrogen-vacancy (NV)
centers in diamond.**! The technique enables magnetic
field measurements with high spatial resolution and sen-
sitivity, allowing the user to image the electrical activ-
ity within the circuit and identify various failure modes,
including shorts and opens. This process is known as
magnetic current imaging (MCI).5"! Because magnetic
fields travel through Si, GaN, and SiC unimpeded, this
modality is a promising candidate for identifying buried
and weak failures within the deep layers, as well as new
power devices. Furthermore, compared to other mag-
netic current imaging techniques such as SQUIDs, this

technique achieves higher resolution, does not require
scanning, and operates at room conditions, making it
appealing from a practical EFA standpoint. A system that
performs quantum sensing using diamonds has colloqui-
ally come to be known as a quantum diamond micro-
scope (QDM).

This article presents the QDM as an innovative FA
tool, details its operation from an FA engineer’s perspec-
tive, and discusses its place in the overall FA workflow.
The focus then turns to the lateral resolution metric and
analysis of two different integrated circuits: a simple Cu
wire test sample, and a commercially available quadru-
pole NAND-gate circuit (Texas Instruments, CD4011-B).
Both samples were selected to familiarize the FA engineer
with magnetic field and current density data and are
ideal to demonstrate the technique, due to their easy-to-
understand layouts. Here, a lateral magnetic resolution of
3.0(5) um is showcased, which is already competitive for
EFA.@The article concludes by comparing QDM to existing
EFA methods in terms of relevant metrics, such as resolu-
tion and measurement time.

Currents flowing through conductive paths in inte-
grated circuits (ICs) generate localized magnetic fields,
as described by Ampeére’s law.®) Mapping these fields
provides crucial insights into current-density distribu-
tion, allowing for the identification and localization of
circuit anomalies. However, previous MCl methods, such
as SQUIDs and GMR sensors, have faced limitations due
to impractical system requirements and a steep trade-off
between resolution, sensitivity, and acquisition times
caused by scanning-mode systems.

Quantum sensing using a QDM addresses these chal-
lenges by enabling MCI with high spatial resolution,



room-temperature operation, and fast acquisition times,
enhancing the FA workflow. A key advantage of the QDM
is its ability to capture the complete vectorial magnetic
field, enabling a detection of vertical currents, while other
MCI systems measure only a single projected field com-
ponent. The QDM can map magnetic fields from multiple
layers of the device-under-test (DUT), including vertical
interconnects, and create detailed images of electrical
activity. Analysis of these images allows FA engineers to
localize faults such as shorts and opens, providing valu-
able insights for root-cause analysis.

The QDM achieves MCI by combining advanced micros-
copy optics with a diamond quantum sensor to transduce
the magnetic field into an optical signal, transducing the
magnetic field into an optical signal that is captured by
a camera as a spatially resolved image. A generic testing
setup is shown in Fig. 1. For more information on QDM
working principles and the underlying physics, the reader
is encouraged to consult the comprehensive report in
reference 9.

Several factors are crucial for the FA engineer for
failure localization in the HI era: depth reach, sensitivity,

and resolution. Depth reach can be functionally under-
stood as the maximum distance at which a signal can be
meaningfully detected. Sensitivity defines the minimum
detectable magnetic field strength within a given time
window and is closely linked to the minimum detectable
current. Because the QDM can generate x, y, and z coordi-
nates, two parameters are important to evaluate: lateral
and depth resolution.

Similar to conventional optical FA techniques, the
resolution is strongly dependent on the depth of the
current or feature under investigation. Typical lateral
resolutions achieved under laboratory conditions are on
the order of ~0.5-5 um for surface-level currents. Having a
depth resolution is a discerning factor compared to most
optical techniques such as photo-emission microscopy
(PEM), optically induced resistance change (OBIRCH), and
thermally induced voltage alteration (TIVA, also referred
to as infrared OBIRCH), which has no depth sensing
capabilities beyond shallow defects.['>!Y Lock-in ther-
mography (LIT) is the exception and does supply depth
information.*? However, its depth accuracy depends on
precise knowledge of thermal properties of the materials
involved, which is usually not straightforward. While the
depth resolution of QDM can also strongly depend on the
given sample, typically achieved uncertainties of a given
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(a) Stage of a QDM system. A breadboard with a zero-insertion force socketed sample is positioned beneath an objective,
alongside additional probe needles. (b) Illustration of a QDM setup. A 532 nm green laser is directed to a dichroic mirror
and then into an objective, after which the laser beam is collimated. The laser illuminates the diamond quantum
sensor placed on top of the IC sample, causing the NV centers within the diamond to fluoresce. The intensity of the NV
centers’ fluorescence depends on both the microwave frequency, which is swept by the nearby antenna, as well as the
local magnetic field. The active die’s currents alter these local magnetic fields with respect to the bias field, leading to
variations in the fluorescence intensity across the field of view (FoV). The resulting red fluorescence passes back through
the objective, continues through the dichroic mirror, and is then collected by a camera. The fluorescence intensity,
recorded to each pixel, encodes detailed information about the sample’s local magnetic fields, enabling the extraction

and imaging of integrated circuit activity.



depth is 10%. As an example, the depth uncertainty of a
current-carrying wire 50 pm below the surface where the
sensor is placed, would be ~ 5 um.

Operation of a QDM involves a two-step process:

Step 1: The DUT must be prepared within the biasing
conditions. Secondly, the sensor positioning must take
place. The interaction of the DUT with the quantum
sensor can be achieved in two main ways. Either the
quantum sensor is a stand-alone diamond chip and is
placed directly on the sample, or it is integrated into the
microscope objective and is brought close to the sample.
Inthe stand-alone case (asillustrated in Fig. 1b), the sensor
can directly be placed on top of the region of interest on
the DUT. The diamond is in contact with one side of the
sample, therefore achieving a minimal stand-off distance
tothe area of interest (limited by the flatness of the sample
surface). Note that despite being placed on the surface, the
sensor collects information through the layers of the DUT.
As an example, a QDM that uses the stand-alone sensor
configuration and has a sensitivity of ~ 5 uT(Hz)%* will
be able to image currents of ~ 1 mA buried at a distance
of up to ~ 300 um with a reasonable signal to noise ratio
of 3 within ~20 seconds. In the case of diamond sensors
integrated into the optical setup,™l automation is essential
for aligning the sensor with the region of interest, while
tilt correction should ensure flatness. The depth reach
and resolution of the integrated sensor will diminish as
the distance between the objective head and the sam-
ple increases.

Table1
for QDM.

List of addressable failures for packages and dies

Generally, the diamond sensors are usually cuboid
chips with sides of length 1-4 mm, which allows to image
aFoVup to4 mm x4 mm. The stand-alone case is appeal-
ing when samples have rough and hard-to-reach surfaces
(typical for wide band-gap devices such as GaN), because
the objective can be moved farther from the sample stage,
while the integrated case is appealing when samples are
flat and automation is desired, e.g. when stitching data
over a wafer.

Step 2: After sensor positioning is done, the measure-
ment is automated and requires no interference from the
operator. Magnetic field maps are created, and the source
current density images are extracted. The operator can use
infrared (IR) backside images and their knowledge of the
layout (if available) to precisely pinpoint current paths in
either a single or multiple layers.

As an MCl method, the QDM can identify all failures
addressable by traditional MCI techniques while also
overcoming certain prior limitations.[” Generally, the
addressable faults include shorts, leakages, and high-
resistance faults. However, the QDM can also identify
true non-resistive opens using AC-currents on the DUT,
which remained a challenge for many imaging methods
to this date.!! Table 1 gives a summary of addressable
failure modes.

QDM is a versatile tool that can be incorporated into
the FA workflow in two different points. First, it can be
used as a nondestructive inspection tool before sample
preparation. This could either be over-the-package or
after decapsulation without thinning and polishing. It
is generic to use LIT for this step in FA
labs that have access to such a device.
Here, QDM can be seen as a supplement
to the hotspot information, but also

has the potential to surpass the depth
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Flowchart of a generic FA workflow. Steps 2 and 4 are value-proposition points for QDM as a versatile tool that can be
used both before and after sample preparation, with different benefits: nondestructive overview and very high lateral
resolution, respectively.



Second, the QDM can also be used after the sample
preparation, where molding has been taken off and the
dieis exposed and thinned down. Thisis where previously
mentioned methods such as EMMI, OBIRCH, as well as
x-ray methods would be commonly used. Here QDM excels
at providing um resolution images in a short amount of
time, as well as providing direct information about electri-
cal activity in the form of an image. Another benefit of QDM
isthatitdoes not require sample polishing, even for highly
doped samples, which decreases the overalltime spenton
sample preparation. Due to its depth sensing capabilities,
the QDM can also identify a defective layer much earlier
than many optical methods, saving the FA engineer hours
of layer-by-layer thinning. Figure 2 illustrates QDM’s place
in the FA workflow.

This article focuses on demonstrating QDM’s capa-
bilities for lateral resolution on two different samples and
familiarizing the reader with the magnetic and current
density measurement data. QDM’s capabilities of depth
reach, depth resolution, and sensitivity will be analyzed
in a later work.

Severalfactorsinfluence the spatial resolution of mag-
netic field images, defining the accuracy with which mag-
netic phenomena can be mapped in integrated circuits.

images of a current-carrying wire sample, provided by
Hamamatsu’s PHEMOS group. The measurement results
using QDM are shown in Fig. 3a. The experimental setup
included an infinity-corrected objective with 50x magni-
fication and a numerical aperture (NA) of 0.55, optimizing
the system for a balance between field depth and resolu-
tion. The sample, a 500 nm thick wire, carried a current
of 1 mA, generating magnetic fields on the order of 50 puT,
which were mapped across a predefined area as the
current flowed through the wire’s path.

As discussed in reference 14, there are multiple ways
to define the spatial resolution of the MCI. Here, spatial
resolution is defined as the ability to resolve contribution
from two parallel current paths as described by Sparrow’s
criterium.® By taking a line cut along the x-axis of the
signal generated by a single wire where current flows in
the y-direction, the spatial resolution can be estimated as
the 15-85 % raise of the signal. B, signals have a different
behavior, and the peak-to-peak distance is a definition
generally adopted since it is easy to identify. Looking at
the B, profile gives a spatial resolution of 3.0(5) um.

Analyzing the magnetic field profiles generated by a
current-carrying wire shows that B and B, components
exhibit distinct spatial behaviors. The B field has a more
confined profile with a sharper peak, whereas the B field
tends to display broad lateral extensions, resulting in a
more gradual decay at greater distances from the wire.

The optical spatial resolution of B, (uT) B, (uT) B, (uT)
the system described in this article S— -
sets the lower limit and depends a0
on the numerical aperture (NA) 0
of the optical system. To achieve
maximum resolution, diamond 50
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centers and the electronic circuit ;; 40 ;q? 0
under test. This distance influences 20 -50
resolution due to the decay of mag- 0 100
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distance. Notably, while the stand-
off distance affects spatial resolu-
tion, it also offers valuable insights
into the depth of the current under
investigation.

Magnetic field images of a 1 mA current-carrying wire, used to determine the
magnetic resolution. (a) Amplitudes of B , B,andB, magnetic field components,
where a positive B, value indicates an upward current and a positive B, value
indicates a right-to-left current. (b) Line cut of B_ along the x-axis, indicated in
(a) by adashed black line. The resolution is determined using Sparrow’s criterion,

with 15% and 85% of the total magnetic magnitude shown by dashed orange

To demonstrate the spatial
resolution of this system, the team

acquired vectorial magnetic field orange lines.

lines. (c) Line cut of B, along the x-axis, also marked in (a) by a dashed black line.
Resolution is determined by the peak-to-peak distance, indicated by dashed



These broad extensions lead to the long-range behavior
of the B, field.

Due to the broader distribution of the B, field, spatial
resolution is less precise when using B, for localizing
sources. In contrast, the B field shows a sharper transi-
tion, with a steeper slope around the wire, making it more
sensitive to small changes in position. This leads to better
spatial resolution, allowing for more accurate identifica-
tion of the wire’s position and the distance over which
the field changes.

Thus, for identifying current-carrying features or
mapping magnetic fields over small areas, the B, profiles
offer a significant advantage over B , which tends to blur
finer spatial details due to its broad lateral extensions.
This makes the QDM particularly advantageous in such
applications, especially for higher stand-off distances
where spatial broadening can become critical.

Finally, itisimportant to note that the thickness of the
sensor plays a role. Therefore, different diamonds with
different properties can be designed for specific use cases,
such as die-level or package-level analysis. Further careful
system design and calibration can push these boundar-
ies, allowing for more detailed and accurate mapping of
magnetic fields in semiconductor devices.

NAND gates are a fundamental building block of digital
logic in CMOS technology. This section investigates the
current paths in the Texas Instruments CD4011B, a quad
NAND gate IC shown in Fig. 4 with a publicly available
layout.

Table 2 presents the truth table for a NAND gate. A
logical ‘0’ corresponds to a low voltage relative to ground,
while a logical ‘1’ indicates a high voltage. A consistent high
state of 5V was applied to the gate inputs, with the output
connected to ground through a 10 kQ resistor.
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Table2 Truth table fora NAND gate, where A
and B represent the inputs, and the
third column is the resulting output.

A B NAND (A, B)
0 0 1
0 1 1
1 0 1
1 1 0

Each NAND gate comprises two input pins and one
output pin. Contact Pins 1 and 2 function as the inputs
for the first NAND gate, with Contact Pin 3 serving as the
output. This configuration is repeated for the other three
NAND gates. Pin 7 is grounded, while Pin 14 serves as the
voltage supply (VDD). Magnetic field signatures generated
by operating currents under various input configurations
were measured using the QDM. Figure 5 illustrates the
resulting magnetic fields obtained with a supply current
of 8 mA and all input gates set to ‘0’ (i.e., in a low state).

The magnetic field maps already contain all the nec-
essary information to localize failures or track current,
however, they can be challenging to interpret for the
FA engineer, especially for complex chip configurations.
To this end, current reconstruction procedures enable
reconstructing the current density.l'* Using machine
learning approaches, allows retrieving the current
density path using the magnetic field maps as input data.
Figure 6 shows current densities for two distinct gate
configurations.

Demonstrating the ability toimage currents with differ-
ent gate configurations, establishes the capability to track
current paths through ICs. This functionality enables FA
engineers to precisely locate areas of anomalous behavior,
such as leakage currents, shorts, or open circuits, which
are often challenging to detect using traditional methods.
Thus, visualizing current flow allows engineers to better
understand the nature and location of faults, resulting in
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(a) Layout and (b) infrared image of the Texas Instruments CD4011B IC with four NAND gates. (c) Cross-section illustrating
the stand-off distance between the sample to probe and the diamond sensor.



B, (uT) more accurate diagnosis and efficient problem-solving.

y | This leads to reduced debugging time, improved reliabil-
Lox Ny 40 ity, and more effective root-cause analysis, particularly in
. -

" 20 complex circuits.
l 0 The next step for the QDM’s application in EFA is
(e o 120 to assess its ability to map current paths within more
/A 40 advanced multi-layered chips, particularly those involved
E”O—“m o * in heterogeneousintegration. By further enhancing depth
B, (uT) sensitivity and improving spatial resolution, QDM tech-
! nology is poised to become an indispensable tool in the
_— 40 analysis of complex semiconductor devices, providing
e 20 criticalinsightinto both lateral and vertical current flows.
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" T ¢ |20 This article introduced quantum sensing with diamond
&mo i . -40 through the QDM as an innovative, nondestructive EFA
° = tool. Detailed operation from an FA engineer’s perspec-
B, (uT) tive shows how it integrates into standard workflows.
Y 40 Measurements on two integrated circuits demonstrated
r‘"‘-‘\ A a lateral spatial resolution of 3.0(5) um, illustrating the
—
"' 20 type of data a QDM provides. Its performance was com-
#‘ 0 pared to established FA methods, highlighting its specific
m\ ! o B-20 advantages.

» Mt Although the QDM is still in its early development
kM il - - stages, akin to the adoption of lock-in thermography in the

2000s, initial results reveal strong application potential.
Magnetic field maps of CD4011B activity acquired

using the QDM. A current of 8 mA was applied to
power the chip. (a) The B, component arises from
currents flowing along the y-axis, where positive

There are several ways to improve the QDM; for example,
transitioning to AC imaging could leverage NV sensors’
established sensitivities in the nT to pT (Hz)-0.5 range at

values indicate upward currents, and negative MHz and GHz frequencies,** potentially accelerating mea-
values represent downward currents. (b) The B, surements by several orders of magnitude and enabling
component corresponds to currents along the x-axis, assessments of ICs at their native clock frequencies.

with positive values indicating right-to-left currents,

and negative values indicating left-to-right currents. In conclusion, the QDM shows considerable promise

(c) The B component represents the out_of_plane as an FA tOOl, par‘ticularly as the f|eld advances toward
magnetic field, encompassing contributions from heterogeneousintegration and wide band-gap materials.
currents along both the x- and y-axes. Future work will focus on over-the-package analysis with

aQDM, aiming to establish its depth-sensing
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