
  
 
 
 
 
 
 
 
 
 

 

 
 

 

Implementation of Customer Consent Management for 

OMNI-AG 
 

Dear valued partners, 

 

We are pleased to announce the upcoming implementation of Customer Consent Management within OMNI-AG across all 

products lines. This feature, which was previously limited to Fire, Smart PA, and Travel products will now be available for all 

products. This enhancement is designed to strengthen internal controls, improve customer experience, and ensure compliance 

with the Personal Data Protection Act 2010 (PDPA 2010). The targeted deployment date is 23 July 2025.  

 

As part of this implementation, customer consent for Data Processing (Mandatory) and Direct Marketing (Optional) will be 

captured systematically on OMNI-AG through designated tick boxes illustrated below. 

 

 
 

It is essential to obtain the policyholder’s explicit consent prior to capturing any information in OMNI-AG. You are responsible 

for ensuring the accuracy and completeness of the data entered. For reference on our data handling practices, please refer to 

the Data Privacy Notice available at: https://www.generali.com.my/data-privacy-notice. 

 

To help you better understand this implementation, please refer to the FAQ section attached below, which provides key details 

and guidance.  

 

FAQ.pdf

 
We appreciate your continued support and partnership. As your trusted insurance partner, we are committed to empowering 

you with the tools to serve our customers with integrity. 

 

Should you require further assistance, please do not hesitate to contact your servicing officer at Generali Insurance Malaysia 

Berhad. Thank you. 

 
Issued by,  
Compliance Department  
Generali Insurance Malaysia Berhad 

16 JULY 2025 
CIRCULAR 206.25 

Data Processing Consent (Mandatory) 

Direct Marketing Consent (Optional) 

Customer Acknowledgement (Mandatory) 

https://www.generali.com.my/data-privacy-notice



 


 


 


Internal 


Frequently Asked Questions (FAQ) 


1. Why is consent management necessary? 


Consent management is essential to safeguard individuals’ data rights and ensure lawful and ethical handling 


of personal data. The Personal Data Protection Act 2010 (PDPA 2010) requires organisations to obtain 


clear, informed, and explicit consent prior to collecting, processing, or disclosing personal information. 


 


2. What types of consent are we collecting? 


We collect the following categories of consent to ensure lawful and transparent data usage: 


• Data Processing Consent (Mandatory) - Authorises the handling of personal data for core 


business and operational purposes. 


• Direct Marketing Consent (Optional) – Grants permission to use personal data for promotional 


communications, product updates, and marketing initiatives. 


3. How will this affect my daily operations? 


As part of the policy issuance process, you will be required to review and manage three (3) checkboxes: 


• Checkbox 1 – Customer Acknowledgment (Mandatory): Confirms that the customer’s 


information is accurate, and that they have read and accepted the Product Disclosure Sheet (PDS), 


policy terms, and conditions before entering into the contract. 


 


• Checkbox 2 – Data Processing Consent (Mandatory): Must be obtained from the customer to 


authorise the collection, use, and disclosure of personal data for operational purposes. 


 


• Checkbox 3 – Direct Marketing Consent (Optional): Only tick this box if the customer agrees to 


receive marketing materials. Leave it unticked if the customer chooses to opt out. 


 


Before selecting any checkbox, ensure the customer fully understands what they are consenting to. Enter 


their choices accurately into the system to remain compliant. 


4. Am I required to obtain explicit consent from customers before selecting the tick boxes? 


Yes. You must obtain clear and explicit consent from each customer before checking the corresponding tick 


boxes on OMNI-AG. This ensures compliance with data protection requirements and reinforces trust in our 


data handling practices.  


 


Important: Always verify that the customer understands the purpose and implications of each 


consent option before proceeding. 
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5. Are consents applied individually even for corporate policies?  


Yes, consent requirements apply wherever personal data is involved, including within corporate insurance 


policies. The corporate entity itself is not subject to consent provisions when it comes to its own business 


or contact information, as this does not constitute personal data under PDPA 2010. However, when a 


corporate client submits personal data of individuals (e.g. employees, life assured, nominees, beneficiaries, 


key cnontact person’s details) as part of a group or corporate policy, it must ensure that deemed or explicit 


consent has been obtained, in line with Code of Practice on Personal Data Protection for the Insurance and 


Takaful Industry in Malaysia 2016 requirements. 


 
6.     What should I do if a customer decides to withdraw direct marketing consent? 
        If a customer decides to withdraw their consent for direct marketing communications, they can update 


their preferences through the following channels: 


 


• Customer Consent Portal: https://www.generali.com.my/form/customer-consent-portal 


• Servicing Agent: Reach out directly to their designated agent 


• Customer Service: Call 1300 13 2121 or +603 3007 2121 


• Preferred Branches: Visit or contact the nearest branch office 


• Data Protection Officer: Email to dataprotection.gi@generali.com.my 


Important: It is essential to inform customers of these self-service options and to ensure that any changes 


to their consent status are promptly and accurately updated in all internal systems. 


 


7. How can a customer or servicing agent withdraw consent using customer consent portal? 


To unsubscribe from receiving direct marketing materials, the customer or their servicing agent or customer 


representative, should follow these steps via the Customer Consent Portal: 


 
i. Select “Yes” under the Policyholder section.  



https://www.generali.com.my/form/customer-consent-portal

mailto:dataprotection.gi@generali.com.my
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ii. Enter the identification number associated with the policy (e.g. IC number, Passport number, 


or Army number). 


iii. Tick the unsubscribe checkbox that reads: “I wish to unsubscribe from receiving special 


offers, promotions and information related to the insurance products, events and services of 


Generali Insurance Malaysia Berhad and/or any company within the Generali Group of 


Companies and/or of its associated companies.”  


 


Once submitted, the customer’s marketing preferences will be updated accordingly. 


 


Kindly note that internal staff can support changes to the customer’s consent preferences if 


needed. 


 


8. Who do I contact for technical support or questions? 


Please reach out to your respective servicing officer should you require further clarification and 


assistance. 
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